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Abstract

In today's society, access to computers and the internet has become indispensable, offering a
myriad of opportunities such as online shopping, trading, banking, communication, and social
media interaction. However, along with the increasing usage of the internet, there is a
corresponding rise in cybercrimes, posing constant threats to organizations. Recent years have
witnessed a significant surge in cyber incidents and breaches, exacerbated by emerging
technologies like the Fourth Industrial Revolution (4IR) and Artificial Intelligence (Al), as well as
the availability of tools such as Crimeware-as-a-Service (CaaS), anonymous technologies like Tor,
and the utilization of the Darknet. In response to these challenges, cyber forensic experts and
digital investigators must possess the necessary skills and expertise to effectively investigate
cybercrimes, analyse electronic evidence found on digital devices, and present findings in a legally
acceptable manner. To stay ahead of cybercriminals, digital forensic investigators and first
responders must leverage Al and cutting-edge technologies of the 4IR era. This study addresses
the evolving cybersecurity landscape by designing an Al-based digital forensic protocol tailored
for first responders. Employing a design science research (DSR) methodology, the study develops
a novel investigation protocol utilising Al prediction modelling. Additionally, it explores various
Al models to create an efficient framework for integrating Machine Learning (ML) and predictive
modelling in cybercrime data analysis of a cloud-based dataset. The design and development of
Intelligent Digital Evidence Extraction Protocol or I-DEEP, a novel protocol provides a framework
to make the process of cybercrime investigation more agile using triaging and quick decision
making by predictive analysis. This is accomplished by development and implementation of Al

and Machine Learning algorithms.

Keywords: Digital Forensics, Cybercrime, Artificial Intelligence, Predictive Modelling,

Machine Learning
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CHAPTER 1: INTRODUCTION

1.1 Introduction

This chapter provides an overview to the digital forensics and constructs related to the field. It also
highlights the problems and challenges faced by first responders and cyber forensics investigators
in investigating cybercrime. Although detailed investigation into the problems pertaining to the
field of digital forensics has been conducted in upcoming chapters, this chapter introduces the
challenges faced by the first responders. It further emphasises the significance of this research
towards providing solutions to the problem and establish the contextual argument for creating

specific artifacts to provide solutions to the first responders in the field of digital forensics.

IT Forensics, Cyber Forensics, and Computer Forensics fall within the broader category of Digital
Forensics, encompassing the investigation of digital evidence present in computers, portable
devices, digital storage media, and network devices. The primary objective of cyber forensics is to
meticulously analyse digital media in a forensically sound manner, aiming to identify, preserve,
recover, analyse, and present pertinent facts hidden within data as evidence. Cyber forensics is
frequently employed in a diverse array of computer-related crime investigations and e-discovery
processes. Evidence from computer forensics is treated with the same level of scrutiny as other

forms of physical evidence and is increasingly gaining acceptance in court proceedings.

The first event of Digital Forensic Research Workshop, also abbreviated as DFRWS, was
organised in the year 2001 in Utica, New York (DFRWS, 2001), which addressed these issues of
standardisation of digital forensic process. There has been major contributions to the field of
Digital Forensics (DF) by various researchers and practitioners, but still universally accepted

models and framework do not exist (Garfinkel, 2010; Adams et al., 2013; Bauchner, 2014).

This situation necessitates the requirement of effective interventions to prevent, contain and
investigate cyber-crime. There are investigation protocols to track and trace the culprits by
conducting investigation, collect electronic evidence of the crime and prosecute the cyber
criminals. Due to the reasons mentioned afore, the efficacy of the tools and investigation methods

used may be undermined through various confounding factors (Collie, 2018; Britz, 2009).



There is a pressing need for addressing the compliance issues that pervade the investigative
process, challenges posed by vastly diverse and dynamic infrastructural implementations in
computing environments (Casey et al., 2009). It has to be ensured that the methodology used in
DF investigations is legally compliant to the court of law directives (Institute of Justice, 2008). DF
investigative methods have to be accepted among DF investigator community and rigorous enough

to stand in court of law (Kohn et al., 2013).

Therefore, the study is intended to investigate the problem domains in the field of digital forensics
and propose solutions to first responders or cybercrime investigators by designing a novel
investigation protocol that uses agile approach, triaging and artificial intelligence (Al) to bring
greater efficacy in the process of digital investigation. The proposed digital investigation protocol
intends to aid the investigators by suggesting most suitable investigative approach that also

integrates all technical and methodological aspects of the investigation process.

The study further aims to develop an Al based intelligent framework and a working prototype
using dataset consisting of cybercrime data extracted from ‘cloud based’ source. This research is
aimed at designing a new protocol in order to provide assistance to the cybercrime investigators
and professionals by using cutting edge technological interventions like Artificial intelligence (AI)
and assisting them with cybercrime investigations, evidence extraction process, documenting the
cybercrime details, effective decision making and performing predictive analysis in a

methodological manner.
1.2 Background of the Study

Computer and Internet access has become indispensable part of today’s life. The Internet provides
unprecedented opportunities available in the domains like online-shopping, online trading, internet
banking among other advantages like communication, social media interactions, social activism
etc. to name a few (Moore, 2010). Along the growing trends of Internet usage, also comes the
increased instances of cybercrimes that are a constant threat to organisations. Various IT
companies and information security firms publishes their reports that show an increase in IT
security breaches and growing cybercrime instances. The occurrence of cyber incidents or
breaches has shown a significant increase in year 2023, with 91% of organizations reporting at

least one incident, as opposed to 88% in the 2021 survey. Cyber concerns for organizations involve



a myriad of actors, sources, tools, and techniques. Organizations with high maturity levels exhibit
more concern about cyber criminals, terrorists, phishing, malware, and ransomware attacks.
Conversely, low- and medium-maturity companies express greater concern about denial-of-service
attacks. Notably, organizations with low maturity levels report experiencing more substantial

cybersecurity events (Deloitte, 2023).

According to Symantec Report (2018), there is a 10% increase in overall targeted attacks in 2017,
and around 13% overall increase in reported vulnerabilities. More than 80% of these attacks were
motivated by intelligence gathering to conduct various cyber-crimes. There is also 54% increase
in new mobile malware variants in 2017 as compared to 2016. Grayware has increase 20% in 2017,

and 63% of them leak device phone numbers that pose a major security risk.

A 55% increase in email spam rate, a 46% increase in ransomware variants, 600% increase in
attacks against Internet of Things (IoT) devices in 2017, reports that cyber-crime is continuously
increasing. In 2017, reports of ransomwares like WannaCry and Petya/NotPetya were prevalent.
Another major thread that has emerged in 2017 is an increase of 8,500% in coin-mining attacks.
Coin-mining attacks allow cyber-criminals to earn crypto-currencies by secretly infecting victim’s
computers with file or script based coin-miners (programs), while staying under the radar

compared to ransomwares which are apparent (Symantec, 2018).

1.2.1 Cybercrime

To begin with, it's essential to clearly define "cyber-crime" and differentiate it from ‘traditional
crime’. While some computer-related crimes like fraud, forgery, theft, mischief, and defamation
overlap with conventional criminal actions covered under the legal jurisdictions of many countries,
the misuse of computers has also given birth to a new generation of crimes addressed by the
Information Technology Acts formulated by many nations. It's not entirely accurate to describe
cyber-crimes as "actions that are illegal under the Information Technology Act" since many cyber-
crimes are also punishable under the Indian Penal Code, such as email cyber defamation, spoofing,
and sending threatening emails. A brief yet comprehensive definition of cybercrime can be given
as "unlawful activities that involve the use of a computer as a tool, target, or both" (Vadza, 2011;

Navneet, 2018).



The proliferation of new technologies has led to a surge in cybercrime, presenting a formidable
challenge in recent years. Cybercriminals persistently adjust and enhance their tactics to capitalize
on emerging weaknesses, amplifying the threat to individuals and organizations worldwide.
Contemporary cybercrime diverges from its earlier forms, incorporating sophisticated methods
like distributed denial-of-service (DDoS) attacks, phishing schemes, malware campaigns,
ransomware assaults, and various other malicious activities. These actions have the potential to
cause significant harm and leave a profound imprint on both organizations and communities, as

highlighted by Interpol (2023) in its latest published report.

While cybercrime doesn't always require cutting-edge technology, it often exploits known
vulnerabilities left unattended due to carelessness. The rise of cybercrime is a growing concern as
computers, smartphones, and the internet become increasingly accessible to both individuals and
criminals (Symantec, 2018). Computing devices can serve as targets or tools for cybercrime. The
anonymity afforded by the internet enables users to carry out criminal activities from a safe
distance, away from the traditional crime scene. Common examples of personal and organizational
cybercrime include hacking, cracking, intellectual property disputes, copyright and patent
infringements, child pornography, and privacy violations. International cybercrime encompasses
espionage, money laundering, drug trafficking, and financial crimes crossing borders. Recent years
have seen increased attention on international cybercrimes such as cyber terrorism and cyber

warfare

1.2.2 Cyber-Terrorism

Cyber-terrorism has emerged as a growing concern in the digital era, presenting various hacking
and computer disruption scenarios that could play a significant role. In the global arena of evidence
and network rivalry, cyber-terrorism has become a potent force, although there remains much
confusion about its precise nature. Veerasamy (2009) posits that media portrayal has often
exaggerated the potential for cyber-terrorism attacks to cause extensive destruction, but it still
remains a huge threat for national security. Hybrid conflicts have supplanted traditional ones,
ushering in new threats that manifest in cyberspace, now recognized as a virtual battlefield. Cyber
threats, spanning cybercrimes, cyber-terrorism, and cyberwarfare, loom as significant concerns for
Western governments, notably the United States and the North Atlantic Treaty Organization

(NATO). The international community is increasingly regarding cyberattacks as a form of
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terrorism, subjecting them to analogous measures. However, the term '"terrorism" remains
ambiguous and legally undefined, leading to a lack of consensus on the definition of its derivative
term, "cyber-terrorism" (Marsili, 2019). Traditional terrorism has extended its reach into
cyberspace, introducing new challenges to the technologically driven modern world. Cyber-
terrorism instils a recent fear of how terrorists may seek to target the vulnerable and sow chaos.
Additionally, cyber terrorists may target a country's critical infrastructure, including electricity and

water supply systems, as well as nuclear facilities (Moore, 2014).

The use of cyber-terrorism includes the recruitment and radicalization of individuals, offering
training, providing instructions and financing, and directing specific acts of terror. Critical
infrastructure systems such as transportation, government services, energy, and financial

institutions are prime targets due to the potential for devastating consequences if compromised.

In efforts to combat Al-Qaeda, US authorities uncovered evidence of the group's involvement in
cyber operations that allowed them to gather information on vulnerabilities in key infrastructure,
such as dams and bridges in the US. When influence of Al-Qaeda declined and the ISIS emerged,
there has been a resurrection of cyber-terrorism. These organisations have effectively utilized the
social-media to recruit new members and disseminate propaganda warfare against target nations,
while also radicalising their followers to carry out attacks in their respective countries (Graham-

Harrison, 2015).

In January 2015, the group carried out a significant communal attack by hacking into the YouTube
and Twitter accounts of the US Central Military Command. The pages were defaced with the
declaration "I love ISIS," and US employees’ pictures and secret military files were sent out to
show the whole world that the group has been successful in infiltrating US military organisations.
Although the attack was a cyberattack called “defacement cataloguing”, it established that the
groups are growing in cyber capabilities and blatant tactics. As these organisations e.g. ISIS and

Al-Qaeda, becomes more proficient in the cyber sphere, they are quite likely to use this strategy



to launch significant cyber-attacks, as stated by Graham-Harrison in 2015 (Graham-Harrison,

2015).

1.2.3 Cyberwarfare

Despite the lack of a widely adopted definition, it is evident that the terms "cyber war" and "cyber
warfare" lack clear differentiation (Robinson et al., 2015). Cyberwarfare is a facet of information
warfare characterized by politically motivated hacking aimed at sabotaging defence systems or
conducting cyber-espionage. It often involves attacks on defence systems with the objective of
clandestinely accessing classified information held by rival nations, governments, or military
establishments, thereby seeking military, political, or economic advantages over adversaries. The
current society has developed both direct and indirect dependencies on Information Technology,
relying heavily on continuous connectivity, access, and linkages (Grobler & van Vuuren, 2012).
A new dimension that has been added to cyberwarfare is social media exploitation by state
sponsored actors to influence political establishment and creating ‘regime change’ or influencing
the election process. This usually involves deploying huge workforce to create fake accounts, and

peddling propaganda or disinformation by social media platforms like twitter (X) and/or Facebook.

The widespread occurrence of cyber warfare is a pervasive concern that creates anxiety among
corporations, governments, and individuals alike. This contemporary form of warfare is no longer
confined to developed nations only but also developing economies. It has attracted an array of
actors, including insurgent groups like Hamas and Hezbollah, and hacking groups such as LulzSec,
Anonymous, and others. Recent research predicts that the global market for cyberwarfare and
cybercrime will be worth more than $15.9 billion by 2018 that will consist of consultation services

on - Cyberwarfare, protection services, product development etc. (Shakarian et al., 2013).

1.2.4 New Trends in Cyber Attacks and Cybercrime

The cybersecurity landscape is in constant flux, particularly in an era of rapidly advancing
technology. Safeguarding sensitive data, crucial infrastructure, and personal information is
increasingly challenging as our world becomes more interconnected and reliant on digital
technologies. This section delves into some significant security trends that are poised to influence

the state of cybersecurity in 2024 and beyond.



1.2.4.1 The Rise of Automotive Hacking

Modern day vehicles are equipped with sophisticated software, facilitating seamless connectivity
for drivers through features such as airbags, cruise control, door locks, and advanced driver aid
systems. These vehicles establish connections via Bluetooth and Wi-Fi, exposing them to potential
security issues and hacking threats (Nobles et. al., 2023). Hacking a car involves exploiting
security vulnerabilities in the software, allowing unauthorized individuals to gain access to the
vehicle's systems, pilfer confidential data, or pose significant threats to human life (Nair, 2023).
As the prevalence of automated vehicles continues to grow in 2023 and coming years, there is an
anticipation of increased attempts to gain control of these vehicles or eavesdrop on conversations
within them. Consequently, it becomes paramount that holistic automotive cybersecurity solutions

address both software integrity and manufacturing/supply chain security aspects (Nair, 2023).

The evolution of cybercrime into highly severe threats such as cyberwarfare and cyberterrorism
underscore the growing sophistication of cybercriminals. As these threats become more complex,
cyber-security and cybercrime investigation agencies must enhance their preparedness to combat
cybercriminals and law offenders effectively. This necessitates continuous improvement in
strategies, technologies, and collaborative efforts to stay ahead of evolving cyber threats (Reich et
al., 2010). The Computer Emergency Response Teams also known as CERTs need to prepare for
national emergencies that can be caused by the wider vectors of cybercrime like cyberwarfare and

cyber-terrorism (Schultz, 2016).

1.2.4.2 The Potential of Artificial Intelligence (AI) Exploitation in Cyber-Attacks

Cybercriminals, well-versed in latest technological developments, are leveraging artificial
intelligence to execute more intricate attacks, particularly with the increasing prevalence of Chat
GPT on the internet. Al-driven attacks pose a greater challenge in terms of identification and
defence, given their ability to swiftly adapt to evolving settings (Al-Khawaja & Sadkhan, 2021;
Alawida et al., 2024).

Al-powered attacks manifest in various forms, including phishing emails, ransomware, and scams.
For instance, Al can be employed to craft highly convincing phishing emails that appear to
originate from trustworthy sources, making it easier for attackers to deceive individuals into

opening malicious links or installing malware. Moreover, artificial intelligence is being harnessed



to develop sophisticated viruses and attacks capable of bypassing the latest data protection
measures (Gupta et al., 2023). Organizations need to exercise caution and implement state-of-the-
art cybersecurity technologies and strategies capable of detecting and mitigating these risks in real-
time. This demands for the development and deployment of Al-driven cybersecurity tools capable
of recognizing and thwarting attacks before they inflict damage so the first responders can have an

edge over them and they can be beaten in this game (Al-Khawaja & Sadkhan, 2021).

1.2.4.3 Use of Targeted Ransomware

Ransomware constitutes a type of virus that specifically targets computer systems, encrypting files
and rendering them inaccessible to the user. Subsequently, the attacker demands a ransom payment

in exchange for providing the decryption key (Teichmann et al., 2023).

Ransomware attacks have become increasingly prevalent due to their lucrative nature for attackers.
Compared to the expenses associated with dealing with the aftermath of a data breach or restoring
systems from backups, paying the ransom is often a considerably less costly option. The
consequences of a successful ransomware attack can be severe, encompassing brand damage,
business losses, financial costs tied to ransom payment and system restoration, and potential

misuse of sensitive data for malicious purposes (Jacob, 2023).

1.2.4.4 Advent Internet of Things (IoT) with SG Network

The advent and expansion of 5G networks, coupled with the Internet of Things (IoT), are ushering
in anew era of connectivity. The estimated 16.7 billion connected [oT devices in 2023 are expected
to more than double, reaching 25.4 billion by 2025. While 5G offers distinct advantages, such as
improved speed, bandwidth, and capacity compared to earlier cellular network generations, these

enhancements also expand the attack surface of 5G equipment (Dayal et al., 2023).

Conventional security frameworks designed for 4G/LTE cellular networks are no longer
seamlessly applicable to 5G IoT services. Security experts have underscored threats to the 5G-IoT
ecosystem, including an elevated risk of proximity service (ProSe) intrusions and distributed denial
of service (DDoS) attacks. The anticipated surge in both bandwidth and the number of connected
devices creates heightened security vulnerabilities, making them susceptible to unauthorized

access (Militano et al., 2015).



1.2.4.5 Crimeware as a Service

Crimeware-as-a-Service (CaaS) also referred as Cybercrime-as-a-Service is a term used to
describe a criminal business model where cybercriminals offer various malicious services and
tools to other individuals or groups, typically for financial gain. In this model, cybercriminals act
as service providers, offering illicit products or services to facilitate cybercrime activities. Some
common offerings of Crimeware-as-a-Service include Malware-as-a-Service (MaaS), Phishing-

as-a-Service (PhaaS), money laundering services etc. (Interpol, 2023).

The popularity of Crimeware-as-a-Service is on the rise in Africa and worldwide, primarily
attributed to its user-friendly interface, affordability, and the absence of repercussions stemming
from inadequate legal frameworks concerning cybercrime enforcement. This platform offers
perpetrators a convenient avenue to execute financially driven assaults on susceptible systems and
businesses, requiring minimal exertion or technical expertise (Geldenhuys, 2023). Crimeware-as-
a-Service has democratized cybercrime by lowering the barrier to entry, allowing even individuals
with limited technical skills to engage in illegal activities. It poses a significant challenge to law
enforcement agencies and cybersecurity professionals due to its widespread availability and ease

of access (Singh & Rahman, 2023; Sood & Enbody, 2013).

This scenario calls for the cybercrime to be contained and investigated and law enforcement has
to hire investigators and cyber-forensic experts who are equipped with necessary skillset and
expertise to efficiently investigate cybercrime, analyse electronic evidence found on digital
devices and present that in the court of law or an enquiry board so that it stands on the legally
acceptable benchmarks. The forensic investigation and evidence collection should be fast,

maintain data integrity and should withstand all legal jurisprudence.

1.2.5 Digital Forensics

Digital forensics, also referred to as “cyber forensics”, comprises a collection of procedures aimed
at gathering, safeguarding, identifying, and documenting digital evidence which can be presented
for legal proceedings. All kind of digital devices and media that has data storage, including
computer-systems, servers, network devices, portable devices, and mobile phones, represent
potential sources of evidence, and the primary objective is to unearth information that can be used

in legal proceedings. Forensic teams ought to be equipped with the most effective techniques and



tools to deal with challenging digital-related situations. By leveraging digital forensics, forensic
teams can pinpoint, preserve, and scrutinize data from various digital devices, which can

subsequently serve as evidence in investigations.
1.2.6 Digital Forensics: A Brief History and Milestones

The first person to use a scientific methodology in a criminal investigation was Hans Gross (1847—
1915). In 1932, FBI begins to provide forensics services to legal authorities and other field agents
in USA. The “Florida Computer Crime Act” was formulated in 1978 that officially registered the
first known instance of cyber-crime in Florida. It was Francis Galton, who carried out one of the
first known examination of finger-prints. Academic literature first used the phrase "computer
forensics" in 1992.In 1995, IOCE (International Organization on Computer Evidence) was
founded. The Federal Bureau of Investigation established its first computer forensic lab at regional
level in 2000. In 2002, the organisation named “Scientific Working Group on Digital Evidence”
or SWGDE released its first book on digital forensics, which was titled as "Best practises for
Computer Forensics". Simson Garfinkel (2010) outlined the challenges that digital investigators

face in 2010.
1.2.7 Digital Forensics: Main Objectives

Digital forensics can help the investigating agency present the computer evidence and related
materials by recovering, analysing, and preserving them in a legally acceptable form in a court of
law. Main offender's identification and speculating about the crime's motivation is the main goal
of digital forensics. Creating policies that assist digital forensic examiners to make sure the digital

evidence that is collected, is untampered at a site of a possible crime is necessary.

The process of data extraction involves the collection and duplication of data, as well as the
recovery of any deleted data such as files and partitions that may have been removed by
perpetrators to conceal evidence (Johnson et al, 2022). This process helps to verify claims made
and assists digital forensics investigators in identifying evidence and estimating the extent of the
damage caused by the harmful behaviour to the victim. Additionally, a computer forensic report
is generated to provide a comprehensive analysis of the investigation, and the chain of custody is

maintained so that the integrity of the evidence is preserved.
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1.2.8 Digital Forensics Process

The Digital Forensics Research Workshop (DFRWS) Framework outlines a set of universally
accepted steps in the digital forensic process. These steps include the identification, preservation,
collection, examination, and analysis of evidence, as well as the presentation of reports and
evidence. DFRWS is worth mentioning as it is the de-facto standard that is universally accepted
by the court of law, whole industry and digital forensic experts. All other frameworks derive and

extend this framework into their implementations to a major extent.

DIGITAL FORENSIC PROCESS

IDENTIFICATION

PRESERVATION PRESENTATION

Figure 1.1: Digital Forensics Research Workshop Framework (DFRWS, 2001)
1.2.8.1 Identification of Evidence

The initial phase of the digital forensic investigation process involves answering fundamental
questions such as whether evidence exists, where it can be found, and in what form it exists. This
phase is based on Locard's exchange principle, which asserts that when two objects interact, they
leave traces on each other. Similarly, in the digital world, when two systems interact, they
exchange data and create a data trail. To illustrate this concept, consider the example of an
individual browsing a website. The web-server and web-browser on the individual's machine
exchange data, and the web-server logs typically contain the individual's IP address and other

details such as date and time stamps. The website may also store cookies on the individual's
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machine. Most computer systems have storage memory that can be used to store data (DFRWS,

2001; Johansen, 2017).

1.2.8.2 Preservation of Evidence

Once evidence is identified, it is imperative to preserve it or prevent it from being modified or
deleted. In order to achieve this, the computer system have to be isolated from the network. Also,
various controls whether physical (perimeter) or logical (network access control) are implemented.
Users are not allowed to access the system as they can tamper with evidence. Preservation of
evidence involves data segregation, data protection that is achieved in this phase. Some of
technologies like system imaging or snapshotting can be utilised. It also involves access block
devices to prevent tampering with digital evidence contained within the device (DFRWS, 2001;

Johansen, 2017).

1.2.8.3 Collection of evidence

This involves acquiring of digital evidence by the cybercrime investigators or examiners. While
digital evidence is examined, it is vital for examiners to be aware of the fact that some evidence is
volatile in nature and can be lost easily. If a system is powered down or disconnected, digital
evidence contained in RAM may be lost. If it is a network device or equipment, then it may loose
data of active connection or data of that device. Data stored as ARP (Address Resolution Protocol)

cache also constitute volatile data.

IETF (Internet Engineering Task Force) specifies certain guidelines — “Guidelines for Evidence
Collection and archiving (RFC 3227)” further describing volatile digital evidence such as —
registers and cache; ARP cache, routing table, RAM data; temporary system files; disk data;
remote logged data; physical and network configurations and topologies; archived data. Therefore,

it is very critical for investigators to be mindful of volatility of data collected.

The subsequent steps involve handling evidence, ensuring its security, documenting the collection
process, and maintaining the chain of custody. The documentation process includes recording all
visible data, which can assist in examining and reconstructing the crime scene. Precise
documentation is crucial and involves taking photographs, creating sketches and maps, and

accurately recording all aspects of the crime scene (Carrier & Spafford, 2004; Johansen, 2017).
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1.2.8.4 Examination of Evidence

This phase deals with specific Digital Forensic (DF) techniques and tools utilised to extract data
from the evidence that has been seized. This is also known as e-discovery, where relevant
information is extracted from the device seized or image obtained during collection of data. If it is
an active network, then SSH (Secure Shell) packets from the network are captured. During
examination, proper data integrity and preservation has to be maintained thoroughly. If due
diligence is not taken into care by examiner, then evidence can become contaminated and thus

become unusable (Nortjé & Myburgh, 2019).

1.2.8.5 Analysis Phase

Once examination phase has been completed and relevant data has been obtained, it needs to be
analysed. This phase mainly consists of putting together all collected evidence and analysing it
thoroughly to uncover facts and judging or deriving certain conclusions. An example can be given
as a host that is compromised, is having an open connection with an external host with a specific
IP address. This IP address can be correlated with a network packet capture data collected from
the host machine. An analyst may use this to identify any attacks vectors or any communication
channels between the two hosts (Carrier & Spafford, 2004; Johansen, 2017). This should be an

iterative process to achieve desired goals of crime investigations.

1.2.8.6 Presentation of Reports and Outcomes Phase

In digital forensics, it is crucial to present unbiased, clear, and concise facts in the report. The
report should provide sufficient details to explain the underlying cause of the issue, and if required
to testify in court, it must meet the legal standards defined by the legal system. In case the examiner
possesses the requisite expertise and experience, they can act as an expert witness, which mandates
the delivery of reports in the legal document format. In the final step, the process involves
summarizing and interpreting the findings using appropriate abbreviations and plain language. All
technical terms must include relevant details to ensure clarity (Bulbul et al., 2013), (Johansen,

2017).
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1.2.9 Types of Digital Forensics

Digital forensics can be classified based on the device or environment on which it is being used.
Disk-forensics pertains to the process of data extraction from different sizes of storage disks e.g.
hard disks by searching for all kinds of active, modified, or deleted files. Network forensics
involves monitoring and investigating activity on computer networks to gather critical data and

evidence that is admissible in legal proceedings.

Wireless-forensics is a sub-branch of network-forensics that has main focus of providing the tools
necessary to gather data and do a data-analysis from network traffic of a wireless network.
Database-forensics involves investigating and analysing databases and their associated metadata
as a subset of digital forensics. Malware forensics is dedicated to identifying harmful code and

researching its payload, which includes viruses, worms, and other threats (Yaacoub et al., 2021).

Email-forensics concerns itself with email recovery and analysis, including the examination of any
deleted data e.g. emails, contacts and calendars. Memory-forensics entails collection of raw data
from volatile memory such as RAM, cache, and system registers, followed by carving the data
from raw dump. Mobile-phone forensics primarily focuses on analysing mobile devices to retrieve
data contained on phones, call history, SIM contacts, incoming and outgoing SMS and MMS,

audio-files, video-files, and other forms of data (Johansen, 2017).
1.3 Research Problem

Due to rapid expansion in internet use-base, anti-social or criminal elements are inadvertently
increasing, that posits potential threats to evolving internet community. The internet users become
easy target to the cyber criminals due to their ignorance or lack of adopting security interventions
(Vacca, 2010). Cybercrime has grown exponentially and digital computing devices are either the
instruments of crime or arenas where cybercrime manifests. There is a persistent need for
interventions so that perpetrators of cybercrime are brought to justice in court of law (Schultz,
2016). Cyber criminals are motivated by the fact that they are not confined to geographical
boundaries and therefore are away from jurisdiction of laws. They may also exploit anonymous

technologies like tor network and browser to hide their identities (torProject, 2023).
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Due to aforementioned reasons, cyber-investigators/first responders are finding it difficult to
conduct investigations timeously. There is a pressing need for addressing the compliance issues
that pervade the investigative process, challenges posed by vastly diverse and dynamic
infrastructural implementations in computing environments (Casey et al., 2009). The methodology
used in DF investigations has to be legally compliant to the court of law directives (Institute of
Justice, 2008). DF investigative methods have to be accepted among DF investigator community
and rigorous enough to stand in court of law (Kohn et al., 2013). Therefore, the question arises
that how effectively do first responders and cybercrime investigators can carry out their
investigations under various challenges posed by changing technological paradigms and still
adhere to prescribed methodologies as well as meet the legal benchmarks. Therefore, the main
objective of this research is to establish how cybercrime investigators and first responders can be
more effective in decision making while reacting to cyber-security breaches with the developed
novel protocol using artificial intelligence (AI) based framework and the developed prototype

based on this protocol.

1.4 Main Research Question

How effectively can cybercrime investigators and first responders react to the cybersecurity
breaches with the proposed new protocol with Al based framework and newly created prototype?
1.5 Research Sub-questions

1. What are the challenges that cybercrime investigations face while conducting cybercrime

investigations?

2. What digital forensic frameworks and models do cybercrime investigators and first

responders adhere to in cybercrime investigations?

3. What digital forensic standards and protocols do cybercrime investigators follow
internationally and in South Africa in cybercrime investigations and what are their

drawbacks?

4. What digital forensic tools do cybercrime investigators use in cybercrime investigations

and how can we make better use of them?
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5. How effective are the present-day frameworks/models, standards/protocols, and tools
available to digital forensic experts in achieving desired outcomes and what improvements

can be made to increase their efficacy?

6. How does an Al based intelligent system can help investigators to be more efficient and

achieve desired outcomes?

In an attempt to answer the following research questions, the research intends to design a novel
digital investigation protocol using Al and machine learning and a new prototype system based on
this protocol that can effectively help first-respondents/investigators to follow investigation
process in a methodological manner. It is endeavoured to establish that the new protocol model
and Al based system will assist first responders/investigators in triaging, doing predictive analysis

and improved decision making.
1.6 Research Objectives

a. To determine the efficacy of digital forensic frameworks, models and tools used by
cybercrime investigators/first respondents in cybercrime investigations.

b. To identify challenges faced by cybercrime investigators/first respondents in taking
quick decisions while conducting cyber-investigations.

c. To design a new investigation protocol and framework based on Al and a working
prototype that can assist first respondents in cybercrime investigations.

d. To evaluate the new investigation protocol and framework based on Al and system
prototype, in order to establish whether the new artefact has achieved its goals of quick
decision-making, increased efficiency, and empowering cybercrime investigators/first
respondents to combat cybercrime investigation challenges through triaging and

prediction analysis.
1.7 Research Rationale

Due to various reasons, like rapid internet growth and the exponential growth in data that is stored
in digital devices, cyber-investigators/first responders are finding it difficult to conduct
investigations timeously. There are compliance issues that result into delays in the investigative

process, challenges posed by vastly diverse and dynamic infrastructural implementations in
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computing environments (Casey et al., 2009). The methodology used in DF investigations are
overly complex and non-practical to implement (Du et al., 2017). Therefore, the question arises
that how effectively do first responders and cybercrime investigators can carry out their
investigations under various challenges posed by changing technological paradigms and still
adhere to prescribed methodologies as well as meet the legal benchmarks. This research
hypothesize that the stated problem can be answered by incorporating Al into the investigation
protocols and developing intelligent framework-based tools, can assist in overcoming the

challenges faced by first responders and cybercrime investigators.

1.8 Significance of Research

This research contributes to the body of knowledge in the field of Digital Forensics by exploring
the challenges that exist for the first responders in conducting digital forensic investigations and
the gaps present in existing tools, protocols, models and frameworks. The research intends to fill
the gaps and provides solutions by designing a novel Al based protocol for first responders which
is more agile and practically implementable. This research further develops an Al based intelligent
framework for predictive analysis of cybercrime data collected during investigations. The artefacts
developed are demonstrated and their efficacy is evaluated by developing a prototype based on
novel protocol and intelligent framework using Design Science Research (DSR) Methodology.
While maintaining the accepted standards in the legal and professional field of digital forensics,
the research provides compliance to established frameworks but also extends or offer
improvisations to some of the most adopted existing models and frameworks to provide theoretical

background to novel artefacts developed in the research.

1.9 Structure of Thesis

This thesis is structured into 10 chapters which incorporates from introduction of digital forensics,
identification of the research problem, review of existing digital forensics tools and frameworks
in order to find research gaps and then attempts to fill them by proposing improvements through
extended frameworks and models. These extended models also form the theoretical and conceptual
underpinnings of design and development of a novel Al based protocol and prototype. The
evaluation of the protocol/prototype is done and finally the conclusion chapter is provided, which

also contains research justification, limitations, recommendations and future scope. The chapters
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are well structured to provide the progression of the research work and also align to the research
methodology (Design Science Research or DSR) used as the guiding process for achieving the
planned objectives of the study. The chapters and their objectives are briefly explained in

forthcoming section to establish to flow and structure of the thesis.
CHAPTER 1: INTRODUCTION

This chapter offers an overview of digital forensics and its related constructs, along with
spotlighting the difficulties encountered by first responders and cyber forensics investigators when
addressing cybercrime. While subsequent chapters delve into specific problems within the digital
forensics field, this chapter specifically addresses the challenges faced by first responders. It
highlights the importance of this research in offering solutions and lays the groundwork for
creating tailored artifacts to assist first responders in the realm of digital forensics. The chapter
entails relevant sections like Introduction, Background of study, Research problem, Research
questions, Research objectives, Research rationale, Significance of the research, Thesis structure

and chapter summary.
CHAPTER 2: LITERATURE REVIEW

This chapter commences by elucidating fundamental concepts within the digital forensic domain.
It extensively discusses the plethora of digital forensic investigation models and frameworks, each
adhering to distinct methodologies tailored for different types of cybercrime investigations.
Despite the abundance of digital forensic (DF) investigation tools catering to diverse investigation
requirements and technologies such as operating systems, file systems, and mobile devices, there
remains a lack of standardization. This deficiency hampers the representation of the most accepted

DF processes and frameworks, consequently affecting the reliability and efficacy of forensic tools.

First responders and cybercrime investigators encounter key challenges of technological,
methodological, and legal natures. Various new and established technologies pose obstacles in the
digital forensic investigation process. To overcome these hurdles, it is imperative to introduce
better frameworks that are more implementable and leverage cutting-edge technologies such as
Artificial Intelligence (Al) and Machine Learning (ML). Al techniques can facilitate prediction

analysis and augment decision-making capabilities for cybercrime investigators, thereby
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enhancing the effectiveness of digital forensics investigations. Therefore, this chapter covers these
aspects under sections like Introduction, Evolution of Digital Forensics, Overview of digital
forensic process models and frameworks, Models and frameworks used for digital forensics,
International and South African standards used in digital forensics, Limitations of the standards,
digital forensic tools and their SWOT analysis. Apart from providing comprehensive analysis of
digital forensic tools, frameworks and models, this chapter also proposes improvements in the
models and frameworks in the form of extended models. These extended models form the
theoretical underpinnings for this research and provides conceptual platform to design and develop
novel protocol and prototype to fill the gaps identified in this chapter during reviewing the existing
artefacts and therefore contributing towards the body of knowledge. This chapter concludes and
summarises the review findings and provide pathway for solving the problems identified in this

study.
CHAPTER 3: RESEARCH METHODOLOGY

This chapter introduces research methodologies and identifies the Design Science Research (DSR)
methodology as suitable for designing and developing a novel protocol and prototype for this
research. It discusses the research design, research outcomes planned, research process model
developed for this research under relevant sections. It finally provides a summary of the chapter
contents. It consists of sections like Introduction, Design Science Research (DSR) overview,
Research design developed for this research, Research outcome planned, Research process model

designed for this research and summary.
CHAPTER 4: INCIDENT RESPONSE - INTEGRATION WITH AGILE APPROACH

This chapter delves into Incident Response (IR) and its various aspects within the realm of digital
forensic investigations, emphasizing a more agile approach for practical implementation. It
highlights the key actions that organizations or their IR teams must undertake, along with the
critical methodology to be followed to mitigate the damage resulting from cyber-attacks or security
breaches. Central to this discussion is the concept of "Triaging," which plays a crucial role in
reducing response time and facilitating swift decision-making. These objectives guide the
proceedings of the chapter, emphasizing the necessity for organizations to respond systematically

and efficiently to security incidents, thus minimizing the potential damage caused by cyber-attacks
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and enabling effective recovery from their aftermath. The chapter consists of sections like
Introduction, Implementing IR process using ‘agile approach’, Preserving digital evidence, Digital
forensic lab requirements for conducting IR, Software tools used for IR, Discussion and

suggestions for improvement of IR process and Summary.
CHAPTER 5: DESIGN OF Al BASED DIGITAL FORENSIC PROTOCOL (I-DEEP)

This chapter entails designing a novel, Al based Digital Forensic Protocol named as ‘Intelligent-
Digital Forensic Evidence Extraction Protocol’ (I-DEEP). It also highlights critiques the
background studies and models/frameworks in order to contextualise the need for this research. It
has been emphasised in chapter-2 that the majority of crime investigations frameworks and
protocols are not appropriate for use in scenarios where quick decision making is required. Present
investigative techniques, especially those used by law enforcement, due the complexity of the
cybercrime, their proliferation, and the limited amount of computing and human resources
available to combat it, digital investigators are under more pressure than ever to use digital
forensics and investigative techniques to find answers quickly. This research advocates for the
adoption of more ‘agile’ methods to overcome the limitations of existing forensic instruments and
effectively tackle cybercrime issues. The study emphasizes the importance of leveraging on
‘Agile’ approach and ‘Triaging’ methods to provide a design of novel and improved investigation
protocol that can improve decision making capabilities of first responders. Also leveraging on
Artificial Intelligence (AI) and Machine Learning (ML) technologies in order to develop
sophisticated and ‘intelligent’ tools for better prediction and decision making. This chapter consists
of sections like Introduction to chapter, Global challenges faced in the field of DF, Digital
intelligence versus Intelligent Forensics, Application of Al to Digital Forensics, Intelligent Digital
Evidence Extraction Protocol (I-DEEP) Design, Research Experiment Ontology and chapter

summary.

CHAPTER 6: DEVELOPMENT AND DEMONSTRATION OF PROTOTYPE BASED ON I-
DEEP PROTOCOL

This chapter entails the discussion around ‘Demonstration stage’ of DSR model adopted for this
research, which is demonstrated by developing a working prototype, that is based on the design of

novel protocol (I-DEEP) described in chapter-5. The research followed the Design Science
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Research (DSR) Approach, more specifically DSRP model by Peffers et al. (2007) and culminated
in designing a novel investigation protocol called the Intelligent Digital Evidence Extraction
Protocol (I-DEEP). This protocol is designed to be agile and easily implementable, following the
core methodological process of digital forensic investigation and evidence gathering. The research
involved implementing the conceptual protocol model into a prototype application to collect
evidential and cybercrime data. To obtain valuable insights into results, improved efficiency and
perform predictive analysis, Al techniques were integrated into the protocol subsequently. This
involved development of an Intelligent Framework called Digital Intelligent Forensic Framework
(DIF?) which consisted of use of AI (Machine Learning) algorithms, automation, selection of best
performing algorithm. Optimisation of experiment pipelines, in order to improve efficacy and
achieve better decision making in the investigative process. These implementations are discussed
in detail in chapters -7 and 8, which also resulted in creation of customised algorithms for
prediction modelling and image classification. Additionally, visual representations of data are
generated to enhance the understanding of the characteristics of cybercrime, utilizing specific
datasets extracted from the collected data using the prototype application. A web-based application
interface is created to showcase the capturing and storage of data in a database. The prototype
design was based on the Intelligent Digital Evidence Extraction Protocol (I-DEEP) Model, which
served as the foundation for the implementation of the protocol. This was done to demonstrate that
the protocol is ‘agile’ and can be easily implemented in practical scenarios. It also allowed for
integration of Al technology into the working prototype to achieve better decision making using
visual representation of cybercrime data. This chapter consists of sections like Introduction,
Prototype design, Demonstration of implementation in Al in prototype using DIF? framework and

chapter summary.
CHAPTER 7: DIGITAL INTELLIGENT FORENSIC FRAMEWORK (DIF?)

This chapter entailed the development of novel algorithms that harnesses Al and Machine Learning
for decision-making through 'triaging' and predictive modelling. By utilizing Al technologies such
as machine learning and pattern recognition, the proposed DIF? framework-based system is aimed
to elevate the efficiency and precision of digital investigation process and decision making. It
demonstrates the capability to automate tasks, minimize manual labour, and expedite the analysis

of bigger datasets that mostly exists in cloud computing. Through case-based reasoning, the system
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learns from past cases and data, refining decision-making processes and aiding in the identification
of patterns in cybercrime data. The integration of Al into computer forensics holds promise for
optimizing investigative procedures, overcoming resource limitations, and enhancing outcomes.
The Digital Intelligent Forensic Framework (DIF?) is introduced as a conceptual framework first
and then implemented using algorithms and procedures. The framework incorporates components
like AI algorithm selection, pipeline optimization, and predictive analysis to further bolster
investigative capabilities. By embracing Al-based systems and case-based reasoning, investigators
can enhance their capabilities, achieve greater efficiency, and effectively uncover critical insights
into the data that helps in decision making. This chapter consists of sections like Introduction,
Transition from evidence extraction to analysis phase, Need for Al integration, Integration for
Machine Learning algorithms for predictive modelling, Digital Intelligent Forensic Framework
(DIF?) implementation, Create a ‘Baseline model’ for predictive modelling, Implementation of Al
modelling using ‘Test Harness Method’, Visual Comparison of Al model performance, Creating
algorithms of ‘Triage Score’ calculations, Implementing Prediction Modelling and chapter

summary.
CHAPTER 8: INTELLIGENT FORENSICS MODELLING - DIF? AUTOMATION

This chapter entails further expansion of the newly developed DIF?> framework using
implementation of TPOT and AutoML. The process followed the ‘iterative and incremental’ model
of ‘agile approach’ in order to achieve ‘Automation’ and ‘Optimisation’ of framework using
customised Al algorithms and auto-selection can be achieved without human intervention. This
chapter also covers development of customised algorithms based on ANN and SGD ensemble
model, demonstrated in Experiment-3 and a customised ‘Enhanced CNN Model’ for image
analysis. These stage-wise enhancements, constitutes an iterative ‘intelligent framework’
development based on ‘agile approach’, which allows for Al integration and performance
capabilities in the system. These newly developed artifacts not only align with the established
standards of the digital forensic investigation process but also enhances their capabilities further.
While existing tools can perform basic analysis of evidential data, they lack the advanced
interoperable intelligence discussed earlier in this research and do not support wide Al integration
possibilities. The proposed new and customised algorithms and framework enhancements offer

potential system formulations aim to address the gaps identified in this study. The framework
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combines classical programming (Python), artificial intelligence (AI), and machine learning (ML)
techniques, leveraging on a cybercrime dataset from test data generated using newly developed
prototype for training and testing (demonstration phase). As Al systems operate based on their
knowledge and learned patterns, the approach is referred to as intelligent systems and intelligent
forensics. Retraining is necessary for consistent results, and additional training datasets were
utilized to thoroughly train the Al algorithms, following validation with test datasets for variable
sizes (50 vs 100) and (50 vs 100 vs 300 records). It was demonstrated that the DIF? framework
integration into prototype as well as other tools can empower investigators to make informed
decisions in different scenarios. The integration of Al following ‘iterative and incremental’ agile
approach and DSR methodology, description of operational ontology of the ‘Automation Process’
of DIF? framework (using TPOT and AutoML) were explained in the chapter in detail, which
provides a roadmap for implementing ‘Automation’ and ‘Optimisation’ features in the AI models
with minimum human intervention and also achieving best performance using hyperparameter
optimisation. This implementation helped in making predictive analysis performance better, which
demonstrated that automation can be effective to reduce human intervention and results into better
decision-making capabilities for first responders and digital forensic investigators. This chapter
incorporates sections like Introduction, Automated ML (AutoML), Implementation Specifications
of AutoML and Operational Ontology, Automation of DIF2 Framework using TPOT and AutoML,
Critical Analysis of AutoML, Need for developing ‘Customised Algorithm’ for performance
enhancements using ANN+SGD ensemble and algorithm development, Creating customised and
enhanced algorithm for image identification and classification (CNN), Model Extension of DIF2
framework using ANN and CNN algorithms for predictive analysis and image analysis, Discussion

on DIF2 Extended framework and Summary.
CHAPTER 9: EVALUATION OF PROTOTYPE AND INTERPRETATION OF RESULTS

This chapter evaluates the prototype, discusses the experimental results and presents the
performance output of experimental setup (experiments 1 to 7) which were conducted to evaluate
the performance of prototype and framework, all newly created artefacts (algorithm models) and
their implementations into DIF? Framework. This evaluation also provided the valuable
observations on different Al models performance and demonstrated applicability of Al automation

and optimisation using pipelines and use of AutoML and TPOT based automated frameworks.
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This experimental evaluation also provided a motivation for Al integration into [-DEEP protocol
and DIF? framework and also demonstrated the feasibility of implementation of triaging and
predictive analysis of cybercrime incidents for better decision making. This chapter also evaluated
prototype and DIF? framework performance and their assessment towards achieving better
prediction modelling using automation frameworks and pipelines and testing of various artefacts.
The chapter consists of sections like Introduction to chapter, Evaluation of cybercrime dataset,
Evaluation of results of experiments (1 to 7) using variable datasets (50 vs 100 vs 300 records)

conducted on Al models and Summary.
CHAPTER 10: CONCLUSION

This chapter provides an overview of all the novel artefacts designed, developed and evaluated in
this study and contributions of this research to the body of knowledge in the field of Digital
Forensics. Since the main objective of this study was to design a novel Al based Digital Forensic
Protocol for the first responders, this was achieved in the form of conceptual design and further
implementation of the I-DEEP protocol using a working prototype. Another main goal of the study
was to develop an ‘intelligent digital forensic framework’ that demonstrated the technical
feasibility of Al technology into the framework in order to achieve ‘triaging and prediction’ that
could facilitate the first responders and digital forensic investigators to make quick decisions by
predictive analysis of cybercrime incidents and severity cataloguing of the cybercrime data
gathered during investigations. The novel protocol (I-DEEP) developed in this research is agile
and easily implementable, which was demonstrated by designing a working prototype based on
the newly conceptualized protocol model. To integrate Al technology into the protocol an
‘intelligent framework’ named as Digital Intelligent Forensic Framework (DIF?) was also
developed. Various algorithms were developed in a step-wise and systematic manner with added
complexity and enhanced functionality to demonstrate the feasibility of DIF? framework. The
chapter also discusses ‘Recommendations’ in terms of predictive analysis of ‘realtime’ and ‘cloud
data’ emanating continuously from IoT devices, social media streams as well as realtime
transactions (server logs) and scope of future research. The chapter consists of sections like
Introduction, Research contribution, New Artefacts developed and their evaluation, Justification

of the research, Limitation of research, Recommendations, Future scope and Summary.
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1.10 Summary

This chapter introduces the major challenges faced by cybercrime investigators and first
responders in the Digital Forensic (DF) domain. Due to various factors such as the rapid growth
of the internet and the exponential increase in digitally stored data, cyber-investigators and first
responders are encountering challenges in conducting timely investigations. Compliance issues
contribute to delays in the investigative process, compounded by the complexities of vastly diverse
and dynamic computing infrastructures. The methodologies employed in Digital Forensic
investigations are often overly complex and impractical to implement efficiently. This raises the
question of how effectively first responders and cybercrime investigators can conduct
investigations amid the challenges presented by evolving technological paradigms while adhering
to prescribed methodologies and meeting legal benchmarks. This research proposed that
integrating artificial intelligence (AI) into investigation protocols and developing intelligent
framework-based tools can help overcome the challenges faced by first responders and cybercrime
investigators. The main objective of the research was to propose solutions for overcoming
challenges posed by changing technological paradigms, increasing data and digital device usage,
and a growing number of internet users. Cybercriminals are taking advantage of novice users who
are not well-informed about existing cyber threats. In addition, the research aimed to identify gaps
in the digital forensics domain caused by the rapid evolution of technology, such as cloud
computing, mobile devices, storage media, and the Internet of Things (IoT). The complexity is
further increased by big data and web 2.0. To address these challenges, this study intended to
develop new artefacts — ‘an investigation protocol with Al-based intelligent framework’ to
improve the efficacy of digital forensic investigation process and a working prototype to evaluate
the efficacy of the artefacts. The goal was to help DF first responders and cybercrime investigators
in their work with this newly developed protocol (I-DEEP) and Al based framework and finally

provide contributions to the field of Digital Forensics.
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CHAPTER 2: LITERATURE REVIEW

2.1 Introduction

According to Snyder (2019), a literature review is a comprehensive and unbiased assessment of
academic articles, books, and other relevant sources related to a particular issue, theory, or field of
study. Its objective is to analyse and summarize these works in the context of the research problem
or domain being investigated. Essentially, a literature review provides an overview of the literature
concerning a specific research area. In contemporary society, digital devices such as laptops,
tablets, mobile phones, desktop computers and gaming consoles have become essential. As the use
of these devices increases in our daily lives, there is a possibility for misuse of the data contained
or obtained from them for illicit activities. Computer-based crimes such as hacking, financial
fraud, murder, drug trafficking, terrorism, and forgery are frequently committed (Sadiku et al.,

2017).

Digital Forensics (DF) has emerged as a vital tool in combating computer-based crimes and has
been adopted by law enforcement, computer security, and national defence sectors. It has been
integrated into the frameworks of law enforcement agencies, financial institutions, and investment
firms to perform cybercrime investigation or provide concrete evidence of cybercrime. Initially
known as Computer Forensics, Digital Forensics evolution gained momentum between 1990s and
2000s. It has gained interest from various sectors such as law enforcement, legal profession,
business community, policymakers, educational institutions, and government. Digital Forensics is
widely used in private investigations and criminal law, and precise standards are followed to

withstand cross-examination in a court of law (Chaturvedi et al., 2020).

Digital Forensics is an all-encompassing term used for plethora of computing devices as mentioned
earlier. Digital Forensics can be defined as — “The use of scientifically derived and proven methods
toward the preservation, collection, validation, identification, analysis, interpretation,
documentation and presentation of digital evidence derived from digital sources for the purpose of
facilitating or furthering the reconstruction of events found to be criminal, or helping to anticipate

unauthorized actions shown to be disruptive to planned operations” (DFRWS, 2001).
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The emergence of handheld computing devices such as Personal Digital Assistants (PDAs),
smartphones, GPS systems, and other mobile computing devices has expanded the scope of digital
forensics beyond traditional computer systems. What makes this shift even more intriguing is the
frequent connection of these devices to internet services for communication and information
exchange. Consequently, forensic investigations must now encompass a broader range of devices

and networks to effectively uncover digital evidence and address modern cyber threats.

Therefore, we find sub disciplines of computer forensics like mobile-forensics, network- forensics,
cloud-forensics etc. Although a relatively new discipline, Digital Forensics is rapidly growing as
a result of contributions from research community, software tool developers and digital forensic
practitioners contributing in software tools, frameworks and evidence extraction sub-domains

(Paul & Norman, 2019; Johansen, 2017).

The expansion of internet use has inadvertently led to an increase in anti-social or criminal
elements, posing potential threats to the evolving internet community. Cyber criminals target
internet users due to their lack of security interventions or ignorance, resulting in exponential
growth in cybercrime (Vacca, 2010). Digital computing devices serve as either instrument of crime
or arenas where cybercrime manifests, necessitating interventions to bring perpetrators to justice.
Cyber criminals exploit the fact that they are not bound by geographical boundaries and may use

anonymous technologies like the tor network and browser to hide their identities (Schultz, 2016).

As a result, cyber-investigators and first responders face difficulties in conducting timely
investigations. Compliance issues pervade the investigative process, and the vastly diverse and
dynamic infrastructural implementations in computing environments pose significant challenges
(Casey et al., 2009). The methodology used in Digital Forensics (DF) investigations must comply
with court directives and be rigorous enough to stand in court. Therefore, the effectiveness of first
responders and cybercrime investigators in carrying out their investigations under changing
technological paradigms while adhering to prescribed methodologies and meeting legal

benchmarks is in question (Kohn et al., 2013).

One of the main objectives of this study is to explore problem areas in the digital forensics Incident
Response (IR) process and provide solutions to first responders and cybercrime investigators by

designing an investigation protocol that incorporates Artificial Intelligence (Al) to enhance the
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efficiency of digital investigations. The proposed protocol is aimed to guide investigators by
recommending the most appropriate investigative approach that integrates all technical and
methodological aspects of the investigation process. Additionally, the study also aimed to create
an intelligent framework based on Al and develop a working prototype based on the protocol to
assist cyber investigators and professionals with methodical documentation of cybercrime details,

decision-making using triaging, and predictive analysis of cybercrime incidents.

This chapter provides a literature review that examines the concepts of digital forensics and the
challenges faced by digital forensic investigators in the process of Incident Response and evidence
collection and analysis. It also identifies the issues and gaps that exists in the presently adopted
methodologies and frameworks in the domain of digital forensics, incident response (IR) and data

analytics.
2.2 Evolution of Digital Forensics

DF research is a new emerging discipline that addresses the various procedural, technological and
methodological aspects of investigating computer/digital/cyber-crime (Baggili et al., 2013).
Digital Forensics not only deals with collection and analysis of digital evidence but also
conceptual, legal, methodological, and technological aspects involved in the process. The main
aim of a digital forensic investigator is digital evidence collection that has to follow strict legal
procedures outlined by the court so that the evidence stands credible (DFRWS, 2001; B. D. Carrier
& Spafford, 2004).

Digital Forensics Research can be broadly categorised into two domains namely a)
theoretical/conceptual research b) Developmental research. These two domains lack an integrated
approach which further results into disparities that have been elaborated upon in this study (Kohn

et al., 2013; Johansen, 2017).
2.3 An Overview of Digital Forensic Process

Prior to the late 1990s, Digital-Forensics was commonly referred to as 'Computer-Forensics'. The
earliest experts in computer forensics were law enforcement officials who also had a passion for

computers. The FBI-CART also known as “Computer Analysis and Response Team”, began their
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operations in the year 1984, while in the UK, the Metro Police established a cybercrime division

under an expert called John Austen. This was created within the Fraud Squad in the same year.

A major shift happened in 1990s. Technical support personnel and investigators within UK law
enforcement agencies, and external experts, recognised that Digital-Forensics, just like other
‘general’ field of forensics investigation, required standardized skills, procedures, and processes.
Apart from other ‘informal’ strategies, these formalities never existed and there was a need to
develop them immediately. A number of seminars, mainly organized by the departments “Serious
Fraud Office” and the “Inland Revenue”, were held at the “Police Staff College” in city of
Bramshill in the year 1994 and 1995, during which the establishment of current “British Digital

Forensics Organization” was completed (Gunawardhana, 2021).

According to Burden and Palmer (2003), “Digital forensics is the use of scientifically derived and
verified approaches towards the preservation, collection, validation, identification, analysis,
interpretation and presentation of digital evidence derived from digital sources for the purposes of
enabling or expanding the modernization of proceedings found to be felonious or facilitating to
antedate the illegal activities shown to be disruptive to scheduled actions” (Burden & Palmer,

2003).

The digital forensic process is a systematic procedure that adheres to established guidelines
commonly used in forensic investigations. Given that these investigations pertain to digital
computing and communication devices, they are termed digital forensic investigations. In legal
contexts, the seized media is referred to as an "exhibit". Various digital forensic investigation
models and frameworks exist, each following distinct methodologies and proving useful in
different types of investigations. Due to the vast diversity of investigation environments, the ideal
digital forensic framework must be adaptable to future requirements and evolving technologies

(Du et al., 2017).
2.4 Digital Forensic Frameworks and Models

In the early 2000s, digital forensics and digital forensic process models and frameworks were still
in their infancy. One of the significant concerns were to establish a process framework or model

that could make the entire investigation process methodical, consistent and stable. Several digital
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forensic process models were proposed during this time. These frameworks and models generally
described a set of essential phases in a complete investigation process, and over time, they were
refined and developed (Du et al., 2017). Advanced models built upon earlier ones by incorporating
additional phases or by describing sub-phases in more detail. Multiple new frameworks were also
developed alongside the traditional model, and there were some inheritance relationships among

these frameworks.

This research focussed on a list of some very significant frameworks that hold major relevance to
this research scope and agenda, although this list may exclude some similar models and
frameworks. The main focus of this research was on the process models that incorporate
methodological and legal processes and covering all frameworks and models is not in the scope of
this study. A detailed discussion on these DF frameworks and models is needed to establish a
proper understanding of the evolution of these framework and models and subsequent

developments that followed.

2.4.1 Investigative Process Model for Digital Forensic Science (DFRWS, 2001)

Digital Forensics has made remarkable advancements despite being a relatively nascent field.
These developments include sophisticated software for gathering and analysing digital evidence,
as well as the establishment of procedures. In digital forensic science, a process- model comprises
of several stages to conduct DF investigations. Such models are typically based on prior
experience. However, given the range of cases and investigative approaches, there is no one-size-

fits-all workflow in digital forensics.

A main procedure for digital forensic investigation should outline a series of critical activities for
the investigation, broad enough to apply to various cases, and adaptable to integrate new
techniques as they emerge. An excessively minimal model may not provide sufficient guidance,
while a complicated model with too many steps and restrictions may be impractical. Although
creating an ideal process model which can handle all forms of investigation is virtually impossible,

a well-designed framework can yield significant benefits.

Digital Forensic Research now encompasses every facet of the contemporary cyber world, given
the widespread accessibility of computing and internet technologies. Whether in business and

industry, military establishments, or law enforcement and judicial bodies, Digital Forensics has
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grown substantially in importance. These organizations rely heavily on it due to the surge in
cybercrime incidents. One of the earliest attempts to standardise digital forensic process were made
in Digital Forensics Research Work Shop (DFRWS) held in Utica in 2001, where goal was set to

define a framework for Digital Forensic Investigation Process.

Recognizing the necessity to categorize and develop a process model that aids practitioners in
visualizing the requirements and capabilities of digital forensic technology, the initiative was taken
in its first ever °‘Digital Forensic Research Workshop® or DFRWS (2001). This
conference\workshop resulted into experts agreeing into following a standardised process for
digital forensic research. That’s where the first model gets its name from as DFRWS Model which
is most widely accepted model in the domain. The nucleus of DFRWS (2001) is shown in Figure
2.1, which illustrates some key focus areas in Digital Forensic (DF) research process. It was also
established that academic researchers can analyse the processes to identify gaps in technology and

propose to fill them by focussed research.

It was also recognized that computer forensic analysis serves to assist the law enforcement
community, necessitating adherence to statutory and regulatory guidelines established for
traditional forensic disciplines. Thus, it is essential for digital forensic tools and technologies to
comply with sound scientific methodologies capable of producing credible digital forensic

evidence admissible in the court of law (DFRWS, 2001).

2.4.2 DFRWS Linear Process Model (DFRWS, 2001)

Digital Forensic Process consists of various phases as described in figure-2.2, which illustrates a
DFRWS Linear Process Model (DFRWS, 2001). This model comprises of stages from
identification to preservation of evidence and finally decision stage. These phases have been
discussed in detail in section 1.2.8 and a critical analysis also provided in discussion of model and
its phases. The study identified the gaps and has presented an improved or ‘extended model’ that
provides integration roadmap of new technologies like Al into the process model, which has been
discussed in forthcoming section 2.5.7. Figure-2.8 provides the illustration of ‘Extended Linear
Process Model’ which is a new artefact that provides provisions to integrate Al techniques and

predictive analysis into DFRWS ‘Linear Process Model’. Figure-2.2 represents the classical
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DFRWS ‘Linear Process Model’ which represents the digital investigation phases defined and

their activities mapped in the model.

Figure 2.1: The Nucleus of Digital Forensic Research (DFRWS, 2001)).

Since the first DFRWS (2001) conference, numerous process models have been proposed and
developed, as mentioned earlier, with many showcased at various DFRWS conference
proceedings. DFRWS has been instrumental in the fundamental needs of practitioners and has

made significant contribution in establishing core standards, refining investigation methodologies,
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enhancing technological tools, and crafting digital investigation frameworks and models. This

study will delve into some of these noteworthy contributions and will be reviewed in this study.

Figure 2.2: Investigative Process for Digital Forensic Science, Linear Process Model (DFRWS,
2001)

2.4.3 Building Theoretical Underpinnings for Digital Forensics Research Process

In her work, Sarah Mocas (2004) argues that while research can be pursued independently from
practical application, in Digital Forensics, an applied discipline, it's essential for researchers to
grasp the practical context of their work. This understanding becomes even more critical when
research leads to the development of digital forensic tools, as these tools must produce evidence

that withstands scrutiny, ensuring reliability for law enforcement and admissibility in court.

Moreover, Mocas (2004) emphasizes the significance of separating the investigative context from

the technical environment to enhance the model's comprehension. Within the technical realm, she
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further distinguishes between static scenarios, such as analysing a hard disk image, and dynamic

scenarios, such as investigating a live system.

Precipitating Events

Initiate an Investigation H Laws, Time Resource > Refiable Admissible Bvidence

And Technical Limits

Figure 2.3: Investigative Context in a Law Enforcement Setting (Mocas, 2004).

2.4.4 An Event-Based Digital Forensic Framework by Carrier and Spafford (2004)

Carrier and Spafford (2004) introduced a framework for digital forensics during DFRWS 2004,
primarily comprising an investigation process model. They emphasized that every digital device
implicated in a crime should be regarded as a "digital crime scene", which is an extension of the

physical crime scene where the device is located (Carrier & Spafford, 2004).

Their proposed framework is rooted in a process model that treats a computer under investigation
akin to a physical crime scene. Consequently, they asserted that "An investigation is a process that
develops and tests hypotheses to answer questions about events that occurred". Carrier and

Spafford (2004) also drew a distinction between 'physical' and 'digital' evidence, stating that a
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storage media (or device) constitutes physical evidence, while the data or files recovered from it

represent digital evidence.

Readiness Phases

A\ 4

Physical Crime Scene Investigation Phases % Presentation Phase

/

Deployment Phases

A

Digital Crime Scene Investigation Phases

Figure 2.4: An Event Based Digital Forensic Investigation Framework (Carrier & Spafford, 2004).

In their framework, Carrier & Spafford (2004) delineate five phases, beginning with the Readiness
Phases, which concentrate on ensuring the readiness of tools and operations to be used in system
investigation. This involves the Infrastructure Readiness Phase, focusing on equipment configured
with necessary data. The Deployment Phase comprises two key stages: the "Detection and
Notification Phase", triggered when an incident is detected and reported by the victim to relevant
authorities, and the "Confirmation and Authorization Phase", where investigators must obtain
permission to conduct an investigation. Subsequently, the "Physical Crime Scene Investigation
Phase” involves examining any physical objects, such as digital computing or communication

devices.

In the ‘Digital Crime Scene Investigation’ Phases, the focus is on examining digital data on the
physical device (digital device or media) recovered during the ‘physical crime scene investigation’
phase. This investigation is conducted for each independent device. The ‘Presentation Phases’

involve presenting facts and findings to the client or court of law. These phases include additional
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sub-phases such as "System Preservation and Documentation", which involves preserving the
system and documenting its state; "Evidence Searching and Documentation", which entails
searching for evidence and documenting it; and "Event Reconstruction and Documentation",
which involves reconstructing events and documenting them (Carrier & Spafford, 2003; Carrier &

Spafford, 2004; Carrier & Spafford, 2006).

2.4.5 Integrated Digital Forensic Process Model by Kohn et al. (2013)

In their research, Kohn et al. (2013) put forward an Integrated Model aimed at standardizing the
investigation process within Digital Forensics (DF). They employed Unified Modelling Language
(UML) to represent the DF investigation process, utilizing Use Case and Activity Diagrams for
visualization. The Integrated Digital Forensic Process Model (InteDFPM) proposed by Kéhn et al.
(2013), amalgamates process models from Kruse & Heiser (2001) and the U.S. Department of
Justice (Institute of Justice, 2008). This model is explained through UML Activity and Use Case
diagrams. Additionally, in subsequent research, Kohn et al. (2013) examined various models using
Sequential Logic Notation and Process Flow Diagrams. While they were not the first to utilize
standardized modelling tools and languages (e.g., UML, Sequential Logic Notation, Process Flow
Charts) in digital forensic process modelling, their contributions in the comparison and refinement

of DF process models is significant.

2.5 Triage based Digital Forensics Models

Triaging comes from medical field where it involves prioritizing patient’s treatment based on
severity of their medical condition, whereby symptoms are analysed and quick decisions are made.
It has found a natural fit in DF investigation process. Use of digital triage in initial investigative
stage can provide a major lead into investigations and achieving positive outcomes for the first
responders. Triaging can be further classified as live triage and post-mortem triage (Jusas et al.,

2017).

Digital Forensics Field Triage can provide a timely response to a cyber-crime investigation
specially, where delays can cause serious life threats and a quick action becomes imperative.
Digital Forensic Field Triage Process Model (DFFTPM) also referred as Computer Forensic Field
Triage Process Model (CFFTPM), is a model that is based on field and evidence triaging proposed

by Rogers et al. (2006) and can be used to provide fast leads. As mentioned earlier also, triaging
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comes from medical field where it involves prioritising patient’s treatment based on severity of
their medical condition, whereby symptoms are analysed and quick decisions are made. Digital
Triaging on the same concept involves taking a quick lead into investigations based on type of
cyber-crime, various possibilities or scenarios at the crime scene, certain usable evidence and
investigative team expertise (M. K. Rogers et al., 2006). The Field Triage model has proven to be
effective for time-sensitive cases (Hitchcock et al., 2016; M. Rogers et al., 2006). By using digital
forensics triage, researchers can quickly identify relevant evidence, and law enforcement can
obtain leads on the cyber-criminals faster, rather than having to wait for the complete information,

which could take several months or even years (Casey et al., 2009)

2.5.1 Computer Forensics Field Triage Process Model

Rogers et al. (2006) proposed the model, which emphasizes the importance of incorporating ‘Field
Triage’ in any forensic approach. Rogers et al. (2006) noted that individuals engaged in criminal
activities have been using technology to enhance their trade-craft. In their evaluation of various
investigative models designed to aid law enforcement in processing digital evidence, it was
observed that these models were time-consuming, mainly due to the requirement of transporting
digital evidence to a central location for analysis. In situations that demand urgency, such as cases
involving child abductions, kidnappings, and terrorist threats, the imperative for swift information
analysis and investigative leads takes precedence over the necessity for a thorough analysis of all
digital evidence. Therefore, Rogers et al. (2006) emphasised on the necessity of rapid information

and investigative leads, which can be provided through Field Triage.

The “Computer Forensics Field Triage Process Model” or CFFTPM is ideal for “those
investigative processes that are accompanied within the initial few hours of an investigation, that
deliver information used throughout the suspect interview and quest implementation stage”
(Rogers et al., 2006). The CFFTPM is designed to enable the collection of usable evidence in a
short time frame, which typically involves conducting an on-site or field investigation of the
computer system(s) in question. One of the key advantages of this model is the ability to quickly
identify victims who are at risk and guide ongoing investigations, including identifying potential

charges and accurately assessing the danger that the offender may pose to society.
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While the CFFTPM is a valuable starting point, it relies on the expertise of experienced forensic

specialists. Its principles can serve as a foundation for developing a model that enables non-

forensic experts to complete similar tasks. Although the CFFTPM highlights the benefits of on-

site investigation, it acknowledges the need for further investigation at a later time (Hitchcock et

al., 2016)

As being emphasised in this study that a timely response to a cyber-crime e.g. involving

paedophiles and child abductors, where delays can cause serious life threats and a quick action

becomes imperative, evidence triaging can provide fast leads. Digital Triaging involves taking a

quick lead into investigations based on type of cyber-crime, various possibilities or scenarios at

the crime scene, certain usable evidence that can be analysed quickly to initiate response and

augment investigative team expertise (Rogers et al., 20006).
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Figure 2.5: Computer Forensics Field Triage Process Model (Rogers et al., 2006)
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Computer Forensics Field Triage Model (CFFTPM) can provide a timely response to a cyber-
crime forensic investigation. CFFTPM is based on field and evidence triaging proposed by Rogers
et al. (2006), can be effectively used to provide quick leads to initiate a response by first
respondents while further evidence can be analysed. Due to the aforementioned reasons, some of
the theoretical constructs of CFFTPM have been used for field triage implementation in this

research.

2.5.2 Digital Field Triage Model

Hitchcock et al. (2016) introduced the Digital Field Triage (DFT) model with the intention of
delegating certain key tasks within the digital forensic domain to non-digital evidence specialists.
The model has two primary objectives: first, to enhance the efficiency of investigations by enabling
timely access to digital evidence, and second, to alleviate the backlog of cases at forensic
laboratories. The DFT model, rooted in the work of Rogers et al. (2006), comprises four levels:
planning, assessment, reporting, and threshold. However, it is important to note that the DFT
model is not without inherent risks, including challenges related to management, training, and the

absence of supporting tools.

The effective implementation of the DFT model relies on two crucial factors - efficient
management and continuous training. The management tools employed should facilitate smooth
functioning of the DFT model (as illustrated in Figure 2.6), which equips non-experts in digital
evidence with the necessary knowledge, skills, and capabilities to conduct limited forensic
activities (M. Rogers et al., 2006). However, there exist three primary conditions that must be met
for the DFT model to operate effectively. Firstly, it cannot function independently and must
operate in conjunction with a parent Technological Crime Unit (TCU). Secondly, the forensic
integrity of the digital evidence must be preserved at all times. Lastly, a DFT evaluation cannot

substitute a thorough TCU investigation.

Evidence and Field Triaging can provide timely response to a cyber-crime (e.g. involving
paedophiles and child abductors), where delays can cause serious life threats and a quick action
becomes imperative. Since, Digital Triaging involves quick leads into investigations based on type
of cyber-crime, various possibilities or scenarios at the crime scene, certain usable evidence and

investigative team expertise, some of the aspects of the Computer Forensics Field Triage Process
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Model (CFFTPM) by Rogers et al. (2006) and Digital Field Triage (DFT) Model by Hitchcock et
al. (2016) has been used as a base model for implementation of triaging in the in the novel protocol

model developed in this research.

Figure 2.6: Digital Field Triage Model (Hitchcock et al., 2016).
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It is to be noted that the goal of this research is not to cover all the models/ frameworks and analysis
of the models is not utterly comprehensive. This study highlights key issues and reviews them in

the context of their implementation by tools developers and efficacies achieved.
Shortcomings and Criticism

While the models analysed above serve various investigation processes, there isn't a universal
model that can be universally applied across the discipline of Digital Forensics. The nature and
requirements of investigations can vary widely depending on factors such as the type of digital

evidence, the context of the investigation, legal considerations, and technological advancements.

The primary objective of these models is to delineate the typical stages of investigations, their
sequential order, and the critical elements of each stage (Beebe, 2009; Burden & Palmer, 2003).
However, these models have faced criticism from various researchers over time. In 2001, Henry
Lee introduced the "Scientific Crime Scene Investigation" or SCSI model for digital forensic
investigations (Lee et al., 2001; Lee et al., 2013). However, Ciardhuain (2004) criticized the SCSI
model, highlighting its lack of emphasis on digital crime scene investigation and its exclusive

focus on physical crime scene investigation.

To address this criticism, Kohn et al. (2013) proposed a modification to the traditional physical
crime scene investigation process by integrating digital crime scene investigation. Their Event-
based Digital Forensic Investigation Framework distinguishes between physical and digital crime
scenes, involving the collection of digital devices from the physical crime scene and the retrieval
of digital evidence from storage devices (Carrier & Spafford, 2004). Casey (2009) presented a

digital forensic process model, which focused on digital evidence processing and examination.

Additionally, Baryamureeba & Tushabe (2004) introduced the "Enhanced Integrated Digital
Investigation Process" or EIDIP model. Building upon the Integrated Digital Investigation Process
(IDIP), the EIDIP model incorporates a 'traceable phase' to address the need for restructuring
observed in the IDIP. These efforts aim to refine and enhance digital forensic investigation

processes to better suit the evolving nature of digital crime.

This criticism underscores the importance of considering the unique challenges and requirements

of digital forensic investigations and ensuring that models adequately address these aspects.
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Having discussed and critiqued various process models under Section 2.4 and current section, this
section addressed research sub-question-1, while it also explained in detail various process models

and framework that are used by cybercrime investigators and first responders.
2.5.3 Attempts to Refine Digital Forensic Process Models

Merely following a generic process model is often insufficient to handle the diverse range of cases
typically encountered by law enforcement. Criminals could be IT professionals engaged in
sophisticated cybercrimes, the investigation may involve consideration of CCTV camera footage
storage, or data leakage within an organization, among other scenarios. These varying

circumstances often necessitate customized approaches.

Subsequent to the description of the overall process methodology, certain researchers have delved
into specific issues in greater detail. For instance, some researchers have sought to enhance a
process model by improving a particular phase of the investigation, while others addressed only a
particular type of case, such as network forensics or mobile devices forensics. Some researchers
postulated ‘triage’ based models (M. Rogers et al., 2006; Hitchcock et al., 2016) that outline
detailed processes for complex cases involving missing persons, child abductions, and other time-

sensitive matters.

Despite numerous efforts to standardize the investigation process, leading to the proposal of
several models by various researchers, none of them has achieved universal acceptance. Richard
Brian Adams (2013) further emphasized this issue, contending that many forensic experts
predominantly concentrate on law enforcement, overlooking other crucial areas such as incident

response or commercial aspects (Adams et al., 2013).

There is lack of a consistent theoretical framework in the field of cyber-forensics. Generally, ad-
hoc methods have been implemented for evidence collection using various forensic tools. The
efficiency of these tools is quite limited as credibility of both tools and forensic methods can be
disputed. Therefore, it is necessary to standardise and improve forensic processes and tools
(Carrier & Spafford, 2004). Networks or more specifically Internet have become powerful and
effective tools of digital and cyber-crime. This puts huge pressure on present digital and network

forensic techniques, which fall short of preventing computer and internet crimes, conducted every
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day (Mocas, 2004). Technical challenges also arise from wide disparity among platforms and
application used for cyber forensic investigations. Furthermore, it has to be clearly established
what type of cyber-attack has been conducted in order to launch a forensic investigation

(Raghavan, 2013).

One of the bigger challenges that DF investigators face is a requirement to analyse and process
vast amount of data using effective data mining techniques (Garfinkel, 2010). Some other
hindrances for digital forensic experts are - data collection whilst servers and routers across the
networks are in running state. To further make things difficult for forensic investigators, cyber
criminals use various evading techniques to defy investigation. They deliberately create difficulties
for investigation while wiping out evidences and introduce intentional doubts in investigation

process by misleading the investigators (Moore, 2010; Moore, 2014).

Various anti-forensic techniques are commonly used, such as altering file extensions, utilizing
swap space, employing disk wiping software, causing physical damage to media, utilizing
anonymizing techniques, committing identity theft by using someone else's account, utilizing
cryptography, steganography, and encryption techniques. Anonymous data storage (cloud storage)
is also a significant challenge for internet forensics. Criminals may target online storage services,
which can be exploited using stolen credit card data. As noted by Collie (2018), often, these illegal

activities take place in countries with ineffective cyber laws.

Therefore, this discussion on challenges encountered by DF investigators in this section is an
attempt to highlight the issues related to digital forensic investigation process, mainly Incident

Response (IR) and data analysis and address our research sub question-2.

Therefore, it is evident that the challenges that are faced by cybercrime investigator and first
responders can be summarised as — The field of cyber-forensics lacks a consistent theoretical
framework and standardized investigation process, and current ad-hoc methods using various

forensic tools have limited efficiency and credibility. There are technical challenges related to
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diverse platforms/applications used for cyber forensic investigations, and processing vast amounts

of data without effective data mining techniques.

Cyber criminals use anti-forensic techniques to create hindrances and introduce doubt in
investigation processes, including changing file extensions, disk wiping software, anonymizing
techniques, and encryption techniques. Anonymous data storage and exploitation of online storage
services using stolen credit card data also pose significant challenges for internet forensics, and

most cybercrimes are launched or conducted from countries with ineffective cyber laws.

2.5.4 Critical Analysis on Digital Forensic Process Models: Theoretical versus
Developmental Perspectives

DF research can be categorized broadly into two basic domains based on the disparities that exits
between these different frameworks and models namely ‘theoretical or conceptual’ and
‘developmental’. Theoretical\conceptual research mainly constitute researchers in the field that
have proposed numerous digital forensic models, methodologies and processes. Many of these
models are inconsistent, overly complex and difficult to implement in real time scenario (Adams
et al., 2013). There is no single model or investigation approach that can adequately meet all

required goals (Carrier & Spafford, 2006; Kohn et al., 2013).

The ‘developmental’ research deal with application aspects in more detail and focuses on digital
forensics tool development. This domain consists of many tools which can be categorised as
commercial or open-source. Although this is more pragmatic domain, the problem with the tools
and solutions is that they have been developed on ad-hoc basis and do not follow any specific
conceptual model(s). Therefore, they are used discretely by the DF investigators and it is difficult

to integrate them to a specific methodology of investigation.

2.5.5 Critical Analysis of DFRWS (2001)

While it is established that DFRWS (2001) and the ‘Linear Process Model’ described in figure 2.2
is the most popular and well adopted framework in digital forensics. It is also observed in this
research that standards and guidelines put forward by DFRWS (2001) and further described in

‘Linear Process Model’ shown in figure 2.2, does not conform to many methodologies and tools
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or techniques analysed in literature review, such as artificial intelligence (Al) and can swiftly assist

cybercrime investigator and first responders in decision making.

Therefore, we posit that there is a clear gap that exist in present frameworks depicted in DFRWS
(2001) Nucleus Model and Linear Process Model also represented in figure 2.1 and figure 2.2, and
therefore this scenario demands some improvements. The nucleus of digital forensics investigation
process (figure 2.1) does not address some key domains of digital forensics. Furthermore, it does
not represent the intersecting aspects between various components described in the model
accurately. The constructs are somewhat misplaced and demand a new impetus on changing

paradigm of digital forensic domain.

It is also observed that components like forms of cybercrime, legal procedures, incident-response
(IR) via computer emergency response teams (CERT), are missing from the model. Digital
Forensic Tools, Standards and Frameworks that is applicable to all components of DF, for example
‘Law Enforcement’, ‘Defence and Security’ and ‘Business and Industry’, is also missing from the
framework. Therefore, the space represented at the intersection of all three domains, demands to
be filled by new research and development in the domain of digital forensics investigation process.
This research has tried to fill this space with new proposed constructs that can complement existing
model and also fill the gaps to improve the model. This introduction of new components also

establishes a roadmap to justify and guide further progression of this research.

2.5.6 Proposed Improvements in Digital Forensic Investigation Process Model

As it is an observation that digital forensic investigation process models described in figure 2.1
and 2.2 have specific gaps that demands a revamp of these models. An improved model of Nucleus
of Digital Forensic Research Process is provided as a new artefact in this section, which is
presented in figure-2.7. New constructs like Computer Emergency Response Teams (CERT),
Digital Forensic (DF) Tools, Standards and Frameworks that are applicable to all components of
DF, for example ‘Law Enforcement’, ‘Defence and Security’ and ‘Business and Industry’, were
missing from the Nucleus Model and have been added to create a new extended and updated model

as shown in figure-2.7.

Therefore, the space represented at the intersection of all three domains, demands to be filled by

new research and development in the domain of digital forensics investigation process. This
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research has tried to fill this space with new proposed constructs that can complement existing
model and also fill the gaps to improve the model. This introduction of new components also

establishes a roadmap to justify and guide further progression of this research.
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Figure 2.7: Digital Forensic Research Process Nucleus (DFRWS, 2001) Extended Model (New
Artifact)

The ‘Extended Nucleus of Digital Forensic Research Process’ focusses on constructs like CERTs
for effective Incident Response (IR), Digital forensic Standard and frameworks to standardise the

process and emphasis on digital forensic research to continuously strive for improvements in the
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domain of digital forensics. These new constructs also served as theoretical underpinnings of

design and development of new artefacts in this research.

2.5.7 Extended Linear Process Model for Digital Forensics Investigation

As described earlier and shown in figure 2.2, a Linear Process Model adopted by DFRWS (2001)
represents standardised phases and activities associated with those phases. Since it was discussed
in previous sections that the model is generic in nature and has not been modified or extended to
accommodate new developments in the DF investigation process domain. Therefore, this provides

an opportunity to fill the gaps in existing model.

Figure 2.8 represents an ‘Extended Linear Model” developed as a new artefact in this research, in
order to bridge the gap and provide theoretical underpinning for design and development of a novel
‘Investigation Protocol with Al based framework’, which will be implemented via a working

prototype to bring intelligence and efficiency to existing frameworks.

In this ‘Extended Linear Model’, while other phases correlate to standard DF investigation
activities, the process ‘Optimisation’ has been extended to introduce ‘Predictive Analysis’ in the
‘Analysis’ phase of the Linear Investigation Model. Furthermore ‘Visual Representation’ in the
form of various diagrams like scatter charts, correlation matrix plots, and whisker plots can be
used to visually represent the data and results that can create a better understanding of the data and
trends (Sathiyanarayanan, 2017). These theoretical underpinnings will provide the template to
implement methodological and functional improvements while designing and developing new

artefacts (DF investigation protocol and working prototype).

The extended model of Nucleus of Digital Forensic Research elaborated in Figure 2.7 and extended
Linear Model represented in the figure 2.8 provide theoretical underpinnings for improvements in
the existing models/frameworks and also provides a conceptual roadmap for this research to design
and develop new artefacts to assist DF first responders. This section addressed the research sub-

question-5 and investigated the challenges raised thereof.
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Figure 2.8: Extended Linear Process Model for Digital Forensic Investigation (new artefact)

2.6 International Standards in Digital Forensics

Nieman (2009) asserts that the main focus of Digital Forensics (DF) is the application of forensic
procedures, legal concepts, rules of evidence, precedents, and processes, rather than computers
themselves. However, despite the growing importance of DF tools and technologies in this field,
the absence of standardized protocols is concerning. Surprisingly, no major efforts have been made
to establish or adopt protocols, standards or rules for handling digital evidence in the context of
challenges posed in present day digital paradigms. Additionally, technical processes used for

digital evidence are admissible in court without any formal testing requirements, as highlighted by
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Scholtz (2009). As a result, the DF industry primarily relies on self-regulation, using international

best practices, guidelines, case laws and frameworks developed by various industry bodies.
2.6.1 An Overview of International Standards used in Digital Forensic Investigation

Because of the constantly changing landscape of ICT (Information and Communication
Technology), and differences in legal frameworks across various jurisdictions, there is a shortage
of internationally recognized standards to regulate the processes and procedures utilized in digital
forensic investigations. The International Organization for Standardization (2014) notes that while
some standardized procedures and processes are available as guidelines, there are no set standards
in this area. However, several standards could impact digital forensics, including “National
Institute of Standards and Technology” also commonly referred as NIST, the “American National
Standards Institute” or ANSI, and Scientific Working Group on Digital Evidence (SWGDE). As a
result, DF professionals must possess a comprehensive understanding of these protocols and

standards.

In the South African context, the “Good Practice Guide for Computer-Based Electronic Evidence”
(1997) published by the “Association of Chiefs of Police” or ACPO is utilized as the foundation
to establish standards. The “International Organization for Standardizations” also referred as ISO

standards provide the framework for these standards.

2.6.2 ACPO Principles for Digital Forensic

The “Good Practice Guide for Computer-Based Electronic Evidence” was formulated by the
Association of Chiefs of Police (ACPO) in 1997. These principles established a framework for
digital forensic practitioners. In October 1999, an “International Hi-Tech Crime and Forensic
Conference” conducted a comprehensive review of the principles. In 2001, the “13th International
Criminal Organization's (Interpol) Forensic Science Symposium” formalized and approved

additional protocols, with the participation of South Africa as a member (Van Dijk, 2015).

Since then, these principles formulated by ACPO, have provided a guiding framework for digital
forensic investigators to develop procedures to ensure that the collection, handling, and

management of evidence, is in compliance with the established principles. The guide consists of
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four principles that pertain to the collection as well as efficient management of digital evidence

obtained during the investigations (Association of Chief of Police Officers, 1997; Van Dijk, 2015).

The set of principles regarding the management of digital evidence includes four key guidelines.
The first one emphasizes the importance of preserving data in its original form without any
tampering, with the understanding that it could be used as evidence in legal proceedings in the
court of law. The second principle highlights the limited circumstances under which investigators
are allowed to access the original data. Moreover, investigators should possess the necessary
qualifications, and the actions taken must be justifiable in terms of their relevance and
implications. The third principle stresses the need for investigators to document all procedures
applied in the collection and analysis of digital evidence in great detail. This documentation should
be clear enough to allow third-party experts to reproduce the same results. Lastly, the fourth
principle outlines the obligation of investigators to comply with all legal procedures while handling

digital evidence. (4ssociation of Certified Fraud Examiners, Accessed on 27-Mar-2023).

In essence, the ACPO guidelines mandate that data should remain unchanged, primary evidence
must not be directly inspected, and reliable duplicates should be made for forensic analysis. The
task of digital forensics should be entrusted only to competent personnel who adhere to the
appropriate legal regulations. It is essential to maintain an adequate record of actions taken, uphold
the chain of custody, and apply approved industry procedures and protocols. Adhering to the
ACPO (1997) principles and the standards laid under ISO/IEC 27043 as well as 27037 frameworks

can provide a trusted forensic and legal framework for digital forensic investigations.
Limitations and Criticism of ACPO

The guidelines provided by the principles ensure that the digital evidence that is under
investigation is not altered, and that any access to original evidence is carried out only by
competent individuals. An audit trail must be kept to allow for the investigation's actions to be
reviewed, evaluated and assessed against the applicable legal requirements. The importance of
these principles was confirmed by the South African Law Reform Commission (SALRC) in 2010,
which asserted that forensic investigators' actions in accessing digital evidence are not neutral and
that the volatile nature of the digital evidence makes it difficult to prove its integrity. The

commission also highlighted that if procedures and protocols at crime-scene are not properly
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followed, digital evidence may become inadmissible or claimed as “distorted” by the defence

(Swales, 2018).

2.6.3 International Organisation of Standardization (ISO Standards)

The ISO/IEC 27043 Standard focuses on principles of investigation of incidents and processes in
the field of Information Technology Security. It was approved and published in March 2015. This
standard defines the various stages involved in a DF investigation and is categorised into two

and ‘Concurrent/Parallel Processes’

primary sections:

(Valjarevi¢ et al., 2016).

‘Digital Investigation Processes’

Preparation phase and scene

documentation phase

Preparation steps are taken to mvestigate
incidents and document actions are taken on

SCenes

Phase Activity Parallel Processes

Detection phase Incidents are detected Obtaining authorisation to
investigate incidents;

First responder phase Digital forensic investigators attend to incidents

Planning phase Investigations of incidents are planned

Evidence identification phase

Potentially relevant evidence is identified

Evidence collection phase

Evidence is collected

Evidence transportation phase

Evidence is transported from scenes to digital

forensic laboratories

Evidence storage phase

Digital evidence is securely stored

Documentation of all actions
during mvestigations; Continual
information flow between
digital forensic investigators
and forensic investigators;
Maintaining chain-of-custody;
Preserving the integrity of

evidence.

Evidence analysis phase

Evidence is analysed to determine relevance

Interaction with physical

Evidence interpretation phase Evidence is interpreted in relation to its evidential | investigations
value

Reporting phase Evidence is reported on

Presentation phase Testimonies or overviews are provided regarding
evidence

Closure phase Cases are archived

Figure 2.9: The ISO/IEC 27043 Standard Phases & Processes (Re-modelled by the researcher)
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Criticism of ISO/IEC 27043 Standard Model and Suggestions for Improvement

On analysing the model, it was observed that the parallel phases depicted in the model are not well
synchronised and aligned to corresponding timelines. Therefore, the artefact represented in figure-
2.9 has been re-modelled to provide a more streamlined and detailed representation of model “The
ISO/IEC 27043 Standard Phases & Processes”. The revised model clearly shows the timeline for
when parallel processes should be initiated to ensure consistency and synchronization in the
activities performed during a digital forensic investigation. In addition, specific activities and
processes that should run concurrently are now color-coded with the same colour for ease of
reference. Some key processes of ISO/IEC 27043 Standard are highlighted and discussed in

forthcoming section.
Obtaining Authorisation

In every stage of DF investigation, it is crucial that appropriate authorization is obtained from
relevant parties, including authorities of government, principals, system owners, and system
custodians. The type of authorization required may vary based on the particular circumstances,
such as obtaining a search warrant or a consent under ‘Section 20 or 21 of the Criminal Procedure
Act (51 of 1977)’. It is essential for DF professionals to be aware of the relevant requirements and

up-to-date case law in such situations (Cross, 2008).
Preservation of the Chain of Custody of Evidence

As emphasised by Van der Merwe et al. (2008), the importance of maintaining a chain of custody
to ensure the integrity of evidence. This involves demonstrating to the court that the digital
evidence was not tampered with from the time of seizure to the time it was presented in court.
Digital forensic investigators must, therefore, keep digital evidence secure while the analysis

process is continuing to maintain its integrity.

The “ISO/IEC DIS 27037” Standard expanded on the chain of custody requirements, focusing on
the investigator's ability to account for all evidence acquired while it was under their custody. The
“chain of custody” is essentially a chronological record that documents the movement and

handling of evidence.
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This record should include a unique identifier; a chain of custody also includes proper records of
when the evidence was accessed, where was this done, and by whom the evidence was accessed;
who authorized checking the evidence in or out of storage area and why; and any modifications to
the evidence, who was responsible for the modifications, and the rationale for presenting the
evidence in the court (International Organisation of Standardisation, 2012). This topic is further
described in detail along with sample documents in Chapter 4: Digital Forensics: Incident

Response, Section —4.5.

2.6.4 ISO 27037 Standard & Security Techniques: Guidelines to identify, collect, acquire
and preserve digital evidence

The ISO 27037, also known as "Standard on Information Technology Security Techniques,"
gained approval and was formally published in October 2012. This standard provides guidance for
“identifying, collecting, acquiring, and preserving” digital evidence. By adhering to the analysis
methodologies outlined in the standard, digital forensics investigators can uphold the integrity of
digital evidence during the "Collection Phase" of investigations, thereby enhancing the
admissibility of evidence in legal proceedings. Kanellis (2006) underscores the pivotal role of

proper evidence management to prevent degradation and potential inadmissibility in court.

The International Organization for Standardization (2012) delineates four essential principles for
digital evidence collection in the ‘ISO/IEC DIS 27037 Standard’. These principles encompass
minimizing the handling of original evidence, documenting actions taken, accounting for any data
alterations to ensure reliability, following local rules of evidence, and not exceeding one's level of
expertise (International Organization for Standardization, 2012). Additionally, the ‘ISO/IEC DIS
27037 Standard’ notes that in many jurisdictions, the digital evidence gathered is subject to seven

principles, as described herein.
Relevance of Evidential Data

Digital forensic investigations adhere to the standard requirement of collecting only relevant data.
This implies that the gathered data should contribute to the examination of incidents or other
aspects of the case at hand, with a justifiable reason for its collection. The Criminal Procedure Act
(51 of 1977), specifically Sections 28, 31, and 210, governs wrongful searches and seizures.

Evidence found to be irrelevant becomes inadmissible, and items not needed for criminal
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proceedings are to be returned, supporting this requirement. Digital forensic investigators must
justify their procedures, validating all grounds for collecting any form of data. The admissibility
of evidence should be guided by the principle that it has sufficient relevance to the matter under

investigation (International Organization for Standardization, 2012).
Reliability of Evidence

The handling of digital evidence must involve processes that are auditable and repeatable.
Independent parties must be able to reproduce the same results when they follow these processes.
Hofman (2006, as cited in Myburgh, 2016) emphasises that digital evidence must meet the
standard requirements for document admissibility, including authenticity, reliability, and

originality.
Sufficiency of Evidential Data

To ensure adequate analysis, digital forensic investigators must collect all relevant information.
They should also be able to justify their decisions on which data to acquire and how much of it, as
well as provide a clear indication of the volume of data to be considered. (International

Organisation of Standardisation, 2012).
Auditability of Evidential Data

To ensure accountability and transparency, a separate and independent team of forensic
investigators or auditors must audit the actions of DF investigators. Therefore, all the procedures,
processes and results should be documented to enable audits. Digital forensic investigators must
be capable of explaining the methodology used during analyses and justifying the decisions made

to ensure their work is credible and can withstand scrutiny.
Repeatability of the Investigation Process

Repeatability refers to the ability to obtain identical results when using the same procedures,
methods, and equipment under the similar conditions, irrespective of the situation. However,
achieving repeatability is not always feasible, especially when analysing volatile memory or live
data. In such cases, DF investigators must ensure that the acquisition process is adequately reliable,
even if they cannot achieve complete repeatability.
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Reproducibility of Results

The term "Reproducibility of Results" refers to the capability of obtaining identical test outcomes
while using the same process, even if different type of equipment is utilized under different
circumstances. It means that the results of a test can be reproduced without much deviation from
the initial results, at any time after the initial test using the same method, regardless of the
equipment used or the testing conditions. This is important in digital forensic investigations
because it enables other investigators to validate the results and conclusions of a particular analysis

(Myburgh, 2016).
Justifiability of Digital Investigation Process

To ensure credibility, digital forensic investigators must validate every step taken while
identifying, collecting, analysing, and handling any form of digital evidence. They can
demonstrate that their decisions were optimal practices under the prevailing circumstances by

providing justifications and showing that all possible digital evidence was obtained.

2.6.5 Limitations and Criticism of ISO/IEC DIS 27037

Although widely recognized, even the ISO standards appear to avoid establishing inflexible
regulations in a digital forensic setting. The “ISO/IEC DIS 27037 Standard's scope explicitly
states that it offers only "guidelines for specific activities in handling potential digital evidence;
these processes are: identification, collection, acquisition and preservation of potential digital
evidence" (International Organization for Standardization, 2012). As a result, there are no precise
procedures or protocols specified to direct digital forensic investigators. This analysis further
justifies the cause for undertaking this research and to develop a novel investigation protocol based

on Al framework.
2.7 Digital Forensic Standards implemented in South Africa

There is a scarcity of local South African frameworks in cybercrime investigation field, which is
evident from this literature review. This results into challenges of local adaptations of digital
forensics investigation processes and also their acceptance in the South African court of law. There

have been observations that there is a great deal of inconsistencies in use of terminologies of
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information technology, digital forensics and their application in legal domain in South Africa.
Digital Forensic investigators face challenges of standardisation and legal recognition of

terminologies and concepts used in information technology and digital forensics.

According to Nortj¢ & Myburgh (2019), there are often loopholes in digital evidence collection
and analysis and often result in overlooking of key digital evidences due to lack of expertise or the
technical complexities that are posed by investigations conducted by DF investigators. There is a
need for bringing international standards and principles in order to ensure that digital evidence

gathered maintains its integrity, reliability and is admissible in the South African court of law.

There has not been much literature found that covered the cases involving cybercrime extensively
and also not much cases where digital evidence has been thoroughly investigated. Out of the cases
that have been investigated, there were a number of technical challenges for the state department
to handle digital evidence in search and seizure process effectively. These challenges have been
partly due to the fact that investigative processes and conventional search and seizure rules, which
are applied to physical crime scene are also applied to digital crime scene arena as well but the

former differs from the latter significantly.
2.7.1 An Overview of Forensic Investigation Standards Specific to South Africa

The Forensic Standard Forum, which operates under the purview of the South Africa Chapter of
the Association of “Certified Fraud Examiners (ACFE SA)”, has the primary goal of establishing
standardized scientific methodologies for forensic investigations conducted in association with any
criminal or civil legislative proceedings. These investigations cover a broad range of disciplines

and practices.

The Forensic Standard Forum is crucial in taking a leadership role to establish standards for all
forensic disciplines utilized in investigations. While many disciplines have established global
standards, some adaptations may be necessary to address the specific circumstances in South
Africa and other African countries, considering the unique environment, frameworks, legal

systems and applicable legislations.

The forum should also strive to provide a common set of standards and procedures for all forensic

practitioners, including digital forensic practitioners, in South Africa. These standards ensure that
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forensic practitioners adopt a consistent and reliable approach to forensic investigations, enhancing
the quality of evidence presented in court and ultimately fortifying the integrity of the criminal

justice system.

The Forensic Standard Forum, therefore, plays an important role in promoting the credibility and
effectiveness of forensic investigations in South Africa (4Association of Certified Fraud Examiners,
Accessed on 27-Mar-2023). Due to the absence of a professional body in South Africa that focuses
exclusively on enhancing the standard of fraud examination without being limited to a particular
profession like law or accounting and the launch of a local chapter, became necessary to cater to

these objectives.

This chapter provides a community environment for local forensic examination practitioners and
offers several advantages such as access to a network of highly experienced and competent
professionals, a practical guidance and training framework, regular technical upgrades and ethical

standards and forums to discuss local issues in the field.
2.7.2 A Critical Analysis of Standards and Frameworks in South African Context

Although ACFE-SA covers most aspects of fraud examination procedures and ethical code of
conduct, it is an overly generalised framework and does not offer specific guidelines for DF
investigation and cybercrime incidents. While general guidelines are applicable on DF investigator
as well, there is still a need for DF Investigation Framework that is more customised to South
African Context. Therefore, it is observed that there has been a scarcity of local South African
frameworks in cybercrime investigation field, which is evident from this literature review. These

findings are further supported by Nortjé & Myburgh (2019).

Digital forensic investigators face challenges of standardisation and legal recognition of
terminologies and concepts used in Information Technology and Digital Forensics (Nortjé &
Myburgh, 2019). There are often loopholes in digital evidence collection and analysis and often
result in overlooking of key digital evidences due to lack of expertise or the technical complexities

that are posed by investigations conducted by DF investigators. There is a need for bringing
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international standards and principles to ensure reliability, integrity, and admissibility of digital

evidence in the South African legal domain.

There has not been much literature found that covered the cases involving cybercrime extensively
and also not much cases where digital evidence has been thoroughly investigated. Out of the cases
that have been investigated, there were a number of technical challenges for the state department
to handle digital evidence in search and seizure process effectively. These challenges have been
partly due to the fact that investigative processes and conventional search and seizure rules, which
are applied to physical crime scene, are also applied to digital crime scene arena as well but the

former differs from the latter significantly as explained previously.

The study by Nortj¢ & Myburgh (2019) talks about the various complexities that investigators at
law enforcements face globally while conducting search and seizures operations and how to
manage to preserve the fundamental principles of data integrity and reliability of evidence in
performing digital forensic investigations. While performing search and seizure, the “Criminal
Procedure Act 51 of 1977 guides the investigator to interpret the digital evidence. However, there
is a need to further standardise the laws to make digital investigations more credible and acceptable

in court of law.

According to International Organisation of Standards (ISO standards), integrity and originality of
digital evidence is most important. It can be ensured that digital evidence becomes more reliable

and admissible in court using guidelines provided in forthcoming section.

Data Imaging to be done as original evidence should not be examined directly; Data integrity to
be ensured i.e. data is not changed, altered or corrupted; Standard and protocols to be followed
during data duplication and analysis; Audit trails should be established; Chain of Custody to be
maintained to counter non-repudiation; Use of protocols and standards, that are recognised by

industry and courts of law must be followed.

2.7.3 An Analysis of South African Legal Framework and it’s Compatibility to Digital

Forensic Investigation Process

The legal system and digital forensics are closely intertwined, according to US-Cert (2005, as cited

in Dumont, 2010), which defines DF process as the “integration of law and computer science to
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collect and analyse data from computer systems, networks, wireless communications, and storage

devices in a manner that makes it admissible as evidence in a court of law”.

The primary objective of DF analysis is to establish accurate and reliable facts that can withstand
legal scrutiny. If the evidence fails to meet the standards of legal examination, all preceding efforts
become futile. As outlined by Casey (2009), each phase of the DF process must be executed to

preserve the integrity of digital evidence and ensure its admissibility in a court of law.

The State v. Ndiki (2008) case in South Africa has set a precedent that digital evidence "should be
treated as real or documentary evidence and that the relevant rules of evidence should apply". The
court underscored the significance of maintaining the integrity of digital evidence and advocated
for a regulatory framework to ensure its authenticity and reliability. It emphasized that digital
evidence must be presented in a manner that is trustworthy, accurate, and verifiable, and the
evidential weight of such evidence hinges on the reliability of the methods used for its acquisition

and preservation.

The legal parameters for digital evidence collection and preservation in South African courts are
delineated in the "Electronic Communication and Transaction Act (25 of 2002)," as highlighted
by the work of Nortjé and Myburgh (2019). Originating from the United Nations Commission on
International Trade Law's (UNCITRAL) Model Law on Electronic Commerce (1996), this act
gained approval from the South African Law Reform Commission (SALRC) in 2010. Sections 14
and 15 of the "Electronic Communication and Transaction Act (25 of 2002)" play a pivotal role in
establishing crucial legal requirements to uphold the credibility and admissibility of digital

evidence.

The statutory framework provided by the “Electronic Communication and Transaction Act” (25
0f 2002) is instrumental in governing the admissibility and credibility of digital evidence in South
African courts. Sections 14 and 15 of the Act serve as fundamental guidelines, particularly in cases
involving search and seizure, where maintaining the originality and reliability of the evidence is

of utmost importance.

Nieman (2009) explains the distinctive nature of digital evidence, emphasizing its susceptibility to

easy alteration, duplication, or deletion, with the collection process itself having the potential to
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significantly alter the evidence. In the South African legal context, Section 14 of the "Electronic
Communication and Transaction Act (25 of 2002)" outlines requirements pertaining to the
originality of data messages, while Section 15 addresses the admissibility of evidence and the
evidential weight of data messages in court. These sections are designed to ensure that digital
evidence is collected and presented in a manner in the courts that preserves its integrity as well as

its reliability.

Section 15 of the “Electronic Communication and Transaction Act” (25 of 2002) holds particular
importance regarding the admissibility of digital evidence. It explicitly states that the legal rules
governing evidence admissibility should not discriminate against data messages solely because
they are electronic or digital. In essence, this means that digital evidence should be treated on par

with any other form of evidence concerning its admissibility, weight, and credibility.

Section 15 of the Electronic Communication and Transaction Act (25 of 2002) requires that the
evidential weight of digital evidence be determined based on the reliability of how data messages
were generated, stored, or communicated, as well as how their integrity is maintained. The period
for assessing data reliability should be specified, beginning with data collection by forensic

investigators or seizure from suspects and ending with data presentation in court.

According to international standards, digital evidence must remain unaltered, and maintaining
evidence reliability is crucial. The Electronic Communication and Transaction Act (25 of 2002)
Sections 14 and 15 comply with these standards. South African courts rely on these sections to
determine the integrity of digital evidence. They analyse whether the evidence was modified
during analysis and evaluate the methods used to collect and process digital evidence to assess its

reliability.

2.7.4 Discussion and Criticism

Maintaining the originality, integrity, and reliability of digital evidence is crucial during searches
and seizures. This is because the actions of police officials or investigators at the scene and their

handling of digital evidence can directly affect its admissibility in court. As Nieman (2009) points
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out, digital evidence is distinct from other types of general evidence and the procedure of collecting

it can significantly alter it, if not followed meticulously.

Therefore, it is evident that the integration of law and computer science in digital forensics is
important for collecting and analysing data from digital devices to make it admissible as evidence
in court. The primary objective of analysis of digital forensic evidence is to institute reliable facts
that can withstand judicial scrutiny. Hence, lack of proper intrinsic knowledge or expertise in
digital evidence collection and presentation in the court of law can compromise the trial of

perpetrators.

These challenges of digital evidence collection and digital forensics investigation processes and
also their acceptance in the South African court of law can hinder the legal proceedings. It has also
been noticed that there are many inconsistencies in use of terminologies of information technology,
digital forensics and their application in legal domain in South Africa, in addition to the scarcity

of expertise and professional skills among investigators in South Africa.

Therefore, Section 2.7 provide deep insight into the present situation of technical and legal
shortcomings and challenges encountered by the cybercrime investigators and first responders,

specifically in South African context and therefore addresses our research sub-questions 3 and 5.
2.8 Digital Forensics Tools Analysis and Shortcomings

A SWOT (Strength Weakness, Opportunity and Threats) analysis of DF tools is imperative to
uncover the present state of technology and the gaps that exists thereof. Apart from providing an
overview of the tools and technology available to the disposal of first responders, this information
can also be integrated into the research to develop an expert system that can augment the new
artifact (prototype’s) ability in decision making and assisting first responders to search for the most

suitable tools for their Incident Response (IR) process.

In early days of computer forensics, the computer forensic tools were developed by technical
experts that aimed towards data acquisition and e-discovery. Advancements in the discipline,
attempting to improve the investigation process and development of various models, the digital
forensic tools have also incorporated some of these models and frameworks. Although, there have

been reasonable attempts made by tool developers, there is still lot to be done as no tool can be
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efficiently applied to all forms of investigations. Most of the DF tools mainly cater to examination

phase of investigation whereby examiners use them to recover and view data (Mocas, 2004).

Some of the tools (e.g. EnCase, Access Data — FTK) have been widely accepted by law
enforcement bodies worldwide. There is a wide range of open source or free forensic tools
available to support different computing environments and file systems. A comprehensive
discussion of all of them is neither possible nor in scope of this study, however a brief mention of

them is provided in this section.

The digital forensics industry heavily relies on digital forensics tools, which are crucial for
carrying out investigations related to cybercrime or computer crime. These tools have proven to
be reliable in generating results that are reliable and have been accepted in courts. However, it is
worth noting that practitioners may not receive comprehensive information on how these tools
work or the methods they employ to verify that the evidence is authentic. As Carrier (2004) points
out, these tools grant access to evidence but not to methods for verifying its reliability, which could
pose challenges for inexperienced practitioners. Therefore, it is essential for digital forensics
practitioners to be knowledgeable about the workings of these tools and the verification methods
they employ to ensure that the evidence produced is reliable and also relevant to the courts (Wu &

Zheng, 2020).

2.8.1 Role Based Classification of Digital Forensic Tools

Categorization of digital forensics tools can be based on their function within the digital forensics
process, the targeted devices, or the supported operating system. The functions of these tools can
include evidence acquisition, examination, analysis, and integration. The sections that follow, will
provide a breakdown of each tool category, accompanied by some primary examples and their
main features. A comprehensive review is based on functionality, use case, licensing or open
source criterion. Tools utilized for digital forensics acquisition are responsible for generating an
image or mirror copy of the suspect device. As part of this acquisition process, a cryptographic
hash is generated, which plays a crucial role in preserving the chain of custody of the evidence.
The main objective of this process is to maintain the integrity of the suspect device, which, in turn,
helps in preserving the status of physical evidence from which the digital evidence is extracted,

ultimately safeguarding the integrity of the evidence (Wu & Zheng, 2020).
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To prevent any data being written to the drive during the acquisition process, digital forensics
acquisition tools are commonly utilized with write blockers. Nevertheless, there may be concerns
regarding the integrity of the image produced, such as how to verify that the image is an exact
replica of the original drive and how to confirm that both the original and the copy are identical.
The integration of the tools knowledge and the investigation methodology is essential in addressing

these issues.

Examination and analysis tools are often integrated into a single tool to facilitate the extraction
and analysis of digital evidence. Digital forensic investigators utilize these tools to retrieve and
examine evidence from various devices and sources such as computers, mobile devices, and cloud

services (Wu et al., 2020).

The extraction process can be classified into two main types: physical extraction and/or logical
extraction. Physical extraction involves creating a bit-by-bit copy of the entire storage device,
including all data and unallocated space, irrespective of the file system. On the other hand, logical
extraction recovers specific files based on the device's operating system, file systems, and also its
applications. A thematic analysis has been done for the DF tools on the themes or categories that
can be derived on the classification based on their complexity, availability (free or licensed) and

their use-case bases.

Integrated Tools for Multipurpose Investigation

Integrated digital forensic tools offer various functionalities within a single platform, including
data acquisition, search, navigation, extraction, examination, analysis, and reporting. These tools
are typically designed to work with specific devices or interfaces and can be used to extract and
analyse digital evidence from various sources, including computers, mobile devices, and cloud

services.

Encase by Guidance Software and FTK by Access Data are two examples of integrated digital
forensic tools. Encase is a popular tool that supports both physical and logical data acquisition, as
well as analysis and reporting of digital evidence. FTK, on the other hand, is specifically designed

for digital investigations and offers similar functionalities to Encase. Both tools are widely used
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by digital forensic investigators to extract and analyse digital evidence from various sources (Wu

et al., 2020).

The data acquisition feature of digital forensic tools allows for the creation of a forensic image of
the device or system under investigation. This process involves copying or creating a mirror image
of the device's storage media, including all deleted, hidden, and unallocated files. The search
functionality of these tools enables practitioners to search for specific files or data that meet certain
criteria. This feature allows for efficient and accurate identification of relevant evidence in a timely
manner. The navigation feature of digital forensic tools enables practitioners to explore and
visualize the digital crime scene, facilitating the identification and analysis of digital evidence.
This feature provides a graphical representation of the data, allowing practitioners to quickly and
easily identify key pieces of evidence. The extraction feature of DF tools allows for the targeted
extraction of specific data, such as internet browser history and other artifacts, which may be

relevant to a digital investigation.

Finally, integrated digital forensic tools automate some aspects of the examination and analysis of
digital evidence, making it easier for practitioners to gather valuable information from the data
gathered. These tools can provide automated analysis and reporting, allowing for faster and more

efficient digital investigations.

Integrated digital forensic tools like FTK and Encase, also referred to as “Case Management
Tools”, have emerged as a popular solution to the challenges posed by ever increasing volumes of
data-sets that may contain potential digital evidence to sift through. These tools provide various
built in features for searching data, applying filters, and data analysis, making it easier and faster
for practitioners to identify relevant evidence. Using an integrated tool for digital forensics can
also help reduce costs by eliminating the need to acquire multiple tools for each function. This can

save time and resources and ensure that all the required functions are available in a single tool.

Integrated tools incorporate specialized techniques that assist practitioners throughout the digital
forensics process. These tools can automate tasks such as data acquisition, examination, and
analysis, thereby making the process more efficient and effective. Additionally, these tools are
designed to produce verifiable digital evidence, ensuring that the evidence gathered meets the

standards of admissibility in court. Therefore, integrated digital forensic tools are a valuable asset
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to digital forensic investigators, providing an efficient and effective means of extracting, analysing,

and presenting digital evidence.

While professional digital forensics investigators typically use proprietary tools, free tools
available online are often used in training (22 Popular Computer Forensics Tools, 2018). This can
lead to disparities in the field. Thus, this research seeks to address various concerns within the
digital forensics field, such as the classification of tools according to practitioner training or

professional and industrial contexts. These classifications are highlighted further here.

2.8.2 Classification of Digital Forensics Tools based on License/Proprietary or Open Source
Status
Digital forensic tools can be categorised under proprietary or commercial tools, free or open-

source tools, specialised e-discovery or hacking tools.

2.8.2.1 Proprietary and Commercial Tools

These are the tools that needs a licence to be purchased for any commercial use. Some of them

may be available for free for academic use only.
Encase

EnCase is a powerful digital forensics and incident response software suite that enables
investigators to collect, analyse, and preserve digital evidence from a wide variety of sources,
including computers, mobile devices, and network environments. The software is widely used by
law enforcement agencies, government organizations, and private sector companies to investigate

criminal activities, corporate fraud, data breaches, and other security incidents.

EnCase provides a comprehensive set of features for digital investigations, including data
acquisition and imaging, evidence analysis and reporting, and case management and collaboration
tools. The software can process and analyse data from a wide range of sources, including file
systems, email archives, databases, and network traffic. It also supports advanced data carving and

artifacts analysis techniques to recover deleted files and uncover hidden information.

EnCase has become one of the most popular digital forensics software suites in the world due to

its powerful features, user-friendly interface, and extensive documentation and training resources.
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The software is regularly updated to keep pace with the latest developments in digital forensics
and cybercrime, and it has been used in some of the most high-profile investigations in recent

years.
FTK

FTK (Forensic Toolkit) is a software suite developed by AccessData that is widely used in digital
forensics investigations and e-discovery processes. FTK enables investigators to acquire, analyse,
and index data from a wide range of sources, including computers, mobile devices, and cloud-

based services.

FTK provides a comprehensive set of features for digital forensics investigations, including data
acquisition and imaging, evidence analysis and reporting, and case management and collaboration
tools. The software can process and analyse data from a wide range of sources, including file
systems, email archives, databases, and network traffic. It also supports advanced data carving and

artifact analysis techniques to recover deleted files and uncover hidden information.
COFEE

COFEE (Computer Online Forensic Evidence Extractor) is a suite of digital forensics tools
developed by Microsoft exclusively for use by law enforcement agencies. The software was
designed to run on Windows operating systems and provides investigators with a range of tools to

acquire and analyse digital evidence from a suspect's computer system.

COFEE was first introduced by Microsoft in 2008 and was distributed exclusively to law
enforcement agencies for free. The software was designed to be used in the field by law
enforcement officers with minimal training and expertise in digital forensics. It includes a range
of tools to acquire data from a computer system, such as password extraction, registry analysis,

and internet history analysis.

The use of COFEE has been controversial in some circles, as it was not made available to the
general public, leading to concerns about transparency and accountability. Microsoft has since

discontinued the development and distribution of COFEE, and instead, the company now provides
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arange of digital forensics tools and services to law enforcement agencies and other organizations

through its Azure cloud platform.
Registry Recon

Registry Recon is a digital forensics tool designed specifically for the Windows platform. The
software is used to regenerate the Windows registry from hard disk data, which can be extremely

useful in digital forensics investigations and incident response scenarios.

Registry Recon is developed by Arsenal Recon, a company that specializes in digital forensics
software and services. The software works by analysing the hard drive of a Windows system and
reconstructing the registry from the data found on the drive. This can be useful in cases where the
registry has been damaged or corrupted, or where the system has been compromised and the

registry has been modified by an attacker.

Registry Recon provides a range of features for digital forensics investigators, including advanced
registry parsing and analysis, keyword searching, timeline analysis, and reporting. The software is
designed to be easy to use and provides a user-friendly interface that allows investigators to quickly

analyse and report on registry data.
SafeBack

SafeBack is a digital forensics tool that provides investigators with the ability to create images of
internal and external storage devices and analyse data from those images. The software is widely
used in digital forensics investigations and serves as a valuable tool for data acquisition and backup

purposes.

SafeBack is developed by ForensicSoft, a company that specializes in digital forensics software
and services. The software works by creating a bit-for-bit copy of the storage device being
analysed, which can then be analysed and searched for evidence using a range of other digital

forensics tools.

SafeBack provides a range of features for digital forensics investigators, including the ability to

create and analyse images of a wide range of storage devices, including hard drives, USB drives,
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and memory cards. The software also includes advanced searching and filtering tools, allowing

investigators to quickly and easily locate specific files or pieces of data within an image.
Nuix

Nuix is a digital forensics tool that is widely used in investigations to collect and analyse digital
evidence from a variety of sources, including Windows, Mac OS, and Linux systems. The software
is designed to be highly scalable and can handle large volumes of data, making it a popular choice

for both small and large-scale investigations.

Nuix provides investigators with a range of features for evidence collection and analysis, including
the ability to extract data from a wide range of sources, including emails, IP addresses, credit card
numbers, and URLs. The software can also analyse data from mobile devices, cloud-based

services, and other sources, making it a versatile tool for digital forensics investigations.

In addition to its core features, Nuix also provides advanced search and filtering tools, allowing

investigators to quickly and easily locate specific pieces of data within a large dataset.

2.8.2.2 Open Source/ Free Tools

Free digital forensics tools available online are commonly used in training. However, this creates
a potential for disparities within the field, including the tools used to train practitioners. This
research seeks to address several different tools that offer potential to be used for DF investigation
and also address issues within the DF industry. The tools listed below are free tools that fall under
GPL or Open Source Licensing and can be used by Digital Forensic (DF) investigators without

any major licensing constraints.
CAINE

CAINE (Computer Aided INvestigative Environment) is a digital forensics tool that is designed
specifically for the Linux platform. The software is widely used in digital forensics investigations
and is known for its ability to facilitate the examination and analysis of data in a forensically sound

manner.
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CAINE is developed by Nanni Bassetti, an Italian digital forensics expert, and his team. The
software includes a range of digital forensics tools and features, including advanced imaging and

analysis capabilities, data carving tools, and network analysis tools.

One of the key strengths of CAINE is its ability to handle a wide range of file systems and data
formats, making it a versatile tool for digital forensics investigations. The software also includes
a range of tools for data recovery and analysis, as well as support for a wide range of hardware

and software platforms.
The Sleuth Kit

The Sleuth Kit is a digital forensics tool that provides investigators with a library of tools for
evidence collection, analysis, and investigation on a range of platforms, including Unix/Linux, and

Windows.

The Sleuth Kit includes a wide range of digital forensics tools, covering all major evidence
collection features, such as file system analysis, data recovery, and network analysis. The software

is widely used in digital forensics investigations and is known for its flexibility and ease of use.

One of the key strengths of The Sleuth Kit is its ability to handle a wide range of file systems and
data formats, making it a versatile tool for digital forensics investigations. The software also
includes advanced search and filtering capabilities, enabling investigators to quickly and easily

locate specific pieces o