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SUMMARY 

The right to privacy is one of the fundamental human rights affirmed in the Universal 

Declaration of Human Rights, in Article 12; in other international Covenants and 

Conventions; as well as in the Constitutions of many countries. Although some difficulty 

has attended the attempt to define privacy in legal terms, the right to privacy has 

generally been discussed in relation to such concepts as dignity, freedom to make choices 

for, or to be in control of information about, onesel( and the right to personality, amongst 

other related concepts. 

Modem technology and the resultant increase in the rate of infringements of privacy have 

made the protection of privacy and data a pertinent contemporary issue. Prominent 

among the technology available today is the Internet. Ready access to, and ease of 

publication of information on the Internet are two of the major threats to privacy 

occasioned by the Internet. In response to the growing need for ready and affordable 

access to information as well as efficacious communication, which the Internet fulfills, 

Internet cafes have been set up in many developing countries. Further to the various 

threats to privacy occasioned by Internet use, the sharing of computers by members of the 

public in Internet cafes provides an operative medium for diverse acts of invasion of 

privacy and data. 

In many countries of the world, South Africa and Nigeria inclusive, there are 

constitutional provisions as well as other statutes for the protection of privacy. In the 
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same vein, many countries have laws protecting data, and in some cases, there are 

comprehensive Data Protection Acts. In the United Kingdom, following a protracted 

reluctance by the Common Law courts to recognize a right to privacy, the incorporation 

of the Human Rights Act of 1998 into the domestic laws of the United Kingdom now 

guarantees the protection of privacy. However, there has been a Data Protection Act in 

operation in the United Kingdom preceding the recognition of the right to privacy. 

In the United States, certain provisions of the Constitution have been construed to protect 

privacy rights, and the Common Law courts recognize a tort of privacy. Although there is 

no Data Protection Act in operation in the United States, there are several federal and 

state statutes protecting privacy and data. The German Constitution provides a foundation 

for the protection of privacy, and the German Civil courts have developed relevant 

Articles of the German Civil Code to provide protection for rights analogous to the right 

to privacy. Furthermore, the Germans have a system of Data Protection Acts, which are 

administered at both federal and state levels. Some of the above laws however have 

shortcomings that detract from their effectiveness. 

In South Africa, the Roman and Roman-Dutch law which forms the foundation of South 

African Civil Law provides a basis for the protection of privacy through the protection of 

personality rights, and the South African courts have, for decades recognized and upheld 

rights analogous to privacy rights. As for data protection, although there are subject -

specific statutes protecting data, there is no general South African Data Protection Act as 

yet. There is however a committee working on a draft Data Protection Act for South 
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Africa and it is expected that a comprehensive Data Protection Act will in time be 

enacted and operative. 

In Nigeria, although the1989 Constitution and previous Constitutions contain provisions 

guaranteeing the right to privacy, it is clear from the paucity of cases, that privacy and 

data protection are not an active area oflaw. As is the case in South Africa, there are 

subject specific Acts protecting data in Nigeria but no general Data Protection Act is in 

operation. A challenge thus exists to develop and utilise the constitutional guarantee of 

the right to privacy as well as available tort law for effective privacy protection in 

Nigeria. The need for appropriate data protection legislation in Nigeria is also evident. 

In this work, the privacy and data protection laws in South Africa and Nigeria are 

examined, with particular reference to the processing of information in Internet cafes. Of 

concern, during the final stages of the drafting of this work was the submission of a 

similar thesis in another university.l However, in spite of a general similarity in topic, 

and common sources of authority, there are major points of departure in each work. 

While this research is a comparative study of the privacy and data laws in Nigeria and the 

South Africa with specific focus on Internet cafes, the other work does not examine the 

law in Nigeria, nor does it focus on Internet cafes. 

I A .Roos The Law of Data (privacy) Protection: A Comparative and Theoretical Study University of South 
Africa (October 2003). 
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The examination of Gennan privacy and data laws for comparative purposes in this work, 

as opposed to the use in the other work, of the privacy and data laws in the Netherlands, 

is another major difference in the two theses. Yet another point of departure is the 

discussion in the other work, of certain data technology such as credit cards and 

information held by credit bureau, which are not as commonly used in Nigeria as in 

South Africa. As such, they do not provide a suitably balanced basis for comparison 

between Nigeria and South Mrica for the purpose of this research, and therefore, have 

not been focused on. 

Following examination of the South African and Nigerian privacy and data protection 

laws, general principles to be included in a privacy law and Data Protection Act for the 

protection of privacy and data in Internet cafes will be proposed for Nigeria. In the 

present dispensation of technological advancement, until the law can provide adequate 

protection for privacy and data by the prevention of infringement as opposed to the 

prescribing of retribution to offenders, or the provision of compensation to victims, the 

protection of privacy and data will continue to be a pertinent issue. 



CHAPTER ONE 

INTRODUCTION: THE CHALLENGE OF INFORMATION 

TECHNOLOGY TO PRIVACY 

1.1 The Right to Privacy 

The word "privacy" and the concept of privacy are common in everyday speech and 

usage. Privacy has been variously defined l and in law, the concept of privacy has been 

described as "an amorphous and elusive one".2 For the purpose of clarity, it is important 

to attempt a definition of the scope of privacy in law. It is also necessary to delimit the 

scope of the right to privacy because like every legal right, the right to privacy is not 

absolute or without limit.3 

The right to privacy is essentially, the right of an individual to keep certain aspects of his 

or her life and, or person to himself! herself and to be free from interference in respect of 

I R. Wacks The Protection of Privacy (1980) at 10 & 11. Privacy has been described as a "right", 
"condition", "state", "area oflife" and is also widely defined in terms of "control". 

2 Ackermann J in Bernstein v Bester NO 1996 (2) SA 751 (CC) at Para 65 . 

3 For instance, in spite of the importance of the fundamental rights entrenched in Chapter IV of the 
Constitution of Nigeria (1999), and the rights in Chapter 2 of the South African Constitution, (1996); both 
Constitutions contain provisions limiting these rights in Section 45 of the Nigerian Constitution and Section 
36 of the South African Constitution respectively: See also Ackerman J in Bernstein v Bester op cit: 
"[FJrom the outset of interpretation each right is always already limited by every other right accruing to 
every other citizen." 
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this secluded area.4 The issue of privacy has long been a legal concern and there is an 

abundance of jurisprudence on the right to privacy.5 Some of the available definitions and 

theory will be briefly examined in the following paragraphs. 

It has been said that the right to privacy is used to refer to a sphere of personal autonomy, 

which is protected by the law from interference.6 It has also been asserted that at the very 

least, the right to privacy includes the right to be free from intrusions and interference by 

the state and others in one's personal life. 7 In this regard, searches, interception of 

correspondence, wire or telephone tapping, the use of electronic surveillance or other 

bugging devices, recording, photographing or filming, amongst others, have been 

identified as aspects covered by the right to privacy.8 

In delimiting its scope, the right to privacy has been recognised in relation to such legal 

concepts as autonomy, property, dignity, reputation, confidentiality, and secrecy, among 

others.9 Although the scope of privacy has also been described as closely related to the 

4 See generally J Neethling, J M Potgieter, P J Visser Law of Delict (2006) 5th ed at 335, See also D 
McQuoid-Mason "Privacy" in M Chaskalson, J Kentridge, J Klaaren, G Marcus, D Spitz, S Woolman (eds) 
Constitutional Law of South Africa (2004) at 38-1 . Cf also Anneliese Roos The Law of Privacy (Data) 
Protection: A Comparative and Theoretical Study (2003)at 555. 

5 W P Keeton, D B Dobbs, R E Keeton & D G Owen Prosser and Keeton on the Law of Torts (1984) at 
850. CfRoos op cit at 29. 

6 I J Sloan Law of Privacy Rights in a Technological Society (1986) at 13; Cf Corbett J A in S v Naude 
(1975) (1) SA 681 (A) at 704A-B, where he describes the right of the individual to privacy thus: " such 
privacy as the law allows him" See also Ackermann J in Bernstein v Bester op cit at Para 75 where he 
observes that the law will only protect a claim to privacy where it recognises that there is a "legitimate 
expectation of privacy". 

7 McQuoid-Mason in Chaskalson et al op cit at 38-l. 

8 Ibid. 
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concept of identity, 10 there is authority to support the view that identity is an independent 

personality right (in Civil Law jurisdictions ).11 

Following the publication of Warren and Brandeis's Law Review Article in 1890, 12 the 

right to privacy became commonly described as "the right to be let alone to live one's 

own life with the minimum degree of interference." 1 
3 This definition of privacy has been 

said to include the following aspects: 

"the right of the individual to lead his own life protected against interference with 

his private, family and home life; interference with his physical or mental 

integrity or his moral and intellectual freedom; attacks on his honour and 

reputation; being placed in a false light; the disclosure of irrelevant embarrassing 

facts relating to his private life; the use of his name, identity or likeness; spying, 

prying, watching and besetting; interference with his correspondence; misuse of 

his private communications, written or oral; disclosure of information given or 

received by him in circumstances of professional confidence". 14 

9 See generally Wacks op cit at 12ff. 

10 Rainer Forst "How not to Speak About Identity: The Concept of the Person in a Theory of Justice" in 
Philosophy and Social Criticism (1992) Vol 8 No 1. 

11 See Universiteit van Pretoria v Tommie Meyer Films (Edms) Bpk (1977) 4 SA 376 (T) 386, Cf (1979) 1 
SA 441 (A) 456, where the right to identity was recognised as an independent right of personality. See also 
GrUtter v Lombard 2007 (4) SA 89 (SCA), (3) All SA 311 (SCA) CfNeethling et al op cit at 356. 

12 "The Right to Privacy" (1890) 4 Harvard Law Review 193 . 

13 CfThe declaration of the Nordic Conference of Jurists on the Right to Respect for Privacy Paras 2 & 3. 

14 Ibid. 
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Prosser in his celebrated Article l5 identified the following four categories of interests , 

protected by the right to privacy: intrusions, public disclosure of private facts, publicity 

which places the plaintiff in a false light, and appropriation of plaintiff s name or likeness 

for the benefit or advantage of another. 

The right to privacy has been used in a "narrower sense in the aspect of personal 

autonomy, to refer to the power of choice and control".16 It has been said that: 

"The essence of privacy is ... the freedom of the individual, to pick and 

choose for himself [or herself] the time and circumstances under which, 

and most importantly, extent to which, his attitudes, beliefs, behaviour and 

opinions are to be shared with or withheld from others. The right to 

privacy is, therefore, a positive claim to a status of personal dignity ... ,,17 

15 W L Prosser "Privacy" (1960) 48 California Law Review 383 . 

16 Sloan op cit at 13. Cf also Roos op cit at 556 where she observes that the right to determine the scope of 
one's interest in privacy is the essence of the individual's interest in his or her privacy. 

170M Ruebhausen & 0 G Brim "Privacy and Behavioural Research" (1965) 65 Columbia Law Report at 
1185. Cf C Fried "Privacy" (1968) 77 Yale Law Journal 483: "Privacy is not merely an absence of 
information about an individual in the minds of others, but rather the individual's control over the 
information he has about himself'. See also A F Westin Privacy and Freedom (1967) 33ff: 

"The most serious threat to the individual's autonomy is the possibility that someone may 
penetrate the inner zone and learn his ultimate secrets ... This . . . would leave him naked to ridicule 
and shame and would put him under the control of those who knew his secrets." 

See also Griswold v Connecticut (1965) US 479 at 484 on 'zones of privacy'; Bernstein v Bester supra at 
788ff on "a multi-levelled recognition of identity". Here, Ackermann J states that only the "inner sanctum" 
of a person is protected from interference, and that the "scope of (a person's) personal space shrinks" as 
one moves into communal relations and activities. 
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Clearly, not all information, or aspects of one's life fall within the secluded area protected 

by the law of privacy; the scope of a person's right to privacy will be limited to personal 

. fi . b h· h 18 In ormatIOn a out 1m or er. 

Bloustein in his article,19 written as a rejoinder to Prosser's article classifying the interests 

protected by the law of privacy into four, wrote that there is only one interest protected 

by the law of privacy, which is "human dignity." The view that the right to privacy 

protects a person's dignity has long existed. Roman law recognition and protection of the 

dignity (and reputation) of the person dates back to 450 BC?O Although Roman law does 

not specifically mention the right to privacy, it does provide for the protection of many of 

the rights that have come to be recognised under the law of privacy. 2 
I In South Africa and 

other civil law countries the right to privacy is based on the Roman concept of dignitas or 

"dignity in the broad sense".22 

There is a distinction between the Common Law and Civil Law protection of the right of 

privacy. The root of the action in Common Law systems is a mixture of property law and 

dignity.23 With regard to property, it is noteworthy that in the 16th century, Locke in his 

18 CfRoos op cit at 556. 

19 E J Bloustein, "Privacy as an Aspect of Human Dignity: An Answer to Dean Prosser" (1964) 39 NYU 
Law Review 962, 964. 

20 D J McQuoid-Mason The Law of Privacy in South Africa (1978) at 13. 

21 Ibid. 

22 See Ackermann J in Bernstein v Bester supra at 789. 

23 S ee below Chapter 4. 
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theory of private property was of the opinion that; "everyman has a 'property' in his own 

'person'; this, nobody has a right to but himself,.24 John Stuart Mill, affirming this 

position in later years, states: "Over himself, over his own body and mind, the individual 

. . ,,25 
IS sovereIgn. 

In this light, it is noteworthy that, even though there is no Common Law right to privacy 

in the United Kingdom, English Common Law offers protection in respect of certain 

rights that are analogous to privacy rights, based on the principle of protection of 

property rights.26 In Civil Law systems however, the root of the action does not lie in 

property rights,27 it is recognised as an independent personality right. ,28 

As observed earlier, no right is absolute in law since each legal right asserted by one is 

often a limitation of the right of another.29 While the individual's right to privacy, honour 

and reputation should be affirmed and protected, the exercise of the freedom to see, hear, 

speak, and learn must also be protected and should only be curtailed for a good cause.30 

Moreover, the free flow of information enhances public enlightenment and education, 

24 J Locke The Second Treatise of Civil Government (1986) at 129. 

25 J S Mill Utilitarianism Liberty Representative Government (1962) at 73. 

26 See Albert v Strange [1849] 2 De G & Sm 652,64 ER 293 (Ch), Herbert Morris Ltd v Saxelby [1916] 1 
A.C. 688 at 714, Rolls Royce Ltd v Jeffrey [1962] 1 All ER 801 at 805 . 

27 Ibid. See also Ackermann J in Bernstein v Bester supra at Para 68 . 

28 Neethling et al op cit at 18. 

29 See above at 1. 

30 See generally J Burchell Personality Rights and Freedom of Expression: The Modern Actio Injuriarum 
(1998) at 12ff. See also Sloan op cit at xvi. 
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which are essential for progress and development in every society. The law must strike a 

just balance between these conflicting interests. 31 

Under the English Common Law, when weighing the right to be free from interference 

from others32 or the right to prevent others from disclosing facts or information about 

one's private life/3 against other interests, the consequences have often been considered. 

The question here is whether there is damage or injury to something, which could be 

treated as property, such as the commercial value of a name, or picture, or business 

information?4 In such cases, limited protection may be found in the law oftort.35 

The law also considers whether the information was revealed under circumstances where 

a duty of confidence existed or could be imposed.36 Where there is such a duty, the courts 

are more inclined to affirm a right of privacy. 

31 Ibid. See Cameron J in H%misa v Argus Newspapers Ltd (1996) (2) SA 588 (W) at 608-9. 

32 The Common Law courts did not recognise a right to privacy until the Human Rights Act (Chapter 42 of 
1998) came into force. See Kaye v Robertson [1991] FSR 62; Lord Nolan in R v Khan [1997] AC 558 at 
581. See below Chapter 3. 

33 This was usually based on the principle of confidentiality. See Argyll v Argyll [1965] 1 All ER 611, 620 
(HOL), (1967) Ch 308. 

34 Herbert Morris Ltd v Saxe/by [1916] 1 AC 688 at 714, Technograph Printed Circuits Ltd v Chahoyn 
[1967] RPC 399 at 344. 

35For instance, in Rolls Royce Ltd v Jeffrey supra "know-how" was described as a corporate "asset" distinct 
from the physical rec~rd~ in which it wa~ contained. (Per Lord Radcliffe at 801). Also, the tort of passing 
off protects commercIal mterests. It provIdes relief against unfair use of a business "get-up" or trade name. 

36 Argyll v Argyll supra, Morison v Moat [1851] 9 Hare 241. 
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With the coming into force of the Human Rights Act,37 which incorporates part of the 

European Convention on Human Rights including Article 8, which provides for the right 

to privacy, the courts are no longer limited to the above criteria to protect privacy 

rights.38 In effect, the plaintiff in a case of invasion of privacy does not have to prove 

damage to property, injury to his person, nuisance or breach of confidentiality in order for 

the courts to affirm a right to privacy, since the Convention expressly guarantees this 

right. 

In Civil Law systems, the Common Law action was based on infringement of personality 

rights, and not property rights?9 The courts in South Africa have recognised the right to 

privacy as an independent personality right that falls under the concept of dignitas.40 The 

courts have also identified three essential components that must be proved in order to 

establish liability for injury to personality.41 

At Common Law the requirement for recognition of the existence of a duty to protect in 

cases where a person's private affairs were interfered with would generally be unlawful 

37 Chapter 42 of 1998; The Act came into effect in England on 1 October 2001, and in Scotland on 1 
October 2000. 

38 Section 6; See below Chapter 3. 

39 B . B ernstem vester supra. 

40 Neethling et al op cit at 354. See also Financial Mail (Pty) Ltd v Sage Holdings Ltd (1993) 2 SA 451 (A) 
462-463; Nell v Nell (1990) 3 SA 889 (T), O'Keefe v Argus Printing and Publishing Co Ltd (1954) 3 SA 
244 (C). 

41 
R v Umfaam (1908) TS 62 66, per Innes CJ; See also Boswell v Union Club of SA (Durban) (1985) 2 SA 

162 (D) 164-165, SA UK v O'Malley (1977) 3 SA 394 (A) 402. See below Chapter 4. 
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or unreasonable interference with property42 or the establishment of a duty of 

confidentiality, a Civil Law analysis of the requirements of the right to privacy would be: 

(a) unlawfulness (b) fault, and (c) infringement of a personality right.
43 

Under Common Law, there are, however certain torts that may afford protection for the 

right to privacy, in respect of which emotional distress44 and intention to cause physical 

harm45 or damage to reputation,46 and not interference with property, must be proved. 

1.2 Data Protection 

Data may be regarded loosely as recorded or, processed information.47 The focus in this 

work will primarily be on personal data. However, business information including 

information relating to juristic persons will also be discussed. Westin, writing about four 

decades ago, identified physical surveillance, psychological surveillance and data 

surveillance48 as three major areas in which the technological revolution in surveillance 

42 Anchor Brewhouse Developments v Berkley House (Docklands Developments) [1987] Ch D 2, 
Khorasandjian v Bush [1993] QB 727. 

43 See McQuoid-Mason op cit at 100 ff; See below Chapter 4. 

44 Janvier v Sweeny [1919] 2 KB 316. 

45 Wilkinson v Downton [1897] 2 QB 57. 

46 Tolley vJ S Fry and Sons Ltd [1931] AC 333. 

47 Cf Section 1(1) of the United Kingdom Data Protection Act Cap 29 of 1998. See Para 3.2.2.2.2 below 
for full of definition of data as contained in the United Kingdom Data Protection Act 1998. 

48 We~tin op cit at 68; Cf the definition of privacy in a resolution of the Consultative Assembly of the 
Council of Euro~e adopted by ~cker:nann J in Bernstein v Bester supra at 791 : " The right to privacy 
concerns .. .. physI~al and moral mtegnty, honour and reputation, avoidance of being placed in a false light, 
non-revelatIOn of lITe levant and embarrassing facts, unauthorised publication of private photographs .. . " 
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techniques posed a threat to privacy. The maintaining of records containing personal 

information has been in practice for centuries.49 With the proliferation of data banks and 

computerised pools of information, where vast amounts of information or data are stored, 

there is greater possibility of invasion of privacy through the misuse of information or 

personal data. 50 

Although data is not deliberately or routinely collected in Internet cafes, customers often 

process personal information in Internet cafes. Processing has been so broadly as to 

accommodate most, if not all operations performed upon personal data.51 This includes, 

but is not limited to the collection, storage, recording, collation or sorting, updating, 

modification, alignment, combination, sharing, linking, deletion or destruction of data. 52 

Curriculum vitae and information contained in e-mail exchanges between family 

members, friends or businesses when retained in a computers' hard drive, qualify 

generally as data53 and are commonly processed in Internet cafes. In addition to this, 

when visited, many websites have devises that collect and record information relating to 

49 Cf Roos op cit at 1 ff. 

~o Cf J N~ethling Neethling'~ Law of Personality (2005) 2nd ed at 295, where he states that the processing of 
mformahon by the data media constitutes a threat to the individual's privacy and may also lead to an 
infringement of his (or her) identity. See also McQuoid-Mason op cit at 295-6. 

51 Cf Roos op cit at 552. 

52 CfSection 1(1) of the United Kingdom Data Protection Act Cap 29 of 1998. 

53 Cf also Roos ?p cit. at 557 where she observes that separate pieces of information about a person which 
are not necessanly pnvate, may, when put together create a picture or record that the individual would like 
to restrict others from having knowledge of. 
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the customer. 54 Such information may also qualify as data and is open to misuse by a 

malefactor. 

The compilation and distribution of personal information,55 and the acquisition and 

disclosure of false or misleading data have been identified as ways in which the 

processing of information by data media poses a threat to personality. 56 Apart from the 

obvious risk of data being accessed or disclosed unlawfully, data processed may also be 

irrelevant, incomplete or inaccurate, or, used for a purpose other than that for which they 

were collected. 57 In the present day, data is processed in a variety of ways that pose an 

even greater threat to privacy. Some of these different forms of processing include data 

matching, profiling, data mining, cookies58 and spam.59 

Data matching involves the use of a common denominator (for instance identity number) 

to compare records held by different agencies regarding persons included in more than 

one file.60 Data mining involves the analysis or "mining" of existing databases to reveal 

54 Cf above Para 1.2. 

55 These, according to Neethling, create a direct threat to the individual's privacy. See Neethling op cit at 
295. 

56 Neethling op cit at 295 considers these threats to identity. CfRoos op cit at 554, who asserts that the 
processing of true personal information leads to an infringement of privacy, while identity is infringed 
where false or misleading information is processed. 

57 CfRoos op cit at 6 & 7. 

58 Cf above at 12. 

59 See generally Roos op cit at 8-12. Many of these forms of processing are not common in Nigeria 
therefore they are not discussed in great detail here. 

60 CfRoos at 8. 
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previously hidden information usmg new search techniques.61 Profiling involves the 

search of record systems for a specific set of historical factors for the purpose of making 

a judgement about a particular individual on the basis of the past behaviour of other 

individuals who share similarities in physical, socioeconomic, cultural or demographic 

characteristics.62 

Data protection laws regulate the collection, disclosure and use of information stored in 

data banks. Data protection entails the legal protection of a person (the data subject) with 

regard to the processing of data concerning him or her by another person or institution 

(the data medium).63 It has been pointed out that, for data protection law to be effective, a 

data subject must be "legally empowered to exercise direct controfA over his data 

records.,,65 In this regard, Neethling66 highlights certain requirements necessary to 

facilitate individual control over personal records.67 According to him, 

61 CfRoos op cit at lO. 

62 CfRoos at 8-10. 

63 CfNeethling op cit at 291. 

64 Cfabove Para 1. 1. where privacy is defined in terms of the individual's "control" over information about 
himlherself. See also McQuoid-Mason in Chaskalson et al at 38.1. 

65 Neethling op cit at 303ff. See also Burchell op cit at 398. 

66 Neethling op cit at 303. 

67 Cf ~icles 10 - 12 of the European Union Directive on the Protection ofIndividuals with regard to the 
Processmg of Personal Data and the Free Movement of such Data. (Directive 95/46IEC 1995). See also R 
Buys (ed) Cyberlaw @ SA II: The Law of the Internet in South Africa (2004) 2nd ed at 379-380. 
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"The individual must (i) be aware of the existence of the data record concerning 

him or her stored at a particular data medium68 (ii) be aware of the purpose(s) for 

which data is processed69 (iii) be legally entitled to have access to his or her data 

records70 (iv) be legally entitled to acquire information as to which person have or 

have had access to his or her data records;7l and (v) be legally empowered to 

. d I' f . d ,,72 procure a correctIOn or e etIOn 0 certam ata. 

As will be shown,73 another essential factor affecting the effectiveness of any data 

protection law is the mode of enforcement of that law. In enforcing different data 

Protection Acts, there are different models of data protection adopted by different 

countries. Systems that provide for a public official who enforces a comprehensive data 

protection law, such as exist in the United Kingdom and Germany have been described as 

having a regulatory model of data protection. 74 

68 Cf Section 7 (1) (a) of the 1998 the United Kingdom Data Protection Act. 

69 Cf Section 7 (1) (b) United Kingdom Data Protection Act. 

70 Cf Section 7 United Kingdom Data Protection Act. 

71 Cf Section 7 (1) (b) United Kingdom Data Protection Act. 

72 Cf Section 14 United Kingdom Data Protection Act. 

73 Below Paras 3.2.2.2.2 and 3.3.3.1.1. 

74 See D Banisar & S Davies "Privacy and Human Rights: An International Survey of Privacy Laws and 
Practic~" at http://www.gilc.org/pr~vacY/surveY/intro.html#defining.This is also the system adopted in 
A~straha: the (Common~ealth) Pnvacy Act [1988 as amended by the Privacy Amendment Act 1990 & the 
Pnvacy Amendment ~Pnvate Se~tor) Act 2000]; Canada: the Privacy Act (1980-83 c 111, Sch. 11 "1") and 
the Personal InformatIOn ProtectIOn and Electronic Documents Act (2000, c.5); New Zealand: the New 
Zealand Ombudsman Act (1975) and many European countries. 
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The job of the official includes monitoring compliance with the law and conducting 

investigations into alleged breaches.75 The official is also responsible for public education 

and intemationalliaison in data protection and data transfer.
76 

The title given to the official vari'es from country to country, such as "commissioner",77 

"registrar",78 or "ombudsman",79 as do the powers.80 In Germany, in addition to adopting 

the regulatory model, there is a Federal Data Protection Act8! and each state also has its 

own data protection law.82 The model of data protection adopted in a country affects the 

overall usefulness of the law. A good data protection Act or law will only be effective to 

75 See generally Parts III, V & VI of the United Kingdom Data Protection Act (Cap 29 of 1998). See also 
Section 37 of the Canadian Privacy Act (1980) and Sections 34-36 of the Canadian Access to Information 
Act (1982). 

76 See Schedule 5 of the United Kingdom Data Protection Act. 

77 E.g. the United Kingdom (Section 6 Data Protection Act 1998), and Canada where there are two separate 
commissioners- an information Commissioner and a Privacy Commissioner- whose offices are provided for 
by two different, but complementary Acts. See the (Canadian) Privacy Act 1980 (section 37) and the 
(Canadian) Access to Information Act 1982. (See Sections 30-39). 

78 In the United Kingdom, section 3 (1) (a) of the repealed 1984 Data Protection Act (Cap 35) provided for 
a Data Protection Registrar whose duties were administrative and supervisory. 

79 E.g. New Zealand; See generally the (New Zealand) Ombudsman Act (1975). See also N Marsh (ed) 
Public Access to Government-Held Information (1987) at 226ff. It is noteworthy that by virtue of Section 
36(2) of the 1984 United Kingdom Data Protection Act, the Data Protection Registrar is also empowered to 
perform the duty of ombudsman. CfP Birkinshaw Government & Information; The Law Relating to 
Access, Disclosure & Regulation (1990) pp 208-9. 

80 It appears that in spite of the differences in title, the basic duty of each official is to monitor compliance 
with the various Data or Information Acts, to perform administrative and supervisory duties, and to 
generally function as an ombudsman. In this regard, the powers of the officials, by whatever name called, 
are very similar. CfMarsh op cit at 159, where he observes that the office of the Information 
Commissioner in Canada is modelled on that of an ombudsman. 

81 Bundesdatenschutzgesetz; Federal Data Protection Act of27 January 1977. 

82 Cf below Para 3.4.3.2. 
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the extent that the provisions are enforceable, and that the law provides for a suitable 

administrative and legal framework for this. 83 

Data protection can fill the lacuna in the protection of personal information where the 

protection afforded by the law of privacy is inadequate or is not sufficiently detailed.
84 

For our purpose, the issue of data protection is relevant when discussing the protection of 

privacy in Internet cafes because cases involving encroachment on electronic mail or 

personal information retained on a computer ultimately involve the wrongful use of 

personal information or, the infringement of data. 

There will be an overlap between the interests protected by pnvacy and the data 

protection laws.85 It has been said that privacy protection may include freedom from 

unauthorised disclosure about one's personal life.86 More specifically, data and privacy 

protection will overlap where the misuse of data falls into one of the categories specified 

by Prosser87 viz: intrusions, publication of private facts, appropriation of a person's name 

or likeness for the benefit of another or false light. 

83 Cfbelow the United States of America Privacy Act of 1974 at Para 3.3.3.1.1. 

84 For instance, in England, until the coming into effect of the Human Rights Act (Cap 42 of 1998), the 
Common law did not recognise a right to privacy. See below Chapter 3. 

85 C Reed Internet Law: Text and Materials (2004) 2nd ed at 227 identified a good privacy law to consist of 
" a definition of the circumstances in which third parties have the right to collect, use and disseminate 
personal information about others; and a mechanism for preventing collection, use and dissemination 
outside those limits". 

86 McQuoid-Mason in Chaskalson et al op cit at 38-l. 

87 Cf above at 1. 
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For instance, where personal information contained in a data bank is unlawfully accessed 

by a data contoller,88 and such data is subsequently unlawfully published or otherwise 

misused,89 action will lie for data infringement under the relevant Data Protection Act for 

unlawful use and disclosure of information and it will also be possible to bring action for 

invasion of privacy in respect of the unlawful intrusion and publication and. Thus, for 

instance, where an Internet cafe owner or worker obtains personal information stored on a 

computer without lawful authorization and publishes or otherwise discloses the 

information, action will lie for invasion of privacy as well as for data infringement. 

It must be pointed out here that although in the discussion of their protection, privacy and 

data protection are sometimes used interchangeably,90 a subtle distinction exists between 

the two. While data protection relates to information processed manually (in writing) or 

automatically,91 privacy protection covers infringements upon personal information as 

well as personal space and dignity.92 For instance, while it may qualify as invasion of 

privacy to secretly watch a person undress93 or bath,94 or to take photographs,95 these 

acts do not ordinarily constitute a violation of any data protection law. Moreover, while 

88 Cfbe10w for the definition of data controller. 

89 See generally Baer op cit at 134-5; See also Sloan op cit at 6ff. 

90 See generally Roos op cit at cover page ff. 

91 Part I Section I United Kingdom Data Protection Act 1998. 

92 Cf above Para 1.1. See R v Jungman 1914 TPD 8 at 10,11 Cf at Para 3.2.2.1.2.2. 

93 R v Holliday 1927 CPD 395 at 401 ; R v Daniels 1938 TPD 312 at 313. 

94 R v Schoonberg 1926 OPD 247. 

95 S ee Douglas v Hello! Ltd [2001] QB 967, [2002] 1 FCR 289, [2003] EWHC 786. 
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data protection laws are often designed to be enforced against data agencies and not 

private individuals, the right to privacy may be enforced against private and corporate 

individuals and government agencies alike. It is submitted that although data and privacy 

protection rights overlap, the scope of privacy protection is wider than data protection. In 

line with this position, data and privacy are discussed separately in this paper but any 

reference to privacy does not exclude data unless expressly stated herein. 

1.3 Modern Day Invasion of Privacy 

With the development of technology, there has been a corresponding enhancement of the 

ability to obtain information. This is evidenced by the constant upgrade of, and 

improvement on audio and video equipment as well as other devices for obtaining 

information. For instance, microphones and hearing pieces that can record far and distant 

sounds, even as low as whispers, are readily available, and the art of telephone tapping, 

though not new,96 has been significantly improved upon .. 97 Today, laptop and palmtop 

computers, flash drives and other minute computer accessories that are easy to transport 

and which facilitate virtually unlimited access to, mass storage and easy transfer of 

information are commonly used. 

96 Many of the technological developments mentioned are not new. Cf Justice Brennan in Lopez v United 
States (1963) 373 US 479 where he observed that: 

"Electronic eavesdropping by means of concealed microphones and recording devices of various 
kinds .. . permit a degree of invasion of privacy that can only be described as frightening" . 

However, modifications are constantly being made to increase the efficiency of these devices thus greatly 
facilitating invasions of privacy. ' 

97 Through modern technology, physical presence has become less important for planting bugs. See S 
Garfinkel Database Nation The Death of Privacy in the 21st Century (2000) at 108ff. 
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Although the use of photography as a means of identification for the purposes of crime 

control is "nearly as old as the camera itself,98, it is clear that photography today is 

radically different from what it was two centuries ago. Today electronic eavesdropping 

and electronic surveillance99 through advanced photographylOO is affordable and often 

engaged in, in some form by many families. 101 

Many effective ways of surreptitiously listening to, watching and tagging the individual 

abound and are being created in the present day.102 In the common place and regular 

activities of life, such as grocery shopping,103 collecting 'quick' cash from the automated 

teller machine,104 using a credit card to make payment, walking into an office or shop 

where entry is allowed using a magnetic stripe pass,105 one is constantly being 

98 Norris & Annstrong op cit at 13-IS. 

99 There is a proliferation of home surveillance systems and it is possible to record video tapes through a 
portable camera and wireless receiving screen, or pre-set the device to record without physical presence. 
See Garfinkel op cit at lOS . 

100 Digital video cameras are portable devices with which one can make video recordings through one's 
personal computer, pictures taken can also be sent easily via e-mail, thus facilitating intrusions as well as 
publication of information. See Garfinkel op cit at lOS. 

101 F . . h h . h h d . or mstance as a secunty measure, t ere are omes WIt cameras attac e to the doorbell system and m 
some cases, cameras are installed within the homes. Cf fn 46 above. 

102 See generally Lipschultz op cit at 225ff; See also C Norris & G Annstrong The Maximum Surveillance 
Society (1999) at 210-219. 

103 In the United States of America, grocery stores allow customers to register for discount coupons that are 
used to track what they purchase. See H Henderson Privacy in the Information Age (1999) at 23. See also J 
Quittner "Invasion of Privacy" Time (August 25 1997) at 3S. 

104 The bank records time, date and location of the transaction as reflected on the receipt slip. 

105 Whenever a magnetic stripe pass is relied upon to enter any premises, one' s whereabouts are 
automatically recorded. See Quittner op cit at 3S. 
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photographed and personal transactions are recorded. 106 Virtually every business 

transaction done today is with the use of computer facilities, and the constant surveillance 

made possible by these technological devices in everyday transactions is an incursion into 

one's freedom and on the right to privacy. 

In the same light, cellular phones have become commonly used in all walks of life - by 

college and varsity students, different classes of workers ranging from business 

executives to cleaners, and even school pupils. Apart from providing the ability to 

communicate while in transit, messages can be sent and received on cellular phones at 

very little cost via the Short Message System (SMS). 

Cellular phone technology also makes the transfer and downloading of information 

through the Internet possible. However, calls made on cellular phones can easily be 

intercepted and accessed and numbers can be identified with scanners by 

eavesdroppers. 107 

Modem day technology also makes it possible to watch consumers without their consent 

d d . h · d.c 108 . an to etermme t elr tastes an prelerence. For mstance, there are software programs 

that "commandeer" a person's computer to spy on him or her. \09 Furthermore, while 

106 N . &Ann . oms strong op CIt at 3. 

107 See Henderson op cit at 23, see also Quittner op cit at 38. 

108 J H Lipschultz Free Expression in the Age of the internet- Social and Legal Boundaries (2000) at 225-
228. See also Henderson op cit at 22-23 . 
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browsing on the web, many sites tag visitors with "magic cookies" I \0 that record what 

they are looking at and how long they have been "surfing" .111 These are only some of the 

many ways in which technology has come to affect everyday life and threaten the right to 

privacy. 

Further to this, present day technology makes it necessary to give and have stored in a 

database such information as names, addresses, and telephone numbers, at the very least, 

for many ordinary transactions performed daily. Particularly, in the use of the Internet, 

one often has to give personal information including one's name, address, date of birth, 

and, sometimes, banking details in order to access or receive needed services or 

. £ . \12 
III ormatIOn. 

Apart from the threat to privacy posed by the necessity to give personal information, the 

internet also provides an easy means of publishing any information to specific persons, 

using their e-mail addresses. Every electronic-mail message has a header which contains 

some information about the sender and recipient( s) of the message.113 Furthermore, 

community based e-mail makes it possible to provide advertisers with the name, 

telephone number, address, e-mail and other personal details of almost every Internet user 

109 The software plants itself in the depths of the hard drive, "digs up" information from there, and sends 
the information gathered back "home". A Cohen" Spies Among Us" in (Time July 31 2000) at 38. 

110 Cookie~ ~re bits of d~ta that can be stored on one's personal computer. They are also used to keep a 
record of vIsitors to websltes. See also Cohen op cit at 38. 

III Cohen op cit at 38. 

11 2 Cf Buys op cit at 365. 

113 Ibid. 
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On a larger scale, the Internet is like a universal notice board that anyone can easily 

access with a computer. It has been described as both a "shopping mall" or "library" I 15 

and "common-carrier" medium, where "individuals have the power to be their own 

publishers." I 16 The ease with which one can access the Internet both for the purposes of 

obtaining and publishing information poses a significant threat not only to the privacy of 

individuals, but also of organisations and governments. Any skilled computer user can 

anonymously publish any information on the world's most public bulletin board- the 

Internet. I I? The Internet has been described as an "abattoir" for secrets. I IS 

In spite of these threats to privacy, the utility of the internet in providing information and 

as a means of communication is unmatched, therefore internet communication is 

performed and business transactions are conducted via the internet, daily across the 

world. In order to meet present day demands for affordable communication, and access to 

114 "South Africa Urged to Take the Lead in Updating Privacy Laws for Internet" (1999) 
http://www.itweb.co.za/sections/techforum/1999/9911 0681 011S.asp Accessed September 2000. See 
generally Henderson op cit at 23 ff. See also Avrahami v US News & World Report (1996) CCA, Virginia 
NO 95-1318. 

115 In Reno v American Civil Liberties Union (1997) 117 SCt 2329, the Supreme Court rejected the 
argument that the World Wide Web could be viewed as a broadcast medium, instead, they found it 
analogous to a library or a shopping mall. 

116 Lipschultz op cit at 10. 

117 In Zeran v America Online 129 F. 3d 327 (4th Cir. 1997) where defamatory messages were posted on the 
~ef~n.dants we~s~te by an. unid.entified third party, the court held that the plaintiffs were not responsible for 
bablhty that ongmates WIth thrrd parties. 

11 8 A Farham "How Safe Are Your Secrets?" in Fortune September 8, 1997. 
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information VIa the internet in some countries, South Africa and Nigeria inclusive, 

Internet cafes have been created. 

1.4 Internet Cafes 

In order to establish certain issues concerning the use of illternet cafes, a field study was 

conducted in South Africa and in Nigeria. To this end, interviews and questionnaires 

were administered to illternet cafe users in Nigeria and in South Africa. 

Some of the general issues sought to be determined include the mode of operation of 

Internet cafes, the level of usage of Internet cafes by the public in South Africa and 

Nigeria, as well as issues surrounding the perceptions and opinions of illternet cafe users 

on privacy and the illternet. Findings from the field study have been incorporated in this 

work. More information about the field study can be found in the appendix. 119 

An Internet cafe is a business set-up situated in a room or enclosure, where computers 

providing Internet access are made available for public use at a fee.120 There are two 

basic services provided in such Internet cafes: the sending and receiving of personal e-

mail and access to information on the World Wide Web. I2I ill research conducted in 

11 9 Below at 467 

120 Defmition fonnulated based on the writer 's observation of the set- up of, and the practice in, several 
Internet cafes in Nigeria and South Africa, and from interviews with different Internet cafe owners and 
users. Internet cafes usually charge customers a fixed rate for every minute spent on the Internet. Cf 
Appendix at Para 1.1 

121 Ibid. 
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South Africa and in Nigeria 2003 122 it was established that as of 2003 , Internet cafes were 

commonly used in both countries. 

Internet cafes represent a threat to privacy in the following ways. Firstly, the fact that 

there are several users of the same number of computers creates a situation where 

information intended for one user may be accessed by others, either inadvertently or 

deliberately. A skilled computer user could hack into any of the computers in an Internet 

cafe and retrieve information with relative ease. However, even where there is no intent 

to do wrong, it is possible for a computer user to access information intended for a 

previous user where the previous user did not log out properly. 

In this regard, 46% of the Internet cafe users questioned in Nigeria were aware of the 

potential for invasion of privacy,123 and all them,124 as well as all the Internet cafes 

owners interviewed, 125 identified "incorrect logouts" as one of the commonest ways by 

which others might access personal information intended for other users. 

In South Africa, only 22% of Internet cafe users questioned thought that the use of 

Internet cafes posed a threat to their privacy.126 However, 90% of the Internet cafe 

owners interviewed in South Africa were of the opinion that the use of Internet cafes held 

122 See generally below Appendix. 

123 Cf below Appendix at Para 1.6.1 b. 

124 Ibid. 

125 Cf below Appendix at Para 1.6.2b. 
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a risk of invasion of privacy and 100% of these Internet cafe owners identified "incorrect 

logouts" by the clients as the main factor responsible for enhancing invasion of 

privacy. 127 

From the research it also emerged that the customers in Internet cafes typically fell into 

one of the following 2 broad categories; 

(1) Skilled internet users, who required little or no assistance to log on to the Internet to 

access information and access their mail. About 30% of the customers questioned/or 

observed in Nigeria and 70% in South Africa fell into this category. 

(2) Unskilled or semi-skilled users, who required assistance to access information on the 

Internet and/or to retrieve their mail. About 70% of the customers observed in Nigeria 

and 30% in South Africa needed help to download information or send messages at some 

stage during their transaction time. 128 

It was observed that in assisting the unskilled or semi-skilled Internet users, Internet cafe 

owners or their employees were physically present and were able to see the customer's 

password and the information being processed. The potential misuse of personal 

information acquired by Internet cafe workers while assisting customers, as well as the 

possibility of using customers' passwords for unauthorised access to personal information 

(in the customers' absence) is another identifiable threat to customers ' privacy. 

126 Cf Appendix at Para 1.6.1a. 

127 Cf Appendix at Para 1.6.2a. 
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It is however anticipated that as users become more familiar with the technology through 

consistent use, and with the rapid urbanisation rate in Nigeria, there will be more skilled 

computer and Internet users resulting in a decrease in the need for assistance in Internet 

cafes. However, while this may reduce the potential for invasions of privacy by such 

'third party helpers', the risk inherent for the few remaining unskilled users cannot be 

ignored. 

Closely related to the above, another way in which Internet cafes present a threat to 

privacy is the practice whereby internet cafe owners or their employees download and 

print mail on behalf of customers. Both in Nigeria and South Africa in 2003, it was 

observed that it was deemed standard practice for mail to be downloaded and printed on 

behalf of both the skilled and unskilled Internet cafe users. 129 Such access to information 

by others carries with it the risk of misuse. While 25% of the Nigerian Internet cafe users 

recognising the threat to privacy caused by Internet cafes identified such download as one 

of the ways in which privacy could be invaded, it is noteworthy that none of the South 

African users or owners made reference to this practice. 130 

Yet another factor posing a potential threat to personal privacy is the environment and 

physical/structural set-up of some of the Internet cafes visited. It was observed that some 

128 Ibid. 

129 Where a customer opened an e-mail account through an Internet cafe, if that customer's mail 
accumulated due to neglect over a given period of time e.g. three weeks, the Internet cafe owner would 
print out such mail on behalf of the customer at that customer's expense. Such mails were then deleted to 
free up space on the computers. 

130 It is possible that this practice is more common in Nigeria than in South Africa. 
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of the businesses were set up such that the Internet stations were located away from 

customer traffic in the room and the Internet station had dividing panels between them, 

giving some measure of privacy. 

On the other hand, there were Internet cafes where no cubicles were available for Internet 

cafe users and the rooms were not sufficiently spacious. In this case, other customers or 

persons walking by the stations in the room could see information displayed on the 

monitors and, without much effort, read the information being processed by other 

customers. In Nigeria, 90% of the Internet cafe users who thought the use of Internet 

cafes posed a threat to privacy gave the example of peeping passers-by as a way in which 

privacy could be invaded. J31 In South Africa only 17% of such Internet cafe users 

mentioned the possibility of invasion of their privacy in Internet cafes by peeping 

toms.132 

Further to this, it was observed that in all the Internet cafes visited, services other than 

Internet access were provided within the Internet cafe premises. These included in all 

cases, photocopying and public telephone services, and in some cases, the sale of 

stationery such as envelopes, pens, exercise books as well as cellular phone accessories 

and snacks. As such, customers came within the cafe premises for reasons other than 

131 Cf Appendix at Para 1.6.1 b. 

132 Cfbelow Appendix at Para 1.6.1a. It was observed that clients using the computers in the Internet cafes 
visited in South Africa were provided with private or semi-private cubicles restricting access to the 
computers, while only one of the Internet cafes visited in Nigeria had this facility. In most cases, the 
computers in Nigeria were set up in an open room without any significant physical structure restricting 
traffic or access to the computers such that passers-by as well as other computer users could see/read what 
was on the other monitors situated close to theirs'. 
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Internet use and any of these customers could see or read information being processed on 

the computers without much effort. Such provision of other services on Internet cafe 

premises to the public widens the range of and gives license or access to a larger number 

of potential privacy invaders. 

In Nigeria, further examples derived from the questionnaire of ways by which privacy 

might be invaded in Internet cafes included customers receiving mail through a third 

party address, hacking into others' passwords and mails and other technical means by 

which Internet cafe owners and others could access previously visited websites. 

Personal information may also be wrongfully used or processed in Internet cafes by a 

third party, who is not the Internet cafe owner, or an agent thereof. In this case, 

depending on the facts and circumstances of the case, the Internet cafe owner may be able 

to bring an action against the third party. 133 

All the Internet cafe owners interviewed in Nigeria indicated that they were aware of the 

threats to privacy occasioned by the use of Internet cafes. 134 In all cases, incorrect logouts 

by customers and third- party hacking were the first two identified causes by Internet cafe 

owners.
135 

As in Nigeria, all the Internet cafe owners interviewed in South Africa 

recognised the threat to electronic mail and, or, Internet privacy posed by incorrect client 

133 For instance, an action for the tort of trespass may lie against an intruder who enters the premises of an 
Internet cafe owner in Nigeria unlawfully in order to wrongfully obtain information. 

134 Cf below Appendix at Para 1. 

135 Ibid. 
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The above establishes that, although Internet cafes provide customers a much-needed 

means of communication, certain aspects of their use place customers at risk of having 

their privacy invaded. Moreover a number of Internet cafe owners and users (in Nigeria 

and South Africa) are aware of some of these risks. 

1.5 The Need for a Re-examination of the Privacy and Data Laws in South Africa 

and Nigeria 

The Constitutions of South Africa,137 Nigeria 138 and those of many other Civil Law and 

Common Law countries recognise the right to privacy explicitly, thus providing a basis 

for its protection.139 In South Africa (and other Civil Law countries),140 the Civil Law 

provides a firm basis for the recognition of the right to privacy. 141 The broad principles of 

the law of personality contained in the South African law of delict have hitherto been 

136 Ibid. 

137 Constitution of the Republic of South Africa, Act 108 of 1996. 

138 1999 Constitution FRN. 

139 "Many countries in the world recognise a right to privacy explicitly in their Constitutions. At a 
minimum, these provisions include rights of inviolability of the home and secrecy of communication." See 
David Banisar & Simon Davies "Privacy and Human Rights: An International Survey of Privacy Laws and 
Practice" (1999) http://www.gilc.org/privacY/surveY/intro.htmiAccessed September 2000. See also 
McQuoid-Mason in Chaskalson et al op cit at 38-19. 

140 F ' S I or mstance, cot and, Germany, France, the Netherlands and Poland. See generally McQuoid-Mason 
op cit at 10, 57 & 74. 
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successful in giving protection in respect of many of the invasions of privacy that may be 

experienced in modem society, other than those by data banks. 142 

Under Criminal Law as well, certain forms of invasion of privacy have been recognised 

as criminal wrongs. 143 The present Constitution of South Africa also makes provision for 

the right to privacy.144 As for data, the Constitution does not have specific provisions 

protecting data. On the contrary, it provides for a right of access to information.
145 

Presently, data protection legislation in South Africa is limited to the provisions of the 

National Credit Act146 which protects credit information, the Statistics Act,147 which 

protects, mainly information kept by government agencies (statistics), the Income Tax 

Act,148 which protects information held by income tax officials in relation to their duties, 

and certain provisions of the Access to Information Act. 149 In addition, there is a 

proposed Consumer Protection Bill150 which contains extensive provisions for the 

141 See below Chapter 4. 

142 See generally McQuoid-Mason in Chaskalson et al op cit at 18-4ff. 

143 Ibid. 

144 Act 108 of1996, Section 14. 

145 Act 108 of 1996, Section 32. 

146 No 34 of2005. 

147 Act 66 of 1976. 

148 Act 58 of 1962. 

149 Act 2 of2000. Sections 30, 34-43, 61 , 63-69 and a few other general provisions. 

150 G overnment Gazzette no 28629; 15 March 2006. 
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protection of consumer information. Most significantly, there is a draft Data Protection 

Actl51 that is expected to come into force in South Africa in the near future.152 The 

proposed South African Data Act will be examined in greater detail below. 153 

In Nigeria, the Common Law of tort is based on English law of tort and there is no 

Common Law right of privacy.154 There is a notable dearth of English Common Law 

cases on invasion of privacy, except for recent authorityl55 decided on the basis of the 

Human Rights ACt. 156 Although the Nigerian Constitutionl57 makes provision for the 

protection of the right of privacy, 158 and previous Constitutions also contained provisions 

on the right to privacy,159 thus providing a good basis for the protection of this right, this 

area of the law has not been considered much by the courts. 

151 Project 124. See South African Law Reform Commission Issue Paper 24 "Privacy and Data Protection" 
at wwwserver.law. wits.ac.za/salc/issue/issue. html. 

152 Cfbelow Para 7.1.2.2. 

153 Ibid. 

154 Now the English courts are bound to recognise and protect the right to privacy contained in the Human 
Rights Act of2001. See below Chapter 3. 

155 S b ee elow Chapter 3. 

156 Chapter 42 of 1998. 

157 1999 Constitution FRN. 

158 Section 37. 

159 Se.ctio~ :4, 1 ??9 Constitution FRN and Section 36 of the 1989 Constitution FRN proposed during one 
of NIgena s mIlItary governments. The 1989 Constitution never came into force as that military 
government was removed in a coup-d 'etats before the proposed date for the Constitution's coming into 
effect. 
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Some protection for the right to privacy may be found under certain of the Common Law 

torts that protect rights analogous to the right to privacy in Nigeria.
160 

Protection of the 

right to privacy may also be gleaned from other provisions in the laws of Nigeria, 161 but 

generally, the right to privacy has received very little attention in Nigeria in terms of 

litigation and judicial interpretation. Data protection legislation is also lacking. In 

Nigeria, there is an obvious need for re-appraisal of the data laws. 

The Constitutions of a number of African countries either refer expressly to the Universal 

Declaration of Human Rights as being applicable to their citizens, or contain detailed 

provisions on many of the rights proclaimed in the Declaration.
162 

The Universal 

Declaration of Human Rights recognises certain rights as 'natural rights', and specifically 

mentions the right to privacy in Article 12. 

It is noteworthy that the African Charter on Human and People's Rights
163 

does not 

contain any direct provision on the right to privacy. This may be an indication of the 

160 For instance, the torts of trespass, nuisance, and others, as will be seen below, Chapter 6. 
161 For example, the Criminal Code Act, Cap 77 LFN 1990, and the Evidence Act, Cap 112 LFN 1990; See 
below Chapter 7 for details. 

162 The Constitutions of Ethiopia (Article 13, Constitution of the Federal Republic of Ethiopia 1994), 
Rwanda (Preamble to the Rwanda Constitution adopted 1995), Burundi (La Constitution de la Republique 
du Burundi Promulgue Ie 13 mars 1992 ainsi que Decret- loi no 1/001196 du Septembre 1996), Cameroon 
(La Constitution du Cameroun Loi no 96-06 du 18 Janvier 1996), (in the preambles) among others, affirm 
their devotion and adherence to and provide for compliance with the principles and ideals of the 
Declaration. The Constitution of Angola (Constitutional Law of the Republic of Angola 1992) expressly 
provides for the inviolability of the home and secrecy of correspondence in Article 44 and provides for 
respect of the human person and human dignity, protection of personal integrity, good name and reputation 
as a well as free development of personality (Article 20). Similarly, the Constitution of Uganda (The 
Constitution of the Republic of Uganda 1995) guarantees the right to privacy of person, home and other 
property (Section 27). Namibia (Article 13) and Mozambique (Article 64) also have Constitutional 
provisions protecting privacy. 

163 African [Banjul] Charter on Human and People's Rights, adopted June 27, 1981 , OAU. Doc. 
CABILEG/67/3 rev.5,21 I.L.M. 58 (1982) entered into force Oct 21 , 1986. 
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importance that Africans generally have attached to the right to privacy. The African 

Charter does, however, guarantee certain rights that may be construed as protecting 

aspects of privacy, such as the right to integrity of the person/ 64 the right to respect of the 

dignity of the person,165 the right to liberty and the security of the person. 166 

In the United States of America, although there is no specific provision for privacy in the 

Constitution, the Constitution forms the basis for the recognition of the right to privacy, 

relying on the provisions of the First, Third, Fourth, Fifth, Ninth and fourteenth 

Amendments. 167 Similarly in Germany, although it is not specifically mentioned in the 

Constitution, the law of privacy is protected by the German Basic Law in the articles 

dealing with dignity,168 the right to self-determination,169 the privacy of posts and 

telecommunications 170 and the inviolability of the home.171 

In 1994 the French Constitutional Court ruled that the right of privacy was implicit in the 

Constitution.
l72 

Prior to 1970, the French courts had recognised a right to privacy, which 

164 Article 4. 

165 Article 5. 

166 Article 6. 

167 See Douglas J in Griswold v Connecticut (1965) 381 U.S. 479 at 484. 

168 Article 1.1 . 

169 Article 2.1 . 

170 Article 10. 

171 Article 13 . 

172 94.352 Dc. 
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173 . fi . d· was among the strongest in the world. The tort of pnvacy was ust recognIse In 

France in 1858. 174 As for data protection, the French Data Protection Act was enacted in 

1978.175 In Germany, the first data protection law was passed in the Land of Hesse in 

1970176 and the Federal Act on Data Protection was enacted in 1977.177 

Many of the above laws protecting privacy and data preceded the current explosion of 

information technology and have been revised accordingly. Presently, the dangers of 

surveillance of the individual and potential invasions of privacy with the advancement of 

technology have reached enormous proportions. 

In terms of easy access to vast information and data and the capability to publish or 

disclose such information, technology appears to have "outpaced the legal protection of 

privacy" in the more technologically advanced countries, over a decade ago.178 As a 

result, there is no foolproof method or technology to safeguard information stored in data 

banks or to prevent access to, or publication of information via the Intemet. 179 

173 For instance, a statute of 11 May 1868 crirninalized the publication of any fact relating to private life 
(Article 11); See also McQuoid-Mason The Law of Privacy in South Africa op cit at 73. 
174 The Rachel affaire, Judgement ofJune 16, 1858, Trib. Pro Inst. De la Seine, 1858 D.P. III 62. 

175 Loi Ni 78-17 du Janvier 1978 relative a l'informatique, aux fichiers et aux libertes. Journal official du 7 
Janvier. See generally Banisar & Davies op cit. 

176 See Banisar & Davies op cit at http://www.gilc.orgiprivacY!surveY!surveyak.html#Germany. 

177 Ibid. The Federal Act on Data Protection (27 January 1977) was reviewed in 1990. See 
http://www.datenschutz-berlin.de/gesetze/bdsglbdSgeng.htm 

I78 See Sloan op cit at 4. 

179 Cfabove at 12, 13, 18-20. See also Sloan op cit at 5. 
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There is a need constantly to re-appraise privacy and data protection laws to bridge the 

gap between technology and the law if society is to avert possible privacy anarchy. 

Unless urgent and effective measures are taken, the gap may increase to the extent that 

the task of bridging it becomes almost impossible. In many advanced and technologically 

developed countries, there have been efforts to rise to the challenge of the changing 

times, and laws have been passed to keep up with developments in modem society. 180 

1.6 Privacy and Data Protection in South Mrica and Nigeria 

This work focuses on South Africa and Nigeria for a number of reasons. South Africa is 

one of the best- developed countries in Africa in terms of technology, and it has a 

population consisting of people of different colours and cultures. Nigeria on the other 

hand, is not as technologically advanced as South Africa. It however has the largest 

population of people in Africa, and is the most populous black nation on earth. Both 

countries therefore provide a suitable basis for assessing the practice in Africa and for 

comparing and contrasting the situation within Africa. 

It is suggested that the ideas of privacy of the black man, or woman may, differ from 

those of persons of other colour, cultures and background. In this regard, as previously 

noted, the African Charter does not contain a provision on the right to privacy, and many 

180. For inst~nce, in the United. Kingdom, where the Common Law of England did not recognise a right to 
p.nvacy un~il the recent adoptIon of the Human Rights Act of 2001 , which now contains provision on the 
nght to pnvacy. The data protection laws of the United Kingdom were also revised in 1998. See below 
Chapter 3. 
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of the African countries that do have provisions on the right to privacy have imported it 

. . fH R· ht 181 from the Umversal DeclaratIOn 0 uman Ig s. 

It must be noted that although privacy has been described as an amorphous concept,182 it 

is not an abstract concept. However, its definition can only be accurate when viewed 

within the context of the specific people, society and time in which it is being 

discussed. 183 In this regard, it has been observed that privacy has become an issue in 

"modem democratic societies, which are characterised by large- scale sophisticated 

bureaucratic structures and advanced technology in communications and information 

systems". 184 

In this light, it is suggested that Nigeria's black population and level of technological 

advancement are relevant to the state of the law of privacy in the country. With regard to 

technology, Nigeria is developing and is still in need of infrastructure to support effective 

181 For example, the Constitutions of Algeria (1996), Burundi (1992), Cameroun (1996), Mozambique 
(1990), Namibia (1990), Niger (1991), Rwanda (1995) and many others. 

182 Cf above at l. 

183 See Sloan op cit at xiii "Privacy is virtually impossible to define in strictly legal terms. It varies with the 
times, historical context, the state of the culture and the prevailing judicial philosophy." Cf G.S.McCellan 
The Right to Privacy (1976) at 25 where he states that privacy can only be defined in relation to a national 
culture, a particular political system and a specific period of time. For instance, the Constitution of the 
United States of America did not originally include a right to privacy, but because of the changes in society 
and the need to "reinterpret democratic values in changing social context" the state of California amended 
its Constitution to include the right to privacy as a fundamental right. See also Reed op cit at 227. 

184. Ibid;. See also P 0' Higgi~s Cases and Materials on Civil Liberties (1980) at 345: "[T]he scope of 
prIvacy IS governed to a considerable extent by the standards, fashions and mores of the society . .. and 
these are subject to constant change . .. ". 
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large-scale use of some of the technological devices that are commonplace in developed 

. 185 countnes. 

Regarding Nigeria's black population, in the cultures of the different tribes,186 even 

though a person's individuality is acknowledgedl87 socially, individuals are defined and 

exist in relation to family and community. Nigeria consists of close-knit family 

institutions and small communities where one's privacy is invariably shared with the 

family. No one exists as an island and popular acceptance prescribes that a person "is his 

brother's keeper.,,188 

In such a collectivist society,189 certain acts that might be perceived as invasions of 

privacy, or grossly offensive to persons in an individualistic l90 society would not be 

regarded as serious or wrong.191 On the strength of this, it is suggested that cases of 

invasions of privacy by "peeping toms" in the Nigerian society, particularly, those 

185 For instance, Closed- Circuit Television cameras and Automated Teller Machines. 

186 Yoruba, lbo, Hausa mainly, and various other tribes and people e.g. the Benin people, the Fulani, Efik, 
Ijaw, Itshekiri. O.Otitie "Nigeria's Identifiable Ethnic Groups" http://www.onlinenigeria.com/tribes/ 
Accessed January 2006. 

187 F Oyedeji "The Influence of Natural Law on the Nigerian Legal System" (1998) (unpublished LL.M 
thesis) at 74. 

188 Ibid. 

189 P Anderson "Explaining Intercultural Differences in Nonverbal Communication" in L A Samovar & R 
E Porter (eds) Intercultural Communication: A Reader (1994) 232-234. 

190 Ibid. 

191 Anderson in Samovar & Porter op cit at 233-234. 
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occurring prior to the infonnation technology age, might not have been considered 

. 1 . til t' 192 sufficIent y gnevous to warran ega ac Ion. 

This is relevant for our purpose because case law has demonstrated that laws are better -

observed and more effective where the people for whom they are made can relate to 

them. 193 In essence, for our purpose, in considering the evolution or development of the 

law of privacy, this knowledge may partially explain the relatively underdeveloped state 

of the law of privacy in Nigeria and it may also be useful in suggesting provisions for a 

law of privacy for Nigeria, in deciding what to adopt, adapt or reject from other legal 

systems. 

With regard to Nigeria's state of development and socio-cultural situation, towards the 

late 1990's, there has been an increased usage of the Internet, electronic mail, facsimile 

and other technological equipment. With urbanisation,194 transactions that fonnerly 

192 Cf Anderson in Samovar & Porter op cit at 233-234. Where a person was seriously aggrieved by the 
action of a peeping tom, it would be possible to bring an action for invasion of privacy under the 
Constitution (Section 34 Constitution FRN 1979, Section 37 Constitution FRN, 1999); or at Common 
Law, where the wrongful act involved the commission of a tort e.g. trespass, nuisance. 

193For example the Nigerian Public Health Act (Cap 165 LFN 1958) prohibits the slaughtering of animals 
except under certain specified conditions, including the obtaining of a license. However, under the various 
local customs, animals are killed for food to mark certain special occasions e.g. puberty, home-coming, 
weddings and during the festive seasons like Christmas, Easter and Ramadan. In these cases, it is common 
for families to kill animals for food to share with friends and family. It is also common to keep chickens, 
goats, sheep and other livestock for food, where there is space around the house. Cap 165 of 1958 is 
honoured more in its breach than in its observance. Various State laws also prohibit setting fire to or 
burning bushes (e.g Ondo State Edict No 4 of 1989) and provide stiff penalties for the offence. However, 
this has not deterred farmers and hunters who engage in this practice and bush burning still thrives among 
them. CfD A Ijalaye "The Sociological School ofJurisprudence and the Nigerian Legal Order" (1992) in 
Nigeria and the Challenge of Knowledge (Essays in Honour of Jonathan Olusesan Dipeolu) 33 at 35ff. 

194 In 2000, Nigeria was 44% urbanised, with the level of urbanisation reported to be increasing rapidly. W 
Erickson, T L1oyd- Jones, M Theis, I Greatbatch, B Mulyawan, M B Yunusa, S Adenekan, A Hasan, C 
Monteiro, N Dantas, F Sobriera, M Batty "Mapping Urbanisation for Urban and Regional Governance" 
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required personal contact can now be done electronically, without necessitating physical 

contact, and the extended family and the community have a reduced hold on an 

individual's affairs and on his or her private space. On the other hand, many modem day 

electronic communication facilities, for instance, e-mail, are only available to the 

individual through internet cafes or other public, or semi-private means (for instance 

computers in the workplace), thereby creating a potential means of invasion of privacy by 

others using the same system. 

As in Nigeria, South Africa's population of people of different colour and cultures, 

coupled with the advanced technology available in South Africa, are relevant to the state 

of the development of the law generally, and its law of privacy particularly. While 

Nigeria suffered under military rule, South Africa was subjected to autocratic minority 

rule. 

Furthermore, in comparing, and drawing inferences with regard to the law of privacy in 

Nigeria and South Africa in this work, it is notable that both countries share similarities 

in their history of governance. In Nigeria, in spite of the fact that several Constitutions 

have guaranteed the right to privacy,195 for more than thirty out of its forty years of 

independence, Nigeria has been under military rule, which has been characterised by a 

(2003) Final report 2003 DFID Research R8130, Max Lock Centre, University of Westminster at 5. 
http://www.wmin.ac.uk/builtenv/max/ock/mapping/Report tor Web/ Word fina//1 Summary MU.doc. 
Accessed March 2006. 

195 Section 34, 1979 Constitution FRN; Section 36, 1989 Constitution FRN; Section 37 1999 Constitution 
FRN. ' 
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h . h provl·sl·ons In the Constitution,196 and gross general disregard of the uman ng ts 

violations of the civil rights of the citizens by the army.197 

Although Constitutions that provided for human rights, including the right to privacy, 

were proposed during two ofthe military regimes,198 the right to privacy received little or 

no attention during military rule. Several years after the end of military rule and with the 

establishment of democracy, there has still been very little litigation and judicial 

interpretation of the Constitutional provision on privacy, and thus minimal development 

of the law of privacy. 

In South Africa, although under the autocratic rule of the minority apartheid regime there 

were gross violations of human rights, there was a common law right to privacy, which 

was recognised and upheld by the courtS. 199 South Africa has a democratic Constitution 

196 For instance, on assumption of power, each military Government promulgated a Constitution 
(Suspension and Modification) Decree, (e.g. No 1 of 1966 and No 1 of 1984), which in effect suspended 
the Constitution and made its provisions subject to their Decrees (which were usually made arbitrarily). 
Thus they had unfettered power and none of their actions could be challenged as unconstitutional. 

197 E.g. under the State Security and Detention of Persons Decree (No 2 of 1984), private homes were 
arbitrarily searched and people were often detained and left in detention without trial. In Gloria Mowarin v 
A.G . of the Federation (Unreported; see The Guardian February 20, 1991 pp 1-2), the plaintiff was 
detained by the Vice President under Decree 2 of 1984 and Decree 24 of 1990, which gave the Vice 
President certain powers. However, at that time, the office of the Vice President did not exist. The court 
held that the detention was illegal and termed Decree no 24 a "legislative absurdity". See also Lakanmi v 
A.G. of Western State & others (1971) UILR 20. 

198 The 1989 Constitution of the Federal Republic of Nigeria was introduced under General Ibrahim 
Babangida's military rule, but that regime was overthrown in a military coup d'etats before the 
Constitution could come into force. Section 36 of the proposed 1989 Constitution guaranteed the right to 
privacy. Similarly, in the 1993 Constitution proposed under General Sanni Abacha's military rule, Section 
37 recognises and provides for the right to privacy. 
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that emphasises human rights and includes the right to pnvacy. The history of the 

disregard of human rights in both countries is a point of similarity, which may be relevant 

in suggesting a similar approach in both countries, to improving the law protecting 

privacy. 

A comparative analysis of the laws of privacy and data protection in South Africa and 

Nigeria will be made in this work against a brief discussion of developments in the 

United Kingdom, the United States of America and Germany. Since these are developed 

nations in terms of technology, it is believed that their privacy and data protection laws 

will to a degree be reflective of current technological development. As such, they will be 

instructive in South Africa, which is itself a developed nation. Moreover, the courts in 

South Africa must follow precedents from public international law200 and may refer to 

other jurisdictions with similar provisions in their Constitutions,201 including the United 

States of America202 and Germany. 203 

The choice of Germany in particular is informed by the fact that Germany, like South 

Africa, has a Civil Law system (unlike the United States and the United Kingdom). Cases 

199 See Gosschalk v Rossouw 1966 (2) SA 476 (C) at 492, S v A 1971 (2) SA 293 (T), Reid-Daly v 
Hickmann & others 1981 (2) SA 315 (ZA) at 323. See generally McQuoid-Mason in Chaska1son et a1 op cit 
at 1-4. 

200 Section 39(1 )(b), Constitution of the Republic of South Africa (Act 108 of 1996) See also Bernstein v 
BesterNO 1996 (2) SA 751 (CC) at 790ff. 

201 Section 39(1)c, Constitution of the Republic of South Africa (Act 108 of 1996). 

202 See Ackermann J in Bernstein v Bester supra at Para 75. 

203 See Ackermann J in Bernstein v Bestersupra at Para 77ff. 
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and trends in the development of the law in Germany and South Africa may thus be 

juxtaposed for better enlightenement on Civil Law. Nigeria on the other hand, has a 

Common Law system and follows precedents from English law,204 public international 

law205 and other jurisdictions with similar provisions in their constitutions?06 The laws in 

Germany, the United Kingdom and the United States may thus give more guidance to 

developments in South Africa and Nigeria. 

Notably, the constitutions of Germany and the United States do not make specific 

provision for the right to privacy but a right to privacy has been recognised and 

developed in these two countries. Also, the United Kingdom does not have a written 

Constitution and has only recently recognised a right to privacy., Nigeria 

This work is not an exhaustive analysis of the state of the privacy and data protection 

laws ofthe United Kingdom, the United States of America, or Germany; the laws in these 

jurisdictions are merely used for comparative purposes. The focus of this research, as 

previously indicated,207 will be the privacy and data protection laws of South Africa and 

204 Section 45 Interpretation Act (Cap 192 LFN 1990). In Abiola v Ijoma [1970] 2 All NLR 268 at 272, 
Dosunmu J relied on the English Common Law principles relating to the protection of individuals 
regarding the tort of nuisance and also cited the opinions of certain English judges (Lord Halsbury, Lord 
Loreburn, Luxmoore J); See also generally D Olowu & F Laosebikan "Sources of Law in Nigeria" in A 0 
Sanni (ed) Introduction to Nigerian Legal Method (2006) at 245-249. 

205 Section 12(1) 1999 Constitution FRN; See also Olowu & Laosebikan in Sanni op cit at 129. 

206 For instance, the Nigerian courts have relied on Ghanaian cases in establishing the essentials of the tort 
of malicious prosecution. See Inneh v Aruegbon (1952) 14 WACA 73; Aubin v Ehunaku [1960] GLR 167; 
Soadwah v Obeng [1966] GLR 33; See also G Kodilinye The Nigerian Law of Torts (1982) at 26ff. [Newer 
version available G Kodilinye & 0 Aluko The Nigerian Law of Torts (1999)] 

207 Cf above Para 1.3. 
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Nigeria, with particular reference to electronic mail use in eyber/Internet cafes. As 

mentioned above,208 today, the use of the internet is commonplace in many countries 

including South Africa and Nigeria and many internet users in South Africa and Nigeria 

d 
. 209 

do not own or have rea y access to pnvate computers. 

1. 7 Conclusion 

In this research work, the impact of the cyber revolution will be considered, generally 

showing the ways in which South Africa and Nigeria have been affected, after which the 

privacy and data protection laws of the United Kingdom, the United States of America 

and Gennany will be examined. Next, the privacy and data protection laws in South 

Africa and in Nigeria will be considered. What are these laws? How have they been 

developed to meet current challenges? Are these laws adequate or effective to protect 

privacy and data with regard to infonnation processed in Internet cafes? Do they serve as 

a deterrent to would-be invaders of privacy? Do they provide sufficient remedies? These 

issues will be evaluated. 

Having comparatively examined the laws in these countries, and having made an 

evaluation of their effectiveness, recommendations for pnvacy and data 

principles/provisions that will provide protection for infonnation processed in Internet 

cafes in South Africa and Nigeria will be made. 

208 Cf above at 19ff. 

209 Cf above at 14 ff. 
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CHAPTER TWO 

THE EFFECT OF INFORMATION TECHNOLOGY AND THE CYBER 

REVOLUTION ON SOUTH AFRICA AND NIGERIA 

2.1 Introduction: Evolution and Development of the Computer 

The computer has been around for over a century,210 but its effect on law and the society 

today cannot be over-emphasised. The computer was initially just a device for calculating 

figures (numbers), but since its original appearance there have been modifications and 

improvements to it, that have reached unimaginable heights? " Today, the computer is 

not only a computational machine but also a communication device.212 It processes and 

transmits data, it stores and retrieves information and is, to a large extent, an information 

device. 

There are many ways in which the computer has impacted on the world213 and changed 

the pattern of transactions, work, and life in general in the last two decades. Data banks 

and computerised pools of information, surveillance devices, especially the Ubiquitous 

closed-circuit camera, identity systems, biometrics and the Internet, are some of the 

2 10 R M Baer The Digital Villain (1972) at 35 fT. 

2 11 CfBaer op cit at 35fT. 

2 12 S Nora & A Minc The Computerisation of Society (1981) at vii. 

213 See I J Sloan Law of Privacy Rights in a Technological Society (1986) at 23. Sloan notes that: 
"Co~puters are used. fo~ contr?lling ~affic lights . .. making hotel and motel reservations, maintaining 
hospital records, momtonng patients With severe heart problems, storing financial information ... " . 
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technological advancements that have made an impact on the world. Computers in 

internet cafe are used for access to information, communication via e-mail and simple 

typing and printing jobs. In carrying out any of these tasks, information relating to the 

user is processed and at least a part of the processed information is retained in the 

memory of the computer. It is intended in this chapter to examine some of the 

contemporary technological devices and their impact on the right to privacy and the 

protection of personal data. 

2.2 Development of Information Technology and its effects on the right to privacy 

This section will examine some of the technology facilitating invasions of privacy where 

such technology is directly relevant in considering the issue of invasion of electronic mail 

privacy in Nigeria or South Africa, or where such discussion is necessary or desirable to 

provide a fuller context within which to discuss electronic mail privacy. 

2.2.1 Data banks and computerized pools of information: 

Data banks store, recall or search for stored information using the computer's memory. 

Any kind or variety of information such as records of births, deaths, marriages, medical 

information and records, financial and insurance records, criminal records and even 

personal facts such as characteristics, reputation of individuals may be stored.214 Legal 
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citations, market research materials, census data, data for economic, urban planning and 

the like can also be processed and retrieved easily through these information banks.21S 

Data processing networks are also used to register purchases in stores through computer 

terminals. Orders for goods can also be placed and processed electronically. In addition, 

invoices and inventories are frequently controlled through computer programs. In a broad 

sense, "much paper work has been replaced by an electronic transfer system.,,216 

Data banks are extremely useful. Generally, they facilitate access to the total 

accumulation of information.217 In addition, social, economic, health and other issues, 

demographic aspects of disease, unemployment, and many other issues affecting human 

life and well-being may be better researched with the enormous reservoir of data made 

available through data banks. 

Data banks are kept and utilised in nearly every department of government for the 

maintenance and retrieval of (accurate) records and statistics. They are also used for 

research purposes regarding health, census, environmental, urban and regional planning 

and in other areas of governmental conduct. Data banks and computerised pools of 

2 14 See D J McQuoid-Mason The Law of Privacy in South Africa (1978) at 7ff; See also J Neethling 
Neethling 's Law of Personality (2005) at 293-294. 

2 15N &M· .. ora mc op CIt at IX. 

2 16 Ibid. 

217 See generally Baer op cit at 132-135. 
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information are utililsed in most countries of the world, including South Africa and 

Nigeria. 

Although not all computer systems qualify stricto sensu as data banks within the meaning 

above, it is arguable that where information (data) regarding a particular individual is 

accumulated on a specified computer system, such that it is possible to get a reasonable 

amount or quality of personal information about a person, to which a third party would 

not ordinarily have access, that computer system may, for our purpose, be regarded as a 

data banle Thus, where they are regularly used and have accumulated in their memory 

personal information of a nature or quality that would not be ordinarily accessible to a 

third party, computer systems in Internet cafes may be regarded as some form of data 

bank.2l S 

Computers in Internet cafes are commonly used for typing and printing out curriculum 

vitae, student projects including long essays, term papers and theses. They are also used 

for sending and receiving personal as well as business e-mail and as such, may contain 

personal information, and business information. Such information when accumulated and 

retained in the computer's memory, would qualify as data,219 and may be misused. 

Regarding the threat that data banks pose to the privacy of individuals, the very fact of 

the existence of a data bank is a potential threat to personal privacy and freedom in the 

sense that personal information that could otherwise have been kept largely undisclosed 

218 Cf Section 1(1) of the United Kingdom Data Protection Act Cap 29 of 1998. Cf below Para 3.2.2.2.2. 

219 Cfbelow at 63 . 
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and in the custody of the person concerned, is being kept centrally in a database. The 

infonnation is thus removed from the hands of the owner and placed in the custody of 

computer users. Furthennore, as noted above,220 infonnation gathered in a data bank may 

be accessed unlawfulll21 and may also be misused.222 In addition, the infonnation in 

data banks is not always accurate.223 

In South Africa, although there are statutes that regulate infonnation collected about 

individuals by the state and its agencies or departments,224 there is no data protection law 

or other law specifically made for the protection of infonnation. 225 The South African 

Law Commission is however working on a draft Data Privacy Act.226 

The Promotion of Access to Infonnation Ace27 regulates infonnation use and disclosure 

by both the public and private bodies in South Africa. In Nigeria, data banks are used by 

220 Para 1.3. 

221 See Baer op cit at 134. 

222 Cf Sloan op cit at 6f; In Menard v Mitchell, 430 F.2d 486 (DC Cir 1970) a Federal district court in 
Washington, DC forbade the FBI from disseminating criminal history records for use in determining 
employment or licensing acceptability. The judge was of the opinion at that time, that "[n]o procedure 
exists to enable individuals to obtain, supplant, or to correct the criminal record information being used 
against them; .. . control of the data will be made more difficult and opportunities for improper use will 
increase with the development of centralised state information centers". 

223 See Baer op cit at 134-135. 

224 F ' hI or mstance, t e ncome Tax Act (No 56 of 1962, as amended by Act 19 of 200 1), the Statistics Act (No 
66 of 1976) as amended by Act No 6 of 1999). See below Chapter 7. 

225 See Neethling op cit at 296; McQuoid-Mason op cit at 196-197. See also Roos op cit at 660fT. 

226 See South African Government Information; Media Statement by the South African Law Commission 
Concerning Its Investigation into Privacy and Data Protection. http://www.info.gov.za/speeches/2002 
Accessed March 2007. Cf also Michalson' s Guide to Data Privacy Law in SA http:// 
www.micha/son.com/docs Accessed March 2007. 
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both private and government agencies, but there is no data protection law or body in 

Nigeria. However, there is legislation regulating the collection and publication of 

information by specific government departments or agencies, and these protect data or 

information collected by these bodies.
228 

2.2.2 The Internet 

The Internet is an international or global "network of interconnected computers",229 by 

which people around the world are linked across geographical boundaries. The Internet 

provides two major services, which have bridged the gap of geographic borders and 

revolutionised communication locally and internationally. The one is electronic mail, 

which allows for the sending and receiving of information or mail electronically 

anywhere in the world. Mail so sent is received within seconds or a few minutes of being 

sent. 

The other service offered by the Internet is the world wide electronic media, known as the 

World Wide Web. It is a public "notice board" containing an almost inexhaustible range 

of information that virtually the whole world can access; read from, or write to as long as 

227 No 2 of 2000 as amended by No 54 of 2002. See below Chapter 7. The data protection provisions in the 
original draft Bill were unused and a separate Act will have to be passed to cover data protection. 

228 For instance, The Income Tax (Authorised Communications) Act (Cap 175 LFN 1990) contains 
provisi~n~ regulating the obtaining and disclosure of tax-related information; and the National Population 
COII1lllJ.SSlOn Act (Cap 270 LFN 1990) contains provisions regulating the obtaining and disclosure of 
information by the Commission. See below chapter 7. 

229 J H Lipshcultz Free Expression in the Age of the Internet - Social and Legal Boundaries (2000) at 106. 
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they are connected to the network. It has also been referred to as "the information 

h· h " 230 super Ig way . 

The accessibility and ease of use of the Internet highly increase the likelihood of abuse.23I 

Moreover, the effectiveness of the Internet in terms of speed and reliability with which 

information can be published facilitates widespread and even universal publication or 

disclosure. Generally in these ways, the Internet constitutes a potential threat to the right 

to privacy. In addition, and in particular, names and other personal details of users are 

sometimes required to obtain access to certain web sites or programs. They are also used 

to carry out purchase and other transactions on the Internet. Furthermore, Internet users 

are often watched in different ways for different reasons.232 

In South Africa, the Internet is widely used in both private and government offices and in 

institutions of learning. Apart from this, many individuals and families have personal 

computers and often send and receive electronic mail via these systems. In the business 

world, computer-based transactions are fast increasing and Internet banking has become 

possible. To further facilitate communication, certain types of cellular phones may also 

be used to access the Internet. 233 

230 L' hI ' 0 IpSC u tz op cIt at 1 ,106. 

231 See Lipschultz op cit at 10: "The Internet is both a 'broadcast' and 'common carrier' medium .. . 
[where] .. . individuals have the power to be their own publishers. The openness of the technology 
increases the possibility that information will be disclosed regardless of whether it is right or 
wrong .. . anyone can be a publisher of something that looks like a newspaper. Secondly, online 
information is non-standard and can be distributed anonymously." 

232 Fo l' lei' b d " urfi ' d r examp e, coo es may e use to momtor s ers an obtain other details about them and 
consumers may be watched to determine their tastes. See above Para 1.2. 
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In Nigeria, the Internet is also used in government departments, private companies, 

business concerns and banking institutions. Even though only a small percentage of 

individuals have personal computers, there is a proliferation of "cyber-cafes" where 

anyone may access the Internet, send and receive e-mail at little cost, and where 

information may be downloaded from the Internet.234 This is commonly used by a large 

number of students and workers who cannot afford to have personal computers, but need 

to be in contact with the outside world? 35 The threat posed by the Internet to the right of 

privacy is one that affects both South Africa and in Nigeria. 

2.2.3 Identity Systems 

2.2 .3.1 Identity Cards 

Different forms of Identity (ID) cards are used in virtually all countries of the world.
236 

The type of card and its function may vary. It has been observed that in some countries, 

for instance Spain, Portugal and Singapore, identity cards have been linked to national 

registration systems to be used as the basis of government administration?37 It has also 

been suggested that race, politics, and religion were at the heart of older identity 

233 Cf above Para 1.2. 

234 Cf above Para 1.3. See also Segun Aregbeyen ''Nigeria Lacks Legal Protection Against Piracy on the 
Internet" in The Comet October 25, 2000 at 22. 

235 Cfabove Para 1.3. 

236 D Banisar & S Davies "Privacy and Human Rights: An International Survey of Privacy Laws and 
Practice " (1999) http://www.gilc.org/privacylsurveylintro.html#defining Accessed September 2000. 

23 7 Ibid. 
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systems.238 With the advent of magnetic stripes and microprocessor technology, these 

cards can also become an interface for receipt of government services.239 Identity cards 

can thus be a means of identification as well as to provide access to social services. 

While Germany,240 South Africa241 and many developed countries,242 have official 

compulsory national identity cards or books that are used for a variety of purposes, a 

considerable number of developed countries such as the United Kingdom, the United 

States of America, Canada, Ireland, Australia, and New Zealand do not have such 

cards.243 Until February 2003 when the issuing of identity cards began officially m 

Nigeria, Nigeria did not have an official identity system. 

Where there is no national identity system in place, there are alternative methods of 

identifying oneself and establishing one's citizenship. In the United States for instance, 

every citizen of the country has a social security card. Through the social security 

238 See J Torpey The Invention of the Passport: Surveillance, Citizenship and the State (2000) at 76, 97ff; 
see also D Banisar "Privacy and Human Rights" (2001) 
http://www.privacy.org!pi/summarvlphr2000Ithreats.htm/#heading2 Accessed October 2002. Cf D 
McQuoid-Mason The Law of privacy in South Africa (1978) at 159, 235, where he notes that Identity 
systems were used in South Africa during the apartheid regime under the Population Registration Act to 
identify different races. 

239 Banisar & Davies (1999) op cit at http://www.gilc.org!privacvlsurvevlintro.html#defining. 

240 Gesetz iiber Persona/ausweise vom 21 April 1986, BGBI. I, S. 548; CfD P Currie The Constitution of 
the Federal Republic of Germany (1994) at 321. 

241 Identity Act No 68 of 1977 as amended by Identity Amendment Act No 28 of 2000. 

242 F · FBI · or mstance rance, e glUm and Greece. See generally Banisar & Davies op cit at 
www.gilc.org!privacvlsurvevlintro.html#defin ing. 

243 See Banisar & Davies (1999) op cit at www.gilc.org!privacvlsurvevlintro.html#defining. 
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number, an enormous amount of personal information can be traced?44 In the United 

Kingdom, a "tradition of personal liberty,,245 where citizens are not subject to internal 

checks or ill cards has been upheld.246 

However, citizens of the United Kingdom have birth certificates, which are sometimes 

used as means of identification?47 Driver's licenses may also be used for identification in 

the United Kingdom.248 There are however ongoing debates on the question of adopting 

national identity cards in the United Kingdom.249 In Nigeria, drivers licenses, work 

identity cards (issued by private companies, businesses, government departments and 

parastatal bodies), and student identity cards have been commonly used. The national 

passport may also be used for identification when outside the country. 

The refusal to adopt or failure to have a national identity system in some countries has 

been done to protect human rights.25o It has been observed that the existence of national 

244 See H Henderson Privacy in the Information Age (1999) at 21& 22. 

245 Alan Travis "ID Cards UN-British or Vital? The ID Debate" in the Guardian 25 September 2001 at 
http://politics.guardian.co.ukAccessed June 2003 . 

246 Ibid. 

247 For instance, production of a valid birth certificate by a person born in Britain may serve as proof that 
such a person is a British citizen. 

248 In traffic-related offences, drivers ' licenses are used for identification purposes. 

249 See generally Privacy International "National ID Cards" (2002) 

ht~p://www.~rivacyinternational.org/issues/idcard/Accessed November 2002; See also B Williams "Rulers 
DiSCUSS Issumg Nationall.D. cards" in The Militant (2001) Vol 65 NO 39 at http://www.themilitant.com 
Accessed December 2002; Travis op cit. 

250 See Williams op cit; Travis op cit. 
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identity documents appear to parallel increases in police powers.25I The imposition of 

identity card systems has been successfully challenged on grounds of constitutional 

. . b ft ' 252 pnvacy III anum er 0 coun nes. 

In 1991, the Hungarian Constitutional Court ruled that a law creating a multi-use personal 

identification number violated the constitutional right to privacy?53 In 1998, the 

Philippine Supreme Court ruled that a national identity system violated the constitutional 

right to privacy.254 In the United States of America, there is a strong opposition to a 

national identity card system.255 The American Civil Liberties Union is especially 

opposed to the idea on the grounds that it threatens the right to privacy and would create 

an easy tool for government surveillance.256 

In South Africa, the Identity Card system was in place under the apartheid regime and it 

was essential for voting. Although the police could commit numerous invasions of 

25 1 Identity Cards were abolished in Britain in 1953, following a court ruling that the police powers that 
went with them, which included the power to stop citizens at random and require that they present 
identification, created an undesirable situation between the people and the government. See Williams op 
cit; See also Banisar & Davies op cit at http://www.gilc.org/privacy/surveY/intro.html#defining. 

252 ACLU ''National Identification Cards: Why Does the ACLU Oppose a National ID Card System?" 
(1996) http://www.aclu.orgllibrarylaaidcard.html Accessed November 2001 ; ACLU "National ID Cards: 5 
Reasons Why They Should Be Rejected" http://archive.aclu.orgiissues/privacylNational ID Feature.html 
(2002) Accessed June 2003. 

253 Constitutional Court Decision No 15 AB of 13 April 1991. 

254 Philippine Supreme Court Decision of the National ID System, July 23, 1998, G.R. 127685 (1998) 
http://bknet.orgllaws/nationalid.html Accessed February 2000. 

255 EPIC "National Identity Cards" http://www.epic.orgiprivacY/id cardsldefault.html (2002) Accessed 
November 2002. 

256 See ACLUop cit at http://www.aclu.orgllibrarylaaidcard.html . 
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privacy, by virtue of certain laws, under the apartheid regime,257 with the institution of a 

democratic government and Constitution, this is no longer the case. 

The powers of the police and other security agencies must be exercised in accordance 

with the Constitution, which expressly provides that national security must be pursued in 

compliance with the law, including international law,258 and that the security services 

(which includes the police services, defence force and intelligence services) and their 

members must act "in accordance with the Constitution and the law, including customary 

international law and international agreements binding on the Republic." 259 In the light 

of this, acts that would be an infringement of human rights generally and the right to 

privacy particularly are outlawed. 

In March 1998, the South African Cabinet approved a plan to issue a multi-purpose smart 

card that combines access to all government departments and services with banking 

facilities. In the long term, the smart card is intended to function as a passport, driver's 

license, identity document and bankcard.260 It is noted that when this comes into effect, 

there will be greater possibilities for invasion of privacy, as the card would allow access 

257 For example, the Internal Security Act 74 of 1982 and the Criminal Procedure Act 510f 1977. Under the 
securi~ laws in particular arbitrary searches could be done and the police also had wide powers of 
detentIOn. See D J McQuoid-Mason "The right to privacy, honour and reputation" in M Robertson (ed) 
Human Rights for South Africa (1991) at 89. 

258 Section 198( c), Act 108 of 1996. 

259 Section 199(5), Act 108 of 1996. 

260 David Shapshak "SA Services Get Smart" Mail & Guardian, April 24, 1998. 
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to a lot of personal information. Care will have to be taken to regulate and enforce the use 

of these cards in such a way as not to infringe on privacy rights. 

2.2.4 Biometrics 

Biometrics is the process of collecting, processing and storing details of a person's 

physical characteristics for the purpose of identification and authentication?61 The most 

popular forms of biometric identification are retina scans, hand geometry, thumb scans, 

fmgerprints, voice recognition, and digitised (electronically stored) photographs.262 

Biometrics schemes are being implemented across the world.263 Finger print 

identification is also used in South Africa and in Nigeria. Finger print information is 

contained on the national driver's license in both countries and for identity documents in 

South Africa. 

Biometric identification is however not as common as the other forms of technology 

discussed in this chapter, therefore it is only intended to mention the technology briefly. 

DNA identification is presently a controversial form of biometrics.264 It involves the use 

261 Banisar op cit at http://www.gilc.org!privacvlsurvevlintro.html#defining. 

262 Ibid. See also S Garfinkel Database Nation: The Death of Privacy in the 21 s1 Century (2000) at 55-59. 

263 In Germany and France, tests were put in place with equipment that put finger print information on 
credit cards in 1998. Spain also has a national finger print system for unemployment benefit and healthcare 
entitlement. CfBanisar op cit at http://www.gilc. org!privacvlsurvevlintro.html#defining . 

264 Cf Garfinkel op cit at 46ff. 
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of scanning technology, which can automatically match DNA samples against a large 

d b 
. . 265 

ata ase In mInutes. 

It is being used by police forces in several countries such as the United States, Germany, 

266 h· h . 1· . .c. h and Canada that are creating national databases of DNA. T IS as Imp lcatIOns lor t e 

right to privacJ67 and as such, mention is made of it in view of the fact that this work 

aims at bridging the gap between technology and the law of privacy, and placing the law 

ahead of technology. 

2.2.5 Surveillance devices 

One major way in which the pattern of life has been affected by technological devices is 

by the use of surveillance devices that specifically enhance eavesdropping and spying.268 

Surveillance equipment has been commonly used by both private and government bodies 

for over four decades.269 Of the kinds of surveillance equipment used today, the Closed 

Circuit Television Camera is the most ubiquitous. These cameras are very common in 

developed countries like the United Kingdom and the United States of America.270 They 

265 Ibid. 

266 Ibid. In People v Castro 144 Misc.2d 956, 545 NYS.2d 985 (SCt 1989), where the court accepted the 
state ' s DNA evidence, ruling that DNA testing was generally accepted by science. See also Cobey v State 
80 Md. App 31 , 559 A.2d3al «Md) App 1989), where the Maryland State Supreme Court ruled that DNA 
evidence could be admitted but should not necessarily be admissible in all criminal trials. 

267 A stored biometric may be copied. Cf Garfinkel op cit at 65. 

268 See generally A F Westin Privacy and Freedom (1967) at 69ff. 

269 Westin, writing in 1967 said, " Surveillance equipment is readily available and actively promoted for 
use" op cit at 102. 



57 

are also very common in South Africa, especially in shops, malls, supermarkets, banks 

and other public places. 

Closed Circuit Television Cameras are used in every aspect of urban life and is found in 

residences, schools, car parks, railway stations and petrol stations. They are used to 

monitor road traffic, the use of public telephones, cash machines, retail and commercial 

enterprises, shopping malls, and even hospitals and stadiums.271 In the United Kingdom, 

there are internal codes of conduct established by local authorities, police forces and 

other bodies responsible for managing schemes, which specify how systems should be 

used. However, these are inadequate as many schemes that border on invasion of privacy 

are left un-addressed?72 

It has also been noted that few of these codes specify the basis on which tracking should 

occur, what constitutes suspicious behaviour and the kind of limitation that should be 

placed on the length of time a camera is trained on a single person or group in the 

expectation of an incident occurring.273 In Britain, the Local Government Information 

Unit has published a model code of conduct in 1996 and existing codes of conduct have 

been amended to safeguard the privacy ofindividuals.274 

270 C Norris & G Armstrong The Maximum Surveillance SOCiety (1999) at 42. 

271 N . &Arm . oms strong op Cit at 42-55 . 

272 Ibid at 100 & 10 1. 

273 M 
Bulos & C Sarno Codes of Practice and Public Closed Circuit Television Systems (1996) at 24. 

274 Bulos & Sarno op cit at 101 ff. 
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In South Africa, the Closed-Circuit Television Camera is very common in public places 

like shopping malls, and generally in the cities as a crime prevention measure. The reality 

regarding closed circuit television and other surveillance technology however is that, 

while they are being used as a deterrent for crime, they are also a means of invading 

privacy and gathering information. 

Generally in the United Kingdom and the United States, there appears to be no specific 

law regulating such questions as who may be watched, for what reasons and for how 

long, neither does the Common Law or Human Rights Act provide a proper basis for a 

challenge based on infringements of the right to privacy in a public place. 275 

In South Africa however, the law recognises the right of a person not to be followed 

about or stalked in a public place?76 Legal action may be brought where a person has 

been stalked, watched or followed "unreasonably" and the test of reasonableness will be 

applied to determine whether in the circumstances, a claim to protection of the plaintiffs 

privacy should be upheld.277 

275 N . & Arm . oms strong op CIt at 100. 

276 Epst~in v Epstein (~906) TH 87, see Wessels ~ at 88, R v Ferreira (1943) NPD 19 at 21. See generally 
MCQuOld-Mason op CIt at 87ff, 154, where he pomts out that the test to be applied is the test of 
r~asonableness, and that the question is whether the shadowing complained of was reasonable in the 
CIrcumstances. 

277 CfMcQuoid-Mason op cit 154. 
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In the United States of America, it has been held to be actionable to shadow a person 

openly and persistently, in a "rough" and "overzealous" manner.278 In Nigeria, although 

people are watched by law enforcement agents in public places, the use of surveillance 

cameras is far less common and there is no legislation governing or regulating their use. 

It is suggested in this regard that the Constitutionae79 provisions guaranteeing the right to 

dignity,280 right to personalliberty,281 and freedom ofmovement282 should be relied on to 

regulate such watching, and on the basis of these provisions, where a person has been 

roughly, openly, over-zealously, or unreasonably followed or watched, so as to cause him 

or her inconvenience or embarrassment, such conduct should be unconstitutional. It is 

submitted that, what constitutes "rough", "open", "over-zealous" or ''unreasonable'' 

following or watching will have to be determined by the courts from the manner, 

intensity and other factors involved in the "watching", based on the circumstances of 

each case.283 

It must be noted that government use of surveillance devices and intrusions into a 

citizen's privacy falls into a separate category from private invasions of privacy. In their 

duty to maintain law and order and protect persons, property, and national security, 

278 P Keeton & R E Keeton Cases and Materials on the Law of Torts (1977) 2nd ed at 1102; See generally 
McQuoid-Mason op cit at 155. 

279 1999 Constitution FRN. 

280 Section 34. 

28 1 Section 35. 

282 Section 41 . 

283 See also McQuoid-Mason op cit at l54ff. 
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government law enforcement agencies have a legitimate claim to the use of physical 

surveillance, within the limits set by law. Police surveillance, for instance, has been 

practised for decades?84 

However, the development of technology in the twentieth century has brought greater 

effectiveness to the practice of subversive activities and crime and governments have 

attempted to keep pace with them. Surveillance cameras are located in strategic positions, 

and other scientific techniques and instruments such as ballistics, fingerprinting, DNA 

analysis and spectrographic analysis have been adopted to increase the accuracy of 

investigations.285 

Regulations that promote surveillance have been made in a number of countries. In July 

2000, the United Kingdom approved the Regulation of Investigatory Powers Act, which 

requires that Internet Service Providers provide a reasonable interruption capability in 

their networks (to be forwarded to government).286 In June 2001, the South African 

Cabinet approved the Interception and Monitoring Bile87 requiring that telephone 

companies build in surveillance technology.288 Furthermore, the South African · 

284 Cf Westin op cit at 117 where he observes that "from the early days of police enforcement and 
investigation, law and public opinion have accepted such police techniques as shadowing, simple 
eavesdropping, using informers, planting agents in conspiracies." 
285 CfWestin op cit at 118. 

286 DB · . h amsar op CIt at ttp:llwww. privacy.org!pi/summarvlphr2000Ithreats.html#fn4. 

287 The Interception and Monitoring Bill [B50-2001] August 2001 (introduced in the National assembly as 
a Section 75 Bill). 

288 Section 7. 
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Interception and Monitoring Prohibition Amendment Act289 allows for the interception, 

with a court order, of mobile telephone communications and widespread surveillance for 

f . . I . 290 the purpose 0 protectmg natlOna secunty. 

It is submitted that in spite of the undesirability of the fact that such laws permit a degree 

of invasion of privacy, it is advantageous to monitor the use of technology to prevent 

subversive and criminal acts, such as the detonation of bombs.291 In this case, and in all 

other cases involving government use of technological surveillance, it has been said that 

the two important interests of public safety and individual liberty must be balanced.292 In 

democratic societies surveillance devices should be used within the ambit of the relevant 

Constitution and other laws. 

2.3 Conclusion 

It is clear from the above brief overview that modem technological devices and immense 

improvements on the older technology (for instance, photography)293 greatly facilitate 

invasions of privacy, and that no one is excluded from potential intrusion and disclosure. 

289The Interception and Monitoring (Prohibition) Amendment Act 127 of 1992. Cfbelow Para 7.1.2.1.2 . 

290 See generally the Preamble, Sections 3, 6 & 7. 

291 For instance the London bombings ofJuly 7, 2005. 

292 S W · . 1 f ee estm op CIt at 17 . 

293. Althou~h invasions of privacy involving photography have been an issue for over a century, as 
eVIdenced m Pollard v Photographic Co (1889) 40 Ch.D. 345, they remain relevant in the present day 
~~ , 
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Moreover, there is no aspect of life that is completely protected from such unwanted 

intrusion and disclosure. 

Disclosures are made possible by the use of the above technological monitoring and 

surveillance devices, data processing networks, pools of information and the Internet, 

which readily provide a convenient and effective means of publication to "the whole 

world" since there is hardly any limit to the distance that information can travel via the 

Internet. 

In addition to the threats to privacy posed by the use of the Internet/ 94 computers in 

Internet cafes may be regarded as depositories or banks of varying amounts of personal 

information relating to the internet cafe users.295 As these computers are available for 

public use, there is a risk that personal information contained in and/or obtained from the 

computers may be accessed, disclosed or used in some other way by a third party. 

The need for adequate legal machinery for the protection of privacy in the face of 

continuing technological advancements is a pressing issue. It is now intended to examine 

the protection of the right to privacy generally, as well as data protection in the 

technologically advanced countries of the United Kingdom, the United States of America 

and Germany. 

294 Cf above Para 1.2ff. 

295 Cf above p 21. 
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CHAPTER THREE 

PROTECTION OF PRIVACY AND DATA IN THE UNITED KINGDOM 

3.1 Introduction 

The right to privacy is expressly guaranteed in a number of international and regional 

conventions. The Universal Declaration of Human Rights,296 The International Covenant 

on Civil and Political Rights,297 The European Convention on Human Rights,298 and The 

American Convention on Human Rights.299 The African Charter on Human and Peoples' 

Rights does not expressly recognise the right to privacy, but does refer to dignity.300 The 

provisions of these conventions are applicable to party or signatory nations and the courts 

are bound to uphold and enforce them whenever they are invoked. 301 

3.2 Protection of Privacy and Data in the United Kingdom 

296 Article 12. 

297 Article 17. 

298 Article 8. 

299 Article 11 . 

300 Article 5. 

301 S fi . I 
ee or Instance Ka~s.a.nd o.thers v Germany (1978) 2 EHRR 214; where five German lawyers sought 

to ~hallenge. the compat~blhty wIth the ECHR of Article 10 (2) of the German Constitution and another Act 
WhICh provIded authonty for the German intelligence services to intercept communications· See also 
Halford v United Kingdom (1997) 24 EHRR 523. ' 
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Until the coming into effect of the Human Rights Act,302 there was no general right of 

privacy in the United Kingdom.303 The United Kingdom does not have a written 

constitution and the general liberties of its citizens are theoretically protected by 

Parliament.304 The Common Law protection of privacy and data in the United Kingdom 

will be examined first, thereafter reference will be made to the Human Rights Act and its 

effect on the right to privacy in the United Kingdom. 

3.2.1 Substantive and Informational Privacy Rights
305 

Privacy rights have been generally classified as either substantive or informational. 

3.2.1a Substantive privacy rights 

Substantive privacy rights relate to human beings and their right to personal autonomy.306 

They permit individuals to freely act, choose and make their own decisions about matters 

302 1998 Chapter 42, The Act came into effect in Scotland on 1 October 2000, and in England on 1 October 
2001. 

303 Kaye v Robertson [1991] FSR 62; Malone v Metropolitan Police Commissioner [1979] Ch 344, [1979] 2 
All ER 620. 

304D Banisar & S Davies "Privacy and Human Rights: An International Survey of Privacy Laws and 
Practice" (1999) http://www.gilc.org/privaCY/intro.html at 
http://www.gilc.org/privacY/surveY/surveylz.html#united kingdom Accessed September 2000. 

305 The classification of privacy rights into substantive and informational privacy rights is better recognised 
in the United States than the United Kingdom. Apposite cases and examples from the United states have 
thus been used here. 

306 See CfD McQuoid-Mason "Privacy" in M Chaskalson, J Kentridge, J Klaaren, G Marcus, D Spitz, S 
Woolman (eds) Constitutional Law o/South A/rica (2004) at 38-22 if. 
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of a personal nature without interference by the state.307 Such matters include the home, 

family or personal relationships, marriage, cohabitation, procreation, education, 

308 b . . . h contraception and other such rights of a personal nature. Su stantlve pnvacy ng ts are 

exercisable by persons basically by virtue of the fact of being human. As substantive 

rights relate to matters of a human nature, it is reasonable that the protection they offer be 

1· . d 1 1 309 Imlte to natura persons on y. 

English Common Law has recognized the protection of privacy rights that may be 

classified as substantive especially in protecting the right not to disclose confidential 

information in family relationships.310 

Where the interest of the state necessitates an infringement of a privacy right, such 

infringement will be justified if that state interest is shown to be of a compelling 

nature.
311 

Further to this, it has been said that it is not sufficient for a statute infringing on 

the right to privacy to be reasonably related to the carrying out of a permissible state 

policy.312 The infringing statute must be shown to be necessary. In this regard, a law 

307 See W P Keeton, D B Dobbs, R E Keeton & D G Owen Prosser and Keeton on the Law of Torts (1984) 
5

th 
ed at 866. See also 16AAmerican Jurisprudence 2d Constitutional Law (1979) Articles 601-606. 

308 Bowers v Hardwick (1986) 478 US 186, LEd 2d 140, 146, 106 SCt 2481. 

309 16A American Jurisprudence 2d Constitutional Law (1979) 606. 

3\0 Argyll v Argyll [1965] 1 All ER 611, [1967] Ch 308. Cfbelow Para 3.2.2.1.1.1. 

311 See du Plessis & J de Ville "Personal Rights" in D Van Wyk, J Dugard, B de Villiers, & D Davis (eds) 
Rights and Constitutionalism: The New South African Legal Order (1994) at 244. 

312 Goldberg J in Griswold v Connecticut supra at 523, See also Hill v National Collegiate Athletic 
Association (1990 6

th 
Dist) I Cal App 4th 1398. See generally Van Wyk et al op cit at 243-244. 
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which gave a restrictive definition of family and then limited the occupancy of any 

dwelling unit to members of the same family was declared invalid.
313 

Similarly, a 

Connecticut statute which criminalized procuring an abortion except for the purpose of 

saving the life of the mother,314 and a state law which criminalized interracial marriage
315 

were considered infringements of substantive privacy rights in the absence of compelling 

state interests and declared invalid. 316 

3.2.1h Informational Privacy Rights 

Unlike substantive privacy rights which relate essentially to human beings and protect 

their choices, informational privacy rights relate directly to and protect (personal, private 

or confidential) information by regulating access to and the use of personal information 

relating to others.317 Although it has been held that juristic persons generally do not have 

a right to privacy/18 it has been established that they have a right to claim protection in 

respect of certain rights analogous to informational privacy rightS.319 

313 Moore v East Cleveland (1977) 431 US 494, 52 LEd 2d 531 , 97 SCt 1932. 

314 G· ld C . rlSWO v onnectlcut supra. 

315 Loving v Virginia (1967) 388 US 1, 18 LEd 2d 1010,87 SCt 1817. 

316 Cf du Plessis & de Ville in Van Wyk et al op cit at 244 ff. 

317 See generally McQuoid-Mason in Chaskalson et al op cit at 38-25ff. 

318 16 Am Jur 2d Constitutional Law (1979) Article 606; See also California Bankers Association v Schultz 
(1974) 416 U.S. 21, 65; u.s. v Morton Salt Co., (1950) 338 US 632, 652. 

319 For instance under the Restatement (Third) Unfair Competition (1995) Section 43, confidential business 
information is n:ea~ed as property and corporate espionage may be prosecuted as an improper acquisition of 
a t:ade secret. Smulariy, under trademark laws, a business can own a product name and prevent others from 
usmg the same product name. Under the category of appropriation, where a business name or product name 
has been appropriated, a juristic person can successfully bring an action for "invasion of its privacy". Cf 



67 

Infonnational privacy rights provide protection against intrusions and unauthorised 

disclosure or publication of personal infonnation relating to others.
32o 

The United States 

Privacy Act of 1974321 and the United Kingdom Data Protection Ace
22 

both provide 

extensive protection for infonnational privacy in the fonn of data. English Common Law 

also upholds the right not to disclose confidential business infonnation and punishes 

unauthorised disclosure of the same and as such, recognises infonnational privacy 

rights.323 

Privacy of communication is generally guaranteed under infonnational privacy rights, 324 

and cases of invasion of electronic mail privacy in Internet cafes will fall into this general 

category. Infonnational privacy rights will be relevant in Internet cafes in upholding 

customers' right to privacy in respect of any infonnation processed on computers in 

Internet cafes by regulating access to and the publication or disclosure of such 

infonnation. 

In United States v Little325 the practice of asking census questions concerning personal 

and family characteristics and threatening a refusal to reply with criminal sanctions was 

also the English cases of Technograph Printed Circuits Ltd v Chahoyn [1967] RPC 399 at 344 and 
Exchange Telegraph Co v Howard [1906] 22 TLR 375 (Cfbelow at 82ft). 

320 Cf Roos op cit at 41 . 

321 (1974) 5 USC Section 552a. 

322 Cap 29 of 1998. 

323 Cf below Para 3.2.2.1.1.2. 

324 See du Plessis & de Ville in van Wyk et al op cit at 244. 

325 
(1971) 321F Supp 388 D Del; See also United States v Miller supra. 
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upheld. This was because the answers could only be used statistically and would never be 

disclosed so as to identify any individual. 

As in the case of substantive privacy rights, when weighing the right to privacy against 

other interests, public interest may override informational privacy rights. In Nixon v 

Administrator of General Services,326 the Supreme Court established that although the 

President had an interest in the informational privacy of his official records, his interest 

was outweighed by the public interest in those records. 

3.2.2 Common Law Protection of Privacy and Data in the United Kingdom 

3.2.2.1 Common Law Protection of Privacy 

In the 19th century, an English writer had observed: 

"The laws of the land are intended not only to preserve the person and 

material property of every citizen sacred from intrusion, but to secure the 

privacy of his thoughts, so far as he sees fit to withhold them from others. 

Silence is as great a privilege as speech, and it is as important that 

everyone should be able to maintain it whenever he pleases, as that he 

should be at liberty to utter his thoughts without restraint.,,327 

326 (1970) 433 US 425. 

327 
J Holbrook Ten Years Among the Mail Bags (1855) at xviii. 
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This suggests that there was an awareness of the need for individual or personal privacy 

during the 19th Century, even though the Common Law did not recognise a specific right 

to privacy. However, notwithstanding the absence of a Common Law right to privacy, an 

infringement of privacy could be actionable at Common Law, if the plaintiff could bring 

his or her complaint within one of the existing nominate torts, or in equity, under the 

rules of confidentiality for breach of confidence. 328 

Under the rules of 'Equity', one who receives information under express (or implied) 

conditions of confidence329is under a duty not to reveal it.33o Thus private and personal 

confidences were protected by the law relating to breach of confidence based on misuse 

of information. 

Under the rules of Equity, an action may also be brought for breach of commercial 

confidence where a person uses another's confidential material for his own commercial 

gain.33I This equitable remedy protects confidential information in general including 

business interests, and information which a company or business generates about its own 

activities.332 

328 See generally McQuoid-Mason op cit at 49ff. 

329 Saltman Engineering v Campbell Engineering [1948] 65 RPC 203; Terrapin v Builders' Supply Co 
(Hayes) Ltd [1967] RPC 375. 

330See Lord Goff of Chieve1ey in Attorney General v Guardian Newspapers (No 2) [1990] 1 AC 109 at 
281; See also H Pearson & C Miller Commercial Exploitation of Intellectual Property (1990) at 30-31 . 

331 Morison v Moat [1851] 9 Hare 241, Saltman Engineering v Campbell Engineering supra' See also 
McQuoid-Mason op cit at 53. ' 
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In Thomas Marshall (Exporters) Ltd v Guinle333 such infonnation as the names and telex 

addresses of the company's manufacturers and suppliers and their individual contacts; 

details of the company's current negotiations; infonnation as to the requirements of the 

company's customers; the company's new ranges actual or proposed; the company's 

samples and negotiated prices paid to the company by customers were held to be capable 

of being confidentia1.334 

A duty of confidence has also been held to arise out of a professional relationship.335 The 

law imposes an obligation to maintain the confidentiality of disclosures made to certain 

persons in their professional capacity. Such professionals include lawyers336, medical 

practitioners/37 and bankers.338 It has been held at Common Law that a prisoner has the 

right to communicate with his or her lawyer with almost no interference. 339 

332 See generally F Gurry Breach of Confidence (1984) at 92ff. 

333 [1978] 3 WLR 116. 

334 Per Megarry V.C. at 136. 

335 Prince Jefri Bolkiah v KPMG [1999] 1 All ER 577. See generally Gurry op cit at 143ff. 

336 In Lord Ashburton v Pape [1913] 2 Ch 469, it was established that a solicitor has a duty of 
confidentiality in respect of any information received directly from a client, such as letters. See generally 
Minter v Priest [1930] AC 558. 

337 In Hunter v Mann [1974] 1 QB 767, the duty ofa doctor not to disclose [voluntarily] information 
obtained in his professional capacity without the consent of his patient was affIrmed. See also AB v CD 
(1851) 14 Dunlop 177. 

338 In Tournier v National Provincial and Union Bank of England [1924] 1 KB 461 it was held that it was 
an implied term in the banker's contract with the customer that the banker shall not 'disclose the account or 
transactions relating thereto, of his customer except in certain circumstances. Per Scrutton J at 480. ' 

339 Golder v United Kingdom (1975) 1 EHRR 524; See generally Minter v Priest supra at 581ff. 
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Where a person employs improper methods to obtain information that the owner has not 

made public, or consented to the publication of, action may also be brought to protect the 

form in which the ideas are expressed for breach of copyright. 340 Under the Common 

Law, personal confidences were also protected by the law of contract, where there was an 

express stipulation as to confidentiality in the agreement of the parties, the plaintiff could 

sue for a breach of contract.341 There is however no liability on the part of defendant for 

h f h 
. 342 

breac 0 contract were no contract eXlsts. 

In classifying the cases where the right to privacy has been protected by the Common 

Law courts, two broad categories have emerged. The first category consists of cases 

where a broad duty of good faith exists and is breached.343 In the other category, the 

litigant fits the invasion of privacy into one of the traditional areas of tort and the courts 

give a remedy based on the breach of duty protected by that tort. Here, the courts have 

usually classified the information revealed as property and protected the property rights 

of the plaintiff.344 However, the law of privacy, as it stands at Common Law today 

appears to have evolved from cases relating to confidential information.345 

340 Millar v Taylor [1769] 98 ER 201. 

341 Thomas Marshall (Exports) v Guinle supra where the defendant was employed under a contract of 
employment which forbade disclosure of confidential information while employed, and disclosure or use 
afterwards; See also Robb v Green [1895] 2 QB I where confidentiality was emphasised in the defendant's 
interview for the job; Cf Morison v Moat (1851] 9 Hare 241. 

342 In Sports & General Press Agency Ltd v "Our Dogs " Publishing Co (1917) 2 KB 125 (CA), it was held 
that a photographer may sell photographs taken at a dog show if there is no restriction on the taking of such 
photographs. 

343 See Argyll v Argyll supra; See also Lord Denning in Seager v Copydex [1967] RPC 349 at 368; [1967] I 
WLR 923 at 931 . (Cfbelow). 
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3.2.2.1.1 Breach of Confidence 

The Common Law action of breach of confidence is founded on Equity.346 For an action 

in breach of confidence to succeed, three criteria must be satisfied: 

(a) The information allegedly protected by the obligation of confidence must be 

legal and of a kind which the law will protect. 347 

(b) The information must have been obtained by some party other than the 

"owner" of the information in circumstances under which a duty of good faith will be 

imposed.348 

(c) The other party must have acted, or be about to act in a manner not compatible 

with a duty of good faith, or in a manner which was a breach of some other duty, (i.e. 

there must be an actual or imminent breach of good faith or other legal duty)?49 

In Attorney General v Guardian Newspapers Ltd. (No 2),350 Lord Goff of Chieveley laid 

down the conditions under which a duty of confidence would be held to exist as follows: 

344 See Herbert Morris Ltd v Saxe/by [1916] 1 AC 688 at 714; Technograph Printed Circuits Ltd v 
Chahoyn supra at 344. 

345 Lord Denning, apparently referring to Albert v Strange [1849] 2 De G & Sm 652, 64 ER 293 (Ch) 
during the debate on Lord Mancroft's Right of Privacy Bill: "So in 1848, the courts of this country were 
ready to give a remedy for the infringement of privacy." House o/Lords ' Debates (1961) Vol 229, Col 
638. Cf McQuoid-Mason op cit at 49ff. See also S D Warren and L D Brandeis "The Right to Privacy" 
(1890) 4 Harvard Law Review 194 at 202ff. 

346 Cf Lord Denning in Seager v Copydex supra at 931: " The law on this subject .. . depends on the broad 
principle of equity that he who has received information in confidence shall not take unfair advantage of 
it." 

347 See for instance Khasoggi v Smith [1980] 130 NLJ 168 (CA). 

348 Seager v Copydex supra; Terrapin Ltd v Builders' Supply Co (Hayes) Ltd supra. 

349 J Phillips & A Firth Introduction to Intellectual Property Law (1995) 229ff. 

350 Supra. 
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"A duty of confidence arises when confidential information comes to the 

knowledge of a person in circumstances where he has notice, or is held to 

have agreed, that the information is confidential, with the effect that it 

would be just in all the circumstances that he should be precluded from 

d· I' h' ~ . t th ,,351 ISC osmg t e mlormatlOn 0 0 ers. 

It has also been suggested that a duty of confidence will be imposed in situations where a 

person innocently acquires information that is obviously confidential, even though there 

is no fiduciary relationship between them.352 In Francome v Mirror Group Newspapers 

Ltd,353 where the defendant eavesdropped on telephone conversations by means of a 

radio-telephone device under circumstances where the plaintiffs obviously intended their 

conversation to be private, the court held that the defendant was under a duty not to 

disclose the information so obtained. It appears that the courts are more likely to impose 

liability, or, a duty of confidence, where information is acquired by improper or unlawful 

means.354 

351 At 281. 

352 Ibid. InX Ltd v Morgan Grampian (Publishers) Ltd [1991] 1 AC 1, it was suggested that a thief who 
steals a document, which is obviously confidential may be impressed with a duty of confidence. Hellewell v 
Chief Constable of Derbyshire [1995] 1 WLR 804, where it was suggested that a photographer with a long­
range photo lens would owe a duty of confidentiality to a subject who was engaged in a private act and not 
expecting to be photographed. (per Laws J at 807). See also Barrymore v News Group Newspapers Ltd 
[1997] FSR 600, Stephens v Avery [1988] 1 Ch 449. 

353 [1984] 1 WLR 892. 

354 I D 
n ouglas v Hello! Ltd [2001] QB 967; [2002] I FCR 289; [2003] EWHC 786, where the defendants 

unlawfully took pictures of the plaintiffs, in awarding judgement for the plaintiff, the court took into 
account the fact that the taking of the photographs by the defendants must have involved a trespass. See 
also Shelley Films v Rex Features [1994] EMLR l34. 
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3.2.2.1.1 (a) Relevance to Internet Cafes 

Although the sending of e-mail in Internet cafes has only become popular within the last 

six years, and is probably practiced more in Nigeria than in the United Kingdom,355 

English Common Law contains cases of misuse of information tantamount to invasions 

of privacy. Some of the principles applied by the courts in these cases may provide 

guidance for the protection of privacy and data in Internet cafes in Nigeria. 

The English law of confidentiality does offer valuable principles, applicable to the 

protection of e-mail in Internet cafes. It is trite, and Internet cafe owners ought to be 

aware, that information sent and received in Internet cafes may be personal, and of a 

confidential nature. On this basis, it is submitted that, following the English Common 

Law, a fiduciary relationship ought to be implied between an Internet cafe owner and his 

or her clients with regard to information processed in Internet cafes, and a corresponding 

duty of confidence should be imposed on Internet cafe owners and their staff concerning 

information processed by customers in their Internet cafes. 

In this regard, it is submitted that where an Internet cafe owner accesses, publishes or 

otherwise uses personal information relating to a client by unlawful means and, or, 

without lawful authorisation or justification, the Internet cafe owner will be in breach of 

the duty of confidence owed to that client. 

355 The United Kingdom is a developed economy as opposed to Nigeria therefore computer e-mail and 
Internet facilities are likely to be more accessible to the individual for instance, at home, at ~ork, in public 
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It may be argued that given the nature of Internet cafes, Internet cafe users ought to be 

aware of the threat to their privacy posed by the sharing of computers in Internet cafes 

and the additional risk of Internet cafe staff coming into contact with personal 

information, and as such, the principle of valenti non fit injuria should be applied 

generally to Internet-cafe related cases of invasions of privacy. 

However, it is submitted that the proper position should be that Internet cafe customers 

will be deemed to give their consent and authorisation to Internet cafe staff for access to 

personal information: 

(a) where the staff come into contact with such information in the ordinary course of 

duty or, 

(b) where download is necessary strictly for purposes and under conditions clearly 

set out and made known to the customer prior to such download for the direct 

benefit of, or, in the interest of customers and, or, for the effective running of the 

facility. 

In this regard, it is recommended as an effectual measure towards providing Internet cafe 

privacy that Internet cafe owners be required to clearly and unequivocally set out the 

activities as well as conditions which in the course of their duty usually require or involve 

access to and the downloading of information relating to customers. This list of 

conditions should be made available to every first- time customer in the form of a printed 

document or as the first page on any Internet cafe computer, together with a requirement 

libraries and in academic institutions, than in Nigeria. As such, there will be far less need for Internet cafes 
in the United Kingdom than there is in Nigeria. 
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that customers should read and signify their consent to these conditions in order to 

proceed with their use of the computer(s). 

The conditions set out by Internet cafe owners will outline the boundaries for access to 

and use of personal information relating to customers by Internet cafe staff and, or, 

owner(s). Any use by staff (or ownerls) of personal information relating to customers 

falling outside of these specified perimeters will prima facie constitute an invasion of 

customers' privacy for which Internet cafe staff and, or, owner(s) will be liable, unless 

proved otherwise. 

We shall proceed to examine English law breach of confidentiality cases in greater detail 

for a more in-depth analysis of the courts' construction and application of the principle. 

F or present purposes, we shall classify breach of confidentiality cases into two broad 

categories: 

(a) Invasions into personal and family matters 

(b) Invasions into business matters.356 

Bearing in mind that a specific right to privacy was not recognised in any of the 

following cases, instances of invasions into personal and family matters will, for our 

purpose represent cases upholding substantive privacy rights, while cases on invasions 

356 F t d furth . h' k "b . or ?resen a~ er purposes m t IS wor , usmess matters" will include invasions not strictly 
domesttc, or famIly related (e.g. invasions into civic and political life, the affairs of customers invasions 
relating to professional, business or educational institutions e.t.c.). ' 
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into business matters will be used as examples of instances where informational privacy 

rights have been upheld. 

We shall now examine cases on breach of confidentiality concerning family matters. 

3.2.2.1.1.1 Breach of Confidence Concerning Family Matters 

In Argyll v Argyll,357 an injunction was granted based on marital confidence to restrain 

publication of letters containing secrets and confidences exchanged between the Duke 

and Duchess of Argyll during their marriage. The court was of the opinion that the 

mutual trust and confidences shared between husband and wife within the relationship of 

. . . d fid . 1358 mamage were mtImate an con 1 entia. 

However, in Lennon v News Group Newspapers and TWist,359 the application of the 

plaintiff to restrain a news group from publishing an article by his ex-wife was refused. In 

this case, Lord Denning was of the opinion that the relationship of the parties had "ceased 

to be their own private affair" as it had been put into the "public domain.,,360 

The courts have also actively upheld the public interest in allowing the exposure of a 

wrong.361 In Mrs R v Central Television PLC62 a photograph was obtained on private 

357 Supra. 

358 Per Ungoed Thomas J at 619. 

359 [1978] FSR 573 (HL). 

360 At 574-5 . 

361 In Gartside v Outram [1857] 26 LJNS Ch 113, Wood V.C. said: "The true principle is that there is no 
confidence as to. the dis~losure o~iniquity." See also Lion Laboratories v Evans [1985] 1 QB 526; [1984] 3 
WLR 539. In thIS case, mformatIOn about the doubtfulness of the accuracy of the Lion Intoximeter breath-
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property without the consent of the owner in circumstances where the publication might 

have been thought to seriously prejudice the welfare of a child. The court upheld the 

publication of the photographs in the interest of freedom of speech. 

In English law, it appears that where a newspaper or news agency publishes details of a 

person's private life, an action based on breach of confidence, will ordinarily, not 

succeed.363 In Woodward v Hutchins/64 the plaintiffs, who were pop stars applied for an 

injunction restraining publication of articles revealing information about their behaviour 

and private lives. The court held that since the plaintiffs had sought publicity in respect of 

their private lives, they could not complain about the truth being publicised about them. 

365 The injunction was refused. 

In A v B Plc366 where the claimant, sought an injunction to prevent the publication of 

information about his extra-marital affairs, the court of first instance granted the claimant 

an injunction on the grounds that the law of confidence should protect sexual 

testing apparatus was revealed to the press by a fonner employee of the company. The public interest 
defence succeeded. The court, in this case, distinguished between matters of public interest and matters of 
interest to the public (at 537). Similarly in Initial Services v Putterhill [1968] 1 QB 396, a fonner employee 
of the company revealed infonnation about alleged illegal price fixing concerning the company. The public 
interest defence succeeded. Although the Lion Laboratories and the Initial Services cases were business­
related cases, the reasoning of the court in allowing the disclosure of confidential infonnation is relevant. 

362 [1994] Fam 192. 

363 efR Wacks The Protection of Privacy (1980) at 84. 

364 [1977] 2 All ER 751; [1977] I WLR 760. See also Khasoggi v Smith supra where the plaintiff, a 
wealthy woman and public figure sought an injunction to restrain her fonner housekeeper and a newspaper 
from disclosing confidential infonnation involving allegations of criminal misconduct and sexual affairs. 
The injunction was refused. 

365 See Bridge LJ " .. . those who seek and welcome publicity ... so long as it shows them in a favourable 
light are in no position to complain of an invasion of their privacy by publicity which shows them in an 
unfavourable light." [1977] 1 WLR 760 at 765; See also Lord Denning (MR) at 763-4. 

366 [2001] 1 WLR 2341. 
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relationships within and outside marriage,367 and that there was no public interest in the 

publication of the information. 

On appeal, a distinction was made between the status accorded by law to a marital 

relationship on the one hand, and the nature of the relationship that the claimant had on 

the other hand. The court was reluctant to enforce or protect a right to privacy when there 

was public interest in exposing a wrong or, where the information, which was the subject 

of the protection was already public knowledge or to uphold the right to freedom of 

speech.368 The defendants ' appeal was allowed on the basis that they had lawfully 

exercised the right to freedom of the press. 

Generally, it appears to be an acceptable principle, which has also been upheld by the 

English courts, that people who are considered to be "public figures" give-up a degree of 

the privacy to which they might otherwise have been entitled.369 However, it has been 

contended that the fact that the plaintiff has "courted pUblicity" should not be a reason to 

deny him or her redress for breach of confidence since the action is based on the 

equitable principle that the defendant should not take unfair advantage of the plaintiffs 

confidence. 3 
70 

367 Per Jack J at 2354. 

368 [2003] QB 195. 

369 Warren & Brandeis op cit at 215-6, Prosser at 823-830. In New York Times v Sullivan, (1964) 376 US 
254~ the Supreme Court held that a public figure is entitled to less protection by the law of defamation than 
a pnvate person. CfMcQuoid-mason op cit at 219ff. 

370 Wacks op cit at 85. 
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3.2.2.1.1.1 (a) Relevance to Internet Cafes 

In English law it is clear that infonnation relating to marital relationships will be 

protected under the law of confidentiality and it is suggested that marital infonnation 

should be so protected when processed in Internet cafes in Nigeria. However it appears 

that the English Common Law has been reluctant to extend the same protection to 

infonnation relating to extra-marital relationships.371 

Nonetheless, it is suggested for Nigerian purposes that, a duty of confidence should 

prima facie be extended to all infonnation (including infonnation concerning extra-

marital relationships) processed in Internet cafes in Nigeria. 

Given the relative ease of access to, and widespread publication achievable through, the 

Internet, the potential for irreparable damage to privacy (as well as reputation) is far 

greater today. It is thus suggested that to ensure effective protection, the focus of data and 

privacy protection laws should be the prevention of unlawful disclosure rather than the 

award of damages or redress after the fact. Furthennore, the denial of legal protection for 

infonnation relating to extra-marital relationships may, unintended by the law, give a 

license for unreasonable intrusions, sensational news scavenging and the spread of 

gossip, which, though of interest to the public, must be distinguished from publication in 

the public interest. 372 

37 1 I A vB P c supra; Cfabove Para 3.2.2.1.1.1. 

372 Cf Lion Laboratories v Evans supra; above at Para 3.2.2.1.1 .1. 
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However, in line with the English Common Law position, it is agreed that no one should 

be bound to conceal illegality.373 Thus it is suggested that disclosure of information 

processed in Internet cafes in Nigeria should be permissible and justified where such 

disclosure is made to law authorities in the performance of their duty or for the service of 

other legal ends. 

Thus where, for example, information concernmg smuggling or any other unlawful 

activity is processed in an Internet cafe, while there will be justification for disclosure of 

such information to relevant law enforcement agents, there may be liability for disclosure 

to other Internet cafe users. 

As in the case of extra-marital relationships, it appears that English Common Law 

protection of the privacy of public figures is narrow. This may however change374 with 

the adoption of the Human Rights Act. 375 

With regard to the protection of information processed in Internet cafes in Nigeria, it 

must first be noted that, knowing the challenge that they face to keep their affairs private 

and given the semi-public nature of Internet cafes, it is unlikely that information relating 

to public figures will be processed in Internet cafes by them or their agents. However, 

given the fact that Nigeria is a developing nation where infrastructure including 

373 CfWood V.C. in Gartside v Outram supra; see above Para 3.2.2.1.1.1. 

374 Cf Douglas v Hello! Ltd supra. 

375 Chapter 42 of 1998. 
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communication devices may not always be reliable or sufficiently stable, the use of 

Internet. cafes by public figures might occasionally become necessary. 

In such cases, it is suggested that (in line with the general duty of confidence imposed on 

Internet cafe owners and staff)376 a duty of confidence should be implied between the 

Internet cafe owner and staff on the one hand, and the customer who processed the 

information on the other hand (whether it be the public figure himlherself or an agent), 

especially where the plaintiff has taken any steps indicating that he/she intends to keep 

the information private. 

Thus Internet cafe owners and their staff will be liable where they publish or disclose 

information relating to public figures processed in their Internet cafes. It is further 

suggested that in such cases, as in Albert v Strange,377 even where they did not process 

such information in the Internet cafe by themselves, the public figure concerned should 

be able to successfully bring action against the Internet cafe owner and or staff in respect 

of a threatened or actual unlawful disclosure or publication. 

The principle stated by Wacks378 is applicable here, namely that Internet cafe owner and 

or staff should not be allowed to take unfair advantage of their customers' confidence, 

and there should be no exceptions with regard to public figures. 379 

376 Cfabove Para 3.2.2.1.1(a). 

377 [1849] 2 De G & Sm 652, 64 Eng Rep 293 (Ch); Cfbe10w Para 3.2.2.1.1.2. 

378 Cf above Para 3.2.2.1.1.1. 
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As for cases of publication by the press, it must fIrst be asserted that public interest may 

validly override a claim to privacy in respect of unauthorized disclosure or publication of 

information processed in an internet cafe. However, here again, it is reaffIrmed that there 

should be a clear distinction between matters of public interest on the one hand and 

matters of interest to the public on the other hand.38o 

In this regard it is submitted that the mere fact that publication or disclosure would 

interest, or be entertaining to the public is not suffIcient reason to deny a claim for 

confIdentiality; publication must be positively benefIcial to the public, and the denial of a 

claim to privacy must achieve more good than the satisfaction of the public's insatiable 

appetite for sensational news.381 

3.2.2.1.1.2 Breach of Confidence Concerning Business Matters 

In Albert v Strange,382 etchings made by Prince Albert for private use that had been sent 

for printing were surreptitiously copied by one of the printer' s workmen. When they were 

subsequently about to be put on public exhibition the defendant printed a catalogue of the 

works. An injunction was issued by the Lord Chancellor, restraining the defendant from 

doing so. 

379 Ibid. 

380 See Lion Laboratories v Evans supra at 537; Cfabove Para 3.2.2.1.1.1 . 

381 Cfabove Para 3.2.2.1.1.1. 

382 Supra. 
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The decision was based on the use of the plaintiffs property in the etchings as well as 

breach of trust. 383 In this case, an action for breach of confidentiality was successfully 

brought against a third party with whom the original 'owner' of the confidential 

information had no direct connection. 

In Morison v Moat/84 the defendant passed on confidential information between the 

plaintiff and himself regarding the formula for making a medicine. The plaintiff 

succeeded in obtaining an injunction restraining the defendant from selling his medicine 

and from using his secret. In English law, there are many cases dealing with confidential 

information, particularly trade secrets, where such information is classified as property.385 

In Exchange Telegraph Co v Howard,386 the Court granted injunctions to restrain the 

surreptitious obtaining of information by the plaintiff, and also to restrain the plaintiff 

from disseminating such information, based on the defendants' right of property in 

confidential information. 

In Herbert Morris Ltd v Saxelby,387 Lord Shaw of Dumferline remarked that "trade 

secrets . .. may not be taken away by a servant, they are his master' s 'property' ." 

383 Per Lord Cottenham LC at 40. 

384 Supra; See also Robb v Green [1895] 2 QB 315. 

385 Cf Gurry op cit at 25, where he observes that the jurisdictional basis of an action for breach of 
confidence is a mixture of contract, equity and property. 

386 Supra. 

387 Supra at 714. 
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Similarly in Rolls Royce Ltd v JejJrey,388 Lord Radcliffe saw no objection to treating 

"know-how" as a corporate "asset", distinct from the physical records in which it was 

contained. In Technograph Printed Circuits Ltd v Chahoyn,389 Plowman J classified the 

plaintiffs "proprietary interests" as confidential information, which they were entitled to 

have protected. 

As to the question of whether the protection of confidential information under Common 

Law should be extended to artificial persons or was limited to natural persons, it appears, 

from the above cases relating to trade secrets, that the Common Law protected property 

rights. Thus the information given under circumstances where a duty of confidence exists 

would be held as confidential irrespective of whether the plaintiff was a natural or an 

artificial person.390 In addition, under the law of contract, the Common Law courts have 

upheld conditions stipulating confidentiality in a contract whether the plaintiff was a 

natural person or juristic person.391 

3.2.2.1.1.2 (a) Relevance to Internet Cafes 

From the cases, it may be asserted that English law provides ample protection for 

confidential information relating to business, especially as it allows artificial persons as 

388 [1962] I All ER 801 at 805 . 

389 Supra at 344. 

390 See also Terrapin v Builders ' Supply Co supra, Seager v Copydex supra, Saltman Engineering v 
Campbell Engineering, supra, where the courts implied a duty of confidence in commercial relationships 
involving companies. 
391 

See Thomas Marshall (Exports) v Guinle supra. See also Morison v Moat supra. 
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well as plaintiffs, who may not in the circumstances have a direct business link with the 

defendant, to successfully bring action. It is suggested that the same broad measure of 

protection should be adopted for the protection of business- related information processed 

in Internet cafes in Nigeria. 

Although it may not be accurate to adopt the courts' reasoning in classifying information 

as property,392 it is argued that in the absence of any clause excluding artificial persons, 

the general duty of confidence that Internet cafe owners and staff should owe to clients in 

respect of information processed in their Internet cafes393 is sufficient to cover both 

natural and artificial persons. Thus artificial persons should be able to successfully bring 

action for breach of confidence concerning information processed in Internet cafes. 

As for cases where information relating to a person is processed in an Internet cafe by 

another resulting in a threat, or actual case, of misuse of that information by the Internet 

cafe owner or staff, it is suggested that, following Albert v Strange394 the person to whom 

the information relates should be able to successfully bring action against the Internet 

cafe owner or staff for breach of confidence in respect of the unauthorized use or 

disclosure of the information. 

3.2.2.1.1.3 Conclusion on the Utility of the English Law of Confidentiality for the 

Protection of Privacy in Internet Cafes 

392 Cfbelow Para 3.2.2.1.2.1. 

393 Cfabove Para 3.2.2. 1.1 (a). 



87 

It is submitted that generally, English law breach of confidence cases and some of the 

principles laid down in them provide functional guidelines for the protection of privacy in 

Internet cafes in Nigeria. Relying on breach of confidentiality, an Internet cafe user may 

h . ful . . 395 d' I bl' . 396 d prevent or ave recourse agamst wrong mtrusIOn, ISC osure or pu IcatIOn, an 

other unlawful use397 of personae980r business information/99 by an Internet cafe owner 

or staff, thus exercising privacy protection rights.4oO 

The protection afforded will cover information relating to family and business 

relationships, and extend to artificial persons. An extension of the traditional breach of 

confidence laws will also permit certain categories of plaintiffs who were denied 

protection under the English breach of confidence laws to successfully bring action in 

similar Internet cafe cases in Nigeria.401 Overall it is submitted that English breach of 

confidence laws provide a good basis for the recognition and provision of privacy 

protection in Internet cafes in Nigeria. 

394 S upra. Cf above Para 3.2.2.1.1.2. 

395 Cf Exchange Telegraph Co v Howard supra. 

396 Cf Albert v Strange supra, Morison v Moat supra. 

397 F . bl" h or Instance, pu lcatlOn t at could place the plaintiff in a false light. 

398 Cf Albert v Strange supra. 

399 Cf Morison v Moat supra, Rolls Royce Ltd v Jeffrey supra. 

400 Cf above Para 1.1. 

401 For example, public figures and plaintiffs in cases of press publication. Cfabove Para 3.2.2.1.1.1. 
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3.2.2.1.2 Common Law Torts Involving Family and Business Matters 

The following is a list of torts under which the right to privacy has been recognised under 

English Common Law. 

3.2.2.1.2.1 Trespass 

Where there is "direct and immediate,,402 physical contact or interference with the 

plaintiffs person, property, or land, in violating a person's rights, or a threat of imminent 

harm to the plaintiff, an action may be brought under this head. In Sheen v Ciegl03 

where the defendant secretly installed a microphone over the plaintiffs' marital bed, the 

court awarded damages for trespass against the defendant. The tort of trespass has three 

categories: trespass to person, trespass to chattel (goods), and trespass to land.404 

Traditionally, Common Law recognised the following three causes of action as 

categories of trespass to person: assault, battery and false imprisonment.405 In McCarey v 

Associated Newspapers (No 2),406 damages were recovered for loss of reputation as a 

result of false imprisonment. 

402 R F V Heuston and R A Buckley (eds) Salmond & Heuston on the Law a/Torts (1992) at 6. 

403 Daily Telegraph June 22, 1961. 

404 Heuston & Buckley op cit at 5. 

405 M Lunney and K Oliphant Tort Law Text and Materials (2003) at 29. 

406 [1965] 2 QB 86. 
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Trespass to land consists of entering, remaining, or placing or projecting any object on 

land in possession of the plaintiff.407 However, in the case of trespass to land, if the 

intrusion takes place without direct contact with the plaintiffs property, and from off the 

person's land, the action will fail. In Bernstein [of Leigh (Baron)) v Skyways & General 

Ltd,408 the plaintiffs property was photographed from an aircraft by the defendants, the 

plaintiffs claim for trespass failed because his right to use and enjoy his property had not 

been infringed. 

However, in Anchor Brewhouse Developments v Berkley House (Docklands 

Developments) Ltd,409 the plaintiff was granted an injunction to restrain the defendants 

from further over-sailing the plaintiffs property by crane booms. The defendants' act 

was regarded as an "invasion of airspace". 

In the Anchor Brewhouse case, the defendants had erected tower cranes on their own land 

with the booms of the cranes swinging over the plaintiffs land, thereby taking into the 

defendant's possession airspace to which his neighbour (the plaintiff) was entitled, 

whereas in Bernstein 's case, the airplane did not make direct contact with any structure 

on land. 

407 See Heuston & Buckley op cit at 44. 

408 [1978] QB 479. 

409 [1987] 38 Building Law Review 82 . 
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. h' 410 H . Generally, the tort of trespass protects posseSSIOn and not owners Ip. owever, m 

certain cases, where the plaintiff is not in exclusive possession of the property, the action 

'11 d 411 WI not succee . 

Where the invasion of a person's privacy involves interference with his or her person, or 

property or land in his or her possession, redress may be obtained at Common Law by 

bringing an action for trespass. Many Common Law cases of interference with property 

that may now be classified as invasion of privacy have been decided on grounds of 

trespass to property412 (or breach of confidence).413 It must be noted in this regard that, 

although the courts have classified information as property in some cases, the 

characterization of information as property is not universal and has been variously 

criticised and rejected.414 

410 Thompson v Ward [1953] 2 QB 153 at 158-159, Attersoll v Stevens [1808] 1 Taunt. 183, 190. See 
generally Heuston & Buckley op cit at 51 . 

411 For instance, a lodger or boarder at a house or in a hotel, a guest at a house, or a patient in a hospital. 
Allan v Liverpool Overseers [1874] LR 9 QB 180 at 191-192. In Kaye v Robertson supra where the plaintiff 
was a patient in a hospital, his action for trespass failed. See generally Heuston & Buckley op cit at 51. See 
also R Wacks Privacy and Press Freedom (1995) at 129, McQuoid-Mason op cit at 50. 

412 See Herbert Morris Ltd v Saxe/by supra (above at 53), Technograph Printed Circuits Ltd v Chahoyn 
supra (above at 53). In Albert v Strange (supra), the decision was based on grounds of breach of confidence 
as well as the plaintiffs property in the etchings. 

413 Argyll v Argyll supra, Morison v Moat supra. See above Paras 3.2.2.1.1.1 & 3.2.2.1.1.2. 

414 Latham C.J. in Federal Commission of Taxation v United Aircraft Corporation [1943-1944] 68 CLR 
525: "Knowledge is valuable, but knowledge is neither real nor personal property ... " See also Lord 
Upjohn in Boardman v Phipps [1967] 2 AC 46 at l27ff, dissenting from the notion that information was 
property said: ..... it is not property in any normal sense but equity will restrain its transmission to another 
if in breach of a confidential relationship." Both jurists adhere strictly to the traditional classification of the 
action of breach of confidence under the laid down rules of equity. See also Stuckey "The Equitable Action 
for Breach of Confidence: Is Information Ever Property?" [1981] 9 Sydney Law Review 402 at 404. 
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The more accurate view appears to be that the cases in which information has been 

treated as property do not necessarily establish a general classification of information as 

property.415 It is suggested that information has been characterised as property to protect 

the interests of the plaintiff in cases where the courts are of the opinion that the plaintiff 

has a valid claim, but such claim does not fall strictly under any of the nominate tortS.416 

In South Africa, the Constitutional Courts regard the right to privacy as an aspect of the 

. h d' . 417· d f 418 ng t to Igmty, mstea 0 property. 

3.2.2.1.2.1a Relevance to Internet Cafes 

The tort of trespass will be useful for the protection of Internet cafe privacy where the 

defendant enters the internet cafe unlawfully or, where the tortfeasor enters lawfully in 

order to do an unlawful act. Here, the tortfeasor may be liable for trespass ab initio.419 

Action may also be brought for trespass to property where invasion of privacy involves 

the unlawful touching of computers, floppy discs, flash drives or any other storage device 

in order to access or use information. 

415 N Palmer Confidentiality and the Law [1990] at 89. 

416 C~ Palmer op ~it at 89, where .he describes the cases as "suis generis", and, is of the opinion that a 
pro~netary analysIs w~s adop~ed III those cases as a convenient legal method of reaching a conclusion 
which may now be achieved Without such analysis. 

417 See National Coalition for Gay and Lesbian Equality & Others v Minister of Justice & Others 1998 (6) 
BCLR 726 (W) at Para 30. 

418 See above at 3 & 4. See also J Neethling, J M Potgieter, P J Visser Law of Delict (2006) at 352 ff. 
where the right to dignity is discussed. ' 

419 Cf G Kodilinye The Nigerian Law of Torts (1982) at 177ff. 
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However, since the tort of trespass protects possession, in order to succeed, action may 

have to be brought by the Internet cafe owner or staff and not the person to whom the 

information relates who, in the circumstances, would be a mere licensee. 

3.2.2.1.2.2 Nuisance 

Where there is an undue interference, (for a substantial length of time), with the use or 

enjoyment, of a person' s property, an action in nuisance will lie.42o For an action based 

on nuisance to succeed, the plaintiff must have a legitimate interest in such property, in 

h· 421 most cases, owners Ip. 

However, in Khorasandjian v Bush,422 where the plaintiff was constantly disturbed by 

persistent and unwanted phone calls, the Court of Appeal gave judgment for the plaintiff 

in respect of the defendant's harassment, based on the tort of private 423 nuisance. This 

was in effect an extension of the tort of private nuisance, to cover an instance where the 

plaintiff has no interest in the land. This decision has however, been overruled in part. In 

420 Bone v Seale [1975] 1 WLR 797, Cunard v Antifyre Ltd [1933] 1 KB 551 (See Talbot J at 556-7). See 
generally M R Brazier, D Alexander, R A Buckley, A S Burrows, H F Carty, A M Dugdale, M Mulholland, 
A Tettenbom, Lord Wedderburn of Charlton (eds) Clerk & Lindsell on Torts (1995) at 889. 

421 Malone v Laskey [1907] 2 KB 141. In Oldham v Lawson [1976] VR 654, the action was brought by 
husband and wife for nuisance, even though he had a legitimate interest as a licensee, the husband was held 
not eligible to sue as the house was owned by the wife. 

422 [1993] QB 727 (CA). 

423.While any member oft.he ?ublic a~ected by the act complained about may bring an action for public 
nUisance, only a person WIth mterest m property can successfully bring an action for private nuisance. Cf 
Hunter v Canary Wharf Ltd [1997] AC 655 at 690-4. 
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Hunter v Canary Wharf Ltd,424 the House of Lords re-established the principle that only a 

person with an interest in land can sue for private nuisance. 

In Read v J Lyons & Co Ltd,425 nuisance was described as an "invasion of proprietary or 

other interest in land". It has been said that any act of interference that amounts to 

intimidation, obstruction or violence will be an actionable nuisance and that to subject a 

person to watching and besetting so as to compel him to act in a particular way would be 

. bl . 426 an actlOna e nUIsance. 

The question would be whether such an act would qualify as an interference stricto sensu 

if the plaintiffs were not aware of its presence. It is suggested in this regard that the 

approach of the courts in Christie v Dave/27 and Hollywood Silver Fox Farm Ltd v 

Emmett 428 should be followed in affirming liability. In both Christie429 and Hollywood 

424 Supra. See also Lord Goff at 698, and Lord Hoffmann at 706, who were of the opinion that instead of 
altering the elements of the tort of nuisance in Khorasandjian , the Court of Appeal should have tried to 
develop a new tort of harassment. Harassment is now actionable under the Protection from Harassment Act, 
(Chapter 40 of 1997), which came into force on June 16, 1997. See below at 68 & 69 for details on the 
Protection from Harassment Act. 

425 [1947] AC 156, per Lord Simmons at 169-170. 

426 See Brazier et a1 op cit at 893, Heuston & Buckley op cit at 86. In South Africa both the civil and 
criminal law recognise a cause of action for stalking: See Epstein v Epstein 1906 TH 87 (where the plaintiff 
was followed in public for a week); R v Jungman 1914 TPD 8 at 10,11 (where the complainant was 
continually and intentionally followed for ten minutes and also stared at); R v Van Meer 1923 OPD 77 
(where the complainant was followed from place to place in a public library, followed out of the library and 
also stared at). See generally McQuoid-Mason op cit at 86-87. 

427 [1893] 1 Ch 316. 

428 [1936] 1 All ER 825. 

429 Supra. 
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Silver Fox Farm,43o the defendants had acted deliberately and with malicious intent
431 

and they were held liable for private nuisance in respect of acts that ordinarily would not 

constitute nuisance in the circumstances. This was because their conduct was an "abuse 

f . ht ,,432 o ng s. 

In sum, where there has been interference with the quiet use and enjoyment of a person's 

land by invading his or her privacy, for instance, watching from neighbouring premises 

or consistently telephoning the person's home, protection may be found under the 

Common Law tort of nuisance. The tort of nuisance is usually associated with a 

continuing wrong or the maintenance of a state of affairs, and not a single act of the 

defendant.433 However, it has been held that in some instances, an action for nuisance 

may succeed where the act complained of is an isolated occurrence.
434 

430 Supra. 

431 In the Law oftort, except where there is an abuse of rights, motive or malice is generally irrelevant and 
does not ordinarily create liability where there would otherwise be none. Cf Hollywood Silver Fox/arm Cf 
Lunney and Oliphant op cit at 604. 

432 See generally R Owen Essential Tort Law (2000) at 103 . See also Lunney and Oliphant op cit at 604. In 
South Africa, action in such cases would be brought for abuse of rights. See MacDonald ACJ in King v 
Dykes 1971 (3) SA 540 at 545 "an owner must not use his land in a way which may prejudice his 
neighbours or the community in which he lives" See generally J C Van Der Walt Delict: Principles and 
Cases (1979) at 41-43. See also McQuoid-Mason op cit at 107, 112. 

433 SCM (UK) Ltd v Whittall & Son Ltd [1970] 2 All ER 417, 430. In carrying out earth removal operations 
required in the construction of an aqueduct and reservoir for the city and the local water authority, a 
mechanical digger operated by one of the defendant's men damaged an electric cable as a result of which 
current to the plaintiffs business was interrupted. It was held that the escape of something on a single 
occasion would not necessarily constitute a nuisance unless the nuisance arose from the condition of the 
defendant's land. 

434 See British Celanese Ltd v AH Hunt CapaCitors (Ltd) [1969] I WLR 959, Spicer v Smee [1946] 1 All ER 
489. See also Heuston & Buckley op cit at 59-60. 
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3.2.2.1.2.2a Relevance to Internet Cafes 

The Common Law tort of nuisance will be useful in the development of general 

principles for the protection of privacy in Nigeria as well as for the protection of Internet 

cafe privacy. Although the requirement for ownership excludes ordinary internet cafe 

users, (who are licensees) from successfully bringing action for acts occurring on the 

Internet cafe premises that may amount to nuisance, Internet cafe users may successfully 

bring action for nuisance where, for instance, they are being beleaguered at home with 

phone calls concerning information processed in an Internet cafe. 

Internet cafe owners may also enjoy protection under the law of nuisance where they are 

being harassed with mail or phone calls in respect of any information processed in their 

Internet cafes. 

3.2.2.1.2.3 Defamation 

Defamation is concerned with injury to reputation 435 resulting from words or images 

written, spoken, published, or otherwise expressed and also reSUlting from acts.436 It is 

435 Parmiter v Coupland [1840] 6 M7 W 105 at 108, where Parke B laid down that the test as to whether a 
statement is defamatory is, whether the words complained of were calculated to injure the reputation of 
another. See also Lord Atkin in Sim v Stretch [1936] 52 TLR 669 at 67l. 

436 In Hird v Wood [1894] 38 Sol J 2~4, .it was held that sitting near a placard and pointing at it with the 
fing:r amounted to (defamatory) publicatIOn. See also Heuston & Buckley op cit at 143-144, Brazier et al 
op CIt at 1013. 
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the publication of a statement, which reflects on a person's reputation and tends to lower 

him or her in the eyes of right-thinking members of society.437 

Liability for defamation may be divided into libel and slander.
438 

Slander is defamatory 

matter published in a transient form, often through the medium of spoken words,439 

utterances or gestures,440 while libel consists of defamatory statements or representations 

. h . . 441 .. 442· 443 fil 444 d th c. m permanent form, suc as wntmgs, pamtmgs, pIctures, I ms an 0 er lorms 

of print, 445 marks or signs exposed to view, waxwork effigies,446 statues,447 and other 

forms 448 of publication. 449 

437 Per Lord Atkin in Sim v Sletch supra at 671. See also Youssoupofjv Metro-Goldwyn-Mayer Pictures Ltd 
[1934] 50 TLR 581, where the court held that to say that a woman had been raped would lower her in the 
eyes of right thinking members of the society, even though she was morally blameless. Cf Byrne v Deane 
[1937] 1 KB 818, where it was held that to suggest that someone had reported illegal activities to the police 
would not lower a person in the eyes of right thinking members of the community, as such the defendant's 
statement was not defamatory. 

438 King v Lake [1667] 1 Hardres 470: See also Heuston and Buckley op cit at 143 & 144, Lunney & 
Oliphant op cit at 585. 

439 Gray v Jones [1939] 1 All ER 795, where the defendant called the plaintiff a convicted person. See also 
Bloodworth v Gray [1844] 7 Man & G 334, where it was held to be slander to infer that a person has a 
contagious veneral disease; See also Houseman v Coulson [1948] 2 DLR 62. 

440 In certain cases, it may not be easy to determine whether the appropriate cause of action is slander or 
libel. In Youssoupofjv Metro-Goldwyn-Mayer Pictures Ltd supra, where defamation was in form of words 
acted out in a film, it was held to constitute libel. CfHeuston & Buckley op cit at 144. 

441 Sutcliffe v Pressdram Ltd [1990] 1 All ER 269, where the defendants published false allegations that the 
plaintiff, who was the wife of a murderer, had agreed to sell her story to a newspaper for 250,000 pounds. 
See also Blackshaw v Lord [1984] 1 QB 1. 

442 Tolley vJ S Fry and Sons Ltd [1931] AC 333. CfMcQuoid-Mason op cit at 209. 

443 Cassidy v Daily Mirror Newspapers Ltd [1929] 2 KB 331. 

444 Youssoupofjv Metro- Goldwyn- Mayer Pictures Ltd supra, where the defendants implied in a film that 
the plaintiff had been raped by a monk. ' 

445 1 n Godjre!, v I?em.0n Internet L!d [1999] 4 All ER 342; [2001] QB 201, an Internet service provider was 
held responSible In lIbel for matenal carried on its computers. Cf Zeran v America Online 129 F. 3d 327 
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In Godfrey v Demon Internet Ltd,450 the posting of defamatory material on the defendants 

website was held to be an actionable publication. The originator of defamatory material 

will also be liable for the repetition of defamatory information based on his or her 

defamatory publication, where such originator authorised the republication, or could have 

reasonably foreseen the repetition of the allegations contained in the original 

bl· . 451 pu lCatlOn. 

In this regard, it has been established that where defamatory material is accessed on an 

Internet Service Provider's news group or stored in a newspaper's Internet archive, for 

each time that the material is accessed, there is an actionable publication for which the 

Internet Service Provider or news group will be liable.452 

The tort of defamation affords protection for the right to privacy where a person is 

portrayed in a false light or in cases where a person's name, image or likeness is 

(4th Cir. 1997) where a United States court held that an Internet Service provider was not liable for 
defamatory messages published on its website by an unidentified third party. 

446 Monson v Tussauds Ltd [1894] 1 QB 671 where an effigy of the plaintiff against whom a charge of 
murder was "not proven" was placed close to those of convicted murderers. 

447 See Lopes J in Monson v Tussauds Ltd supra at 692. 

448 See Hird v Wood supra. 

449 See Huth v Huth [1915] 3 KB 32, Cf Theaker v Richardson [1962] 1 WLR 151. 

450Supra. 

451 In Slipp~r v British Broadcasting Corporation [1991] 1 QB 283 , the defendants, a television company 
~ere held lIa~le .for de~amatory comments contained in newspaper and magazine reviews of aspects of the 
lIfe of the plamtlff, which were based on allegations contained in a preview that the defendants had shown 
to the press. Cf McManus v Beckham [2002] 1 WLR 2982. 

452 
Godfrey v Demon Internet Ltd supra; Loutchansky v Times Newspapers Ltd (No 2) [2002] QB 783 . 
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appropriated in a manner that lowers their reputation.
453It has been observed that, 

although the tort of defamation mainly protects pecuniary interests, the interests of 

dignity are also weighted heavily by the law in giving protection based on defamation.
454 

In Archbold v Sweet,455 where the defendants published a third edition of the plaintiffs 

work on criminal law without stating that it had not been edited by him, the plaintiff 

recovered damages on the grounds that the publication was capable of a defamatory 

meaning which could damage his reputation. Similarly in Tolley v J S Fry 456 the plaintiff 

was awarded damages on the grounds that the publication was capable of a defamatory 

meaning, which could damage his amateur status as a golfer. In these cases, it is clear that 

the main interest protected by the law was the plaintiffs dignity and name. 

There are, however, circumstances under which there will be no liability for defamation, 

and the court will not restrain publication of an article even though it is defamatory. 

These include cases where the plaintiff has consented to the action of the defendant,457 

453 John V MGN [1997] QB 586, where a newspaper article alleged that the plaintiff, a well- known 
entertainer, was addicted to a dangerous diet, and to support their claims, the defendants stated that the 
plaintiff had been watched at a Hollywood Christmas party. 

454 CfMcQuoid-Mason op cit at 209. 

455 [1832] 5 C 7 P 219; See also Ridge v The Illustrated English Magazine [19l3] 29 TLR 592. 

456Supra. CfMcQuoid- Mason op cit at 209. 

457 
Cookson v Harewood [1932] 2 KB 478n; 101 LJK.B 394n, where the plaintiff had submitted to the rules 

of a club, one of which was that the stewards of the club might warn off anybody. The defendants 
sub.sequently published a true statement that the plaintiff had been warned off all pony racing tracks under 
theIr control. The defendants were held not liable as they had published a true statement and the defendants 
had authority to make the publication. 
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where there is justification for the defendant's comments,458 where it is a fair comment 

459 d · · ·1 d 460 I on a matter of public interest and where the statement rna e IS pnvl ege. t must 

also be noted that the Defamation Act 461 contains extensive provisions regulating the law 

fd f: . 462 o e amatlOn. 

3.2.2.1.2.3a Relevance to Internet Cafes 

In applying the above, it may be affirmed that an Internet cafe owner will be liable for 

defamatory material where s/he is the originator of a defamatory message, authorizes 

such defamatory message, or refuses to remove a defamatory message from their website, 

or from their archives. 

Although Internet cafes in Nigeria do not usually function as Internet Service 

Providers,463 or have personalized web sites and as such, may not ordinarily be liable for 

publication in these respects, the principle in Godfrey v Demon Internet Ltd,464 is 

relevant in extending liability to Internet cafe owners for publication where they carry 

458 Williams v Reason [1988] 1 WLR 96. 

459 Bonnard v Perryman [1891] 2 Ch 269, CA, see also Lord Finlay in Sutherlands v Stopes [1925] AC 47 
at 62, 63 . 

460 Minter v Priest [1930] A.C. 558, Angel v Bushell Ltd [1968] 1 QB 8l3 . 

461 Chapter 66 of 1952 as amended by the Defamation Act (Chapter 31 of 1996). See below Para 3.2.2.l.2. 

462 See below Chapter 3. 

463 All the Internet cafes visited relied on third party Internet Service Providers· none were themselves 
Internet Service Providers. ' , , 

464 Supra. 
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defamatory matter and do not act to remove it. For instance, where a library or bookstore 

knows it is carrying defamatory matter and does not act to remove it, if the material is 

subsequently circulated and or published directly through the library or bookstore, they 

may become liable for publication. 

Thus, although Internet cafe owners will ordinarily not be held liable for defamatory 

messages sent or received by third parties in their cafe if the Internet cafe owner did not 

authorize or originate the defamatory message, they may become liable for a defamatory 

message not originating from, or authorized by them, if, after being instructed to delete or 

remove the message, the owner does not comply. 

3.2.2.1.2.4 Malicious Falsehood 

The tort of malicious falsehood is closely related to the tort of defamation. However the 

elements to be proved for the two torts are different. While malice must be present and 

the statement complained of false, before an action in malicious falsehood can succeed 465 , 

injury to reputation, and not malice, must be proved in a defamation action.466 

Conversely, in an action for malicious falsehood it is not required that the plaintiff suffer 

injury to reputation. Economic hann to the plaintiff is sufficient.467 

465 
Joyce v Sengupta [1993] 1 All ER 897 (CA). CfBrazier et al op cit at 1157. 

466 Cf Godfrey v Demon Internet Ltd supra. 

467 CfB ' 1 . raZler et a op Cit at 1157, 1160. 
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In Joyce v Sengupta,468 the plaintiffs action for malicious falsehood in respect of 

newspaper reports that she had stolen personal letters from her employers succeeded. The 

tort also provides limited protection for the right to privacy where false or misleading 

information is intentionally and wrongfully, or, maliciously published about a person in 

circumstances that they cause economic harm to the plaintiff.469 

In Kaye v Robertson,470 where the plaintiff was interviewed and photographed when he 

was not in a fit condition to do the interview or give informed consent to the interview, 

the court granted an interlocutory injunction to prevent the defendants from publishing 

anything that might be understood to mean that the plaintiff had voluntarily consented to 

the interview and the taking of the photographs. The tort of malicious falsehood protects 

interests similar to those protected in false light privacy cases. However, for the tort of 

malicious falsehood, malice must be shown in the defendant's action. 

3.2.2.1.2.4a Relevance to Internet Cafes 

This tort may be relied on by Internet cafe users where the defendant maliciously or 

wrongfully publishes false or misleading information about the plaintiff on the basis of 

information obtained through Internet cafe sources, reSUlting in economic harm to the 

plaintiff. 

468 S . upra. 

469 See generally Brazier et al op cit at 1157, 1160. 
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3.2.2.1.2.5 Passing-off 

The tort of passing-off is also similar to the tort of defamation. An action for passing-off 

will lie where in the course of his or her business a person represents his or her goods as 

those of another in a manner calculated to deceive members of the public into thinking 

471 
that such goods are those of that other. 

In Reckitt & Colman (Products) Ltd v Borden Inc.,472 it was held that the shape, colour, 

decoration, packaging, by means of which goods or business premises are identified, 

could become well enough known as those of a particular trader for use of that get-up to 

amount to passing off. Passing-off is however limited to persons engaged in a field of 

common business activity.473 The tort of passing-off protects the right to privacy where 

the defendant's action of passing-off places the plaintiff in a false light. 

3.2.2.1.2.5a Relevance to Internet Cafes 

This will only be relevant where both parties process business information via computers 

in Internet cafes. Where an Internet cafe user processes information relating to his or her 

470 [1991] FSR 62. 

47 1 Hines v Winnick [1974] Ch. 708, see Vaisey J at 713; Lord Bryon v Johnston (1816) 35 ER 851 where 
Lord Bryon was able to prevent the publication of poems falsely attributed to him on the basis of this 
action. See also Brazier et al op cit at 1403, Heuston & Buckley op cit at 395. See also Sim v Heinz[1959] 1 
All E.R. 547. 

472 [1990] 1 WLR491 (HL). 

473 Sim v Heinz supra where the action could not be invoked by a well-known actor to restrain another from 
imitating his voice in a television commercial. Cf Sim v Stretch (1936) 52 TLR 669; See also Kaye v 
Robertson supra, Granada Group Ltd v Ford Motor Co Ltd [1972] FSR 103. 
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business, for instance, the design or label for their products, or a business logo, in an 

Internet cafe and another user copies or imitates the label, design or logo, the first party 

may successfully bring an action for the tort of passing off in respect of the unlawful use 

of business information by the latter. 

3.2.2.1.2.6 Intentional Infliction of Emotional Injury 

The tort of intentional infliction of emotional injury may be said to be a type of trespass 

to person for which relief is available where the plaintiffs peace of mind or emotional 

well-being is disturbed by the action of the defendant.474 In Wilkinson v Downton, 475 the 

plaintiffs peace of mind was disturbed by a false report that her husband had been badly 

injured in a collision. Similarly, where the plaintiff was told, by private detectives, that 

unless she procured certain letters from her mistress, they would publicly disclose that 

her fiancee had been interned during World War I as a traitor, the defendants were held 

liable for intentional infliction of distress.476 

It must be noted that, although the first few cases on this tort involved false statements, it 

would appear that successful action can be brought for intentional infliction of harm, 

where the defendant's statement is true; the law does not weigh the veracity of the 

474 See Wilkinson v Downton [1897] 2 QB 57. 

475 Supra. 

476 Janvier v Sweeney[l919] 2 KB 316. 
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defendant's statement, but the result of his or her action.477 This tort affords some 

protection for the right to privacy where the act of the defendant threatens the plaintiffs 

health.478 Thus in Burnett v George479 where the plaintiff was relentlessly harassed by a 

former boyfriend, the court held that the defendant's conduct fell within the tort defmed 

. JIT"lk· D t 480 m rr l mson v own on. 

3.2.2.1.2.6a Relevance to Internet Cafes 

This tort will be of utility for the protection of privacy in Internet cafes where there is 

increased potential for Internet cafe owners, their staff, and, or, other users to access 

information relating to others. The tort will afford protection where an Internet cafe 

owner or any other person uses information obtained via an Internet cafe to threaten, 

blackmail, or otherwise harass the plaintiff, resulting in physical or psychological harm to 

him or her. 

3.2.2.1.3 Conclusion on Common Law Protection of Privacy in the United Kingdom 

477 See Lunney & Oliphant op cit at 54,55 . According to them, this tort is available in respect of 
"intentional acts the inevitable consequence of which is physical (or psychological) harm" (at 54). CfW V 
H Rogers (ed.) Winfield & Jolowicz on Tort (1994) at 17, 74. 

478 See also McLoughlin v O 'Brian [1983] 1 AC 410; Vernon v Bosley [1997] 1 All ER 577. See generally 
Lunney & Oliphant op cit at 56, 275ff. 

479 [1992] 1 FLR 156. 

480 
(Supra). 
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It can be seen that Common Law torts cover both areas of family/domestic, and business 

situations. While the torts of trespass and nuisance afford protection for privacy in family 

situations, such torts as passing-off and defamation protect the right to privacy in 

business situations. Furthermore, the equitable remedy of breach of confidence affords 

protection for the right to privacy in both family and business situations. More 

specifically, breach of commercial confidence protects the right to privacy in business 

. . 481 SItuatIOns. 

It is nevertheless clear that Common Law protection of the right to privacy is limited. It 

must be noted however, that the position concerning the protection of privacy in the 

United Kingdom has changed with the coming into effect of the Human Rights Act482 and 

it is expected that better privacy protection will be available in the United Kingdom as 

the courts uphold the principles in the Act. 483 

With regard to the protection of electronic mail privacy in Internet cafes, it has been 

shown that the law relating to breach of confidence and certain torts will be useful. The 

applicable torts and breach of confidence principles will be referred to later in this work 

to formulate general principles for the protection of e-mail privacy in Nigeria. However, 

the English Common Law torts and the breach of confidence laws considered above do 

not provide comprehensive protection for e-mail privacy. Thus, the need remains to look 

further for better protection for this in the context of data protection laws. 

481 Reckitt & Colman (Products) Ltd v Borden Inc supra. 

482 
Chapter 42 of 1998. 
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3.2.2.2 Common Law Protection of Data in the United Kingdom 

There are no direct provisions on data protection under the English Common Law.484 It 

does not contain any provisions regarding infonnation contained in a data bank, 

computerised pools of infonnation, who may collect data and for what purposes, neither 

does it provide for the accuracy or accessibility of such data.485 Where, however, the use 

or disclosure of infonnation amounts to a breach of confidence or falls under the purview 

of certain nominate torts, a plaintiff may find redress.486 There is an obvious lacuna here. 

It is therefore necessary to look at statute law for solutions. 

3.2.3 Statutory Protection of Privacy and Data in the United Kingdom 

3. 2. 3. 1 Statutory Protection of Privacy 

3.2.3.1. 1 The Human Rights Act 

The Human Rights Act
487 

incorporates certain provisions of the European Convention on 

Human Rights into the domestic law of the United Kingdom. Prior to the coming into 

483 See below Para 3.2.2.1.1 ff. 

484 See McQuoid-Mason op cit at 55ff. 

485 Ibid. 

486 Ibid. 

487 
Chapter 42 of 1998. 
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effect of the Human Rights Act, an applicant could appeal to the European Court of 

Human Rights provided he or she had exhausted the available domestic law remedies. 

In Earl and Countess Spencer v United Kingdom,488 the European Commission held that 

the application was inadmissible because the applicant had not exhausted the available 

domestic remedies. The court said that the applicants had not demonstrated that the 

remedy of breach of confidence, which was available, was insufficient or ineffective. The 

plaintiffs' application was inadmissible. 

In Winer v United Kingdom,489 the applicants sought protection under Article 8 for the 

publication of a book containing both true and false information about them. The 

Commission denied the applicants' claim partly on the ground that there were sufficient 

causes of action in national law for the plaintiffs to bring action. In this case, the 

Commission was of the opinion that law of defamation was sufficient to provide remedy 

in respect of the publication of the information that was false. (The Commission was 

reluctant to grant remedy for publication of the true information as this would curtail the 

right to freedom of expression provided for in Article 10.) 

488 A 1· . N PP lcatlOns os 28851/95 and 28852/95 . Commission decision of 16 January 1998 (DR 92-A p56). 

489 (1986) 48 DR 154. 
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In line with this decision it has been suggested that the action for breach of confidence is 

sufficiently broad to accommodate cases of invasions of privacy, and accordingly may be 

d I d 
. 490 eve ope to protect pnvacy. 

With the coming into effect of the Human Rights Act,491 there is no longer a need to rely 

on the nominate torts for the protection of the right to privacy, as it is now provided for in 

the domestic law.492 Section (2) 1 of the Human Rights Act provides that the courts must 

consider judgements, decisions, declarations, and advisory opinions of the European 

Court of Human Rights, as well as other relevant opinions and decisions as set out in 

Section (2) 1 (b )-( d). In essence, the courts must recognise and give effect to the right to 

privacy as set out in the Convention. 

Article 8 of the European Convention on Human Rights, (subsequently referred to as the 

ECHR) expressly provides for the right to privacy. Article 8 guarantees the right to 

respect for private and family life, home and correspondence,493 and also prohibits the 

interference of public authorities with the exercise of this right. 494 

490 G Phillipson & H Fenwick "Breach of Confidence as a Privacy Remedy in the Human Rights Act Era" 
63 Modern Law Review (2000) at 693. 

491 Chapter 42 of 1998. 

492 S 
ee Douglas v Hello! Ltd [2001] QB 967, [2002] 1 FCR 289, [2003] EWHC 786. Cfbelow at 110. 

493 Article 8(1). 

494 Article 8(2). 
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It has been said that the scope of protection of Article 8 of the ECHR is wide and covers 

. . 495'd 't 496 I control over personal information and freedom from mtruslOn; 1 entl y; sexua 

intimacy (with regard to the protection of private life) 497; children born out of wedlock 

(with regard to the protection of family life), 498 and the place where one intends to live 

(with regard to the protection of the home).499 

The provision protecting correspondence has been interpreted to protect both personal 

and business correspondence,500 and includes telephone correspondence, as well as 

pOSt.50I It has also been suggested that the provision may be extended to cover electronic 

mail. 502 

495 Niemetz v Germany (1992) 16 EHRR 97, Malone v United Kingdom (1984) 7 EHRR 14 (on unlawful 
police searches and telephone tapping). 

496 See B v France (1992) 16 EHRR 1, Cossey v United Kingdom (1990) 13 EHRR 622, Rees v United 
Kingdom (1986) 9 EHRR 56 (on the rights of transsexuals to have their change of identity recognised by 
the State). 

497 Dudgeon v United Kingdom (1981) 4 EHRR 149 (on the rights of homosexuals to engage in consensual 
acts between adults in private); See generally Niemietz v Germany supra at para 29. It has been observed, S 
Foster "The Right to Private Sexual Life under Article 8 of the European Convention on Human Rights: 
ADT v U.K." 35 Law Teacher, (2001) No lat 81f, that the courts in the United Kingdom have shown a 
tendency to interpret Article 8(2) conservatively with regard to privacy involving homosexual acts; Cf 
Laskey, Jaggard & Brown v United Kingdom (1997) 24 EHRR 39, Smith & Grady v U.K (2000) 29 EHRR 
493. In Laskey, the court held that the presence of other people during the consummation of the sexual acts 
and the fact that the sexual acts were video-taped took the acts outside the scope of "private life" as 
provided by Article 8. 

498 Marckx v Belgium (1979) 2 EHRR 330, where the court found legislation that discriminated against 
children born outside wedlock to be in violation of Art. 8. 

499 Gil/ow v United Kingdom (1986) 11 EHRR 335; Buckley v United Kingdom (1994) 18 EHRR 191. 

500 AT' G lvlemetz V ermany supra. 

501 I K ass v Germany supra. 

502 A Nicol, G Millar, A Sharland Media Law and Human Rights (2001) at 88. 
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In the light of the above, decisions such as Kaye v Robertson,503 R v Brent London 

Borough Council, ex p Peck,504 and R v Khan505 which rejected a right to privacy in 

English law, are likely to be overruled. 

In Douglas v Hello! Ltcf°6 the defendants took un-authorised photographs of the 

plaintiffs' wedding and they attempted to publish the pictures. The Court of Appeal, 

stating that it had taken into account the provisions of the Human Rights Acts and 

Section 8 of the European Convention on Human Rights,507 affirmed that the plaintiffs 

had a right to privacy, which English law would recognise and protect.508 The plaintiffs 

were granted an interdict prohibiting publication of the wedding photos. 

However, the scope of the right to privacy guaranteed in the Convention is also limited 

by the recognition of other rights, especially the right to freedom of expression, which is 

guaranteed in Article 10 of the ECHR. In this regard, the European Court of Human 

Rights has said that freedom of the press is an essential foundation of a democratic 

society.509 

503 Supra. Although, in this case, the plaintiff found some protection under the tort of malicious falsehood, 
the protection was limited as the defendants were still allowed to publish the information. See above Para 
3.2.1.2.4. 

504 (1997) Times Law Reports 18 December; See above Para 2.3 .1.1. 

505 [1997] AC 558. 

506 Supra. 

507 At Paragraph 3. 

508 Per Sedley L.J. Para 125 

509 See Sunday Times v United Kingdom (1979-80) 2 EHRR 245 . 
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In Campbell v MGN Ltd, 510 where the defendant newspaper unlawfully published 

personal information about the drug addiction of a famous fashion model, the Court of 

Appeal ruled that the publication of the story and picture were in the public interest and 

that the defendants had acted justifiably in the light of their right to freedom of 

expression guaranteed in Article 10. Here, it appears that the plaintiff would have been 

able to recover had the publication not been in the public interest. 

It has also been observed that under the provlslons of Article (8)2 which prohibit 

interference by public authorities,511 liability for infringements may be avoided where 

there is justification, and this has raised a doubt as to whether the provision can be 

invoked where there is a violation of privacy by the media or a private investigator.512 In 

this regard, it has been suggested that the positive obligation imposed on states by Article 

8 may require legal regulation of the collection and use of personal information by 

private agencies.513 

This is illustrated in Halford v United Kingdom,514 where the applicant's office telephone 

was monitored. The court held that the absence of Civil law regulation of the monitoring 

510 [2003] QB 633. 

511 This has been described as negative obligation (to refrain) imposed by the Act. See generally J 
Wadham & H Mountfield Blackstone's Guide to the Human Rights Act J 998 (1999) at 92. In Dudgeon v 
United Kingdom supra the court found legislation that criminalized all homosexual behaviour to be in 
violation of Article 8. See alsoXv United Kingdom. (1997) 24 EHRR 143. 

512 E Barendt "Privacy as a Constitutional Right and Value" in P Birks (ed.) Privacy and Loyalty (1997) at 
12. 

513 D Feldman "The Developing Scope of Article 8 of the European Convention on Human Rights" [1997] 
EHRLR 266 at 272. 
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of internal telephone systems, (even though there were police internal codes of practice), 

did not comply with Article (8)2 of the Convention, and that there had been a violation of 

the applicant's right under Article 13 to have an effective remedy in national law for 

breach of her rights under Article 8.
515 

In addition to section 2( I) which the courts , Section 8 of the Human Rights Act also 

provides that the courts may grant any relief or remedy or make any order that it 

considers just and appropriate for breaches of the ECHR as long as such remedy, relief or 

order is within the powers of the court to award. Section 8(4) of the Act provides that in 

determining whether to award damages or the amount of an award, the courts must take 

the principles applied by the European Court of Human Rights into account. In effect, it 

appears that the courts in the United Kingdom have a measure of freedom to develop a 

law of privacy using cases from the European Court of Human Rights as a foundation. 

The European Court of Human Rights has held516 that Article 8 imposes a positive 

obligation to respect privacy and that the obligation imposed extends to protect an 

individual from the acts of other private parties.517 Thus, it appears that the provisions of 

the Human Rights Act will apply both vertically (between the State and individuals) and 

horizontally (between individuals). 

514 (1997) 24 EHRR 523 at Para 51 , See also Malone v United Kingdom supra. 

515 It m~st be noted that the Interception of Communications Act (1985) regulates the monitoring of calls 
on publIc networks, and does not apply to internal monitoring of calls. The Act creates criminal offences 
but does not directly affect the law of tort. See A M Dugdale (General ed.) Clerk and Lindsell on Tort ' 
(2000) at 1527; Heuston and Buckley op cit at 37. 

516 X d an Y v The Netherlands (1986) 8 EHRR 235 Para 23 . 

51 7 Cf Douglas v Hello! Ltd supra; Campbell v MGN Ltd supra. 
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It has however been noted518 that Convention rights cannot be directly enforced in 

proceedings against private litigants. The only effect that the Act will have in such cases 

is an indirect one arising from the interpretative obligations imposed on the court by 

section 3. 

Section 3 of the Human Rights Act provides that all legislation (past and future) must be 

read and given effect to in a way that is compatible with the Convention. This section, 

however, further provides that the obligation to interpret legislation compatibly with the 

Convention "does not affect the validity, continuing operation or enforcement of any 

incompatible" primary or subordinate legislation. In essence, although the provisions of 

the Human Rights Act may effectively override and change existing Common Law,519 the 

courts are bound to uphold and apply Acts of parliament and other subordinate legislation 

even where they are inconsistent with the provisions of the Convention. 

In support of the position that the courts may be bound to uphold legislation that is 

incompatible with the Convention, Section 4 provides that where it is not possible to give 

effect to the obligation in a way that is compatible with Convention rights, a competent 

court must consider the option of making a declaration of incompatibility.52o Such a 

declaration does not affect the validity, continuing operation or enforcement of the 

518 Wadham & Mountfield op cit at 3. 

519 Cf Douglas v Hello! Ltd supra. 

520 S . 4 S ectl~n . ee generally S Grosz, J Beatson, P Duffy Human Rights The 1998 Act and the European 
ConventlO.n (2000) at 28ff.. Incompatibility with the Convention rights occurs "where it is impossible to 
comp~y With both the re.qu.rrements of a U.K. statute and those of the Convention"; For example, "where 
there IS express contradiction between statute and Convention rights". (Grosz et al op cit at 39). 
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provision in respect of which it is made.521 It may however prompt Parliament to consider 

amendments in respect of the legislation in question.522 In effect, the courts cannot on 

their own apply or effect any amendment to legislation where such legislation is 

incompatible with the provisions of the Convention; they are bound to apply legislation 

"as is" until an amendment is made by parliament. 

Further to this, Section 6 provides that all public authorities, including the courts, must 

comply with the Convention unless a statute positively prevents this. In essence, the 

courts will only be able to apply the principles in the Convention and the Human Rights 

Act to effect any change to the existing law of privacy where there is no legislation 

providing to the contrary. Where there is any inconsistency between the provisions of the 

Convention and those of a statute, the statute shall override the Convention to the extent 

of the inconsistency. 

Where, however, there has been an invasion of privacy in breach of the principles of 

human rights, in circumstances where United Kingdom legislation prevents compliance 

with the Convention, (or essentially disregards or detracts from the protection available 

for a complainant in accordance with international human rights principles) an aggrieved 

person would be able to institute action in the European Court of Human Rights. 

52 1 Section 4(6). See also Grosz et al op cit at 56. 

522 Grosz et al op cit at 56, Wadham & Mountfield op cit at 193. 
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From the above, it is clear that parliamentary sovereignty will not be compromised in the 

United Kingdom and that validly-made legislation overrides all other laws, including the 

international human rights principles that have been incorporated into local law, and 

. . fIn ' I C t ' 523 provIsIOns 0 ternatIOna onven Ions. 

It is submitted that this situation constitutes a breach of the Convention and detracts from 

the force of the incorporated provisions of the Convention and the Human Rights Act. 

The principle of parliamentary sovereignty whereby Parliament has unlimited powers has 

b I · ., d 524 een great y cntlclse . 

With regard to the right to privacy, it has been suggested that the restrictions contained in 

sections 3, 4 and 6 of the Act, should not narrow the scope of the protection afforded to 

privacy beyond those recognised by the ECHR, and that since the right provided for in 

Article 8 is qualified, issues of incompatibility should hardly arise.525 

It is submitted that whether the right guaranteed in Article 8 of the Act is qualified or 

general, the possibility remains of enacting parliamentary laws that are incompatible with 

523 The Human Rights Act is intended to maximise "the position of human rights without trespassing on 
parliamentary sovereignty" (Hansard, H.L., November 3, 1997, co1.1229), and to "be consistent with the 
sovereignty of parliament as traditionally understood" November 18, 1997, col. 522; See also Hansard, 
H.L. February 5, 1998, col 89 "The sovereignty of parliament should not be disturbed." See generally 
Grosz et a1 op cit at 30ff. See also Wadham & Mountfield op cit at 3 & 4. 

524 See Grosz et al op cit at 31 . CfP Craig "The Courts, The Human Rights Act and Judicial Review" 117 
Law Quarterly Review October (2001) at 596ff. 

525 ~ros~ et a1 op cit a~ 3?, whe~e. it is observed that the provi~i?ns of Article 8(2) of the Act are not likely 
to gIve nse to contradIctIOns ansmg from the text of the prOVISIon as the right guaranteed is qualified and 
not general (or absolute). 
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the provisions of the Convention such that the rights guaranteed by the Convention are 

rendered of virtually no effect. 526 The position therefore is that although past 

acknowledgement of a need for privacy law527 and recent application of the Human 

Rights Act528 by the courts are positive indicators, it still remains to be seen what impact 

the restrictions in sections 3 and 6 of the Human Rights Act will have on the right to 

privacy, and, to what extent the rights guaranteed in Article 8 will be limited by these 

provisions. 

3.2.3.1.1a Relevance of the Human Rights Act to the Protection of Privacy in 

Internet Cafes in Nigeria 

With regard to the protection of electronic mail in Internet cafes, it is noteworthy that the 

Nigerian Constitution contains privacy protection provisions comparable to those in the 

Convention. These provisions have however not received much attention in terms of 

litigation or, and, judicial interpretation. The generous interpretation of Article 8 of the 

European Convention on Human Rights, which covers control over personal information, 

freedom from intrusion,529 as well as other sensitive aspects of private life530 will be 

526 Cfthe United States of America PATRIOT Act below Para 4.3.1.13. 

527 Laws J in Hellewell v Chief Constable of Derbyshire supra at 807; Glidewell LJ at 66, Legatt LJ at 71 in 
Kaye v Robertson supra; See also Lord Denning House of Lords , Debates (1961) Vol 229 Col 638. 

528 Douglas v Hello! Supra; See above Para 3.2.2.1.1. 

529 Malone v United Kingdom supra. 

530 F · h·ldr 
or mstance, c 1 en born out of wedlock: Marcia v Belgium supra; sexual intimacy: Dudgeon v 

United Kingdom supra. See above Para 3.2.3 .1.1. 
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useful and should be referred to for guidance in construing and applying the Nigerian 

provisions. 

Although Nigeria is not a signatory to the Convention and as such, the courts may not 

ordinarily be bound to consider and apply the Convention principles, based on Nigeria's 

history of reliance on English Common law, it is suggested that changes in English 

(Common) law reflecting advance or progress should at the least be considered of 

persuasive import in Nigeria. In this regard, it is suggested that the privacy provisions of 

the European Convention as adopted into the United Kingdom Human Rights Act should 

be given due consideration and applied where relevant in Nigeria. 

The broad interpretation given to the provision protecting correspondence 53} will be 

particularly instructive for the protection of electronic mail privacy and for the protection 

of data generally. 

3.2.3.1.2 Other Statutes 

There are other statutory provisions in which protection of the right to privacy may be 

found. Some of these are the Interception of Communications Act of 1985,532 the Police 

53 1 Corre~pondenc~ has been interpreted to protect personal as well as business correspondence, telephone 
and possibly e-mail correspondence. Cf above Para 3.2.2.1. 1. 

532 Chapter 56. 
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Act 1997,533 the 1952 Defamation Act,534 the 1996 Defamation Act,535 and the Protection 

from Harassment Act 1997.536 

3.2.3.1.2.1 The Interception of Communications Act of 1985537 

The Interception of Communications Act of 1985538 sets limitations on surveillance of 

telecommunications. The Act makes it an offence to intercept communications sent 

through the post and telecommunication system, without authorisation by the Secretary of 

State.539 The Act also specifies conditions under which a warrant may be issued.54o The 

Police Act 1997541 also contains provisions regulating police interception of confidential 

material. 542 The Act requires authorisation from a Commissioner for the use by the police 

of listening devices.543 

533 Chapter 50. 

534 Chapter 66. 

535 Chapter 31. 

536 Chapter 40. 

537 Chapter 56 . . 

538 Chapter 56. 

539 Section 1. See Christie v United Kingdom (1994) 7S-A DR 119. 

540 Section 2(2). 

541 Chapter 50. 

542 Section 97. 

543 Ibid. 
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3.2.3.1.2.1a Relevance to Internet Cafes 

The regulation of interception of communications is a germane issue in the protection of 

Internet communication. Legislation regulating interception, not only of Internet 

communications, but all radio communication is a necessity for effective privacy and data 

protection. As of July 2006, it was estimated that there were about 16 million cellular-

phone users in Nigeria544 and, as established earlier on,545 the processing of information 

in Internet cafes is common in Nigeria. Until 2005, Nigeria had no general legislation 

equivalent to the Interception of Communications Act of 1985 in terms of the protection 

of privacy and data.546 Recently however, a bill547 for the protection of information 

contained in computers has been passed. 

The Computer Security and Critical Information Infrastructure Protection Bill548 contains 

provisions regulating access to computer records. Section 2 of the Bill criminalizes 

unlawful or unauthorized access to any computer in order to secure access to a program 

or data held in the computer. Section 12 deals with interception of communications and 

544Research and Markets; MobileAfrica http://www.mobileafrica.net/a70.htm Accessed January 2007. 

545 Chapter 1 Para 1.4. 

546The earliest telecommunications legislation in Nigeria was the Telegraphs Ordinance 1916, which 
provided for the regulation of the construction and the working of telegraph lines. This and subsequent 
legislation (The Wireless Telegraphy Ordinance [Cap 233 1948 Revised Edition of the Laws of Nigeria] 
have since been abolished/repealed. The Wireless Telegraphy Act No 310f 1961 (as subsequently 
amended) replaced the Wireless Telegraphy Ordinance. Apart from the Wireless Telegraphy Act which 
contains some provisions limiting the obtaining and disclosure of information with the use of wireless 
telegraphy equipment (above at Para 7.2.2.2.3), none of these laws contains detailed or substantial 
provisions for the protection of privacy and data. 

547 The Computer Security and Critical Information Infrastructure Protection Bill 2005. 
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makes it an offence to intentionally and without lawful authority, or in excess of authority 

intercept any communication processed in Nigeria. 

The Bill also provides for the circumstances under which Service Providers, their 

employees and authourised agents may intercept communication.549 It also permits 

interception by law enforcement agencies550 and provides for circumstances under which 

such interception can be carried OUt.
55t Relevant provisions of the Computer Security 

and Critical Infrastructure Protection Bill will be discussed in greater detail below.552 

The United Kingdom Interception of Communications Act553 will be useful as a reference 

point and provide some guidance in enacting effective legislation for the regulation of 

interception of communications in Nigeria. 

3.2.3.1.2.2 The 1952 Defamation Act554 and the 1996 Defamation Act555 

The 1952
556 

and 1996
557 

Defamation Acts contain detailed provisions on defamation. The 

1996 Act repeals certain sections of the 1952 Act558 and also contains new provisions 

548 2005. 

549 Section 12(2). 

550 Section 12(3). 

551 Section 12(3)(a). 

552 Ch apter 7 Para 7.2.2.1. 

553 Chapter 56 of 1985. 

554 Chapter 66 of 1952. 

555 Chapter 31 of 1996. 

556 Chapter 66 of 1952. 
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regulating certain aspects of defamation.559 By virtue of Section 1 of the 1996 Act, an 

Internet Service Provider, or Internet cafe owner may escape liability for the publication 

of defamatory materials on its system if such service provider or cafe owner can show 

that: 

(a) he [she, or it, in the case of an Internet service provider] was not the author, 

editor or publisher of the statement complained of; 

(b) he [she, or it ] took reasonable care in relation to its publication; and 

(c) he [she, or it] did not know, and had no reason to believe, that what he [or she] 

did caused or contributed to the publication of a defamatory statement. 560 

Sections 8-10 of the 1996 Act provide for summary disposal of a plaintiff s claim. Where 

in an action for defamation the court is of the opinion that the defendant has no defence 

that is reasonably likely to succeed, and there is no other reason why the case should be 

tried, judgement may be given for the plaintiff. 561 

Summary relief as set out by the Act includes a declaration that the statement was false or 

defamatory, an order that the defendant publish a suitable correction and apology, and an 

award of damages to the plaintiff.562 Thus where a person's privacy is invaded by the 

557 Chapter 31 of 1996. 

558 For instance, Section 4 of the 1952 Act, which provides for a defence of unintentional defamation, has 
been repealed by Sections 2-4 of the 1996 Act. 

559 Sections 2-4 of the 1996 Act create a defence of offer of amends by a person who has published a 
statement alleged to be defamatory. Sections 8-10 of the 1996 also provide for summary disposal of 
defamation claims. 
560 Section I (a) -(c) Defamation Act Cap 31 of 1996. 

56 1 Section 8. 
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publication of material that may be regarded as defamatory under circumstances that fall 

within Section 8 of the 1996 Defamation Act, the plaintiff can obtain expeditious relief 

for such invasion of privacy under these provisions. 

3.2.3.1.2.2a Relevance to Internet Cafes 

Although the action for defamation is recognised in Nigerian tort law,563 it exists 

essentially in the form of old English Common Law applicable prior to the Defamation 

Acts.564 The Defamation Acts565 provide guidance for the protection of privacy in 

Internet cafes where an Internet Service Provider or Internet cafe owner is the author, 

editor or publisher of defamatory material, or did not take reasonable care in relation to 

the publication of defamatory material published. The Act will also be useful in cases 

where an Internet Service Provider or Internet cafe owner does an act or omission that 

contributes to the publication of defamatory material. 

The provisions of Sections 8 to 10 of the Act on summary disposal of claims and 

summary relief may also be informative for the provision of expeditious relief in cases of 

Internet cafe publication of defamatory material where the court is not convinced that the 

defendant has a defence reasonably likely to succeed and in the absence of any other 

reason to proceed with the hearing of the case. 

562 Section 9. 

563 Cfbe10w Para 6.2.1.5. 

564 Cfbelow Para 6.2.1. 

565 Chapter 66 of 1952, Chapter 31 of 1996. 
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3.2.3.1.2.3 The Protection from Harassment Act 1997
566 

This Act creates a statutory tort that gives a right of action for harassment. The Act does 

not contain a definition of "harassment". To harass a person has however been defined to 

mean "to annoy or worry somebody by putting pressure on them or saying or doing 

unpleasant things to them.,,567 Section 1(1) of the Act provides that a person must not 

pursue a course of conduct that amounts to harassment of another and which he or she 

knows or ought to know amounts to harassment of another. 

Section 7 (2) of the Act provides that harassing a person includes alarming a person or 

causing the person distress. There are however circumstances under which there will be 

no liability under the Act, for instance, where the course of conduct is pursued for the 

purpose of preventing or detecting crime, or under any enactment or rule of law or where 

the course of conduct was reasonable.568 The Act imposes both civil569 and criminal570 

sanctions in respect of conduct that amounts to harassment. The Act is a useful remedy 

where, as has been mentioned, a person annoys or worries another "by putting pressure 

on them, or by saying or doing unpleasant things to them.,,571 

566 Chapter 40. 

567 A S Hornby Oxford Advanced Learner's Dictionary (200 I) at 541. Cf Epstein v Epstein supra where the 
plaintiff was followed about in public and had her door knocked on every evening for a week. The learned 
judge (Wessels J) described the acts of the defendants as "a most vexatious nuisance." However, it has been 
said that the conduct of the defendants amounted to an invasion of privacy. McQuoid-Mason op cit at 87. 

568 Section 1(3). 

569 Section 3. 

570 Section 3(3) - (9). These are later provisions, which came into force on September 1,1998. 
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3.2.3.1.2.3a Relevance to Internet Cafes 

This Act offers valuable guidance for the protection of electronic mail privacy where 

bothersome, annoying, or unpleasant mail which puts pressure on another is sent via an 

Internet cafe. It will also be applicable where, on Internet cafe premises, a person worries, 

annoys or causes distress to an Internet cafe user by putting pressure on them or doing or 

saying unpleasant things to them, for instance, where a person verbally threatens another 

on Internet cafe premises. 

3.2.3.1.2.4 Other Laws Protecting Privacy in the United Kingdom 

Other laws with significant privacy components include, the Rehabilitation of Offenders 

Act,572 the Telecommunications Act,573 the Broadcasting Act,574 the Theatres Act,575 the 

Copyright, Designs and Patents Act576 and the laws protecting rape victims and children 

in court. These include the Children Act,577 the Adoption Act,578 the Children and Young 

571 See Khorsandjian v Bush supra. See also in Hunter v Canary Wharf Ltd supra, Lord Goff at 698, Lord 
Hoffman at 706. Cf Epstein v Epstein supra, where the plaintiff was persistently followed. 

572 Chapter 53 of 1974. 

573 Chapter 12 of 1984. 

574 Chapter 42 of 1990. 

575 Chapter 54 of 1968. 

576 Chapter 48 of 1988. 

577 h 
. C apter 41 o~ 198~ . In Re X[1984] 1 WLR 1422, the High Court granted an injunction prohibiting 

dlsclosur.e of the .IdentIty and whereabouts of a child and her mother who had as a juvenile, been sentenced 
to detentIOn for lIfe for manslaughter and was later released on licence as a ward of the court. The 
application was made on the ground that the disclosure would threaten the family 's new- found peace and 
stability. 



125 

Persons Act,579 the Sexual Offences (Amendment) Act,580 the Criminal Justice Act,58! 

and the Magistrates' Courts Act. 582 The following are relevant sections protecting privacy 

in the above listed Acts. 

Section 4(1) of the Rehabilitation of Offenders Act makes evidence about a spent 

conviction inadmissible.583 Under Section 8 of the Act, damages may also be obtained 

where a person maliciously publishes details of the plaintiffs spent conviction.
584 

Section 

43 of the Telecommunications Act makes it an offence to use a public 

telecommunications system to send grossly offensive, threatening or obscene material. 

The Broadcasting Act585 contains a provision to the effect that defamatory words, visual 

images, pictures, gestures and other forms of broadcast on radio or television or any other 

programme service are actionable as libe1.586 Similarly, under the Theatres Act,587 it is an 

actionable libel to publish defamatory words in the course of a performance of a play.588 

578 Chapter 36 of 1976. 

579 Chapter 12 of 1933 (23 & 24 Geo.5) . 

580 Chapter 82 of 1976. 

581 Chapter 33 of 1988. 

582 Chapter 43 of 1980. 

583 Section 4 (1). 

584 
See Herbage v Pressdram Ltd [1984] 1 WLR 1160. See also generally Heuston & Buckley op cit at 162. 

585 Chapter 42 of 1990. 

586 Section 166. 

587 Chapter 54 of 1968. 
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Under the Copyright, Designs and Patents Act,589 limited protection for pnvacy IS 

. . . l ' 590 .. 591 k h b provided, where a person's propnetary mterest m Iterary or artistic wor as een 

infringed.592 The Act also gives a cause of action for false attribution of authorship. 593 

Under the Children Act,594 proceedings are required to be held in chambers unless the 

court directs otherwise. 595 

Similarly, section 64 of the Adoption Act596 provides that proceedings under that Act 

should be held in private. Section 49 of the Children and Young Persons Act597 restricts 

reporting of the proceedings of juvenile courts, and section 39 also provides for the 

obtaining of a court order prohibiting newspaper reports from publishing personal details 

such as the name, address, school or any detail "calculated to lead to the identification of 

any child or young person" concerned in proceedings in any case. 

588 Section 4(1). 

589 Chapter 48 of 1988. 

590 Section 3(1). 

591 Section 4(1). 

592 See generally Heuston & Buckley op cit at 38. 

593 Sections 83- 84. 

594 Chapter 41 of 1989. 

595 Rule 4.16(7) Family Proceedings Rule (1991). 

596 Chapter 36 of 1976. 

597 Chapter 12 of 1933 (23 & 24 Geo.5). 



127 

598 ... f Section 4 of the Sexual Offences (Amendment) Act grants anonymIty to vIctIms 0 

599 k' 'bl d h . f . rape, and a subsequent amendment rna es It POSSI e to exten t e protectIOn 0 sectIOn 

4 of the 1976 Act to all cases of sexual offences. The Criminal Justice Act600 protects the 

anonymity of victims in cases involving conspiracy to rape and burglary with intent to 

rape.601 Section 69 of the Magistrates' Courts Act602 provides that the public is excluded 

from family proceedings in the magistrates' courts. 

The protection guaranteed for privacy in the above statutes is necessarily limited to the 

subject matter dealt with by the relevant statute, and the specific circumstances provided 

for and specified in the relevant provisions. 

3.2.3.1.2.4a Relevance to Internet Cafes 

Although, none of the Acts discussed above focuses directly on the protection of e-mail 

in Internet cafes, each of the Acts covers a sphere of life that is not excluded from 

Internet-cafe related invasions of privacy. For instance, the publication of original poems, 

songs or other artistic work or composition, disclosure of the names or other protected 

information relating to victims in rape cases, or the disclosure of information relating to 

598 Chapter 82 of 1976. 

599 Th S e exual Offences (Amendment) Act; Chapter 31 of 1991. 

600 Chapter 33 of 1988. 

601 Section 158. 

602 Chapter 43 of 1980. 
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adoption proceedings are all possible via e-mail. These statutes provide useful guidelines 

in similar Internet cafe related cases. 

The above Acts have been cited to demonstrate the utility of specific individual Acts in 

the protection of privacl03 and they are instructive as examples of details that may be 

included either in general legislation for the protection of Internet cafe privacy, or 

subject-specific Acts as above. 

While it is expected that a general Privacy Act or Law will provide a framework and 

contain general guidelines for the protection of privacy as well as contain several 

provisions guaranteeing the right to privacy, separate subject-specific privacy legislation 

afford a degree of detail and depth of legislation on a subject matter that may not be 

available in a general Act.604 When read together with a general Act, subject-specific 

Acts provide more extensive, thorough and effective protection on any matter and ensure 

maximal protection in the relevant area. 

With specific reference to the protection of electronic mail privacy in Internet cafes in 

Nigeria, for instance, although a general Privacy Protection Act may provide protection 

for the infringement of original work processed on Internet cafe computers, Nigeria also 

has a Copyright Act
605 

which contains extensive provisions on the protection of artistic 

603 Cfbelow Para 5. 

604 Cf the 1952 and 1996 U.K. Defamation Acts. (Chapter 66 of 1952 and Chapter 31 of 1996 respectively) 
Above at Para 3.2.3.1.2.2. 

605 
Cap 68 LFN 1990. See below Chapter 7. 
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and literary work and as such should also be referred to for protection in cases of 

copyright infringement. 

3.2.3. 2 Statutory Protection of Data in the United Kingdom 

Prior to 1998, the Data Protection Act of 1984606 regulated the collection and use of 

automated data in the United Kingdom.607 The 1984 Act was repealed by the Data 

Protection Act of 1998,608 which came into force on March 1st 2000. The 1998 Act was 

approved to make the United Kingdom law consistent with the European Union' s 

Directive on the protection of individuals with regard to the processing of personal data 

and the free movement of such data.609 

3.2.3.2 1 The European Union Directive on the Protection of Individuals with regard 

to the Processing of Personal Data and the Free Movement of Such Data610 

In 1981, the Council of Europe issued the Convention for the Protection of Individuals 

with regard to Automatic Processing of Personal Data.611 This was an international 

document formulated specifically to safeguard the right to privacy with regard to the 

automatic processing of personal data612 and generally to regulate national data protection 

606 Chapter 35 of 1984. 

607 See the Preamble to the Act. 

608 Chapter 29 of 1998. 

609 .Di~e:tive 95/~6IEC of the European Parliament and of the Council of 24 October 1995 on the protection 
of mdlvlduals wIth regard to the processing of personal data and on the free movement of such data. 
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standards and to improve and guarantee the free flow of data internationally.613 The 

Convention was followed in 1995 by the Directive on the protection of individuals with 

regard to the processing of personal data and the free movement of such data.
614 

The 1995 European Union Directive contains extensive provIsIons regulating data 

practice among its member nations. It provides a general standard that the data protection 

laws of its member nations should attain,615 and it prohibits data transfer between its 

members and other countries that do not provide for "adequate" privacy protection.
616 

The EU Directive provides for strong control over the collection and use of personal data 

among its member nations. 

In 2002, the EU adopted a directive which translates the principles set out in Directive 

95/46IEC into specific rules for the electronic communications sector.617 This was 

followed in March 2006 by a directive on the retention of data generated in connection 

610 Directive 95/46/EC (subsequently referred to as the Directive, the EU Directive, the European Union 
Data Directive or Directive 95/46/EC). 

611 Council of Europe Convention for the Protection ofIndividuals with Regard to Automatic Processing of 
Personal Data Strasbourg 28 January 1981. No 108/1981. 

612 See Chapter 1 Article 1 of the Convention. 

613 Cf A Roos The Law of Privacy (Data) Protection: A Comparative and Theoretical Study (2003) at 152. 

614 Directive 95/46/EC. 

615 Article 6(1). 

616 Article 25. See the Preamble to the Directive. 

617 Dire~tive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processmg of personal data and the protection of privacy in the electronic communications sector 
(Directive on privacy and electronic communications). 
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with the provision of publicly available electronic communications services.
618 

Directive 

2006/24/EC amends Directive 2002/58IEC. 

3.2.3.2.1a Guidelines Governing the Protection of Privacy and Transborder Flows of 

Personal Data619 

Mention must also be made here of the Guidelines Governing the Protection of Privacy 

and Transborder Flows of Personal Data.62o The Guidelines preceded the European Union 

Directive621 and have been significantly instrumental in shaping contemporary data 

protection law.622 The Guidelines were developed by the Committee of Ministers of the 

Organisation for Economic Co-operation and Development (DECD) against the 

background of increased international transfer of information and the problems of data 

violations and misuse.623 

Their purpose was to support member nations In the prevention of human rights 

violations relating to the storage, disclosure, use or abuse of personal data by 

618 Directive 2006/24IEC of the European Parliament and of the Council of 15 March 2006 on the retention 
of data generated or processed in connection with the provision of publicly available electronic 
communications services or of public communications networks and amending Directive 2002/581EC. 

619 (The OECD Guidelines) 1980. 

620 Ibid. 

621 Directive 95/461EC. 

622 Cf Roos op cit at 152-154. 

623 Cf the Preface to the Guidelines. See also Roos op cit at 151 ff. 
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hannonising the national privacy laws of member states, and also to prevent interruptions 

.. . I fl fd t 624 III IlltematlOna ows 0 a a. 

The GECD Guidelines set out eight principles625 for effective data protection. These have 

been summarized viz: the principle of limitation of collection, data quality principle, 

purpose specification principle, use limitation principle, security safeguards principle, 

openness principle, individual participation principle and accountability principle.626 It 

has been suggested627 that the principles should be read as a whole as they are inter-

related and a clear or absolute distinction might not exist in the activities and processes 

involved in complying with the principles. 

Although they are not listed or highlighted in the same fonn in both documents, the 

GECD data principles are affinned and reflected in the EU documents.628 This will be 

seen in the following examination629 of the United Kingdom Data Act630 where the 

principles are shown to overlap. With reference to the foundation of the data protection 

624 Ibid. 

625 Part Two sections 7-14 of the Guidelines. 

626 See generally Roos op cit at 161 -169. 

627p aragraph 50 of the Explanatory Memorandum to the OECD Guidelines. 

628 CfRoos op cit at 152. See also below Paras 3.2.3.2.2.2 ffparticularly Para 3.2.3.2.2.5. 

629 Paras 3.2.3.2.2.2ff 

630 Cap 29 of 1998. 
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631· £ d I . principles, both the DEeD and the EU documents wIll be re erre to concurrent y In 

this work. 

3.2.3.2.1.1 General Data Protection Features of the European Union Directive 

The European Union Data Directive contains several features and provisions that enhance 

effective data protection. The Directive covers all manual632 and electronic records.
633 

It 

applies to personal data processed wholly or partly by automatic means as well as 

personal data processed otherwise than by automatic means, where such data "form part 

of a filing system or are intended to form part of a filing system".634 In other words, both 

computer-stored records and data stored on paper are covered by the provisions of the 

Directive. 

The Directive provides generally that "data capable by their nature of infringing 

fundamental freedoms or privacy should not be processed unless the subject gives 

explicit consent".635 It also specifically forbids the processing of special categories of 

data except under certain conditions.636 These include data revealing racial or ethnic 

origin, political opinions, religious beliefs, as well as data concerning health or sex life.637 

631 B · h 1 d · . emg t e atter an more prorrunent (CfRoos op CIt at 153) of the two documents, particular focus in 
this work will be on the EU Directive rather than the Convention. 

632 Article 2(b). 

633 Article 2(b), (c); Article 3(1); See also P Marett Intellectual Property Law (1996) at 150-15I. 

634 Article 3(1). 

635 See the Preamble to the Directive. 
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The Directive also contains provisions preventing personal data protected under the 

Directive from losing its protection when transferred to a third country. Where 

information is protected under the data protection laws of a Member State, unless one of 

the exceptions set out in Article 26638 is present, such data will enjoy the protection it had 

in the Member State when transferred to a third country. 

The European Union Directive sets out the definitions of certain key terms relating to 

data protection such as "personal data", 639 "processing", 640 "filing system", 641 

"controller",642 and "processor". 643 

3.2.3.2.1.2 Data Protection Principles in the Directive 

636 Article 8. 

637 Article 8(1) & (2). 

638 These include consent of the data subject or other lawful justification for such transfer. (Article 26(1) a-
t). 

639 Article 2(a): Personal data is defined as "any information relating to an identified or identifiable natural 
person" who is also known as the "data subject". 

640 Article 2(b): Processing includes "collection, recording, organisation, storage, adaptation, alteration, 
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available" and it 
includes "alignment or combination, blocking, erasure or destruction" either by automatic means or 
otherwise. 

64 1 Article 2( c): "Personal data filing system" "Filing system" is defined as "any structured set of personal 
data which are accessible according to specific criteria, whether centralised, decentralised or dispersed on a 
functional or geographical basis". 

642 Article 2(d): "Controller" is defined as "the natural or legal person, public authority, agency or any other 
body which alone or jointly with others determines the purposes and means of the processing of personal 
data". 

643 Article 2(e): "Processor" is "the natural or legal person, public authority, agency, or any other body 
which processes personal data on behalf of the controller". 
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Several principles of data protection are affirmed under the Directive. These include the 

right to know where the data originated,644 the right to know the identity of data 

controllers or their representatives,645 the purposes for which data is being processed,646 

the categories of data being processed647 as well as the recipients or categories of 

recipients of data,648 the right to withhold permission to use data in some 

circumstances,649 the right to have inaccurate data rectified,650 and a right to recourse in 

the event of unlawful processing.651 The Directive also provides for the confidentiality of 

processing.652 

3.2.3.2.1.3 Liability under the Directive 

Article 4 of the Directive makes a controller subject to the law of a Member State in 

which it has an establishment and undertakes processing.653 It also makes a controller 

644 Article 12 (1). 

645 Article lO(a), Article ll(a). 

646 Article lOeb), Article ll(b). 

647 Article 11 (c). 

648 Article 1O(c), Article II(c). 

649 Article 14. 

650 Article 12(2). 

651 Article 22, Article 23 . 

652 ~icle 16. This pro~ision prohibits the processing of data by data controllers, processors and others 
actmg under the authOrIty of the processor except under instruction from the controller or authority of the 
law. 

653 Art· 1 ( IC e 4 l)(a). 
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from outside the European Union who makes use of data processing equipment within 

the European Union other than for the sole purpose of data transit data through the 

654 In l' t d Member State, subject to the law of that Member State. essence, on- me ra ers 

dealing with customers within the European Union must follow European Union 

regulatory principles since they process information via customers' computers.655 

The provisions in the Directive are not directly enforceable by citizens as the Directive is 

addressed to the member states, which are required to incorporate and reflect the 

Directive principles in their national law . 656 Thus, the protection for privacy and data 

provided for by the Directive is dependent on, and directly enforceable only through the 

national laws of the country in which the infringement of privacy occurred. 

3.2.3.2.1.4 Relevance to Internet Cafes 

Several aspects of the EU Directive will provide valuable guidelines in enacting 

legislation for the protection of electronic mail and data processed in Internet Cafes in 

Nigeria. The Preamble to the Directive sets out a fundamental aspect of data or privacy 

654 Article 4(1)(c). 

6~5 T~e I?irective was written prior to the Internet Revolution and it has been observed that there is very 
lIttle JurIsprudence on this provision. Cf Wikipedia Contributors Directive 951461EC on the protection of 
personal data http://en.wikipedia.org!wikildirective 951461EC on the protection of personal data. 
Accessed February 9, 2007. 

656 See the Directive Recitals generally and at Paras 68 and 69. See also Articles 4 and 10 of the 1981 
Convention f?r the Protection ofIndividuals with regard to Automatic Processing of personal Data. 
CfRoos op CIt at 155. See also Wikipedia Contributors Directive 951461EC on the protection of personal 
data http://en.wikipedia.org!wiki/directive 951461EC on the protection of personal data Accessed 
February 9, 2007. 
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protection, which is the prohibition of data capable of infringing on personal liberty, 

autonomy, self-detennination or the right to choose. 

The Directive further provides certain aspects or spheres of life in respect of which there 

ought to be freedom from intrusion.657 These provisions are instructive not only for the 

protection of electronic mail or Internet cafe related privacy invasion cases, but for 

general data protection. 

Further to this, the data protection principles detailed in the Directive658 represent general 

data protection standards applicable for the protection of any processed infonnation. 

They have been identified as the foundational principles of data protection.659 These 

principles and their relevance for the protection of electronic mail and other data 

processed in Internet cafes will be discussed in greater detail in the examination of the 

1998 Data Protection Act. 660 

Lastly, the definition, in the Directive, of key tenninology provides a clear and consistent 

reference point. The above features are all elements to be included in any law for the 

657 Article 8. Cf J Neeth1ing, J M Potgieter, P J Visser Law of Delict (2006) at 335; D McQuoid-Mason 
"Privacy" in M Chaskalson, J Kentridge, J Klaaren, G Marcus, D Spitz, S Woolman (eds) Constitutional 
Law of South Africa (2004) at 38-1. See also Roos op cit at 555 & 556. 

658 Articles 10, 11 , 12, 14, 22, 23; See above Para 3.2.3.2.1.1. 

659 CfRoos op cit at 1 ff. 

660 See below Para 3.2.3 .2.2 . 



138 

protection of electronic mail and other information processed in Internet cafes, and will 

form a solid foundation for a Nigerian data protection law. 

3.2.3.2.2 The 1998 Data Protection Act661 

The major difference between the 1984 Act662 and the 1998 Act663 in the United 

Kingdom is that while the former regulated the use of only automated files about 

individuals, the 1998 Act applies to paper-based records as well as automated or 

electronic records,664 in line with the EU Data Protection Directive.665 However, many of 

the basic provisions of the 1984 Act and the 1998 Act are similar. 

3.2.3.2.2.1 Definitions 

The 1998 Act defines such terms as "data", "personal data", "data subject", "data 

controller", "data processor", and "processing", among others666 as set out below. 

3.2.3.2.2.1.1 Data 

661 Cap 29 of 1998. 

662 Cap 35 of 1984. 

663 Cap 29 of 1998. 

664 Section 1 (1). 

665 Article 3; See also Para 27 of the recitals of Directive 95/461EC. 

666 See generally Part I Section 1. 
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(a) is being processed by means of equipment operating automatically in response 

to instructions given for that purpose, 

(b) is recorded with the intention that it should be processed by means of such 

equipment, 

(c) is recorded as part of a relevant filing system or with the intention that it 

should form part of a relevant filing system, or 

(d) does not fall within paragraph (a), (b) or (c) but forms part of an accessible 

record as defined by section 68" 

3.2.3.2.2.1.1a Annotation 

This definition of data covers manually recorded as well as automatically processed 

information and applies whether the information is in the process of being recorded, or 

already exists in recorded form or it is being processed. In Nigeria, a substantial amount 

of records exists in handwritten or typed format. By the definition above, such 

information, including information contained in a temporary form, for instance a jotting 

on a note-pad will be regarded as data. 

Information relating to curriculum vitae, personal data, family information, business and 

other information processed by means of a computer will also qualify as data under the 

Act. Thus, information processed in Internet cafes will ordinarily qualify as data. 
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3.2.3.2.2.1.2 Personal Data 

"Personal data" is defined in the Act as "data which relate to a living individual who can 

be identified from those data, or from those data and other information which is in the 

possession of, or is likely to come into the possession of the data controller." 667 The 

defmition of personal data in the Act includes "any expression of opinion about the 

individual and any indication of the intentions of the data controller or any other person 

. f h . d· ·d I ,,668 m respect 0 t e m IVI ua . 

3.2.3.2.2.1.2a Annotation 

The definition of personal data to include facts as well as opinion and intentions relating 

to an individual reflects the various forms in which data exists and may affect individuals 

today. This definition of personal data guarantees a wide range of protection for 

individuals in respect of the varieties of information held about them. It is noteworthy 

that data must relate to a living person. This means that action cannot be brought on 

behalf of a deceased person for instance to straighten records 669 

From this definition, it can be affirmed that where a person processes information relating 

to him or herself, or any other living person in an Internet cafe, if the person to whom the 

information relates can be identified, the data processed qualifies as personal data. Thus, 

667 Section 1 (a) & (b). 

668 Ibid. 

669 Cf the German Mephisto case where a son successfully brought action with regard to information 
published about his deceased father. Cfbelow Chapter 5. 
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such information as curriculum vitae and information contained in certain personal and 

family letters processed in Internet cafes qualify as personal data. 

3.2.3.2.2.1.3 Data Subject 

"Data subject", according to the Act, "is an individual who is the subject of personal 

data.,,67o 

3.2.3.2.2.1.3a Annotation 

With regard to Internet cafes, it may be deduced from the preceding that it is not 

necessary to personally process information in an Internet cafe to qualify as a data 

subject. It will suffice if information relating to the individual, from which, that 

individual may be identified, is processed. This definition allows third parties about 

whom personal information (data) is processed in Internet cafes by others to be regarded 

as data subjects and as such, to exercise the rights accruing to data subjects under the Act. 

For instance, where personal information (or data) concerning family members is 

processed by another family member in an Internet cafe, even where the other family 

members are not present at the Internet cafe at the time of the processing, they may 

qualify as data subjects under the Act. 
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3.2.3.2.2.1.4 Data Controller 

The Act defines "data controller" , as "a person who (either alone or jointly or in common 

with other persons) determines the purposes for which and manner in which any personal 

data are, or are to be, processed.,,671 This includes persons required by law or under 

regulation to process personal data for specific purposes or pursuant to certain 

enactments.672 

3.2.3.2.2.1.4a Annotation 

Internet cafe owners and their staff determine the manner in which information is 

organised and stored in their computers. They hold personal data, allow clients to keep a 

code or password that gives access to their accounts and files, in which information is 

stored, and in some cases they know the customers ' passwords. Internet cafe operators 

also keep custody of computers that store messages and are able to access client files if 

left open. 

By electing to retain, or, not to delete certain information processed on their computers, 

they also determine what information is retained and the purposes for which such 

information is held. In addition they are in a position to determine the manner in which 

and purpose for which data in their possession may be obtained, retrieved, consulted or 

670 Section 1(1). 

67 1 Ibid. 
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disclosed. As such, Internet cafe workers are data controllers within the meaning of the 

United Kingdom Data Act. 

3.2.3.2.2.1.5 Processing 

"Processing", with regard to information or data in the Act, means "obtaining, recording 

or holding the information or data or carrying out any operation or set of operations on 

the information or data.,,673 This includes organisation, adaptation, alteration, retrieval, 

I . d' I 674 consu tatlOn, use or ISC osure. 

3.2.3.2.2.1.5a Annotation 

The definition of processing given by the Act is wide and generally covers the categories 

of interests protected by the right to privacy as identified by Prosser (i.e. intrusions, 

public disclosure, appropriation and false light).675 

Internet cafe owners and employees carry out many of the functions that qualify as 

processing. They obtain, hold, record, organise, adapt and are able to alter, consult and 

retrieve information contained in computers in their custody.676 

672 Section 1 subsection 4. 

673 Ibid. 

674 Section I(I)(a) to (d). 

675 See above Para 1.1. 



144 

3.2.3.2.2.2 Rights of Data Subjects under the Act 

Part II of the Act deals with the rights of data subjects and provides specifically for the 

right of access to personal data.677 Under this section, a data subject is entitled to be 

informed by any data controller whether personal data concerning him or her is being 

processed by, or on behalf of that data controller.678 The data subject is further entitled to 

a description of the data, the purpose of processing such data, and the recipient or classes 

of recipients to whom the data has been, or may be disclosed.679 

The provisions of section 7 (1) address one of the major privacy concerns arising from 

the technology revolution, which is the fact that information can be acquired without the 

knowledge and, or, consent of the individua1.68o There can be no exercise or enjoyment of 

privacy or data protection where there is no knowledge by the subject that personal data 

regarding them is being processed. Thus, knowledge of the fact of processing IS a 

prerequisite for the exercise of privacy and data protection rights. 

In addition, where the processing by automatic means of data relating to an individual for 

the purpose of evaluating matters relating to him or her, (e.g. at work or 

creditworthiness), has constituted, or is likely to constitute, the sole basis for a decision 

676 Cf above Para 3.2.3 .2.2.1.4a. 

677 Section 7. 

678 Section 7(1) a. 

679 Section 7 (1) b. 

680 Cf above Para 1.2. 
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defined by the Act, as "the communication (by whatever means) of any advertising or 

marketing material which is directed to particular individuals.,,687 

These provisions allow data subjects to determine and restrict the use, (including access 

to, and disclosure or publication), of information regarding themselves, thereby giving 

them a measure of control over such information. 

Section 14 of the Data Protection Act provides that where processed data is inaccurate, 

the court may order the data controller to rectify, block, erase or destroy the data as well 

as any other processed data which contains an expression of opinion that appears to the 

court to be inaccurate.688 Under this section, the Act also provides that where it is 

reasonably practicable, the court may order the data controller to notify third parties to 

whom data have been disclosed, of rectification, blocking, erasure or destruction of 

data.689 This provision purports to prevent the disclosure, publication or usage in any 

way, of inaccurate information or data, and in this way, protects the data subject's 

privacy. 

The OECD openness principle690 is upheld in the provisions requiring the data subject to 

be informed of the fact ofprocessing691 while the provisions relating to the data subject's 

687 Section 11 (3). 

688 Section 14. 

689 Section 14(5). 

690 Cf above Para 3.2.3.2.1.2. 
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right of access,692 right to reasons693 and right to challenge694 espouse the individual 

participation principle. 

3.2.3.2.2.2a Relevance to Internet Cafes 

Generally, the provisions contained in Part II of the Act empower a data subject to 

exercise control695 over information and also provide checks and limitations on the power 

of data processing authorities in the gathering, use and dissemination of information. 

These provisions, and in particular, the principles they represent, are relevant for the 

protection of privacy in Internet cafes and they will be examined in greater detail 

below.696 

3.2.3.2.2.3 The Data Protection Commissioner 

69 1 Section 7(1)(a) & (b) DPA. CfRoos op cit at 165. 

692 Sections 7(1) & 7(2). CfRoos op cit at 167. 

693 Section 7(1)d. CfRoos op cit at 167. 

694S ' 10 echons , 11 ,& 14. CfRoos op cit at 168. 

695 Cf I J Sloan Law of Pr~va:r ~ights in a Technological Society (1986) at 13 (above Para 1.1) See also 0 
M Ruebhausen & 0 G Bnm Pnvacy and Behavioural Research" (1965) 65 Columbia Law Report at 1185 
Cf C Fried "Privacy" (1968) 77 Yale Law Journal 483 above Para 1.1 . 

696 At Para 3.2.3.2.2.5. 
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The Act makes provision for a Data Protection Commissioner,697 whose duty includes 

among others, promoting the following of good practices by data controllers698 and 

assisting individuals in proceedings relating to data under the Act. 699 A duty of 

confidentiality is imposed on the Commissioner and any members of the Commissioner's 

staff, or an agent. 

They are prohibited from disclosing information relating to an identified or identifiable 

individual or business, which was obtained by, or furnished to the Commissioner under, 

or for the purposes of the Act, and not previously available to, or known by, the public 

from other sources except under certain circumstances without lawful authority.700 This is 

in line with the Common Law duty of confidence arising out of professional 

relationships.70I 

The Act makes provision for specific matters and duties to be performed by the Data 

Commissioner.702 However many of the provisions that set out the general duties and 

functions of the Commissioner703 also permit considerable latitude and discretion in the 

697 Section 6. 

698 Section 51 . 

699 Section 53. 

700 Section 59; This section effectively places responsibility on all who process data to maintain 
confidentiality. 

701 Cfabove Para 3.2.2.1.1.2. 

702 ~ection 19, wh~c~ provides for register of notifications, section 20 on the duty to notify changes, and 
sectIOn 22 on prelImmary assessment by the Commissioner. 
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performance of these duties. For instance, Section 45 (1) of the Act provides in part as 

follows, 

"Where ... it appears to the Commissioner. .. that any personal data are not being 

processed only for the special purposes, or . . , with a view to the publication by 

any person of any journalistic, literary or artistic material which has not 

previously been published by the data controller, [the Commissioner] may make a 

determination in writing to that effect. .. " 

This means that the final determination as to whether or not personal data are being 

processed in accordance with the Act's requirements on purpose specification lies with 

the Commissioner. Further to this, according to the wording of Section 45(1) the 

Commissioner is not compelled to take further action in respect of any perceived non-

compliance. The use of the word "may", instead of "shall" merely assents to the 

Commissioner's authority or permission to carry out the act, and may be read as implying 

uncertainty, doubt or the absence of obligation. 704 

In any case, the wording of Section 45 does not impose an obligation to act. In effect, 

where there has been a violation of the Act relating to compliance with the provisions on 

703 See generally, Part VI Section 51 which provides that the Commissioner shall "arrange for the 
dissemination in such form and manner as he considers appropriate of such information as it may appear 
to him expedient to give to the public about the operation of this Act, about good practice, and about other 
matters within the scope of his functions under this Act" 

704Cf the use of the wording "must" and "shall" in Sections 17 and 18 prohibiting processing without 
registration and notification by Data Controllers. See also Dorling Kindersley, The Illustrated Oxford 
Dictionary (2003) at 506. 
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special purposes, the data subject must rely on the Commissioner's discretion in taking 

steps to rectify the situation. Where the Commissioner does not take any steps, he or she 

cannot be compelled to take action. 

It must also be noted that there are exceptions to the general provisions of the Act, and 

that there may be circumstances under which the protection afforded by the Act may be 

d . d . d' 'd I 705 eme an III IVI ua . 

3.2.3.2.2.3a Relevance to Internet Cafes 

There is no Data Protection Act or Data Commissioner in place in Nigeria. The Computer 

Security and Critical Information Infrastructure Protection Bill706 contains provisions for 

the protection of computer processed information707 but it does not provide for any 

officer to administer, oversee or ensure compliance with the Bill, therefore it affords no 

basis for comparison. More importantly, the Bill is yet to come into operation thus it 

cannot be relied on for the present purpose. 

705 These include reasons of national security (Section 28), crime and taxation (Section 29), and health, 
education and social work (Section 30). This is in line with the principle that no right is absolute and that 
the individual 's interest has to be balanced against other interests in deciding whether or not to uphold a 
claim to privacy. (Cfabove Para 1.1). 

706 2005. 

707 See generally the Preamble to, and Parts I & II of the Bill. 



151 

It will be assessed below708 whether data protection legislation is needed in Nigeria and, 

if needed, whether there ought to be provision for an administrative officer similar to the 

United Kingdom Data Protection Commissioner to oversee the Nigerian Act. 

3.2.3.2.2.4 Data Controllers 

The United Kingdom Data Act also contains provisions regulating data controllers.709 

Section16 provides that data controllers must be duly registered with the Commissioner. 

This section specifies that data controllers must give certain information pursuant to 

registration. This information includes personal details such as the names and addresses 

of the controllers/ 10 (and their representatives, where applicable),711 the category or 

categories of data subjects to which they relate/12 a description of the purpose or 

purposes for which the data is to be processed,713 and the recipient or recipients to which 

the data controllers may wish to disclose data or information.714 

Section 17 prohibits a data controller from processing personal data where such data 

controller is not registered with the Commissioner. The Act also requires that data 

708 Chapter 8 Para 8.2. 

709 Part III. 

710 Section 16(1)(a). 

7 11 Section 16(1)(b). 

712 Section 16(1)(c). 

713 Section 16(1)( d). 

714 Section 16(1)(e). 



152 

controllers specify general measures to be taken by them for the purpose of complying 

with the Seventh data protection principle,715 which provides that appropriate technical 

organisational measures must be taken against unauthorised or unlawful processing of 

personal data as well as accidental loss, destruction or d~mage.716 

Such regulation of the operations of data controllers serves as a check on their powers, 

constraining them to remain within the limits specified in processing information. It 

serves to ensure that they exercise due care and responsibility in the discharge of their 

duties and that they comply with the provisions of the Act, adhere to the Data Protection 

Principles/17 and particularly, the Seventh principle.718 

The Seventh principle correlates to the DE CD Security Safeguards principle.719 

Generally, the provisions regulating the practices of data controllers and prescribing 

procedures and to be followed by them are in line with the DE CD limitation of collection 

principle, data quality principle, purpose specification, use limitation, openness principle 

and accountability principle.72o 

715 Section 18(2)(b). 

7 16 Schedule 1. 

717 
Schedule 1 to the Act; See above Para 3.2.2.2.1. 

718 The S~venth principle provide~ for appropriate technical and organisational measures to be taken against 
unauthonsed or unlawful processmg of personal data as well as accidental loss, destruction of or damage to 
data. (Schedule 1 Para 7). 

7 19 Cf above Para 3.2.3 .2.1.2. 

720 p art II. Cf above Para 3.2.3 .2.2.2. 
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3.2.3.2.2.4a Relevance to Internet Cafes 

As established above,721 Internet cafe owners and operators determine the purposes for 

which and manner in which personal data are processed and are data controllers. The 

provisions relating to data controllers are thus relevant for regulating the operations of 

Internet cafe owners affecting the privacy of their customers and are generally applicable 

with regard to any information processed on the Internet cafe premises or with Internet 

cafe equipment. 

Although there are other laws that provide for privacy protection in Nigeria, there is a 

lacuna in this area of the law. The Nigerian Constitution722 contains provisions for the 

protection of privacy,723 but these are general provisions that have not received much 

judicial attention or interpretation and are not detailed regarding information gathering, 

storage and other practices of data controllers. 

In addition to the constitutional guarantee of privacy, the Computer Security and Critical 

Information Infrastructure Protection Bilf24 contains relevant provisions for the 

regulation of privacy and data in Internet cafes. These provisions have however been 

72 1 Cf above Para 3.2.3 .2.2.1.4. 

722 1999 Constitution FRN. 

723 Cf below Chapter 7. 

724 2005. Cfbelow Para 7.2.2.2.1. 
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criticized725 and the Bill shown to be deficient in protecting privacy.726 Other laws in 

Nigeria with privacy content727 do not regulate the practices of data controllers. There is 

undoubtedly a need for provisions regulating the operations of data processors and 

controllers in Nigeria. 

The requirement for registration, specification of purpose and other necessary or 

desirable requirements to be included in a Nigerian law regulating the operations of data 

controllers will be discussed below.728 

3.2.3.2.2.5 Eight Data Protection Principles 

The rights and duties provided for in the United Kingdom Data Protection Act, including 

some of those discussed above have been distilled into eight principles of data protection 

specifically set out in the 1998 Data Act. 729 These principles are included in different 

variations in other data protection laws 730 and Guidelines 731 and they have been 

identified, in essence as basic principles of data protection.732 

725 See Eijeagbon Ohigheoga "Nigeria: New Wire Tapping, Cyber Crimes Bill in Nigeria" 
http:///ists';ammed.com/ISN/2006/10/0090.htm Accessed February 2007. 

726 Ibid. 

727 Cfbelow Para 7.2.2.2. 

728 p ara 3.2.3 .2.2.5 and Chapter 9. 

729 Part 1 Schedule 1, United Kingdom Data Protection Act 1998. 

730. The repealed 1984 U.K. Data Protection Act, the United States of America Privacy Act, the German 
Pnvacy Act, the proposed South African Data Act and the Canadian Privacy Act among others. See also 
Roos op cit at 480. 
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They include fair and lawful processing of data/ 33 specifying the purpose for which data 

is obtained, prohibition of processing incompatible with the specified purpose/
34 

personal data being adequate, relevant,735 accurate and up-to-date where necessary,736 

among others as set out below. 

"1. Personal data shall be processed fairly and lawfully and, in particular, shall 

not be processed unless-

(a) at least one of the conditions in Schedule 2737 is met, and 

(b) in the case of sensitive personal data, at least one of the conditions in Schedule 

3738 is also met. 

2. Personal data shall be obtained only for one or more specified and lawful 

purposes, and shall not be further processed in any manner incompatible with that 

purpose or those purposes. 

73 1 For example, the Guidelines Governing the Protection of Privacy and Transborder Flows of Personal 
Data. 1980. Cf above Para 3.2.3.2.1.2. 

732 CfNeethling Persoonlikheidsreg (1985) at 336-337 as cited in Roos op cit at 650. See also Bainbridge 
Data Protection Law 66 as cited in Roos op cit at 280. See generally Roos op cit in chapters 3, 4, 8 and 9 
for an extensive discussion on the data protection principles. 

733 Principle 1. 

734 Principle 2. 

735 Principle 3. 

736 Principle 4. 

737 Schedule 2 specifies conditions precedent for the processing of personal data with reference to the First 
Principle. These include consent by the data subject for such processing and a list of specific conditions 
rendering such processing necessary. 

738 Schedule 3 sets out conditions for the processing of Sensitive Personal Data for the purpose of the First 
Principle. These include explicit consent by the data subject for such processing and a list of specific 
conditions rendering processing necessary. 
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3. Personal data shall be adequate, relevant and not excessive in relation to the 

purpose or purposes for which they are processed. 

4. Personal data shall be accurate and, where necessary, kept up to date. 

5. Personal data processed for any purpose or purposes shall not be kept for 

longer than is necessary for that purpose or those purposes. 

6. Personal data shall be processed in accordance with the rights of data 

subjects under this Act. 

7. Appropriate technical and organisational measures shall be taken against 

unauthorised or unlawful processing of personal data and against accidental loss 

or destruction of, or damage to, personal data. 

8. Personal data shall not be transferred to a country or territory outside the 

European Economic Area unless that country or territory ensures an adequate 

level of protection for the rights and freedoms of data subjects in relation to the 

processing of personal data." 

3.2.3.2.2.5a Annotation on the Data Protection Principles 

(i) First Principle: Fair and Lawful Processing 

The first part of this provision is a requirement for fair and lawful processing of data. The 

terms "fair"" and "lawful" are not defined in the Act. However, in line with the first rule 

of statutory construction,739 it may be asserted that processing will be "fair" where it is 
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equitable, just, honest and/or in accordance with the rules.
74o In this regard, the Act 

contains specific and detailed provisions741 stipulating requirements to be met in order for 

processing under the First principle to be regarded as fair. This includes the requirement 

that regard must be had to the method of obtaining the information 742 and the source/s of 

the information.743 The Act also provides for specified information
744 

to be supplied to 

the data subject pursuant to the obtaining of data from them.745 These requirements 

espouse the OEeD Openness Principle. 

As for lawful processing, again following the first rule of statutory construction, data will 

be processed "lawfully" where processing conforms with, is permitted by, and/or does 

not constitute a breach of (any relevant) law.746 Since Schedules 2 and 3 of the Act 

contain conditions to be fulfilled for the processing of data under the First principle, it 

739 Also known as the "plain meaning" rule. This rule dictates that statutes are to be interpreted in 
accordance with the plain, ordinary and literal meaning of the language of the statute unless the result of 
such interpretation would be cruel or absurd. It is often the first rule to be applied in construing statutes. 
See Muller v. BP Exploration (Alaska) Inc., (1996) 923 P.2d 783 , 787-88; Connecticut Nat'l Bank v. 
Germain, (1992) 112 S.Ct. 1146, 1149. Cfthe Golden rule in the United Kingdom; Grey v. Pearson (1857) 
6 HL CAS 61 ; Becke v Smith (1836) 2 M&W 195. 

740 Ibid. 

741 Schedule 1 Part II. 

742 Schedule 1 Part II Section 1(1); This includes the determination as to whether the person from whom the 
data is obtained is misled or deceived as to the purpose for which the data is to be processed. 

743 Schedule 1 Part II Section 1(2); To qualify as having been processed fairly, data must be supplied by (a) 
person/s who is/are either authorised or required by law to supply such information. 

744 Schedule 1 Part II Section 2(3); This includes such information as the identity of the data controller or of 
his/her representatives where applicable, the purpose/s for which the data is to be processed and other 
necessary information to enhance fairness towards the data subject in the processing of such information. 

745 Schedule 1 Part II Section 2. 

746 CfD Kindersley The Illustrated Oxford Dictionary (2003). 
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may be asserted that, at the most basic level, compliance with the provisions of these 

Schedules is required for lawful processing. 

Schedule 2 sets out the conditions relevant for the processing of data under the First 

principle. The Schedule provides for the obtaining of the consent of the data subject prior 

to processing.747 It also provides that such processing must be necessary.748 Processing 

will be lawful if either the consent of the data subject has been obtained, or the 

processing is necessary for a specific purpose stated in the Act. In this regard, specific 

instances in which processing will be deemed necessary are set out in the Schedule. 

These include: the performance of a contract or request for processing by a data subject 

for the purpose of entering into a contract,749 compliance with a legal obligation to which 

the data controller is subject/50 the protection of vital interests of the data subject,751 the 

administration of justice752 and for legitimate ends or interests pursued by the data 

controller or by a third party or parties to whom the data are disclosed except where 

processing is prejudicial to the rights or interests of the data subject.753 

747 Schedule 2(1). 

748 Schedule 2(2) - (6). 

749 Schedule 2(2). 

750 Except for obligations imposed by contract Schedule 2(3). 

751 Schedule 2(4). 

752 Schedule 2(5). 

753 
Schedule 2(6). 
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Schedule 3 sets out the conditions for the processing of sensitive personal data. Sensitive 

personal data is defined in terms of Section 2 of the Act as information relating to-

(a) one's racial or ethnic origin, 

(b) political opinions, 

(c) religious beliefs or other beliefs of a similar nature, 

(d) whether one is a member of a trade union, 

(e) one's physical or mental health or condition, 

(f) one's sexual life, 

(g) the commission or alleged commission by the data subject of any offence, or 

(h) any proceedings for any offence committed or alleged to have been committed by 

him, the disposal of such proceedings or the sentence of any court in such proceedings. 

As in Schedule 2, the first condition listed for lawful and fair processing is the obtaining 

of consent from the data subject.754 It must be noted that explicit consent is required in 

the case of sensitive personal information.755 Furthermore, Schedule 3 provides a more 

detailed list than Schedule 2 of cases in which processing may be carried out without the 

consent of the data subject. These include cases where the processing is necessary: 

754 Schedule 3(1). Note that 

755 Ibid. 
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(a) for the exercise or performance of a right or obligation conferred or imposed by law 

11 . . , hIt 756 on the data contro er ill connectIOn WIt emp oymen . 

(b) to protect the vital interests of the data subject or another person, in cases where-

(i) consent cannot be given by or on behalf of the data subject, or 

(ii) the data controller cannot reasonably be expected to obtain the consent of the data 

subject.757 

(c) for the protection of the vital interests of another, not being the data subject, in a case 

where consent by or on behalf of the data subject has been unreasonably withheld.758 

(d) in connection with any legal proceedings, for the purpose of obtaining legal advice, 

or for the purposes of establishing, exercising or defending legal rights. 759 

(e) for the administration of justice, for the exercise of any functions conferred on any 

person by or under an enactment, or for the exercise of any governmental function.76o 

(f) for medical purposes761 and is undertaken by a health professional, or a person who 

could be deemed to owe a duty of confidentiality equivalent to that of a health 

professional. 762 

756 Schedule 3(2). 

757 Schedule 3(3)(a). 

758 Schedule 3(3)(b). 

759 Schedule 3(6). 

760 Schedule 3(7). 

761 Th' . d fi . 
. I~ IS e .med In Schedule 3(7)(2) as including the purposes of preventative medicine, medical 

dIagnOSIS, medIcal research, the provision of care and treatment and the management of healthcare services. 

762 Schedule 3(8). 
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Schedule 3 also allows for the processing of sensitive personal data relating to racial or 

ethnic origin where such processing is: 

(i) carried out with appropriate safeguards for the rights and freedoms of data subjects 

and 

(ii) necessary for the purpose of identifying or reviewing equal opportunity practice or 

treatment between persons of different racial or ethnic origins, with a view to maintaining 

and or promoting equality. 

Under Schedule 3, personal data may also be processed by certain non-profit 

organisations or associations under circumstances specified in the Schedule,763 where the 

information contained in the personal data has been made public as a result of steps 

deliberately taken by the data subjece64 and in circumstances specified in an Order made 

by the Secretary of State765 

In both Schedules 2 and 3, the first requirement for processing is the consent of the data 

subject. It is arguable that compliance with this requirement alone will successfully 

eliminate most data invasion and/or misuse problems. 

However, it is not always feasible or practicable to obtain such consent. For instance, 

where data is needed to attend to the data subject's health problem and the data subject is 

763 Schedule 3(4). 

764 Schedule 3(5). 

765 Schedules 10; 7(2) and 9(2). 
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not medically capable of making a sound decision in hislher own interest regarding the 

release of such data. In such a case, data may be obtained or retrieved by the data 

subject's doctor or health care provider pursuant to Schedule 3 (8). Processing will be 

regarded as lawful if at least one of the conditions in the relevant schedule as well as one 

of the grounds enumerated in schedule 2 is present. 

While it will be impracticable to provide a complete and exhaustive list of instances 

where processing without the consent of the data subject will be necessary, Schedules 2 

and 3 demonstrate an attempt to provide classes of interests that will be recognised in 

such cases. These may be loosely identified as: the data subject's interest, state interest 

and interests of other affected third parties. Here, the recognition and balancing of 

individual rights against the rights of others, and the protection of public and state 

interests 766 are underlined. 

In effect, in the determination of the question whether processing is fair and lawful, 

specific standards provided for in the Act are utilised. The provisions clarifying "fair" 

and "lawful" in the Act must be highlighted for their function in eliminating arbitrariness 

and enhancing consistency, equality and equity in the interpretation and application ofthe 

First principle. The conditions specified for meeting the fairness requirement of the First 

principle will be in line with the requirements of the OEeD Purpose Specification and 

Openness principles. 

766 Cf above at 6 & 7. 
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(ii) Second Principle: Specification of Purpose 

The Second principle reqUires that data controllers specify the purpose for which 

processing will be done and remain within the limit specified. In effect, data collection 

cannot be arbitrary; there must be an identified rationale, objective or aim for such 

collection and/or processing, which must be specified. The essence of this principle is to 

regulate and constrain data collection, use and general processing within set identifiable 

limits relevant to the objective or rationale. 

The Act provides that notice of the purpose/s for the obtaining of data may be given 

either directly to the data subject by the data controller767 or in a notification to the 

Comrnissioner.768 It further provides that in determining whether disclosure of data is 

compatible with the purpose/s for which it is obtained, the purpose/s for which the 

personal data is intended to be processed by the person to whom it is disclosed must be 

considered.
769 

The Second principle is parallel to the OECD Purpose Specification and in 

essence, complies with the OECD Collection Limitation and Use Limitation principles. 

(iii) Third Principle: Data Adequacy and Relevance 

The Third principle lays out general parameters or standards to which processing must 

conform. It follows on, and may be regarded as an extension of, the Second principle. 

767 Schedule 1 Part II Section 5(a). 

768 Schedule I Part II Section 5(b). 
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The Second and Third principle provide in effect that, not only must processing be done 

within specified limits in accordance with (a) given purpose(s), processing must also, in 

relation to the specified purpose be sufficient, proportionate, warranted, necessary, and 

related.770 The third principle is in line with the OECD Collection Limitation and Use 

Limitation principles. 

(iv) Fourth Principle: Data Accuracy 

Accuracy is synonymous with correctness, lack of errors, preciseness, exactness and 

truth 771 therefore data accuracy is a call for information to be correct, precise, exact, and 

true. This is essential for the avoidance of misrepresentations and crucial in decision-

making for arrival at sound conclusions. The Act provides for certain circumstances in 

which inaccuracies will not be regarded as contravention of the Fourth principle. 772 

On the basis of the second half of the Fourth principle, information may be updated to 

reflect the true or correct position if the data subject's circumstances have changed. 

However, by virtue of the same provision, there is also a restriction imposed on further 

769 Schedule 1 Part II Section 6. 

770 Cf The Online Thesaurus (Microsoft Office Word 2003). 

771 Cfthe Online Thesaurus op cit. See also Dorling Kindersley, The Illustrated Oxford Dictionary (2003 
ed) at 20. 

772 Schedule 1 Part II Section 7. These include situations where, with regard to information is obtained from 
the data subject or a third party, is accurately recorded a data controller has taken reasonable steps to 
~nsure the a~curacy of data with regard to the purpose/s for which it is obtained (Section 7(a» or, where it 
is refelcetd m the data that the data controller has been notified by the data subject ofhislher opinion that 
the data is incorrect. (Section 7(b». 
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processing or update of data where such update is not necessary. The Fourth principle 

demonstrates an attempt to strike a delicate balance between a possible need for recurrent 

data collection to ensure accuracy, and the conflicting need to restrict or limit data 

collection in order to protect individual privacy. 

The Fourth principle is consistent III essence with the OECD Collection Use and 

Limitation Use principles. 

(v) Fifth Principle: Storage Limitation 

The Fifth Principle provides for the timely disposal or erasure of data where it is no 

longer needed or required for the original purpose for which it was obtained. This 

eliminates the threat of access or any other potential form of misuse to such data 

indefinitely or beyond such time. In providing that data should not be stored beyond the 

original purpose for its collection, the Fifth principle is in line with the Use Limitation 

principle of the OECD. 

(vi) Sixth Principle: Recognition of Data Subjects' Rights 

The Sixth principle provides that processing shall be done in accordance with the rights 

of data subjects under the Act. These are contained in Part II of the Act. 773 By placing 

responsibility on data controllers to comply with the Act regarding provisions on the 

773 Cf above Para 3.2.3.2.2.2. 
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rights of data subjects, the Sixth principle affinns the OEeD Accountability principle 

which requires data controllers to be accountable for complying with measures that give 

effect to the OEeD principles.774 The Act provides for the circumstances under which it 

will be deemed that there has been a contravention of the Sixth principle.
775 

(vii) Seventh Principle: Precautionary Safety Measures 

The Seventh principle calls for precautionary measures for the prevention of unauthorised 

or unlawful processing of personal data as well as against accidental loss or destruction 

of, or damage to, personal data. Data controllers must take necessary and proper 

technological, mechanical, professional, procedural as well as managerial steps in this 

regard. The Seventh principle places responsibility on data controllers for third party 

interference with data in their custody. It promotes the theory of prevention as opposed to 

the remedy or compensation of (data infringement) wrongs. The Seventh principle 

correlates to the OEeD Security Safeguards principle and is in line with the 

Accountability principle. 

(viii) Eighth Principle: International Data Transfer 

The Eighth Principle prohibits the transfer of personal data to any country or territory 

outside the European Economic Area unless that country or territory ensures a 

774 Cf Roos op cit at 168. 
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satisfactory or acceptable level of protection for the rights of data subjects regarding the 

processing of personal data. This effectively guarantees inter-nationally coordinated, 

equal and consistent data protection for data subjects. It also provides further incentive to 

other countries to ensure that similar standards are set in their Data protection legislation. 

A set of factors are enumerated in the Act776 for consideration in determining whether or 

not an adequate level of protection exists in any case. Schedule 4 of the Act however 

makes provision for cases where the Eighth Principle will not apply.777 The Eighth 

Principle aims to address one of the major Council of Europe concerns leading to the 

establishment of the OECD Guidelines.778 

Although the principles discussed above are each different, it may be said that they are 

interrelated779 in varied degrees and singular in focus and purpose. Accordingly, it is 

775 Schedule 1 Part II Section 8; which provides in essence that failure to comply with specified procedure 
in Section 7, 10, 11 or 12 of the Act will constitute a contravention ofthe Sixth principle. 

776 Schedule 1 Part II Section 13. These include: 

(a) the nature of the personal data, 
(b) the country or territory of origin of the information contained in the data, 
(c) the country or territory of fmal destination of that information, 
(d) the purposes for which and period during which the data are intended to be processed, 
(e) the law in force in the country or territory in question, 
(f) the international obligations of that country or territory, 
(g) any relevant codes of conduct or other rules which are enforceable in that country or territory 
(whether generally or by arrangement in particular cases), and (h) any security measures taken 
in respect of the data in that country or territory. 

777 These include cases where the data subject has given consent to the transfer of such data and a fairly 
detailed list of other conditions similar to those in Schedules 2 and 3. 

778 Cfthe Preface to the Guidelines. See also Roos op cit at 156-157. 

779 F· th · 1 1· or. ~?stance, ere IS. a c ear mk between the Second principle and the Third principle. Cf above Para 
3.2.3 (m). CfRoos op CIt at 170 where she points out that the principles embodied in the OECD Guidelines 
are all interrelated. 
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suggested that for practical purposes, as in the case of the OECD principles,78o and for 

enhanced coherence, the data protection principles enumerated in the DP A should be 

synchronised and applied as a whole rather than as separate disjunctive units. 

3.2.3.2.2.5b Application to Internet Cafes 

The principles enunciated above have been described as the basic principles of data 

protection.781 In essence, they embody essential components to be included in any law for 

the protection of data and are generally and universally applicable for the protection of 

processed information. Regarding information processed in Internet cafes for instance, in 

line with the Second principle and the OECD Openness principle, it is important for 

customers in Internet cafes to know that personal information concerning them will be 

retained in computer memory and to have access to such information. 

Also, in line with the Second principle and the OECD Purpose Specification and Use 

Limitation principles, it is essential for Internet cafe operators to specify the purposes for 

which information may be stored, retained, disclosed or otherwise used by them and to 

maintain processing within these limits. In line with the Third principle and the OECD 

Collection Limitation and Use Limitation principles, Internet cafe operators will also be 

required to ensure that data retained, collated, disclosed or otherwise processed by them 

is necessary and relevant to the purpose/s specified by them. 

780 Cf above Para 3.2.3 .2.1.2. 
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However, since Internet cafe operators do not directly collect infonnation,782 the Fourth 

DPA principle correlating to the DE CD Collection Limitation and Use Limitation 

principles will not be directly relevant for the regulation of infonnation processed in 

Internet cafes. Internet cafe operators will neither be obligated to verify the truth or 

accuracy of infonnation processed on computers in their cafes, nor required to update 

records maintained on their computers. However, they will be required not to retain any 

infonnation on their computers for longer than necessary, thus the Fifth principle (DECD 

Storage Limitation) principle will be relevant. 

The Sixth principle which highlights the recognition of data subjects' rights is both 

relevant and crucial to the actual enjoyment of privacy/data protection with regard to 

infonnation processed in Internet cafes. For effective protection, it is essential that 

Internet cafe owners acknowledge customers' privacy and data protection rights and that 

they (Internet cafe owners) be placed under a duty to comply with specific provisions 

guaranteeing such protection. In the absence of such duty, Internet cafe owners may 

minimum and 

The Seventh principle, (the OEeD Security Safeguards principle) is also relevant for the 

protection of infonnation processed in Internet cafes. In a research conducted in Nigeria 

and South Africa 783 the implementation of technical measures regarding Internet cafe 

781 CfRoos op cit at 173, Bainbridge in Roos at 280. See also above Para 3.2.3 .2.2.5. 

782 .Although they are d~ta controllers by reason ofinfonnation accumulated and retained on computers in 
theIr custody, they are dIfferent from credit bureau and other government or private institutions whose 
functions expressly involve the collection ofinfonnation and maintenance of records.) 

783 Cfbelow Appendix. 
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computers was one of the suggestions given for the improvement of privacy protection in 

Internet cafes.784 This provision is particularly useful for information processed in 

Internet cafes where customers have only limited license for the use of the computers and 

are not ordinarily authorised to install any programs on them. 

It is thus imperative that the primary responsibility for the provision of appropriate and 

adequate technical protective measures to guarantee the privacy of information processed 

by customers should be the Internet cafe operators'. However, it must be asserted that this 

duty will not relieve customers of their corresponding duty to ensure that they are 

properly logged oue85 and to take such precautionary measures for their own privacy 

protection as may be available to them. 

Lastly, the Eighth principle which prohibits international transfer of data will be relevant 

for the protection of information processed in Internet cafes. However, given the ease and 

freedom with which information is sent across countries via the Internet, the practical 

enforcement of this principle in Internet cafes will constitute a major challenge.786 It is 

submitted that even where Internet cafe operators comply with it, given the present 

Internet technology dispensation, there will continue to be gross violations of the Eighth 

784 Cf below Appendix at Para 1.6.2a and 1.6.2b. 

785 Cflnternet cafe owners and customers ' responses in Paras 1.62a and 1.62b of the Appendix. 

786 Cfthe OECD requirement in Article 4 that on-line traders who process information via the computers of 
EU customers must follow European Union regulatory principles. (Above Para 3.2.3 .2.1.3). It has been 
observed that there is not much development or jurisprudence on this aspect of the law. See Wikipedia 
Contributors Directive 95/46IEC on the protection of personal data 
http://en.wikipedia.org/wiki/directive 951461EC on the protection of personal data Accessed February 
9,2007. 
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principle by Internet users including customers in Internet cafes who communicate and 

transact business across nations. 

3.2.3.2.3 Other Laws Protecting Data in the United Kingdom 

There are a number of other laws containing provisions on data (and privacy) protection. 

A few of these Acts exemplifying certain areas relating to privacy and data protection 

will be briefly examined below. 

3.2.3.2.3.1 The Consumer Credit Ace87 

The Consumer Credit Ace88governs consumer credit information. The Act provides 

protection in respect of information collected by credit reference agencies. It regulates 

information gathering and dissemination practices of credit reference agencies and allows 

individuals access to information processed by such agencies. For instance, the Act 

provides for disclosure by credit reference agencies of the name of their agencies, 789 and 

places a duty on such agencies to disclose information contained in their files .79o The Act 

also provides for the correction of wrong information.791 

787 (1974) 11 Statutes 15. 

788 (1974) 11 Statutes 15. 

789 Section 157. 

790 Section 158. 

79 1 Section 159. 
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The Data Protection Act 1998 has amended Sections 158 to 160 of the Consumer Credit 

Act 1974.792 Section 158 deals with the duty of the agency to disclose filed information, 

section 159 provides for the correction of wrong information, and section 160 deals with 

alternative procedure for business consumers. 

Section 62(1)(a) of the Data Protection Act amends Section 158 of the Consumer Credit 

Act, which requires an agency to disclose filed information, by providing for the 

substitution in Section 158(1) of the Consumer Credit Act of "individual" for 

"partnership or other unincorporated body of persons not consisting entirely of bodies 

corporate", thus extending protection under that provision to groups of persons as well as 

individuals. 

Section 62(2) of the Data Protection Act amends section 159 of the Consumer Credit Act, 

on the correction of wrong information. Section 62(2) (Data Protection Act) in essence 

provides for the erasure or destruction of incorrect information or information likely to 

prejudice the data subject. It provides for the substitution of subsection 1 of Section 159 

(Consumer Credit Act), with "any individual, the 'objector'." It also widens the scope of 

the former provision by extending it to apply to information given under section 7 of the 

Data Protection Act by a credit reference agency,193 as well as information given under 

section 158 of the Consumer Credit Act.794 

792 Section 62. 

793 Section 62(2) (a). 
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Section 62(3) of the Data Protection Act provides for the substitution of "consumer" in 

Section 158(2) to (6) with "the objector,,795 and "director" with "the relevant 

authority" /96 thus expanding the scope of persons who may bring a complaint under the 

Act, as well as avenues for obtaining redress. 

Section 62(5) of the Data Protection Act amends Section 160 of the Consumer Credit Act 

by providing for the substitution in subsection 4 of the Act, of "him" with "the 

consumer", "his" with "the consumer's,,/97 and also provides that "consumer" has the 

same meaning as in section 158 of the Act.798 Generally, the effect of the Data Protection 

Act is to widen the scope of these provisions (Sections 158-160) of the Consumer Credit 

Act, to allow a wider category of people to bring complaints under the Act. 

3.2.3.2.3.2 The Access to Medical Reports Act799 

This Act provides guidelines for the disclosure of medical800 records. The Access to 

Medical Reports Act mainly makes provision for patients and other persons authorised by 

794 Section 62(2)(b). 

795 Section 62(3)(a). 

796 Section 62(3)(b). 

797 Section 62(5)(a). 

798 Section 62(5)(b). 

799 Chapter 28 of 1988. 

800 Section 4 Access to Medical Records Act. 
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law (e.g. parents, guardians) to gain access to their medical reports, and as such contain 

limited provisions for the general protection of data. 

Under Section 7 of the Act, a medical practitioner is not obliged to give access to 

information where the disclosure of a medical report or part thereof is likely to reveal 

information about another person, or to reveal the identity of another person who has 

supplied information to the medical practitioner about the individua1.801 The Access to 

Medical Records Act extends the protection given to computerized records under the 

1984 Data Protection Act to manual records.802 

3.2.3.2.3.3 The Access to Health Records Act803 

This Act provides guidelines for disclosure of health records. 804 Like the Access to 

Medical Reports Act, the Access to Health Records Act makes provision for patients and 

other persons authorised by law to gain access to their health records. The Access to 

Health Records Act is implemented by regulations. 805 

801 Section 7(2). 

802 CfSections 68 & 69 Data Protection Act 1998. 

803 Chapter 23 of 1990. 

804 S 
ee generally Access to Health Records (Control of Access Regulation) 1993, SI19931746. 

805 Ibid. 
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3.2.3.2.3.4 The Official Secrets ActS06 

The Official Secrets ActS07 provides penalties for spying which is "prejudicial to the 

safety or interests of the State". sos Under the Act, it is an offence to obtain or 

communicate information where such information is calculated or intended to be 

"directly or indirectly useful to an enemy."S09 

3.2.3.2.3a Relevance to Internet Cafes 

The financial and health sector are pertinent to every individual thus the protection of 

information relating to medical and health records as well as financial information will be 

relevant. Further, following the USA twin tower bombings of September 11 th, 2001 , 

issues relating to the protection of the state, espionage, official secrets, have become 

more commonplace. The disclosure of information relating to health, finances or of state 

secrets in an Internet cafe will have far-reaching effects and may cause irreparable 

damage. It will thus be useful to have detailed provisions (supporting available 

legislation) on these areas in any Data Protection Act relating to Internet cafes. 

3.3 Conclusion on the Law Protecting Privacy and Data in the United Kingdom 

806 Chapter 6 of 1989. 

807 Chapter 6 of 1989. 

808 See generally Section 1. 

809 Section ICc). 
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3.3.1 Privacy Protection 

In summing up, it is clear that in the United Kingdom, most of the privacy cases that 

were brought in English law succeeded on the basis of the principle of breach of 

confidentiality.8lo The cases examined also reveal that English Common law made some 

provision for substantive and informational privacy rights. 8 
I I In this regard, many of the 

cases of breach of confidentiality in family matters protected substantive privacy rights812 

while cases of breach of confidentiality in business situations often protected 

informational privacy rightS. 813 It has also been shown that juristic persons can enjoy 

informational privacy rights.814 In Argyll v Argyll,815 the court protected substantive as 

well as informational privacy rights. 

However, for an action based on breach of confidence to succeed, a relationship of 

confidentiality must exist or be implied by the courts, otherwise there would be no 

remedy for the plaintiff, even where there had been an invasion of their privacy.816 

810 Ibid. 

811 See above Para 3.2.1.1.2. 

81 2 Albert v Strange supra, Francome v Mirror Group Newspapers Ltd supra. 

813 Morison v Moat supra, Thomas Marshall (Exports) v Guinle supra, Rolls Royce Ltd v Jeffrey supra. 

814 See above Para 3.2.1.1.2. 

815 Supra. 

816 See above Para 3.2.1.1ff. 
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Apart from the cases brought on the basis of confidentiality, some of the Common Law 

torts provided some privacy protection. Tort law privacy protection was however 

inadequate since an aggrieved person had to fit his or her case within one of the nominate 

torts to be heard. For instance, for an action based on trespass to person to succeed, there 

must be contact with, or the threat of imminent harm to, the plaintiff.817 

Similarly, in the case of trespass to land and trespass to chattel, there must be contact 

with the plaintiffs land or property,81 8 and an action for trespass to land will only avail a 

plaintiff who has an interest in the land.819 However, in many cases, it is not necessary to 

have any direct contact with people, neither is there always a threat of physical harm 

involved in the act of spying on people, or otherwise invading their privacy, and 

incidences of invasion of privacy are not limited to places where one has an interest in 

property. 820 

In the same vein, for an action in nuisance to succeed, it may be necessary to prove that 

the interference complained of by the plaintiff was continuous,821 and in the case of 

private nuisance, the plaintiff must have an interest in the land.822 The tort of defamation 

is designed to protect the plaintiffs reputation, but even where the plaintiffs privacy has 

817 Ibid. 

818 See above Para 3.2.1.2.1. 

819 
Kaye v Robertson supra. 

820 
Kaye v Robertson supra, Bernstein [of Leigh (Baron)) v Skyways & General Ltd supra. 

82 1 See above Para 3.2.1.2.2. 

822 Ibid. 
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been invaded and his personality or reputation injured, in certain cases, there will be no 

remedy for the plaintiff if the defendant relies on the defense of justification and proves 

that the facts disclosed are true.823 

In effect, even where there was a clear case of invasion of privacy, to give judgment for 

the plaintiff, the courts had to find other grounds for protecting the right to privacy.824 

This placed a notable restriction on the "privacy type" cases that could be successfully 

brought and the protection that could be obtained for invasions of privacy was thus 

limited. The aggrieved party was also bound to accept whatever protection could be 

gleaned from the tort under which the action was brought irrespective of its effectiveness 

and benefit (or the lack thereof) in the circumstances. The absence of a separate tort of 

privacy thus left a gap in English law. These lacunae have now been filled by the Human 

Rights Act, which recognises the individual's right to privacy in terms of the European 

Convention on Human Rights. 

In conclusion, it may be said that the law on privacy protection in the United Kingdom 

has developed from little or no Common Law recognition affording limited privacy 

protection, to statute law recognition and an unequivocal guarantee of the right to 

privacy, which, so far, has been broadly interpreted and upheld. 

3.3.1a Relevance to Internet Cafes 

823 See above Para 3.2.1.2.3ff. 

824 See Kaye v Robertson supra. Cf above Para 3.2.1.2.1 ff. 
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The following may be concluded with regard to the relevance of English law for the 

protection of privacy in Internet cafes. Since the privacy protection afforded by the 

Common Law is limited, it will be more beneficial to look to the Human Rights Act for 

our purpose. III this regard, one must look to Article 8 of the European Convention on 

Human Rights which has been interpreted to cover both personal and business 

correspondence825 without any restrictive clause or exemptions as to the nature of the 

correspondence. Since the transfer of messages via electronic mail is actualized by means 

of a telephone line,826 it may be argued that electronic mail correspondence is correlative 

to telephonic correspondence under Article 8. 

Article 8 of the ECHR may thus serve as an example of a broad-based provision that will 

enable an Internet cafe user a general right to privacy in respect of hislher personal or 

business correspondence or mail. In this case, the cases decided by the European court 

will also be useful for guidance in construing the ambit of such provision. Details of 

provisions to be included in a data protection law for Nigeria will be discussed below.827 

3.3.2 Data Protection 

825 N · G lemetz v ermany supra. 

826 CfNicol et al op cit at 88. 

827 Ch apters 8 and 9. 
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In sum, the 1998 Data Act contains several positive features for effective data protection. 

These include the applicability of the Act to both paper and computer - held records,828 

(thus including both the old and the new record forms), extensive provisions regarding 

rights of data subjects,829 duties of data controllers,83o definition of key terminology,831 

and the provision for a Data Commissioner832 among others. The Act also contains other 

specific provisions for the enforcement of its provisions,833 for prosecutions, as well as 

penalties834 for offenders under the Act. Most significantly, the eight principles of data 

protection835 provide a universally applicable and firm basis for the general protection of 

data. 

One major shortcoming of the Act however, is the fact that many of the powers conferred 

on the Data Commissioner for the protection of data subjects are to be exercised at 

his/her discretionary. As such, where there has been an infringement of a person's rights 

under the Act, such a person cannot compel action by the Commissioner, unless such 

infringement relates to one of the non-discretionary matters provided for by the Act. 836 

This greatly detracts from the force of the protection conferred by the Act and is a major 

828 Section 1(1). 

829 Part II. 

830 Part III. 

83 1 Part I Section 1. 

832 Section 6. 

833 Part V (Sections 46 & 47). 

834 Sections 60 & 61. 

835 Part 1 Schedule 1, United Kingdom Data Protection Act 1998. Cfabove Para 3.2.3.2.2.5. 
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restriction on the rights that may be asserted by a data subject under the Act. In 

conclusion, the 1998 data Protection Act contains many valuable features and provisions 

for the protection of privacy but leaves a notable lacuna in the area of the enforcement of 

the Act. 

3.3.2a Relevance to Internet Cafes 

Many of the features of the 1998 Data Act pointed out above will be valuable in the 

preparation of data protection laws and/or laws for the protection of privacy in Internet 

cafes for Nigeria. For instance, the provision for a Data Protection Commissioner837 

whose duties are provided for clearly and in detail838 enhances effective compliance with, 

and enforcement of, the Act and it is suggested that a similar arrangement could be 

considered in Nigeria. Also the provision making the Act applicable to both paper-based 

and computer-held records839 will be very functional in Nigeria. 

Therefore, with regard to the utility of the Act for the protection of privacy in Internet 

cafes in Nigeria, it may be concluded that the 1998 Data Protection Act will be valuable in 

establishing general data protection principles in Nigeria and instructive regarding 

features to be included in a Data Protection Act, applicable in Nigerian Internet cafes. 

836 Cf above Para 3.2.3 .2.2.3 . 

837 Section 6. 

838 Sections 51. 
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Having thus examined the Common Law in the United Kingdom, it IS intended to 

examine the law in the United States America. 

839 Section 1 (1), Data Protection Act, Chapter 29 of 1998. 
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CHAPTER FOUR 

PROTECTION OF PRIVACY AND DATA IN THE UNITED STATES OF 

AMERICA 

4. 1 Constitutional Protection of Privacy and Data 

As in the case of the United Kingdom, it is intended to examine the relevant laws in the 

United States of America with the aim of extracting principles for the protection of 

electronic mail in Internet cafes, or/and, establishing general guiding principles for a Data 

Protection Law for Nigeria. The different aspects of the applicable law will be examined, 

followed by an overall conclusion on the categories examined. 

4. 1. 1 Constitutional Protection of Privacy 

Although the right to privacy is based on the Constitution in the United States of 

America, the word "privacy" does not appear in the Constitution,84o and no general right 

of privacy or personality is expressly provided for in the Constitution. The Constitution 

however contains several provisions limiting state and federal government activities in 

such a way as to protect the right to privacy. In particular, the provisions of the First, 

Third, Fourth, Fifth, Ninth and Fourteenth Amendments have been construed, each in a 

840 See G S McClellan The Right to Privacy (1976) at 14. 
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different way, to protect privacy rights. Thus, it has been held that the right to privacy is 

guaranteed implicitly in the United States Constitution.841 

In Griswold v Connecticut,842 the narrow protection of privacy derived from the First, 

Third, Fourth, Fifth, Ninth and Fourteenth Amendments to the Constitution were cited. It 

was the opinion of the justices in Griswold's case that together, the Amendments to the 

Constitution formed a penumbra guaranteeing privacy. In Roe v Wade,843 previous 

decisions of the court recognizing that a right of personal privacy, or a guarantee of 

certain areas or zones of privacy under the Constitution, were cited. 

Substantive and informational privacy rights are protected in the United States by the 1st, 

3rd
, 4th, 9th and 14th Amendments. These Amendments will be dealt with in turn. 

4.1.1.1 First Amendment 

The First Amendment prohibits the making of laws abridging freedom of speech and the 

right of assembly. In NAACP v Alabama,844 an Alabama State law, which required that a 

private association, that had been formed constitutionally, must reveal the names of its 

officers and members, was held to violate the provisions of the First Amendment. Here, 

841 Griswold v Connecticut (1965) 381 US 479. 

842 Supra. 

843 (1973) 410 US 113, 93 Set 705. 

844 (1958) 357 US 449. 
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the court recognised a right to "associational privacy" - the right not to disclose details of 

groups or associations with which one associates. In Bartnicki v Vopper,845 the Supreme 

Court, relying on the First Amendment, held that a re-broadcast, by a commercial radio 

station of an illegally intercepted telephone conversation was unconstitutional. In these 

cases, informational privacy rights were protected by the First Amendment. 

In McIntire v Ohio Elections Committee846 the right to anonymity was recognised by the 

courts on the basis of the First Amendment. Similarly, in Watchtower Bible & Tract 

Society of N. Y. v Village of Stratton,847 the Supreme Court invalidated a law requiring 

registration with the government in order to engage in door-to door soliciting, as violating 

the First Amendment right to anonymity. 

It is noteworthy that the provisions of the First Amendment may be used as a double-

edged sword to protect both the right to privacy and the right to access information.848 In 

Reno v American Civil Liberties Union,849 the Supreme Court held that the provisions of 

h C " D 850· t e ommunlcatlOns ecency Act, whIch sought to curtail the publication of 

potentially harmful material to children on the Internet, were unconstitutional on First 

845 (2001) 532 US 514,121 Set 1753. 

846 (1995) 115 US 1511. 

847 (2002) 122 set 2080. 

848 In Bartnicki v Vopper supra, the court also found that the content matter of the broadcast was of public 
concern. 

849 (1997) 117 Set 2329. 

850 Title V of the Telecommunications Act (1996) Public Law No 104-104, Sec 502, 110 Stat 56, 133-135. 
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Amendment grounds. The Supreme Court upheld the right of adults to receIve and 

address certain forms of speech to one another, which may be potentially harmful for 

children.851 

852 . f hi' 'ff Similarly, in McNamara v Freedom Newspapers a newspaper pIcture 0 t e p amtl 

chasing a soccer ball with his shorts falling down and exposing his genitalia was 

published in conjunction with an article reporting a school soccer game. The plaintiffs 

action failed and the court held that the defendants had accurately depicted a newsworthy 

event, and as such, were protected by the First Amendment.853 

4.1.1.1a Relevance to Internet Cafes 

The First Amendment will be relevant for the protection of information processed in 

Internet cafes in two ways. Firstly, in line with the decision in Reno v American Civil 

Liberties Union,854 it will be applicable in upholding the right of adults to access and 

receive pornography and other information via Internet cafes. 

On the other hand and in line with McNamara v Freedom Newspapers,855 the First 

Amendment may also serve as a broad defence in cases where information is published 

851 See also Sable Communications of California Inc. v FCC (1989) 492 US 115. 

852 (1991) Tex App Corpus Christi 802 SW2d 901. 

853 See also Kolengas v Heftel Broadcasting Corp. (1991 2d Dist) 217 111 App 3d 863 , 161 111 Dec 172, 
578 NE 2d 299; Logan v Sears, Roebuck& Co. (1985) 466 So.2d 121 (Ala.) 

854 (1997)117 SCt 2329. 

855 Supra. 
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through an Internet cafe, or where information obtained through an Internet cafe IS 

published. 

4.1.1.2 Third Amendment 

The Third Amendment provides: "No soldier shall in time of peace be quartered in any 

house without the consent of the owner, nor in time of war, but in a manner to be 

prescribed by law." By virtue of this provision, a person may not be compelled to provide 

asylum for soldiers in time of peace. This provision guarantees the privacy of a 

homeowner against intrusions that may be occasioned by the army. 

The Third Amendment further states that where, by reason of war, it is necessary to 

quarter a soldier, this should be done within the law. This means that the constitutional, 

statutory and Common Law principles protecting privacy in the United States as well as 

any other relevant laws should be taken into consideration in cases where the need arises 

to quarter a soldier. Thus any act that would constitute an invasion of privacy under any 

relevant laws will also be illegal in such instances. Third Amendment rights generally 

protect substantive privacy interests.856 

856 CfD McQuoid-Mason "Privacy" in M Chaskalson, J Kentridge, J Klaaren, G Marcus, D Spitz, S 
Woolman (eds) Constitutional Law of South Africa (2004) at 38-23: 

"Personal autonomy privacy enables individuals to decide who should enter their homes and 
protects individuals from unauthorised intrusions into their homes by officers of the state and 
other uninvited persons." 

Cf also the South African case of State v Madiba 1998 (1) BCLR 38, 43 (D). 
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4.1.1.2a Relevance to Internet Cafes 

Although the 3rd Amendment bears no relevance to the protection of privacy or data in 

Internet cafes, the principle requiring the quartering of soldiers to be done within the law 

may be adopted for the regulation of information processed in Internet cafes. In effect, 

the processing of information in Internet cafes should be done in line with the provisions 

of the Nigerian Constitution on the right to privacy, relevant statutory provisions and 

applicable Common Law principles. Thus, any act that would constitute an invasion of 

privacy under Section 34 of the Nigerian Constitution,857 or violate a statutory provision 

protecting privacy,858 or, amount to a breach of any relevant Common Law principle859 

will also be illegal when done in an Internet cafe. 

4.1.1.3 Fourth Amendment 

The Fourth Amendment provides: "The right of the people to be secure in their persons, 

houses, papers and effects, against unreasonable searches and seizures, shall not be 

violated.... ". 860 The United States Supreme Court has defined a search as a 

"governmental invasion of privacy.,,861 The law regarding what may constitute 

857 Cfbelow Para 7.2.1.1. 

858 Cfbelow Para 7.2.2.1. 

859 Cfbelow Para 6.2. 

860 Bill of Rights 1791; CfH Henderson Privacy in the Information Age (1999) at 15. 

86 1 Rakas v Illinois (1978) 439 US 128 at 143, 99 SCt 421. 
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''unreasonable search" has however evolved with the advancement and proliferation of 

technological devices. In Olmstead v u.s. ,862 the U.S. Supreme Court held that telephone 

tapping did not constitute an unreasonable search within the ambit of the Fourth 

Amendment. However, in Katz v United States863 electronic eavesdropping on private 

conversations was held to constitute a search and seizure impinging on the privacy of 

conversation and therefore subject to Fourth Amendment requirements. 

The position with regard to telephone tapping III the United States is that where 

interception of communication is to be done by the police, they must obtain a warrant, 

and private persons must obtain consent from the parties, or one of the parties to the 

conversation.864 In effect evidence obtained through a telephone tap will be admissible 

where the tap is conducted by the police under a search warrant, or by private persons 

with the consent of the parties or one of them.865 The only form of eavesdropping 

specifically forbidden is that done by third parties without the consent of any of the 

parties to the conversation.866 

862 (1928) 277 US 438. 

863 (1967) 389 US 347. This decision reversed the Supreme Court's decision in Olmstead v U.S. where the 
police placed a wiretap outside the plaintiff's house, and this was held not to constitute a search within the 
scope of the Fourth Amendment. In Katz, the Supreme Court established that a person has a "reasonable 
expectation of privacy" in making a telephone call from their home and that the police must get a warrant 
in order to lawfully tap their telephone line. 

864 ~eople v Shinkle (1~8~) 128 III 2d 480, 132 III Dec 432, 539 NE2d 1238, where the testimony of a 
p~hce officer was adrmsslble, where he had heard the statements of the defendant on an extension phone 
With the consent of the other party to the conversation. 

865 Cf the position in the United Kingdom. See Lord Goff in Attorney General v Guardian Newspapers 
(No2) [1990] 1 AC 109 at 281. See also Raymond Wacks Privacy and Press Freedom (1995) at 131. 
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In Smith v Maryland,867 the court ruled that that the electronic monitoring of numbers 

dialed from a private telephone at the request of law enforcement officials without a 

search warrant did not constitute a Fourth Amendment search. The court was of the 

opinion that the dialer could have no reasonable expectation of privacy in respect of 

information because numbers dialed were transmitted to a third-party (the telephone 

company). 

Similarly, in United States v David Lee Smith,868 the court ruled that conversations on 

cordless telephones without a search warrant were not protected by the Electronic 

Communications Privacy Act,869 and, did not constitute a Fourth Amendment search. 

However, statute law has also evolved with the advancement of technology to offer better 

protection for the right to privacy in this regard. 870 

Subsequent to these decisions, it appears that the courts have interpreted Fourth 

Amendment cases involving the use of technological equipment to effect searches, less 

restrictively. 871 However, the current position of the law with regard to the interception 

866 See Statutory Protection of Privacy in the United States below Para 4.3. 

867 (1979) 442 US 735, 61 LEd 2d 220, 99 SCt 2577. 

868 (1992) 978 F.2d 171 , US App. 

869 1986. Cfbe10w Para 4.3.1.12. 

870 See below Para 4.3 .1.1.2. 

871 S ee u.~. v Karo ~1984) 468 ~S 705, where an electronic beeper that was activated in the plaintiffs 
house, WhICh the polIce used to mfer movement in the house was held to violate Fourth Amendment rights. 
S~e also Kyllo v u.~. (2001) 121 ~C~ 2038, where the court held that the use ofa thermal imaging device 
WIthout a warrant VIOlated the plamttffs Fourth Amendment rights. 
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of calls has been adversely affected by the PATRIOT Act 2001.872 Certain provisions of 

the Act permit acts that would be an infringement of Fourth Amendment rights.
873 

By 

reason of the fact that it diminishes from the protection otherwise available for privacy, it 

is submitted that the provisions of the PATRIOT Act may also constitute an infringement 

of the Fourteenth Amendment which forbids the making or enforcing of any law that 

abridges the privileges or immunities of citizens. 874 

Searches in offices, schools and business environment, as opposed to the home, have 

been treated differently under the Constitution. In New Jersey v T.L.D.,875 a student was 

smoking in the school lavatory in violation of school rules. When she denied that she had 

been smoking, the vice-principal searched the student's purse and found marijuana and 

other articles in the purse that suggested that the student was dealing in marijuana. The 

court held that the search was permissible and did not constitute a violation of the 

student' s Fourth Amendment rights. 

The court noted that, although students have an expectation of privacy, searches that are 

reasonably related to suspected violations of rules would not constitute violations of the 

Fourth Amendment, where the measures adopted are "reasonably related to the objectives 

872 Public Law 107-56; 115 Stat 272 (2001). See below Para 4.3.1.13. 

873 Sections 202 and 203 . CfPara 4.3 .1.13 below. 

874 f C below Para 4.1 .1.6 for cases on the Fourteenth Amendment. 

875 (1985) 469 US 325. 
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of the search and not excessively intrusive in the light of the student's age, sex and the 

f h . fi . ,,876 nature 0 t e In ractIon. 

877 . f S H . l ' C l' c. . Similarly in 0 'Connor v Ortega the dIrector 0 a tate ospIta In a 1l0mIa, 

suspecting that a psychiatrist in the employment of the hospital was engaging in certain 

unlawful activities, searched the psychiatrist's office and seized certain documents, 

(which were later used against Dr Ortega in proceedings), while he was on administrative 

leave. The court held that while employees had an expectation of privacy in the 

workplace, an employer did not need to obtain a warrant to search their employees ' 

belongings at work, but only needed to meet a standard of reasonableness in order to 

conduct a search. 

Generally in the United States, it appears that the right of employees to privacy in the 

workplace is limited.878 In line with this, mail sent or received at work is regarded as part 

of office work or documents, and employers are allowed to read their employees' mail. 879 

In Alana Shoars v Epson America Inc., 880 where a supervisor had been retrieving and 

printing out all the electronic mail sent by employees in one of the company's offices, the 

court established that employers have the right to monitor workplace e-mail. 

876 At 340-341 . 

877 (1987) 480 US. 

878 CfHenderson op cit at 73 . 

879 Alana Shoars v Epson America, Inc., (1990) No. 073234, La Sc. 

880 S 
upra. Cf Soroka v Day ton Hudson Corp. (1991) 1 Cal Rep 2d 77, 6 IER Cases (BNA) 1491 App. 
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Although the sending and receiving of e-mail has become routine in offices, it is also trite 

that in offices, e-mail, like the telephone is often used for both official and private 

communications. It is arguable that an employee should have a measure of privacy in 

respect of private e-mails and as such, where the subject of any mail clearly indicates that 

such mail is of a personal nature, an employee should have a reasonable expectation of 

privacy with respect to such. 

In line with this, it is suggested that a parallel can be drawn between e-mail and ordinary 

mail. Where personally addressed letters are received at work, or where a letter is marked 

"private and confidential", such letters are generally regarded as personal and are left to 

be opened by the addressee. It is submitted that the same reasonable expectation of 

privacy should be accorded to e-mail where the subject line of such mail contains 

indications as to its private nature. 

In Katz v US,881 the Supreme Court, in giving judgment for the plaintiff, referred to a 

previous Supreme Court decision882 establishing in effect that the Fourth Amendment 

protects people and not places, and that its provisions may be construed to 

constitutionally preserve and protect whatever a person (lawfully) seeks to preserve as 

private, even in an area accessible to the public such as a telephone booth or a business 

office. 883 

88 1 Supra. 

882 Silverman v US (1961) 365 US 501. Cf C Anderson et allIS Havard Law Review (2001) No 1 at 352. 
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Following the same principle, it is submitted that the fact that a person receives e-mail in 

the office or through the use of office computers should not deprive such person of 

protection for his or her privacy, just as, receipt of non-electronic, or paper-based mail 

via an office address should not deprive mail so received of privacy protection. 884 

In United States v Miller,885 the court concluded that an individual has no Fourth 

Amendment expectation of privacy in respect of the information contained in cheques 

and deposit slips voluntarily entrusted to the bank because they flow between banks as 

part of ordinary commerce. The decisions in United States v Miller and Smith v Maryland 

have been criticised as wrong in principle, on the basis that they assume that the 

subscribers and clients have forfeited their right to privacy by agreeing to comply with 

statutory or other requirements of the service providers even if such requirements are 

unconstitutional. 886 

As can be seen from the cases, generally, Fourth Amendment rights protect informational 

privacy. However, the Fourth Amendment regulates searches in general, and this includes 

883 Silverman v US supra at 511 . 

884 Cfthe South African case of Pro tea Technology Ltd & Anor v Wainer & Ors 1997 (3) SA 694, where it 
was held that in matters not related to their employers' business, employees have a reasonable expectation 
of privacy with regard to telephone calls made and received by them. See also Mcquoid-Mason in 
Chaska1s~n ~t al op cit at 38-34, where he afflrms that unreasonable monitoring of employees' 
co~umcatlOns should be regarded as prima facie evidence of a breach of their constitutional right to 
pnvacy. 

885 (1976) 425 US 435 . 

886 See McQuoid-Mason in Chaskalson et al op cit at 18-13 ; See also L du Plessis & J de Ville "Personal 
Rights" in D Van Wyk, J Dugard, B de VilJiers, & D Davis (eds) Rights and Constitutionalism: The New 
South African Legal Order (1994) at 245. 



195 

the bugging of homes, which constitutes an unauthorised intrusion,887 as well as being a 

threat to individual autonomy. It is submitted that to the extent that the Fourth 

Amendment protects a person from unauthorized intrusions, protects personal autonomy 

and purports to allow people to act and make decisions with minimum interference, the 

Fourth Amendment also protects substantive privacy rights. 

4.1.1.3a Relevance to Internet Cafes 

The Fourth Amendment will be useful generally to protect against unlawful access by 

individuals or the government to information processed in Internet cafes. Thus it will be 

unlawful to for any person to access the contents of a computer in an Internet cafe 

without legal justification. It will also be unlawful for Internet cafe personnel to read e-

mail or other correspondence of customers without their consent. 

The construction of the Fourth Amendment in Silverman v US 888is particularly useful in 

establishing grounds for the protection of information processed in Internet cafes because 

it addresses the issue of privacy invasion in public places. The principle laid down in 

Silverman extending privacy protection to whatever a person lawfully seeks to keep 

confidential even in publicly- accessible areas, is basic and valuable and it is suggested 

that this principle be included as a general test to determine whether or not to recognise a 

right to privacy in novel or complex Internet cafe related privacy cases in Nigeria. 

887 CfMcQuiod-Mason in Chaskalson et al op cit at 38-22ff. 

888 Supra. 
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4.1.1.4 Fifth Amendment 

The Fifth Amendment provides that a person shall not be compelled to be a witness 

against himself in any criminal case. In effect, the government is prevented from 

compelling any individual to testify or give information for use in his or her criminal 

prosecution.889 This privilege against self- incrimination protects informational privacy. It 

protects against governmental intrusion into privacy with regard to information contained 

in one' s mind. 

The Fourth and Fifth Amendments have been described as providing protection against 

all governmental invasions of "the sanctity of a man's home and the privacies of life.,,89o 

It must be noted however, that the protection afforded by the Fifth Amendment is merely 

in respect of incriminating information. It does not afford general protection against the 

disclosure of private information. 

4.1.1.4a Relevance to Internet Cafes 

The Fifth Amendment will not be directly relevant for the protection of privacy or data in 

Internet cafes. 

889 The locus classicus for this section of the Constitution is Miranda v Arizona (1966) 384 U.S. 436. See 
also Re L.A. (Kan 2001) 21P.3d 952, 961. CfSouth African law, section 203 of the Criminal Procedure Act 
51 of 1977 as amended, which also provides for privilege against self-incrimination. See below chapter 5. 
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4.1.1.5 Ninth Amendment 

The Ninth Amendment provides: "The enumeration in the Constitution, of certain rights, 

shall not be construed to deny or disparage others retained by the people." In Griswold v 

Connecticut,891 the Supreme Court, relying on this provision, rejected the argument that 

the lack of a specific right of privacy in the Bill of Rights meant that no such right 

existed, and established that to determine whether a particular privacy right ought to be 

recognised, the United States courts ask themselves the question whether such a right is 

"implicit in the concept of ordered liberty,,892 in such a way that neither liberty nor justice 

would exist if it was sacrificed. 

In deciding whether or not to recognise a given right, the courts also ask whether it is 

deeply rooted in the nation's history and tradition.893 It has however been observed that 

this limitation narrows the scope of the right to privacy in the United States, compared to 

other jurisdictions.894 However, with regard to substantive and informational privacy 

890 Boyd v u.s. (1896) 116 US 616. 

891 Supra. 

892 Griswold v Connecticut supra at 524; Bowers v Hardwick 478 (1986) US 186,92 LEd 2d 140, 146, 106 
SCt 2481. 

893 Bowers v Hardwick supra. 

894 See Bowers v Hardwick supra. See also du Plessis & de Ville Van Wyk et al op cit at 243 .Cfthe South 
African case of National Coalition for Gay and Lesbian Equality &Others v Minister of Justice & Others 
(1998) 6 SACR 102 (W), where a law that made it an offence for a male to do an act calculated to stimulate 
sexual passion or give sexual gratification to another male at a party was declared invalid. The basis of the 
decision was however not the right to privacy but provisions guaranteeing equality in section 8 of the South 
African Interim Constitution. 



198 

rights, the provision of the Ninth Amendment may be used for the protection of both 

categories. 

4.1.1.5a Relevance to Internet Cafes 

The application of this principle for the protection of information processed in Internet 

cafes in Nigeria will require the courts to acknowledge and recognise other rights or 

benefits conferred by other relevant constitutional provisions or other laws. Section 36 of 

the Nigerian Constitution895 specifically provides for the right to privacy. Application of 

the Ninth Amendment would require positive acknowledgement and affirmation of other 

constitutional provisions that are relevant in the consideration of Section 36 privacy 

rights. 

In essence, in giving effect to the constitutional right to pnvacy, other relevant 

constitutional rights such as the right to freedom of expression,896 the right to dignity,897 

right to libertl98 and others must be recognised and upheld. Thus, in determining 

liability where, for instance, information is unlawfully published or disclosed in or 

through an Internet cafe, the right to privacy must be weighed against the right to 

freedom of expression if applicable in the case. 

895 1979 Constitution FRN. 

896 Section 38. 

897 Section 33. 

898 Section 34. 
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4.1.1.6 Fourteenth Amendment 

The Fourteenth Amendment forbids the making or enforcing of any law that abridges the 

privileges or immunities of citizens. In Griswold v Connecticut,899 the Supreme Court, 

relying on this provision, held that a law prohibiting the use of contraceptive devices 

interfered with the privacy of the marital relationship. 

In Roe v Wade,90o a majority of the Supreme Court adopted the view that the right to 

privacy is "founded on the Fourteenth Amendment's concept of personal liberty".901 In 

this case, the court decided that a law that prohibited abortion, except for the purpose of 

saving the mother's life902 was unconstitutional and that a woman had the right to privacy 

in respect of the decision whether or not to have an abortion. In both cases above, the 

Fourteenth Amendment was used to uphold substantive privacy rights. The provision of 

the Fourteenth Amendment is however broad, and may be used to protect informational 

privacy rights where appropriate. 

It must be noted with regard to the constitutional protection of privacy, that there are also 

State Constitutions, which contain provisions recognising a right to privacy. For instance, 

899 Supra. 

900 (1973) 410 US 1l3, 93 SCt 705. 

901 At 129. 

902 This decision was refined in Planned Parenthood o/Southeastern Pennsylvania v Casey, (1992) 112 
SCt 931, 112 SCt 2791, where the Supreme Court found that a state statute that placed an undue burden on 
a woman's decision to procure an abortion was unconstitutional. The Court held that the strict scrutiny test 
(see above 3.3.1.1 (a)) should not apply in cases of restrictions on abortions. 
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in Alaska the Constitution provides that "the right of the people to privacy is recognised 

and shall not be infringed".903 In Arizona, the Constitution provides: "No person shall be 

disturbed in his private affairs or his home invaded, without authority of law,,904 In New 

York, the first paragraph of the privacy provision, that states inter alia: "[T]he right of 

the people to be secure in their persons, houses, papers and effects, and against 

unreasonable searches and seizures, shall not be violated" is identical to the Fourth 

Amendment of the U.S. Constitution.90s 

4.1.1.6a Relevance to Internet Cafes 

The provisions of the Fourteenth Amendment may be used as a shield to buffer the 

constitutionally guaranteed right to privacy in Nigeria. For our purpose, application of the 

Fourteenth Amendment would signify that laws prohibiting privacy protection with 

regard to information processed in Internet cafes are prohibited from being made, and 

where they already exist, they should not be enforced. In effect, any law which 

constitutes an infringement on, or, disregards, nullifies or purports to nullify privacy 

protection with regard to information processed in Internet cafes in Nigeria will be 

invalid and unenforceable. 

903 Art.I sec. 22, Alaska Constitution (1972). 

904 Art. II ., sec. 8, Ariz. Constitution, 1912. See also Art. I, sec 1, Cal. Constitution.; DEL. Code tit.ii, sec. 
l335; Art. I, sec. 12, Fla. Constitution; Ga. Code Ann. Sec. 300l. 

905 See Art. I, sec. 12, N.Y. Constitution. 
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4.1.2 Constitutional Protection of Data in the United States 

As with the right to privacy, there is no general provision for the protection of data in the 

Constitution, but certain provisions have been construed to protect data, for instance the 

First and Fourteenth Amendments. Constitutional protection of data generally relates to 

informational privacy rights. 

First Amendment rights have been interpreted by the Supreme Court to cover the 

collection of data. In NAACP v Aiabama906 the court, relying on First Amendment rights, 

up-held the non-disclosure of the names and addresses of the members of an association. 

In Whalen v Roe,907 on the basis of the Fourteenth Amendment, the Supreme Court 

recognized a right of non- disclosure of personal matters.908 However, in balancing the 

individual's interest against the State's,909 the court, in this case, held that the State's 

interest in gathering information outweighed the individual's privacy interest.9lo 

4.1.2a Relevance to Internet Cafes 

906 Supra. 

907 (1977) 429 US 589. 

908 At 598-600. 

909 Cf above Para 1.1. 

910 Cf Nixon v Administrator a/General Services (1977) supra. 
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Considering that, as in the United States, there is no constitutional provision guaranteeing 

the protection of data in Nigeria,911 it is suggested that the constitutional provisions 

regarding privacy protection in Nigeria912 be construed by the courts for the protection of 

data where practicable. Thus, for our purpose, the provisions of Section 36 of the 

Nigerian Constitution will also be construed for the protection of information or data 

processed in Internet cafes where applicable. 

4.2 Common Law Protection of Privacy and Data in the United States 

4.2.1 Common Law Protection of Privacy 

The right to privacy was recognised at an early stage in some parts of the United 

States.913 The inclusion of the right in the Restatement of Torts914 brought wider 

recognition and acceptance by other jurisdictions.915 Today, almost all SO states recognise 

a civil right of action for invasion of privacy in their laws.916 The rights recognised and 

911 Cfbelow Para 7.2.1.2. 

912 Section 36, 1979 Constitution FRN. 

913 The publication by Samuel Warren and Louis Brandeis of their famous article in which they described 
the right to privacy as "the right to be let alone" (at 195) brought legal recognition of a right to privacy to 
the limelight. See Warren & Brandeis "The Right to privacy" (1890) 4 Havard Law Review 193. Cf D J 
McQuoid-Mason The Law of Privacy in South Africa (1978) at 35. 

914 Section 867 Restatement of Torts (1939) 

915 McQuoid-Mason op cit at 37. 

916R.E. Smith Compilation of State and Federal Privacy 
http://www.epic.org!privacv!consumerstateshtml See also Keeton op cit at 851. 

Laws (1997) 
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protected have been categorised into the following four groups by Prosser: intrusions, 

publication of private facts, putting a person in a false light and appropriation.
917 

(1) INTRUSIONS 

Intrusions have been defined as "intentional interference with another's interest in 

solitude or seclusion either as to his person or to his private affairs or concerns.,,918 It 

includes intrusions upon physical solitude or illegal searches and extends to 

eavesdropping.919 

In Dietemann v Time Inc920 the defendants posed as prospective patients to gain access to 

the plaintiffs office and subsequently used a hidden camera and microphone to record 

the plaintiffs fake medical practice. The court held that the use of the recording devices 

was an actionable intrusion. However, the plaintiff in this case could not recover damages 

for the defendants' physical intrusion. The court held that the plaintiff had no cause of 

action for the plaintiffs physical intrusion as he had held his home open to patients. In 

917 W L Prosser "Privacy" (1960) 48 Cal LR 389; See also W P Keeton, D B Dobbs, R E Keeton & D G 
Owen Prosser and Keeton on the Law a/Torts (1984) at 85lff. 

918 See Comment a, American Law Institute Second Restatement 0/ Torts (1977) Section 652B which 
provides as follows: 

"Intrusion upon seclusion. One who intentionally intrudes, physically or otherwise, upon the 
solitude or seclusion of another or his private affairs or concerns, is subject to liability to the other 
for invasion of his privacy, if the intrusion would be highly offensive to a reasonable person" 

919 Comment a, American Law Institute Second Restatement a/Torts (1977) Section 652B. 

920 449 F.2d 245 (9th Cir, 1971). 
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other words, he was deemed to have given consent to the presence of the defendants on 

his property as potential patients. Thus, it appears that where access to the disclosed 

information is provided willingly by the plaintiff, he or she will be deemed to have given 

consent to the intrusion. 

Similarly, in Miller v Matarala921 where sensitive medical information about the plaintiff 

was disclosed by her employer to co-workers, this was held not to be an intrusion as the 

plaintiff had voluntarily provided the information to the employer. It is submitted that, an 

employee's voluntary provision of information to an employer should not justify, or 

exclude the employer from liability for, wrongful use of such information. It is further 

submitted that the principle established in criticizing the decision in u.s. V Miller922 is 

applicable here: Employees should not be regarded as having forfeited their privacy 

rights by reason of having supplied information in compliance with work requirements. 

For the tort of intrusion, to be successfully invoked, the act complained of must be of a 

highly offensive nature to a reasonable person.923 It is has however been pointed out that 

it is possible to interfere with a plaintiffs interest in solitude and to cause embarrassment, 

ridicule, shame, or otherwise occasion injury or damage to the plaintiff, without 

achieving the required threshold of offensiveness.924 For instance, in Cape Pubs. Inc. v 

921
560 NE 2d 900 (1990 III App Ct). 

922 S upra. Cf above Para 4.1.1.3. 

923 Second Restatement a/Torts (1977) Section 652B. 

924 See D A Anderson" The Failure of American Privacy Law" in B Markesinis (ed) Protecting Privacy 
(1999) at 150. 
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Bridges,925 the plaintiffs picture was taken when she was fleeing from a terrorist nearly 

naked and the picture was subsequently published on the front page of her home-town 

newspaper. The court was of the opinion that the photo showed no more flesh than was 

displayed by some women on the beach (irrespective of the fact that the plaintiff found 

the publication intrusive and had suffered embarrassment). 

In this regard, the use of the concept of the "ordinary reasonable person" as well as 

"community mores" to determine whether or not there will be liability in respect of the 

act complained of has been criticised on the grounds that it is self-defeating and that it 

does not take into account context and individual sensibilities.926 

(2) PUBLICATION OF PRIVATE FACTS 

Publication of private facts occurs where private information is given publicity of a 

highly objectionable kind, or is not of legitimate concern to the public even if the 

. ~ .. 927 Th· I B28 Inl0rmatlOn IS true. us In Me vin v Reia where a film drew upon the plaintiffs 

925 423 So 2d 426 (1982 Fla App). See also McNamara v Freedom Newspapers supra which involved the 
publication of a photograph showing the plaintiff with his genitalia exposed while chasing a soccer ball 
during a football match. 

926 Anderson in Markesinis op cit at 150. See Cape Pubs. Inc. v Bridges supra. 

927 See Section 652D Restatement (Second) of Torts, which provides: 

"Publici~ giv~n to p~va~~ life. One who gives publicity to a matter concerning the private life of 
another IS subject to liability to the other for the invasion of his privacy if the matter publicised is 
of a kind that: ' 

(a) would be highly offensive to a reasonable person, and 
(b) is not oflegitimate concern to the public" 

928 ( 9 1 31) 112 Cal App 285, 297. Cf also Keeton et al op cit at 856. 
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past life as a prostitute, the court upheld her right to privacy as a person who had 

reformed and given up her previous career. 

Although the tort of public disclosure of private facts under which a person can obtain a 

remedy for unwanted disclosures is recognised in almost every state in the United States, 

it appears that the plaintiff in many a case does not get protection or redress, as the 

defences available to the defendant are often successfully raised. In this regard, Roos 

observes929 that the requirement of publication to the public at large brings the tort into 

conflict with the Constitutional guarantee of freedom of speech contained in the First and 

Fourteenth Amendments of the United States Constitution. 

Thus in The Florida Star v B.J.F. 930 where the plaintiff, a rape victim had been clearly 

named in a newspaper article, the court held that the article involved a matter of public 

significance and the defendant's defence of public concern succeeded. 

(3) FALSE LIGHT 

Publicity that places a person in a false light in the public eye has been described as 

publicity that is objectionable to the ordinary reasonable man and does not amount to 

929 0 . 36 P CIt at . 

930 ( 
1989) 491 US 524, 536-7. See also Ross v Midwest Communications Inc. (1989) CA 5 Tex 870 F2d 

271,16, Media LR 1463. Cf McNamara v Freedom Newspapers supra. 
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minor inaccuracies.931 However, it has been observed with regard to the publication of 

personal information, that the information published will often be true.
932 

The 

requirement that the information published must be false is thus a disadvantage to 

plaintiffs in many cases and it has been observed933the tort of false light is of limited 

practical use. 

(4) APPROPRIATION 

Appropriation of the plaintiffs name or likeness for the defendant's benefit or advantage 

is the fourth interest protected by the law of privacy.934 It has been held that to use a 

person's distinctive nickname,935 slogan936 or costume937 will amount to appropriation.938 

931 See Para 652D" See section 652E Restatement (Second) of Torts, which provides: 

"Publicity placing person in false light. One who gives publicity to a matter concerning another 
that places the other before the public in a false light is subject to liability to the other for invasion 
of his privacy, if: 

(a) 

(b) 

the false light in which the other was placed would be highly offensive to a 
reasonable person, and 
the actor had knowledge or acted in reckless disregard as to the falsity of the 
publicised matter and the false light in which the other would be placed" 

932 Cf Dempsey v National Enquirer 702 F.Supp.934 (D.Me.1989). CfKeeton et al op cit at 863. 

933 Roos op cit at 35 - 36. 

934 See Section 652C Restatement (Second) of Torts, which provides: 

" Appropriation of name or likeness. One who appropriates to his own use or benefit the name or 
likeness of another is subject to liability to the other for invasion of his privacy" 

935 Hirsch v s.c. Johnson & Sons Inc. 90 Wis. 2d 379, 280 NW2d (1979). 

936 Carson v Here 's Johnny Portable Toilets Inc. 698 F2d 831 (6th Cir. 1983). 

937 
Motschenbacher v RJ Reynolds Tobacco Co. 498 F2d 821 (9th Cir. 1974). 
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As in the case of the false light tort, the tort of appropriation also affords only limited 

privacy protection because its primary aim is the protection of proprietary interest.
939 

It has been observed94o generally that under American tort law, the majority of cases 

where the plaintiff has received protection for invasion of privacy, and where the courts 

have actively interpreted or expanded the scope of the right to privacy, have been in 

respect of the plaintiffs right to recover damages for commercial exploitation.
941 

In line 

with this, the right to commercial exploitation has been held to outlast a person's life,942 

whereas the courts have generally held that other privacy rights are terminated at the 

person's death.943 This has been criticized as suggesting that the courts are more eager to 

protect economic interests than those that cannot be monetarily quantified. 944 

Traditional Common Law doctrines also provide limited protection for the right to 

privacy. Under the law of trespass, people have the right to exclude others from their 

938 See generally Pavesich v New England Life Insurance Co 122 Ga.l90, 50 SE 68 (1905). CfKeeton et al 
op cit at 851. 

939 Roos op cit at 35 - 36. 

940 See generally Anderson in Markesinis op cit at 138ff. 

941 Anderson in Markesinis op cit at 138ff. Cf Factors Etc. Inc. v Pro Arts Inc. 579 F2d 215 (2nd Cir. 1978); 
Onassis v Christian Dior- New York Inc. (1984) 472 NYS 2d 254; Midler v Young & Rubicam supra. Cf 
Cape Pubs. Inc. v Bridges supra. 

942F . actors. Et~. Inc. v Pro A.rts Inc. supra, where the court held that the corporation to which a pop star had 
assigned hIS nghts had the nght to exploit the commercial value of his personality after his death. 

943 See Restatement (Second) of Torts Article 6521. Cf the Mephisto case BGH 20.3 (1968), 30 BverjGE 
173 (1971), where the German courts granted posthumous protection to personality. See generally 
Anderson in Markesinis op cit at 140ff. 

944 See Anderson in Markesinis op cit at 138. 
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property. The protection afforded by the law of trespass is however limited and may not 

cover cases of electronic intrusion and other cases for instance, where there is insufficient 

contact to uphold a claim for trespass,945 or where the plaintiff may be deemed to have 

given consent to the presence of the defendant on his or her property.946 

The tort of intentional infliction of emotional distress may also provide some protection 

for the right to privacy in rare cases, where a person's privacy is invaded by outrageous 

means or for the sole purpose of harming the person. Thus where a radio station 

promoted a "dog of the week" show based on bridal photos in the newspaper and labelled 

the plaintiff too ugly to rate, the plaintiff was awarded damages for intentional infliction 

of emotional distress.947 

This tort is however often unsuccessfully invoked in many cases as the courts have often 

held that the behaviour in question is not outrageous enough to cause emotional 

distress.948 

4.2.1a Relevance to Internet Cafes 

945 Cf the English case of Bernstein {of Leigh (Baron)] v Skyways & General Ltd supra. 

946 Cf Dietemann v Time Inc supra. 

947 
Murray v Schlosser (1990) 574 A.2d 1339 

948 In Cape Pubs. Inc. v Bridges 423 So.2d 426 (1982 Fla. App.), Cf McNamara v Freedom Newspapers 
supra. 
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Under the United States Common Law principles, there will be limited protection for 

privacy in Internet cafes generally where there is an intrusion in invading the plaintiffs 

privacy; where private information is given publicity of a highly objectionable kind; 

where publicity (or publication of information) places a person in a false light; and, 

where the use of information about the plaintiff amounts to appropriation. Thus where, 

for instance, information is unlawfully copied from computers in an Internet cafe, there 

will be liability in respect of such intrusion. Also, where personal information is obtained 

from Internet cafe sources and given publicity of a highly objectionable nature, there will 

be liability for such publication. 

It may be said generally that the tort of intrusion will be useful to protect against 

wrongful access to information (including that contained in electronic mail), while 

publication of private facts, false light and appropriation will protect against wrongful use 

of information. 

The traditional torts may also provide some protection with regard to information 

processed in Internet cafes. The protection afforded by traditional torts will however be 

limited in terms of the factors that must be proved in order to successfully bring an action 

based on the relevant tort ( for instance, in the case of trespass where physical contact 

with the plaintiffs property must be present). Thus the tort of trespass will only afford 

protection where invasion of privacy involves contact with the plaintiffs property, for 

example where the defendant takes the plaintiffs floppy or flash disk containing personal 

information. 
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4.2.2 Common Law Protection of Data 

There is little or no Common Law protection for data in the United States. Common Law 

data protection may be found only where the law of privacy also protects data. For 

instance, where data infringement amounts to publication of private facts
949 

or 

appropriation, 950 or where there is an intrusion in obtaining the data in question,951 or 

where the use of the data places the plaintiff in false light. 

4.2.2a Relevance to Internet Cafes 

The United States Common Law principles will be useful for the protection of data in 

Internet cafes where there is an intrusion upon Internet cafe premises in obtaining data, 

where data infringement perpetrated through the use of Internet cafe facilities amounts to 

appropriation or publication of private facts, or where the use of the data obtained or 

processed by means of Internet cafe facilities places the plaintiff in a false light. 

4.3 Statutory Protection of Privacy and Data in the United States 

949 Cf Melvin v Reid supra. 

950 For instance, where the plaintiff is impersonated to obtain information about him/her. See Goodyear 
Tire & Rubber Co v Vandergriff (1936) 62 Ga App 662. 

951 F . h h . or mstance, were t ere IS an unlawful entry on the land of the plaintiff in order to obtain and 
~ongfully use. information about him/her, or where the plaintiff's correspondence is unlawfully read. Cf 
Dletemann v Time Inc supra. Cfthe South African case of S v Hammer & others 1994 (2) SACR 496 (C) at 
498. 
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In view of the fact that the main federal legislation available on privacy and data, (the 

Privacy Act952 and the Freedom of Information Act953
), are equally applicable for the 

protection of both data and privacy, the statutory protection of privacy and data will be 

954 'fi f' ~ . h treated together. A variety of other laws also protect speci IC areas 0 mlormatlOn suc 

as financial records, credit reports, educational records, telephone records, cable 

television, video, children and the Internet, and motor vehicle registration. Federal laws 

will be examined separately from state laws. 

4.3.1 Protection of Privacy and Data under Federal Laws 

4.3.1.1 The Privacy Act of 1974955 

The Privacy Act of 1974 regulates Federal Government information practices, which 

affect informational privacy. It protects records held by United States Government 

agencies.956 The Act provides that records maintained by agencies must be as accurate, 

relevant, timely and complete as is reasonably necessary to ensure fairness to the 

individual to whom the information relates.957 In Bechhoefer v u.s. Dept of Justice Drug 

952 (1974) 5 USC Section 552a, as amended. 

953 (1966) 5 USC Section 552 as amended. 

954 See below Paras 4.3 .1.3 ff. 

955 (1974) 5 USC Section 552a, as amended. 

956 Section.551 (1), Section 552(f) . In DUman v California 191 F 3d 804 (9th Cir 1999), it was established 
that the Pnvacy Act is only applicable to federal agencies. See also Perez-Santos v Malave 23 Fed App 11 
(1st Cir. 2001). 

957 Section 552a(e)(5). 
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Enforcement Admin,958 the court established that records include any information about 

the individual that is linked to that individual through an "identifying particular". 

In Tobey v NLRB,959 it was held that records must both be about a specified individual 

and must include a name or other "identifying particulars" relating to that individual. 

Thus in McGregor v Greer,960 where a letter containing the reasons for an employee's 

discharge was retained in the Department of Education's records, it was held that this did 

not violate the employee's rights under the Privacy Act as the information was not 

retrievable by the employee's name or other personal identifying particulars relating to 

the employee. 

The Privacy Act also sets out principles to ensure that information is only used for the 

purpose for which it is obtained. 961 The Act requires agencies that collect data on 

individuals to inform the individuals that such data is being gathered;962 to explain the 

purpose for the data collection;963 to tell them whether disclosure of information by them 

is mandatory or voluntary;964 and to provide them with other similar protective 

958 209 F3d 57 (2d Cir. 2000). 

959 40 F3d 469 (Dc Cir. 1994). 

960 748 F Supp 881(DC 1990). 

96 1 Section 552a (e), which generally provides for Agency requirements, particularly Section 552a(e)(6) & 
(7). See National Federation of Fed. Employees v Greenberg 789 F Supp 430 (ODC 1992). 

962 Section 552a(e)(3)(A). 

963 Section 552a(e)(3)(B). 

964 Section 552a(e)(3)(A). 
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warning.965 In addition, the Act establishes rules governing the use and disclosure of 

personal information966 and provides legal remedies that permit an individual to seek 

enforcement of the rights granted under it.
967 

With regard to available remedies under the Act, these usually take the form of court 

injunctions and/or an award of damages for the plaintiff.968 Damages will be awarded in 

respect of suits concerning the accuracy of information held on an individual,969 while the 

courts will grant injunctions in respect of actions to allow an individual to gain access to 

improperly withheld records,97o or, actions for the amendment of an individual's 

records.971 It has been held that a court may order an equitable relief of expungement of 

records under the Act.972 Although there may be a criminal prosecution for unlawful 

disclosure of records under the Act,973 it has been established that violations of the Act do 

not attract any relief during a federal criminal prosecution. 974 

965 See generally subsection (e) on agency requirements. 

966 Section 552a(b), which regulates conditions of disclosure and Subsection (c) on accounting of certain 
disclosures. 

967 Section 552a(g), which provides for civil remedies. 

968 Section 552a(g)(I)(D). 

969 Section 552a(g)(1 )(C). 

970 Section 552a(g)(l )(B). See Edison v Dept of the Army 672 F 2d 840 (lIth Cir. 1982). 

971 Section 552a(g)(l)(A). See generally Quinn v Stone 978 F 2d 126 (3rd Cir. 1992). 

972 A' fi ctlon or expungement of records may also be brought under the Constitution. (Doe v u.s. Air Force 
812 F2d 738, 741 (DC Cir. 1987» . 

973 US 
. . v Gonzales (No 76-132) (MD La Dec 21, 1976). See also u.s. v Trabbert 978 F Supp 1368 (D Colo 

1997). 

974 United States v Bressler 772 F 2d 287 (7th Cir. 1985). 
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The 1974 Privacy Act allows the public to know what information about them is 

available to the Government or other agencies, through the Government's information­

collecting agencies.975 In Sutton v Providence St Joseph Medical Center,976 the courts 

established that private entities are not subject to the Act and cannot be held liable under 

its provisions. The Privacy Act also enables individuals to exercise better control over the 

information about themselves by authorizing the subject of information to obtain access 

to it,977 restricting the disclosure of information without the consent of the subject of the 

information,978 (except in certain specified circumstances),979 and by generally regulating 

the data collection practices of agencies. 

The Act prescribes that an agency must collect information from the subject as far as is 

practicable when information may result in an unfavourable decision for the subject 

under a Federal programme.980 In effect, the Act enables individuals to take measures to 

protect their privacy in terms of the information or data kept by the government. 

975 Section 552a(e)(4). • 

976 192 F 3d 826 (9th Cir. 1999). See also UNT v Aerospace Corp 765 F2d 1440 (9th Cir. 1985). 

977 Section 552a(d), which provides for access to records. 

978 Section 552a(b). In Pilon v US Dept of Justice 73 F3d 1111, 1117-1124 (DC Cir. 1996), where the 
Justice Department transmitted records to a former employee of the agency, who had previously come into 
contact with the records as an employee of the agency in the course of duty, the court held that the 
transmission constituted a disclosure for which the Justice Department was liable under the Privacy Act. 

979 Section 552a(b)(1 )-(12) 

980 Section 552(a)(e)(2). I~ Waters v Thornburgh 888 F 2d 870 (DC Circ. 1989) 874, where the supervisor 
of an employee of the JustIce Department sought and received information from a state board oflaw 
examiners, in order to investigate suspicions concerning the employee's unauthorised use of administrative 
leave, the court found that there had been a violation of this provision of the Act. 



216 

However, it appears that the courts have tended to interpret certain provisions of the Act 

strictly, thereby restricting the scope of the protection that might be available for privacy. 

For instance, with regard to the requirement that records maintained by agencies must be 

such as is reasonably necessary to ensure faimess,981 it has been held reasonable for an 

agency to maintain records, based on information conveyed by the state and local 

authorities, of sexual misconduct containing an unsubstantiated allegation without 

d 
.. . .. 982 

con uctmg Its own mvestlgatton. 

Similarly, it has been held, with regard to the proVISIOns on rectification and 

amendment,983 that, statements amounting to subjective evaluation are not subject to 

amendment.984 Notably, with regard to an individual's right to access information 

improperly held by an agency, and the right to amendment of information, it has been 

established that an agency cannot enjoin an agency to disclose information under the 

Act.985 In this regard, it has been held that the Act merely authorises a court to grant an 

injunction to enable an individual to gain access to, or, and to amend information. The 

Act does not imply that the court may grant broad injunctive relief.986 

981 Section 552a(e)(5); Section 552a(e)(I), and (e)(7). 

982 T 
Jones v u.s. Dept of Treasury No 82-2420 (DDC Oct 18, 1983; 744 F 2d 878 (DC Cir. 1984). Cf 

Graham v Hawk 857 F Supp 38 (WD Tenn 1994); 59 F 3d 170 (6th Cir. 1995). 

983 Section 552a. 

984 Reinbold v Evers 187 F 3d 348 (4th Cir. 1999); Webb v Magaw 880 F Supp 20 (DDC 1995). 

985 See Wanbun Inini v Sessions 900 F 2d 1234 (8 th Cir. 1990), Parks v IRS 618 F 2d 677 (lOth Cir. 1980). 

986 Ibid. 
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The Privacy Act applies to citizens of the United States as well as foreigners who have 

been lawfully admitted for permanent residence.987 To this extent, it would appear that 

juristic persons are excluded from the purview of the Act.988 However in Retieel Foam 

Co v u.s. Dept of Justiee,989 it was established that a corporation may bring an action 

prohibiting an agency from disclosing investigative information about it. The 1974 

Privacy Act has been amended to keep up with technological developments. In 1988, the 

d I I · d " h' ,,990 d' Act was amended to accommo ate new aws regu atmg ata matc mg an It was 

amended again in 1991.991 

It is noteworthy that, apart from the administrative officials who carry out specified 

administrative duties under the Act, the Act does not provide for an officer to generally 

oversee or enforce compliance with its provisions. It is submitted that the establishment 

of an organ for the specific purpose of overseeing the working of the Privacy Act and 

providing support for individuals in obtaining a hearing and appropriate redress will 

ensure compliance992 with the Act and enhance its overall enforcement. 

987 Section 552a(a)(2); see Raven v Panama Canal Co 583 F 2d 169 (5 th Cir. 1978). 

988 St Michael's Convalescent Hospital v California 643 F.2d, 1369, 1373 (9th Cir. 1981); Dresser 
Industries v United States 596 F.2d 1231 (5 th Cir. 1979). 

989 (No 98-2523) (DDC Jan 31, 2002). 

990 Public Law 100-503 The Computer Matching and Privacy Protection Act of 1988. See below Para 
3.3.3 .1.3. 

991 The Computer Matching and Privacy Protection Act of 1988 as amended in 1991 . 

992 CfP Birkinshaw Freedom of Information: The Law, the Practice and the Ideal (2001) at 62. 
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4.3.1.1a Relevance to Internet Cafes 

Internet cafes are not government agencies but privately owned businesses and to this 

extent, the provisions of the Privacy Act will not be directly applicable to the practice in 

Internet cafes. However, the adoption of two basic principles included in the Privacy Act 

will be beneficial useful for the protection of privacy in Internet cafes. These are: the 

principle whereby the public is allowed to know what information regarding them is 

being kept and, the principle that data should only be processed in accordance with the 

purpose for which it was obtained. These principles are also contained in the OEeD 

principles. 

4.3.1.1.2 Freedom of Information Act993 

The Privacy Act and the Freedom of Information Act are complementary.994 Both statutes 

are directly applicable to Federal agencies as well as other independent agencies that 

process or control the flow of information.995 The Freedom of Information Act governs 

public access to all records maintained by the Federal Government. The Act was enacted 

in 1966 to promote public access to information in the possession of the Federal 

Government and it has been subsequently amended.996 Each state has its own public 

993 (1966) 5 USC Section 552 as amended in 1974 and 1986. 

994 CfB · lei h . IT ns aw op Clt at 61. 

995 Section 552(f)(l). 

996 1974, 1986. 
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access to information laws that need to be consulted for access to state and local 

records.997 

The main objective of the Freedom of Information Act is disclosure of government 

records. The first part of the Act provides procedural rules for government agencies that 

collect information.998 It prescribes that agencies must make information available to the 

public regarding the agencies,999 persons from whom, and methods by which information, 

or decisions may be obtained, or "submittals" and requests made. 1000 

The Act also provides that agencies must make certain information available for public 

inspection and copying. 1001 These include final opinions and orders made in the 

adjudication of cases, 1002administrative staff manuals and instructions to staff which 

affect members of the public,1003 as well as copies of all records that have been made 

available to any person, under certain circumstances. 1004 Although these provisions 

primarily regulate disclosure (and collection) of information, they also serve as a form of 

check on both the powers and the activities of such agencies in disclosing information. 

These provisions are useful in an indirect manner to protect privacy. 

997 Cf Banisar & Davies op cit; Sloan op cit at 17f. 

998 Section 552 (a)(1)-(6). 

999 Section 552 (a)(I)(A)-(E). 

1000 Section 552(a)(I)(A). 

100 1 Section 552(a)(2). 

1002 Section 552(a)(2)(A). 

1003 Section 552(a)(2)(C) 

1004 Section 552 (a)(2)(D) and (E). 
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The Act contains other provisions that protect privacy more directly. Notable among 

these is the provision specifying that identifying details may be deleted from policy 

statements, opinions, interpretations, staff manuals and instructions, as well as copies of 

records "to the extent required to prevent a clearly unwarranted invasion of personal 

privacy". 1 005 

There are nine significant exemptions from the general rule requiring disclosure of any 

reasonably described records to protect individual privacy interests. Among the 

exemptions are "trade secrets, and commercial or fmancial information obtained from a 

person and privileged or confidential" information; 1006 "personnel and medical files and 

similar files the disclosure of which would constitute a clearly unwarranted invasion of 

privacy"; 1007 records or information compiled for law enforcement purposes, where the 

production of such records might constitute an invasion of privacy, violate the 

confidentiality rights of the State, private institutions or persons, or in other ways 

jeopardise the interest of the law, private persons or the State; 1008 and, certain kinds of 

financial records. 1 009 

1005 Section 552(a)(2)(E). 

1006 Section 552(b)(4). See Critical Mass Energy Project v NRC 975 F 2d 871 (Dc Cir. 1992); (1993) 113 
SCt 1579. 

1007 Section 552(b)(6). In Wine Hobby v I. R. S. 502 F.2d 133 (3d Cir. 1974), the court refused to order the 
disclosure of the names and addresses of people who had registered as home wine-makers in accordance 
with tax-law requirements, when the request was made so that the manufacturer could send them 
advertisements. 

1008 Section 552(b )(7)(A)-(F). See N.L.R.B. v Robbins Tire & Rubber Co. (1978) 98 SCt 2311 ; Maroscia v 
Levy 569 F.2d 100 (7th Cir. 1977), where it was established that the identity of confidential informants in 
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In Department of Justice v Reporters Committee for Freedom of the Press,IOIO the 

Department of Justice's denial of disclosure of certain criminal records concerning 

members of the Medico family on the basis of one of the exemptions 101 I was upheld. In 

this case, the court established that the purpose of the Freedom of Information Act is to 

ensure openness in the Government's activities, and not the disclosure of government-

held information about private citizens.1012 

Other categories of information protected under the exemptions III the Freedom of 

Information Act include matters authorised, and or classified by virtue of an Executive 

Order to be kept secret in the interests of national defence or foreign policy; 1013 matters 

related to the internal personnel rules and practices of agencies; 1014 under certain 

circumstances, matters exempted from disclosure by statute;1015 inter-agency and intra-

agency memorandums; 1016 and, letters that are not ordinarily available to members of the 

public. 1017 

criminal or national security investigations, as well as any information that may threaten the safety of those 
involved, may be withheld. See also U.S. Dept of Justice v Landano (1993) 113 Set 2014. 

1009 Section 552(b )(8). 

1010 (1989) 489 US 749. 

1011 Exemption (7)(c). 

1012 At 774. 

1013 Section 552(b)(1). 

1014 S . 
ectlOn 552(b)(2). See Petroleum Info Corp v U.S. Dept of Int. (1992) 976 F 2d 1429' Quarles v Dept 

of Justice (1990) 890 F 2d 390; Wolfe v HHS (1988) 839 F 2d 768. ' 

1015 Section 552(b )(3). 

1016 Section 552(b)(4). 

1017 S . ectlOn 552b(5). 
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It has however been established that reliance on an exemption by an agency IS 

discretionary, therefore, information that is exempt under the Act may still be 

disclosed. lOIS It is submitted that to the extent that the rights provided for under the Act 

are discretionary, those rights cannot be regarded as guaranteed rights, neither can an 

individual be certain of or rely on their protection in this regard. 

With regard to enforcement of the Act, there is no public official - ombudsman, 

commissioner or registrar- to ensure compliance with the rules and procedure laid down 

in the Act. There is however the Office of Special Counsel which oversees compliance 

with specific aspects of the Act and also performs certain duties of an ombudsman.1019 

The Electronic Freedom of Information Act of 19961020 has amended the Freedom of 

Information Act of 19661021 by extending the provisions of the Freedom of Information 

Act regarding disclosures to computerised records. In essence, the Act requires that 

records maintained in electronic format must be made accessible in the same way as 

paper records. 1022 

1018 Ch I rys er Corpn. v Brown (1979) 99 SCt 1705. 

1019 F ' th S . I 
. . . or l~st~n~e, e ~ecla Counsel are empowered to require agencies to respond to all allegations and to 
mltiate dlsclplmary action against officials who abuse their powers. See N Marsh Public Access to 
Government-Held Information (1987) at 82-3. 

1020 Public Law 104-231 , 110 Stat 3048, 1996. 

1021 5 USC Section 552. 

1022 5 US . C SectlOn 552(f)(2). 
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4.3.1.2a Relevance to Internet Cafes 

As in the case of the Privacy Act, the provisions of the Freedom of Information Act are 

not directly relevant for the protection of information processed in Internet cafes. 

However, the following principles from the Freedom of Information Act should be 

considered and adapted in any law for general data protection and/or privacy and data 

protection in Internet cafes in Nigeria: The right to know that personal information is 

being kept and by whom; the right of access to such data; the regulation of the use and 

the disclosure of such information, and the authority to influence, (by correcting or 

deleting inaccurate) such data. These principles are enumerated in the European Union 

Data Protection Directive l023 and contained in the United Kingdom Data Protection 

Act. 1024 

4.3.1.3 Computer Matching and Privacy Protection Act 19881025 

The Computer Matching and Privacy Protection Act regulates computer matching of 

Federal data for verifying eligibility for Federal benefits programmes or for recouping 

delinquent debts. The Act requires that agencies involved in computer matching 

programs develop policies and procedures that must be approved by an Agency Data 

1023 Th E U' D" h . european mon lrectlve on t e ProtectIon oflndividuals with regard to the Processing of 
Personal Data and the Free Movement of such Data. 95/461EC11995. Cf above Para 3.2.3.2.1. 

1024 Cap 29 of 1988. Cf above Para 3.2.3 .2.2.5. 

1025 (1988) 5 USC Section 552a, Public Law 101-56 July 19 1989. 
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Integrity Board. 1026 It also reqUIres that agencIes usmg records obtained through a 

matching programme must verify that the information provided is accurate before taking 

any action that will affect an individual adversely,1027 and that individuals must be given 

l". h . k . 1028 a chance to respond belore suc agencIes ta e actIOn. 

4.3.1.3a Relevance to Internet Cafes 

Again, this provision will not be of much relevance for the protection of privacy in 

Internet cafes Since Internet cafes are set up primarily to provide Internet and other 

computer-based services to consumers, any use of information outside the purview of this 

purpose should be restricted. It is submitted that unless they are properly licensed or 

authorized so to do, computer matching between computers in an Internet cafe and/or 

other computers should be outlawed. 

4.3.1.4 Right to Financial Privacy Act 1978 1029 

The Right to Financial Privacy Act lays down strict procedures by Federal agencies 

regarding the scanning customer records. 1030 Under the Act, it is illegal for government 

1026 Section 552a(U)(I). 

1027 Section 552a(P)(I)(A). 

1028 Section 552a (P)(1)(B). 

1029 (1978) 12 USC Section 3401 et seq, Public Law 95-630. 

1030 Section 3402. 
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authorities l031 to access records pertaining to customers' relationships with consumer 

reporting agencies, credit card companies and other financial institutions,1032 except in 

compliance with the provisions of the Act. 1033 The Act prohibits the release of financial 

records by financial institutions unless done in accordance with its provisions.1034 It also 

provides that customers must authorise the disclosure of financial records pertaining to 

them and regulates such authorisations. 1035 

4.3.1.4a Relevance to Internet Cafes 

This is another subject-specific Act that will not bear any direct relevance to the 

protection of information processed in Internet cafes except to underline the highly 

confidential nature of financial information and suggest strict laws to regulate access and 

disclosure thereof. 

4.3.1.5 Fair Credit Reporting Act 19701036 

1031 Thi . 1 d . s mc u es agencles, departments, officers, employees or agents of the United States. (Section 3401 
(3)). 

1032 Section 3401(1) & (2). 

1033 Section 3402. 

1034 Section 3403. 

1035 Section 3404. 

Im6 . 
(1970) 15 USC SectIon 1681 amended in 1992; See also Fair Credit Reporting Act, Public Law 91 -508 

amended by Public Law 104-208, (Sept 30,1996). ' 
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The Fair Credit Reporting Act prohibits the disclosure of credit information by 

organisations involved in obtaining information where such disclosure is not for any of 

the permissible purposes described under the Act. 1037 Some of these permissible purposes 

include, providing information directly to the individual named in the report; 1038 

providing information in instances where in business, there is a legitimate need to 

disclose such information, (for instance, where a person is applying for credit or 

insurance); 1039 and providing information in response to a court order. 1040 

The Act prohibits the procurement of investigative consumer reports on consumers not 

made in compliance with procedure specified under the Act,1041 which includes 

disclosure to the consumer of the fact, 1 042 as well as the nature and scope of the 

. .. 1043 Th A I ·d lllvestlgatlOn. e ct a so provl es that consumers have the right of access to all 

information maintained by a consumer reporting agency in the their file at the time of 

requesting 1 044 and to know the sources, (except investigative sources) of such 

information. 1045 

1037 Section 1681 (b). 

1038 Section 1681(b)(a)(2). 

1039 Section 1681(b)(a)(3). 

1040 Section 1681(b)(a)(l). 

1041 Section 1681(d). 

1042 Section 1681(d)(a). 

1043 Section 1681 (d) (b). 

1044 Section 1681(g)(a)(l). 

1045 Section 1681 (g)(a)(2). 
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. . h' d't fil 1046 The Act also gives consumers the opportumty to correct errors In t elr cre I I es. 

These provisions protect the right to privacy by allowing the consumer to be aware of 

information available about him or her and to exercise some measure of control over the 

information. Section 1681 c of the Act provides for the exclusion of certain 

informationl047 from consumer reports. 

4.3.1.5a Relevance to Internet Cafes 

The Fair Credit Reporting Act regulates the procedure of credit reporting agencies and is 

not directly relevant for the protection of information processed in Internet cafes. 

4.3.1.6 Electronic Funds Transfer Act 1978 1048 

The Electronic Funds Transfer Act regulates the use of electronic banking systems such 

as point-of-sale terminal, telephone bill payments, automated teller machine (ATM), and 

others. 1049 The Act requires that institutions inform their customers about circumstances 

in which information will be disclosed to a third party in the ordinary course of 

business.1050 Knowledge that information regarding them may be held by third parties 

1046 Section 1861 (i). 

1047 These include information relating to civil suits, judgements and records of arrest which "from the date 
of entry antedate the report by more than seven years", and "paid tax liens which, from the date of 
payment, antedate the report for more than seven years" and other specified information. 

1048 (1978) 15 USC Sections 1693-1693r. 

1049 Section 1693(a)(6). 
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affords customers the opportunity to proceed with or recede from the intended 

transactions, or to take proper precautionary measures (where possible) for the protection 

of their privacy. 

. f 1051 I The Act also regulates the Issue of codes and other means 0 access to accounts. t 

prohibits the issuing of credit or ATM cards, codes and other means of access to 

consumers for the purpose of accessing their accounts, except in response to a request or 

application for such l052and as replacements or renewals for existing cards.1053 The Act's 

regulation of access to accounts provides a measure of security against fraudulent 

invasions of privacy. 

4.3.1.6a Relevance to Internet Cafes 

This Act is not directly relevant for the protection of privacy and data in Internet cafes as 

it primarily establishes guidelines and procedures for banking service providers to follow 

in order to safeguard clients' privacy. However, the provisions of the EFT A when 

complied with will also protect the privacy of customers where electronic banking is 

done at an Internet cafe. 

1050 Section 1693(c)(9). 

1051 Section 1693(i). 

1052 Section 1693(i)(a)(1) 

1053 Section 1693(i)(a)(2). 
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4.3.1.7 Children's Online Privacy Protection Act (COPPA) 1990 1054 

The Children's Online Privacy Protection Act requires commercial website operators to 

provide clear notice of their information-gathering practices I 055 and obtain prior parental 

consent when eliciting personal information from children under 13 years of age. 1056 The 

Act also allows parents to access and check information that has been collected
l057 

and to 

curtail its use. 1058 The Act also requires website operators "to establish and maintain 

reasonable procedures to protect the confidentiality, security and integrity of personal 

information collected from children". 1059 

4.3.1. 7a Relevance to Internet Cafes 

This Act will be relevant for the protection of privacy and data in Internet cafes where an 

Internet cafe also operates a commercial website. In such cases, the Internet cafe will be 

required to notify clients of their information-gathering practices and to protect the 

confidentiality of information gathered. It is also suggested that the adoption of a 

provision requiring the obtaining of parental consent prior to the eliciting of personal 

information from children under 13 years of age when using Internet cafe facilities in 

1054 15 USC Sections 6501- 6506. 

1055 Section 6502(b)(i). 

\056 Section 6502(b )(ii). 

\057 Section 6502(B)(i) & (iii) . 

1058 Section 6502(B)(ii). 

1059 Section 6502(D). 
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Nigeria will be beneficial for the protection of children's privacy in Nigeria. It is further 

suggested that, as provided for in the COPPA, such information should be accessible to 

parents and parents should be able to exercise some control over its use. 

4.3.1.8 Video Privacy Protection Act 1988 1060 

The Video Privacy Protection Act forbids those who sell or rent videos from disclosing 

personal identifiable information about their customers. 1061 The Act also forbids the 

disclosure of customers' selections.1062 

4.3.1.8a Relevance to Internet Cafes 

This Act will be relevant where video rental services are also included in the business of 

an Internet cafe. In such a case, the Internet cafe personnel will be prohibited from 

disclosing personal identifiable information about their customers orland about their 

customers selections. 

4.3.1.9 Family Educational Rights and Privacy Act 1974 1063 

1060 (1988) 18 USC Section 2710. 

1061 Section 2710(b)(1). 

1062 Section 271 O(b )(2)(D)(ii). 

1063 ( • 1974) 20 USC SectIOn 1232g; Public Law 93-380. 
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The Family Educational Rights and Privacy Act (FERP A), restricts the disclosure of 

school records to persons other than the parents or students themselves. 1064 The Act 

however makes exceptions in favour of state educational authorities as well as Federal 

and local authorities in the exercise of their lawful duties. 1065 The United States of 

America PATRIOT Act of2001 1066amended the FERPA in 1994 to permit disclosure of 

records relating to the investigation and prosecution of terrorism to the appropriate 

Federal authorities. 1067 It is submitted that this, as well as other provisions of the 

PATRIOT Act, undermines the right to privacy and data protection recognised in the 

Amendments to the United States Constitution.1068 

4.3.1.9a Relevance to Internet Cafes 

This Act will only be relevant to the protection of privacy and data in Internet cafes 

where school records are disclosed through an Internet cafe. 

4.3.1.10 Drivers' Privacy Protection Act 1994 1069 

1064 Section leA), Section 2. 

1065 P aragraphs 3, 4(a) & 5. 

1066 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism Act 2001 ; Public Law 107-56; 115 Stat. 272. Cfbelow Para 4.3.1.13. 

1067 Section 507. 

1068 
Cf above Para 3.3.1.1 ff . 

1069 ( • 
1994) 18 USC SectIOn 2721 et seq, Public Law 103-322. 
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The Drivers' Privacy Protection Act prohibits the release and use of certain personal 

information. Specifically, it prohibits state "Departments of Motor Vehicles" (DMV's) 

from releasing personal information about license holders.
107o 

The Act protects privacy 

by restricting access to personal information through state motor vehicle agencies. 1071 

The Act however permits disclosure of personal information where such information is to 

be used in relation to matters of motor vehicle or driver safety, performance monitoring, 

and other specified matters relating to motor vehicles. 1 072 

The Act also makes exceptions to the provlSlon prohibiting disclosure in specific 

instances.1073 These include information required by Federal, state and local agencies, 1 074 

legitimate businesses and their agents, employees or contractors l075 for purposes related 

to motor vehicle or driver safety or any of the purposes specified in the Act,1076 or to 

verify the accuracy of personal information submitted to them.1077 It has been observed 

that these exceptions are wide and that "anyone who is willing to pay" may be able to 

obtain information under subsection b of section 2721 (the Act). 1078 

1070 Section 2721 (a)(l) & (2). 

1071 Reno v Condon (2000) 528 US 14l. 

1072 Section 2721(b). 

1073 Section 2721(a)(1) to (14). 

1074 • 
SectIOn 2721 (b)(l). 

1075 Section 2721(b)(3). 

1076 Section 2721 (b )(2). 

1077 • 
SectIon 2721 (b)(3). 
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4.3.1.10a Relevance to Internet Cafes 

The Drivers' Privacy Protection Act applies to state "Departments of Motor Vehicles" 

(DMV's). Its provisions will only be relevant for the protection of privacy and/or data in 

Internet cafes where persona information relating to a license holder is processed or 

disclosed via an Internet cafe. 

4.3.1.11 Wiretap Act 1968 1079 

The Wiretap Act regulates the interception of telephone communications. The decision in 

Katz v Oimsteadl080 was codified as the Wiretap Act of 1968. In essence, it provides 

protection against unjustified search and seizure of information traveling on a telephone 

by prohibiting tapping of telephone lines without a warrant. The Act also establishes the 

basic requirements for a search warrant in respect of government interception of 

telephone communications. 1081 It also makes it illegal for private persons to make 

recordings of telephone calls without the consent of the parties to the call. I 082 

Although the Act protects privacy by prohibiting disclosure of information, it has been 

held that these prohibitions will not apply to the media when the information to be 

1078 H. Henderson Privacy in the Information Age (1999) at 43. 

1079 1968 (Title 3 of the Omnibus Crime Control Bill). 

1080 Supra. 

1081 Section 2511 (2). 

1082 Section 2511(2)(d). 
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. 1083 . I . d 1084 th d t d published is of pubhc concern. As prevIOUS y menttone , e a vancemen an 

increasing sophistication of technology have resulted in amendments to the law on 

wiretapping. 

4.3.1.11a Relevance to Internet Cafes 

By virtue of the Wiretap Act, the interception or recording of telephonic conversations in 

Internet cafes will be prohibited unless it is done in accordance with the provisions of the 

Act. 

4.3.1.12 Electronic Communications Privacy Act 19861085 

Following conclusions by the Justice Department that the Wiretap Act did not apply to e-

mail and other computer communications, the Electronic Communications Privacy Act of 

1986 (ECP A) was passed to extend the protection provided under the Wiretap Act to 

electronic mail and computer communications. The ECP A covers voice communication 

devices such as radio-paging devices and cellular telephones, as well as electronic 

mail,1086 which are not covered by the Wiretap Act. 

1083 Bartnicki v Vopper (2001) 532 US 514, 121 SCt 1753. This decision has however been criticised as 
erroneous. T Wilkinson "Is Anyone Listening to me? Bartnicki v Vopper" 63 Louisiana Law Review 
(2003), Vol 63 No 2 at 60 1 ff. 

1084 At Para 4.1.1.3. 

1085 18 USC Section 2510 

1086 . 
ECPA 18 USC SectlOn 2511(a). 
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In McVeigh v Cohen et ai.,IOS7 where the defendant had discharged the plaintiff from duty 

on the basis of information obtained from e-mail, and AOL, an Online Service Provider, 

without the defendants having complied with the procedure laid down by the ECP A for 

obtaining information, the court issued an injunction to block the plaintiffs discharge. 

The ECPA however does not apply to transmissions made over a cordless telephone,loss 

The provisions of SS 2511 of the ECP A have been significantly amended by the USA 

PATRIOT Act200l. IOS9 

4.3.1.12a Relevance to Internet Cafes 

By virtue of the Electronic Communications Privacy Act the protection afforded 

telephone conversations by prohibiting interception and recording unless done in 

accordance with laid down procedure will be extended to electronic mail and cellular 

phone communications in Internet cafes. Thus it will be unlawful to intercept and record 

e-mail and cellular phone communications transacted in an Internet cafe unless the 

relevant provisions of the law are complied with. The ECP A will be relevant for the 

protection of information whether contained in e-mail or transacted by means of cellular 

phone in an Internet cafe. 

1087 
983 F Supp 215 (D) DC (1998); Cf Steve Jackson Games Inc v US Secret Service 816 F Supp 432 

(W.D. Tex); 36 F 3d 457 (5 th Cir. 1994); where the court held that seizure of a computer containing private 
stored e-mail did not constitute interception under the Act, as the e-mail was not being transmitted when 
the computer was taken. See also Davis et af v Gracey et af No 95-6245 (10th Cir.) 21 April 1997. 

1088 S . . 
ectlOn 2511(a). See also Umted States v David Lee Smith supra. 

IW9 {S . . ectlOns 202, 203, 212, 214} PublIc Law 107-56; 115 Stat 272 (2001); Cfbelow Para 4.3.1.13 . 
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4.3.1.13 USA PATRIOT Act 2001 1090 

The Uniting and Strengthening America by Providing Appropriate Tools Required to 

Intercept and Obstruct Terrorism (USA PATRIOT) Act of2001 1091 creates exceptions to 

the law on wiretapping. The Act provides authority to intercept wire, oral and electronic 

communications for the purpose of averting terrorism. 1092 "Terrorism" is defined in the 

Act in terms of domestic l093 and federal 1094 terrorism. Domestic terrorism is defined as: 

"[A ]ctivities that-

(A) involve acts dangerous to human life that are a 

violation of the criminal laws of the United States or of 

any State; 

(B) appear to be intended-

(i) to intimidate or coerce a civilian population; 

(ii) to influence the policy of a government by 

intimidation or coercion; 

(iii) to affect the conduct of a government by mass 

destruction, assassination or kidnapping; and 

1090 Public Law 107-56; 115 Stat 272 (2001). 

1091 Public Law 107-56; 115 Stat 272 (2001). 

1092 Section 201. 

1093 Section 802. 

1094 Section 808. 
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(C) occur primarily within the territorial jurisdiction of the 

United States.,,1095 

The definition of federal terrorisml096 consists of a series of amendments to certain 

sections of federallaw l097 and a long list of specified acts that would amount to federal 

terrorism. 1098 

The relevant provisions of the PATRIOT Act affecting the right to privacy amend certain 

sections of the Electronic Communications Privacy Act (ECP A). 1099 Sections 202 and 

203 of the PATRIOT Act amend sections 2516 and 2517 of the ECP A. Sections 2516 and 

2517 regulate and create exceptions to the rules on the interception, disclosure and use of 

oral, wire and electronic communications. Section 202 of the PATRIOT Act authorises 

the interception of wire, oral and electronic communications in matters relating to 

computer fraud and abuse. 1100 

Section 203 of the PATRIOT Act authorises law enforcement agents to disclose contents 

of wire, oral and electronic communications to other Federal Intelligence or security 

officials where such information includes Foreign Intelligence or Counter-intelligence 

1095 Section 802(a)(5). 

1096 Section 808. 

1097 Section 2332(b) of 18 USC. 

1098 .S,ection ~08~2) , Some of these include: destruction of aircraft or aircraft facilities, violence against 
man tIme naVIgatIOn, use of weapons of mass destruction. 

1099 EC ' PA 18 USC SectIOn 2510 et seq. 

11 00 Section 202, 
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infonnation. "Foreign Intelligence Infonnation" is defined in the Act to include 

"infonnation, whether or not concerning a United States person, that relates to the ability 

of the United States government to protect against actual or potential attack or other 

grave hostile acts of a foreign power", or its agent, and "clandestine intelligence activities 

b . 11' . k f fi' "'t t 1101 yan mte 1gence servIce or networ 0 a orelgn power, or IS agen . 

Section 204 deals with clarification of intelligence exceptions from limitations on the 

interception and disclosure of wire, oral and electronic communications. This amends 1 102 

by widening the scope of the fonner provision to include electronic communications. 

Section 212 of the PATRIOT Act provides for emergency disclosure of electronic 

communications to protect life and limb, thus creating further exceptions to the rule 

forbidding disclosure of electronic communications in section 2511 of the ECP A. 

Section 217 of the PATRIOT Act allows the interception of communication carried on by 

computer trespassers. With regard to data, section 711 of the Act provides for the 

expansion of regional infonnation sharing system to facilitate the flow of infonnation 

between federal, state and local law enforcement agents in matters related to terrorism. 

As observed above,1103 these provisions allow infringements of the constitutionally 

recognized right to privacy and together, they greatly detract from the protection 

available for privacy in the United States. 

1101 Section 203(b )(2). 

1102 . 
18 USC SectlOn 2511 (2)(f). 
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Apart from the PATRIOT Act, there are other provisions allowing secret interception or 

recording of communication with the consent of the parties involved in the 

. . 1104 
commUnICatIOn. 

4.3.1.13a Relevance to Internet Cafes 

By virtue of the USA Patriot Act, any communications in any Internet cafe may be 

intercepted in matters relating to computer fraud and abuse, for the protection of life and 

limb, and in the interest of national security without incurring any liability for breach of 

any laws. It is submitted that although the right to privacy may lawfully be overridden for 

the protection of other interests, the leeway given by the PATRIOT Act is too broad and 

there is a need for further qualification to avoid abuse. In this regard, it is submitted that 

in Nigeria an Act similar to the USA PATRIOT Act would be unconstitutional and void 

to the extent that its provisions are inconsistent with Section 36 of the Nigerian 

Constitution. 

4.3.1.14 Federal Copyright Lawll05 

Federal copyright law protects literary and artistic property including written words, 

images, tape-recorded conversations and photographs.1106 The law also prohibits 

1103 Para 3.3 .3.1.9. 

1104 For instance, 18 USC Section 2S1l(2)(d). 

1105 . 
17 USC Sections lOl et seq; 18 Am Jur 2d, Copyright and Literary Property Article 76. 
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commercial exploitation of another's personality.l107 A person has the absolute right to 

control the commercial use of his or her personality and this covers the use of name, 

photograph, likeness, voice and identifying slogans.
1108 

Thus in Midler v Young & 

Rubicam,l109 where the plaintiffs sound and style as an entertainer was imitated by a 

vocalist, the plaintiff was awarded damages. 

4.3.1.14a Relevance to Internet Cafes 

This law will only be relevant for the protection of information processed in Internet 

cafes where literary or artistic information processed via an Internet cafe is wrongfully 

used. 

4.3.2 Protection of Privacy and Data under State Laws 

There are various state laws protecting privacy and data covering many of the areas for 

which Federal legislation provides. For instance, state law in Maryland forbids the 

disclosure of financial records by fiduciary institutions without the authority of the 

customer, unless the records are subpoenaed.1110 Similarly in Illinois, banks are 

1106 Section 102. 

1107 See sections 102, 106- 1022. 

1108 Ibid. 

11 09 8~9 F2d 460 (9th Cir. 1~88~, 944 F2d 909 (9th Cir. 1991). See also White v Samsung Electronics 
America Inc. 989 F2d 1512 (9 Crr. 1993), where a robot was used to imitate the plaintiff. 

1110 Md. Ann. Code art. 11 , sec.225 . 
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prohibited from disclosing customer information without customer authorisation, a 

d· h 1111 subpoena, a regulatory agency request or cre It exc ange. 

There are also state laws governing credit reporting and investigation. In Arizona, for 

instance, the law states that "the sources of investigative consumer reports must be 

furnished to the consumer upon request, along with the contents of any report.,,1112 The 

law further requires the investigative company (or agency) to alter its file in accordance 

with the consumer's version, where there is notice of inaccuracy about the facts in the file 

and these cannot be verified.ll13 

Several states have Information Practice Acts to protect information in government data 

banks.1114 The Arkansas Information Practice Actll15 codifies the principles of fair 

information practices. These principles include the prohibition of the existence of secret 

personal information systems as well as the collection of unneeded or irrelevant data and 

a requirement for enabling citizens to inspect data kept on them.1116 

1111 
III . Rev. Sta. Ann.Ch. 161\2, sec.4S.l (Supp.1977). 

1112 • 
Ariz. Rev. Stat. Sec. 44-1 693(A)(4). 

1113 Ibid. See also Cal. Civil Code sec. 17S6; Mont. Rev. Codes Ann. Sec. IS-SOL 

1114 • 
For Instance Arkansas: Ark. Stat. Ann. Sec. 16-S04; California: Cal. Civil Code sec. 179S; New 

Hampshire: N.H.Rev. Stat. Ann. 7-A; Utah: Utah Code Ann. Sec.63-50-1. 

111 5 Ark. Stat. Ann. Sec.l6-S04. 

1116 Section 16-S04. 
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The vanous state legislatures also make laws that regulate wiretaps and telegraphic 

communications within the state. 1117 These laws generally provide for circumstances in 

which it is illegal to intercept telephone and electronic communications, and they also 

provide penalties for unauthorised interception of communications. In Alabama, the law 

provides that "Any person who shall intercept, read or in any manner interrupt or delay 

the sending of a message over any telegraph or telephone line shall be guilty of a 

misdemeanour." 111 8 

In Michigan, the law prohibits eavesdropping on telephone conversations without the 

consent of both parties to the conversation, 1119 and in Washington State, the interception 

of electronic communications without the consent of all the parties to the communication 

is prohibited. 1120 In many states however, consent of one of the parties to the 

conversation is sufficient in order to lawfully monitor such communication. I 121 There are 

also state laws that forbid employees of telephone companies from disclosing the 

contents of telephone communications. I 122 

111 7 For instance Alabama: Ala. Code tit 14, sec 84; Alaska: Alaska Stat. Sec. 11.60.290: Maryland: 
MD.Ann. Code art. 10, secA01. 

111 8 Ala. Code tit 14, sec 84 (18). 

111 9 Mich. Comps. Laws Ann. Sec. 750-539. 

1120 Washington: RCW 9.73.030. 

1121 F . 
or example Alaska: Alaska Stat. sec. 11.60.290; Mame: Me. Rev. Stat. Tit.l5, sec.709. In New 

Ha~pshire and some other states, the provisions of the state law are the same as Federal law (18 USC 
SectIOn 2510), which prohibits interception of wire or oral communication where none of the parties have 
consented to the interception and lays down exceptions to the general rule. See N.H. Rev. Stat. 
Ann.sec.570; AI. 
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4.3.2a Relevance to Internet Cafes 

As mentioned above, many of the federal statutes protecting different aspects of privacy 

and data are replicated at the federal level. However, none ofthe available laws 

specifically protects privacy ami/data in Internet cafes. The different state laws such as 

laws governing the interception of communications and credit reporting, will only be 

relevant to the extent that their provisions bear relevance and are applicable to practices 

in Internet cafes with respect to access to and disclosure of information. 

4.4 Conclusion on the Law Protecting Privacy and Data in the United States 

In the United States, although the Constitution does not specifically guarantee the right to 

privacy, certain provisions create a limitation on government action for the protection of 

an individual's privacy,1123 and the courts have accordingly interpreted these provisions 

to guarantee privacy in various circumstances. Moreover, the presence of both Federal 

laws and state laws protecting privacy and data creates greater awareness of the laws and 

ensures better administration in terms of enforcement of these laws at all levels. 

In addition to the constitutional recognition of the right to privacy, the Common Law 

confers personal rights on individuals against other individuals or group of persons, 

including juristic persons where applicable. 1124 Based on the unequivocal constitutional 

1122 Mich. Comps. Laws Ann. Sec. 750-539. 

1123 See generally Griswold v Connecticut (1965) US 479 at 484,85 SCt 564. See above at para 3.3.1.1ff. 



244 

and Common Law recognition and development of a right to privacy, and the (generous) 

availability of statutes at both Federal and state levels for the protection of privacy, it may 

be asserted that the law protecting privacy is clear, well-defined, and better developed in 

the United States, than in the United Kingdom. 

However, although the principles developed from the cases against the background of the 

Constitution give the protection of the right to privacy a firm footing in the United States, 

there are many loopholes in the American law of privacy. For instance, it has been 

saidl125 that for a right to be affirmed by the American courts, it must be deeply rooted in 

the nation's history and tradition. This places a limitation on the scope of the right to 

privacy and has sometimes resulted in a narrow understanding of the concept of privacy 

in the United States. 1 126 

Other decisions of the Supreme Court have been criticised 1127 including, the decision 

based on the Fourth Amendment, that no warrant was required for a telephone company, 

at the request of law-enforcement officials, to electronically monitor numbers dialed from 

11 24 S D · r · 1 ee letemann v lme nco supra, 

11 25 Du Plessis & de Ville in Van Wyk et al op cit at 243 . 

11 26 See Bowers v Hardwick (1986) 478 US 186, L Ed 2d 140, 146, 106 SCt 2481 , where it was held that 
the Constitutional right to privacy does not extend to, or give consenting adults the right to engage in acts 
of sodomy. This decision has however been overruled in Lawrence v State of Texas (2003) 539 US 558. Cf 
also S.A position in National Coalition for Gay and Lesbian Equality & Others v Minister of Justice & 
Others 1998 (6) BCLR 726 (W), 1998 (2) SACR 102 (W). In this case, section 20A(I) of the Sexual 
Offences Act was declared to be inconsistent with section 8 of the Interim Constitution and invalid because 
it discriminated against men in general and homosexual men in particular. See also Case & anor v Minister 
of Safety and Security & others 1996 (3) SA 617 where the Constitutional Court held that the prohibition of 
the use ofpomography in the home was an unconstitutional limitation of the right to privacy. 

11 27 See McQuoid-Mason in Chaskalson et al op cit at 18-13, See also du Plessis & de Ville in van Wyk et 
al op cit at 245 . 
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a private telephone. J128 As for the Common Law, as observed above,1129 American tort 

law protection of privacy and data is very limited 1130 and, because of the scantiness of 

successful cases in the area of invasion of privacy in American tort law,1131 it has been 

suggested that the remedy afforded by the courts for invasion of personal privacy is 

largely illusory. 1 132 

Concerning statutory protection of privacy, in spite of the abundance of statute law 

protecting privacy in the United States, these laws have limitations. The provisions of the 

American Federal Privacy Act1133 only affords protection for personal information 

handled by government organisations and employees in Federal agency files. 1134 It does 

not provide a general remedy for disclosure of private information. It has been observed 

that the Act's failure to provide a general remedy leaves a lacuna, with regard to the use 

of information that is illegally revealed, for example, by the media and other non-

governmental parties who may be in a position to disclose information given to them.1135 

11 28 S . h mit v Maryland supra. 

1129 Para 4.2.1. 

1130 Cf . Roos op Cit at 33- 37, where she observes that: 

"Prosser's and the Restatement's division of the privacy tort into four categories . .. have stultified 
any further development of the privacy tort that could have allowed for coverage of an invasion of 
privacy by the misuse of data." (at 37). 

11 31 Cf Anderson in Markesinis op cit at l36ff. Cf also above Para 4.2.l. 

11 32 S And . M k . . . 
ee erson m ar esmlS op Cit at l38ff. See also B S Markesinis The German Law a/Torts (1990) 

at 322 ff. 

11 33 ( • 1974) 5 USC SectIOn 552a. 

11 34 S . . ectlOn 552e. CfMarsh op Cit at 74. 
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In addition, as observed above,I136 the provisions of the Privacy Act are often interpreted 

restrictively, resulting in a limitation of possible protection under the Act. In addition, it 

is submitted that the failure of the Privacy Act to provide for an official - ombudsman, 

commissioner or registrar- to ensure compliance with the rules and procedure laid down 

in the Act detracts from its force. 

As for the Freedom of Information Act,1137 the provisions regarding the deletion of 

identifying details from certain documents or publications in order to prevent a "clearly 

unwarranted invasion of personal privacy,,1138 protect the right to privacy. However, the 

primary purpose of the Act is to promote access to information. As such, the Freedom of 

Information Act does not expressly forbid the disclosure of information; 1139 it merely 

regulates disclosure of information. 

Furthermore, although the Act provides protection in respect of the information specified 

in the exceptions,1140 the protection provided is limited. Disclosure of information 

relating to such details is allowed under the Act, and it further provides that under certain 

circumstances, the amount of information deleted must be indicated in the record that is 

1135 Cf . Marsh op Clt at 84. 

1136 At Para 4.3.1.1. 

11 37 (1966) 5 USC 552 as amended. 

1138 Section 552(a)(2)(E). 

1139 • 
SectiOn 552d. See also Chrysler Corporation v Brown 99 (1979) SCt 1795. 

1140 Section 552b(l)-(9). 
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made available, and if technically feasible, at the place in the record where the deletion is 

made. 1141 

It has also been pointed out that the Act leaves a lacuna with regard to persons seeking 

disclosure of information under the Act, as well as the use to which such information is 

put. In this regard it has been said that the fact that the Act does not make it a requirement 

for persons seeking access to information to be interested parties, coupled with the fact 

that once information is gained, it may be used as the party pleases, results in a situation 

where "it is difficult to say with accuracy who is really seeking the information and what 

is done with it.,,1142 To this extent, it may also be said that the Act fails to provide 

adequate protection for privacy, as there is greater latitude for third parties to access and 

misuse information. Further to this, the scope of application of the Act is limited in that it 

applies only to natural persons. 1143 

As for the other statutes, the protection guaranteed under them will be limited in terms of 

their specific subject matter and other restrictions that may apply in seeking protection 

under those statutes. In addition, the fact that these statutes are contained in different 

documents which are amended from time to time makes access to the laws somewhat 

tedious. 

1141 Section 552b. See also Anderson in Markesinis op cit at 154-5. 

1142 S . ee Marsh op Cit at 84. 
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Lastly, the more recent PATRIOT Actl144 creates a number of exceptions to the available 

law regulating and prohibiting the interception of wire, oral and electronic 

communications in the United States,1145 and thus, limits considerably the protection 

offered against governmental invasions of privacy. 

In sum, in spite of the fact that there is a general body of laws in place for the protection 

of privacy in the United States, there is a lacuna in terms of the actual enforcement of 

these laws, and judiciary interpretation, which has not always favoured the most generous 

construction for the enjoyment of privacy. The result is that the protection available for 

data in the United States of America is considerably limited. 

4.4a Relevance to Internet Cafes 

In extracting principles for the protection of privacy and data generally in Internet cafes, 

the following is relevant: 

The development of the American Constitutional right to privacy in a piecemeal manner 

creates some difficulty in formulating a unified principle to be followed, thus specific 

principles will have to be extracted. In this regard, it is submitted that the Fourth 

Amendment standard of "reasonable expectation of privacy", as expounded in Silverman 

1143 Section 552a(a)(2). See also St Michael's Convalescent Hospital v California supra· Dresser Industries 
v United States supra. ' 

1144 Public Law 107-56; 115 Stat 272 (2001). 

1145 Cfabove Para 4.3 .1.13. 
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v United States I 146 will be a useful yardstick for generally determining whether or not a 

right to privacy should be recognized in any given case. I 147 

The "reasonable expectation of privacy" standard is relatively malleable, as its 

application requires consideration of the context and individual circumstances of the 

plaintiff in each case.1148 It is submitted that, considering the fluid nature of the right to 

privacy I 149 and the vast potential for infringement, I 150 such flexibility is necessary for the 

achievement of fairness from case to case, and it allows the recognition of genuine novel 

or different-type claims of infringements on privacy rights. 

Regarding the Constitutional Amendments it may be said generally that the overall 

positive construction by the COurtS
l151 of the provisions of the First,1152 Ninth1l53 and 

1146 Supra. Cf above Para 4.1.1.3. 

1147 Contra Roos op cit at 43, who, on the basis of the decisions in U.S. v Miller supra and Smith v 
Maryland supra concludes that "the Fourth Amendment's "reasonable expectation of privacy" approach 
makes it unsuitable for protecting privacy in the information age." It is submitted that those decisions were 
erroneously reached, and that, correct and appropriate application of the reasonable expectation of privacy 
criterion will yield positive results for the protection of privacy. Cfthe South African courts' use of the 
reasonable expectation of privacy criterion above at Para 6.1. 

1148 Contra the tort law requirement of "offensiveness to the ordinary reasonable person" used in 
determining liability for certain torts above at 4.2.1 . 

1149 Cf above Para 1.1. 

1150 Cf above Para 1.2. 

1151 C h . . ontr.a t e attitude of the courts towards the development of a Common Law right to privacy in the 
Umted Kingdom, above at 3.2.1.1 , and in Nigeria, Constitutional protection of privacy, below at 5.2.1.1. 

1152 Cfabove Para 4.1.1.1. 

1153 Cfabove Para 4.1.1 .5. 
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Fourteenth 1154 Amendments to accommodate the protection of different acts amounting to 

invasion of privacy, will be instructive in the interpretation and development of a 

. . ~,. d/ d . I Th Th' d 1155 d F·fth1l56 N Igenan Internet cale pnvacy an or ata protectIOn aw. e Ir, an I 

Amendments provide for specific aspects of the right to privacy and the principles 

enunciated in them are related to the specified aspects of privacy. Their utility for 

Nigerian purposes will thus be, to serve as persuasive precedents regarding similar 

Nigerian provisions. The Third Amendment will also be instructive in establishing a 

general standard for the processing of information in Internet cafes in accordance with 

the Nigerian Constitutional right to privacy and other relevant laws. 

Although there are many valuable principles in the United States privacy laws, it may be 

asserted from the preceding that in general, statute law does not solve the current privacy 

problem posed by Internet collection, disclosure and use of personal identifiable 

information, especially by private persons. I 157 

As for the Common Law, it is submitted that Prosser's categorisation of the interests 

protected by the right to privacy will be useful in identifying and grouping cases of 

invasion of privacy in Nigeria, 1158 and could be adopted. However, in adopting Prosser's 

1154 Cfabove Para 4.1.1.6. 

1155 Cfabove Para 4.1.1.2. 

1156 Cfabove Para 4.1.1.4. 

1157 Cf S Byers "The Internet: Privacy Lost, Identities Stolen" (2001-02) 40 Brandeis Law Journal 141 at 
154. 

1158 C . . . 
. o~tra Roos op CIt at 33ff, where th: utIlIty o~Pr?sse.r's categorisation for protecting personal privacy 
IS questIOned. For our purposes, Prosser s categonsatIOn IS useful as a foundation for, and represents an 
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categorisation, care must be taken not to stifle development of the law by adhering rigidly 

to the notion that privacy interests are limited to the identified four and rejecting 

legitimate privacy claims which may not fit perfectly into one of these categories. Thus in 

suggesting principles for the protection of information processed in Internet cafes in 

Nigeria, while ensuring that protection for the categories of invasions identified by 

Prosser is provided for, Prosser's categorisation of interests should not be a closed list. 

In Sum, it may be asserted that although not wholly applicable, nor flawless, (certain 

aspects of) the American privacy law offer(s) relevant and valuable principles for the 

protection of information processed in Internet cafes in Nigeria. 

o~en ~nde? means ~f gro~ping privacy interests, to meet the need for general guidance in developing a 
Nlgenan nght to pnvacy III the absence of Nigerian precedents. 
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CHAPTER FIVE 

PROTECTION OF PRIVACY AND DATA IN GERMANY 

As in the case of the United Kingdom and the United States, the provisions of relevant 

German laws will be examined with the aim of extracting principles for the protection of 

electronic mail in Internet cafes, or/and, establishing general guiding principles for the 

protection of privacy and data in Nigeria. 

5. 1 Constitutional Protection of Privacy and Data 

5.1. 1 Constitutional Protection of Privacy 

The German Basic Lawl159 does not make express provision for a general right to 

privacy, but it makes isolated provision for certain aspects of privacy. 1 
160 There is also no 

express provision on data protection in the Constitution. The protection of a general right 

to privacy has however been developed by the Federal Constitutional Court on a case-by-

case basis. 1161 With respect to data protection, the courts have formally acknowledged an 

individual's right to informational self-determination, derived from Article 2 of the 

1159 Basic Law for the Federal Republic of Germany: Basic Rights (1949), as amended by Act of 20 
October 1997. 

11 60 See Ackermann J in Bernstein v Bester NO 1996 (2) SA 751 (eC) at 793 Para77. 

1161 Ibid. 
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German Basic Law. 1 162 Articles 1 and 2 of the Federal Constitution of 1949 provide for 

the protection of personality rights. 

Article 1(1) states that: 

"The dignity of man shall be inviolable. To respect and protect it shall be 

the duty of all state authority" .1163 

Article 2 (1) provides that: 

"Everyone shall have the right to the free development of his [or her] 

personality in so far as he [or she] does not violate the rights of others or 

offend against the constitutional order or the moral code."II64 

Article 2 (2) provides in part that: 

"Everyone shall have the right to . .. inviolability of his [ or her] person. 

The liberty of the individual shall be inviolable." 

Article 2 also guarantees the right to physical integrity and liberty and it has been said 

that Articles 1 and 2 of the German Constitution together "guarantee for the individual an 

11 62 ,Ii 65 BVer;GE 1 (1983); See below Para 3.4.1.1.1. 

11 63 Translation in B S Markesinis German Law of Torts (1990) at 288. 
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inviolable sphere of privacy beyond the reach of public authority.,,1165 These two 

provisions were greatly instrumental in the German courts' development, recognition and 

. f h . h . 1166 protectlOn 0 t eng t to pnvacy. 

In addition to these provisions, Article 10 provides for the privacy of letters, posts and 

telecommunications 1167 and Article 13 makes provision for the inviolability of the 

home. 1168 These are the major provisions of the German Constitution on the protection of 

privacy. It is intended to examine case law developments based on these constitutional 

provisions. Thereafter, comments will be made on their relevance to Internet cafes. 

5.1.1.1 The Right to Self- Determination and Protection of Human Dignity 

The provisions of Article 1.1 of the Basic Law on the protection of human dignity and 

Article 2.1 on the right to self-determination are complementary and are often read 

together by the COurtS. 1169 Personality rights include the right of the individual to decide 

for him- or herself, on the basis of self-determination, when and within what limits, facts 

1164 Ibid. 

1165 1 BVerfGE 27 (1969); NJW 1707 (1969); Cfdu Plessis & J de Ville "Personal Rights" in D Van Wyk, J 
Dugard, B de Villiers, & D Davis (eds) Rights and Constitutionalism: The New South African Legal Order 
(1994) at 246. 

1166 See below. Cf D McQuoid-Mason The Law of Privacy in South Africa (1978) at 58. 

1167 Article 10. 

1168 Article 13. 

1169 
See generally, for example: 54 BverjGE 208 (1980), 35 BverjGE 202 (1973); CfD P Kommers The 

Constit~tional ~urisprudence of the Federal Republic of Germany 2nd ed. (1997) at 289. See also du Plessis 
& de Ville op CIt at 245 & 6, Markesinis op cit at 301-2. 
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about his or her personal life should be disclosed.11 7o The following are aspects of the 

right to personality that the courts have recognised: 

In the Lebach case, 1171 the right to determine whether and to what extent others may give 

a public account of one's life or certain incidents from it was determined. Here, the court 

held that a German television station would violate the complainant's right to privacy if it 

broadcast a documentary based on a crime he had committed six years before. 

In the Tape Recording II case,lI72 the right to one's own image and spoken word was 

considered. The court held that a private secret recording made during a discussion to 

conclude a contract may not be used in criminal proceedings. 

In the Princess Soraya case, I 173 the court held that pUblication of a fictitious "exclusive" 

interview with the complainant about her private life revealing intimate details invaded 

her privacy rights. The right not to have statements falsely attributed to oneself was 

recognised here. I 174 

11 70 IBVerfGE 65, (1941); Cf du Plessis & de Ville op cit at 246. 

1171
35 BVerfGE 202 (1973); NJW 1227 (1973). 

1172 34 BVerfGE 238 (1973); Cfdu Plessis & de Ville op cit at 246. 

11 73 34 BVerfGE 269, 245-51 (1973). 

1174 CfKo 't t 322 "I ' . ti · . mm.ers op C! a : t IS an In nngement of [an individual's] right to privacy to put words into 
hIS mouth WhICh he dId not utter and which adversely affect his self image." 
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In the Klaus K. case, 1175 involving the inspection of a letter sent by a wife to her husband, 

who was being held in pre-trial detention, it was observed that the letter constituted freely 

written communication to which the courts must attach "special importance" in the light 

of the constitutional requirement of personal privacy.1l76 The courts have also, on the 

basis of Article 2.1, recognised the right to confidentiality with respect to information 

I . 1177 d I . I" .. 1178 re atmg to census an egls atlve mvestlgatlOns. 

Furthermore, in upholding the right to self-determination provided for in Article 2.1, the 

courts have prohibited general publication of the names of individuals who were no 

longer allowed to practice as contractual spendthrifts. 1179 It has also been held that 

pregnancy belongs to the intimate sphere of a woman and is constitutionally protected by 

Article 2.1 and Article 1.1 1180 except where a foetus is aborted. 118
! 

It must be noted that there are limitations to the enjoyment of the constitutional rights 

guaranteed in Article 2.1 and Article 1.1. For instance, it has been said, with regard to the 

constitutional protection of the rights of pregnant women, that the right to privacy does 

1175 35 BVerfGE 35 (1973). 

11 76 CfK . ommers op CIt at 576. See also the Prison Correspondence II case 35 BverfGE 311 (1973). 

11 77
65 BVerfGE 1, 41-70 (1983). 

11 78 
77 BVerfGE 1, 38-63 (1987) (Neue Heimat) . 

11 79 78 BVerfGE 77, 84-87 (1988). 

1180 . 
39 BverfGE 1 (1975) (AbortIOn I case). 

11 81 • 
IbId. See also 88 BverfGE 203 (1993) (Abortion II case). 
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not include the right to intrude upon or destroy the protected legal sphere of another, 

without a justifiable reason, nor does it confer the right to destroy the life itself. 1 182 

In deciding whether or not to uphold a privacy claim, the courts must thus consider the 

rights accruing to others and strike a just balance between the protection of the private 

sphere of an individual as against the upholding of other rights of other individuals. The 

1 d h . . 1 f . l' 1183 courts must a so have regar to t e pnnclp eo proportlOna Ity. 

In the Divorce Records 1 184 case, the court held that the applicant's basic rights protected 

in Articles 2.1 and 1.1 of the Basic Law were infringed by the decision of the divorce 

court to hand over recorded evidence of his extra-marital affairs obtained in divorce 

proceedings to the chief examiner in a disciplinary hearing. According to the court, such 

an infringement without the consent of the marriage partners could only be justified if it 

was found to be in accordance with the principle of proportionality. 

Accordingly, where an infringement is not m accordance with the principle of 

proportionality, it will not be justified. 11 85 In the "Monitoring " Opinion,1186 an 

amendment of Article 10 that would create authority for surveillance contained a part that 

11 82 39 BVerfGE 1 (1975). See also 88 BverfGE 203 (1993) (Abortion II case); Cf du Plessis & de Ville in 
van Wyk et al op cit at 247. Contra the U.S. case Roe v Wade supra. 

11 83 See also du Plessis & de Ville in van Wyk et al op cit at 247-8, Currie op cit at 307ff, 321. 

11 84 27 BVerfGE 344, 350-355 (1970); NJW555-6 (1970). 

11 85 Cf du Plessis & de Ville in van Wyk et al op cit at 248. 

11 86 30 BVerfGE 1 (1970). 
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prohibited affected parties from being informed of surveillance under all circumstances 

was found to violate the principle of proportionality. The court found the amendment 

permissible but declared the part of the statute that excluded affected parties from being 

informed void. 

5.1.1.1a Relevance to Internet Cafes 

Article 1 and 2 ofthe German Basic Law clearly define the fundamental considerations in 

the protection of privacy. The protection of human dignity as well as the individual's 

right to self determination as identified in Articles 1 and 2 are central to and provide a 

very generous basis for privacy and data protection. Application of this will provide a 

broad and solid foundation for the protection of privacy and data in Internet cafes. 

As seen above, on the basis of Article 2.1, the courts have recognised the right to 

confidentiality in a variety of cases I 187 including the confidentiality of personal 

d 1188 S' '1 1 1 . fi' . d' correspon ence. Iml ar y, persona m ormatIOn contame m correspondence or 

documents processed in Internet cafes should be held as confidential. On the basis of 

Article 2.1, the German courts have also prohibited general publication of names where 

such publication might have been unfavourable to the persons involved. In line with this, 

the publication of personal information over the Internet may also be curtailed or 

regulated. 

11 87 
65 B VerfGE 1, 41-70 (1983); 77 BVerfGE 1, 38-63 (1987) (Neue Heimat). 

11 88 35 BVerfGE 35 (1973). 
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The court's recognition in the Lebach l189 case of the right to detennine whether and to 

what extent others may give a public account of certain aspects of another person's life 

may also be relevant in detennining liability in some cases of Internet publication of 

personal infonnation. 

5.1.1.2 Privacy of Posts and Telecommunicationsl19o 

Article 101191 of the Basic Law states that privacy of correspondence (Briefgeheimnis) 

and privacy of post and telecommunications (Post- und Fernmeldegeheimnis) is 

inviolable. 1192 Privacy of post has been described as the most comprehensive of all the 

spheres of privacy protected in Article 10. 1193 The content, identity and addresses of the 

sender and receiver, the content, time and manner of dispatch, and the fact of 

transmission are all protected under this provision. 1194 The postal administration has a 

legal duty to ensure secrecy in all its spheres of activity. 1 195 "Post" in this provision 

includes letters, parcels, packages, and samples. 1196 

11 89 35 BVerfGE 202 (1973); NJW 1227 (1973). 

1190 In this section, very few cases were found in the available English texts (including the Internet). 

1191 As amended by Federal Statute of June 24, 1968 (BGBI. I.S. 709). 

11 92 Du Plessis & de Ville in van Wyk et al op cit at 248. 

1193 Ibid. 

1194 Cf du Plessis & de Ville in van Wyk et al op cit at 248. 

1195 See generally du Plessis & de Ville in van Wyk et al op cit at 248. 

1196 Cf du Plessis & de Ville in van Wyk et al op cit at 248. 
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Privacy of postal communications however does not afford protection before the 

correspondence is handed in at the post office and after its delivery.1197 This is covered by 

the part of Article 10 that specifically protects the privacy of correspondence. Privacy of 

correspondence includes protection against intrusions by public bodies and officials, and 

generally affords protection in respect of the movement of correspondence outside the 

sphere of the postal administration. 1198 The protection guaranteed covers correspondence 

before it is handed in at the post and after delivery. 1199 Correspondence includes letters, 

. d d 1 b fi · 1200 pnnte matter, postcar s, te egrams, ut not, or Instance, newspapers. 

Privacy of telecommunications affords protection in respect of telegrams, teleprinters, 

teletex, telefax, long distance calls, and radio-telephones. 1201 Telecommunications that 

take place without the assistance of the postal administration are also protected under this 

provision.1202 The protection afforded by this provision extends to both the content of the 

communication and information regarding the circumstances in which it took place. 1203 

Although the provision does not specifically mention e-mail.itis submitted that given the 

broad scope of this provision, which covers "telecommunication which takes place 

1197 See generally du Plessis & de Ville in van Wyk et al op cit at 249. 

1198 Cf du Plessis & de Ville in van Wyk et al op cit at 249. 

1199 Ibid. 

1200 Ibid. 

1201 Paul Schwartz "German and U.S. Telecommunications Privacy Law: Legal Regulation of Domestic 
Law Enforcement Surveillance" (2003) 54 Hastings Law Journal 751 . 

1202 See du Plessis & de Ville in van Wyk et al op cit at 249. 

1203 8 5 BVerfGE 382,399 (1992). See also du Plessis & de Ville in van Wyk et al op cit at 249. 



261 

without the assistance of the postal administration" (auBerpostalischer 

Fernmeldeverkehr)1204 e- mails are also protected under this provision. 

The right is infringed when an official of a public body reads mail, listens in to or records 

a conversation of a private person or business, makes an order to do so, or enables a third 

party to do SO.1205 Where, however, one of the participants in a conversation waives his or 

her right to privacy, and a public body listens in, no infringement has been made. 1206 

Article 10.2 specifically sets out the conditions under which the right may be infringed. 

It has been said that the Article 10 right guarantees the free development of the 

individual's personality through the private exchange of information, thoughts and 

beliefs.1207 The right to privacy with respect to posts and telecommunications can be 

I · db I ' . . 1208'd d h h c alme y any natura or JurIStIC person, proVI e t at t e person acts as the sender of 

mail, or takes part in a telephone conversation. 1209 

5.1.1.2a Relevance to Internet cafes 

Although electronic mail does not ordinarily qualify as "post", the provisions of Article 

10 guaranteeing the privacy of correspondence (Briefgeheimnis) and the privacy of 

1204 Cf du Plessis & de Ville in van Wyk et al op cit at 249. 

1205 Cf du Plessis & de Ville in van Wyk et al op cit at 248. 

1206 Ibid. 

1207 Du Plessis & de Ville in van Wyk et al op cit at 248. 

1208 Article 19 (3) . 

1209 Ibid. 
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telecommunications- which includes communications that take place without the 

assistance of the postal administration- 1210 bring e-mail within the purview of this Act. 

The scope of protection provided for mail and telecommunications also sets a standard 

and provides a model for similar provisions to be made in Nigeria for the protection of e-

mails sent and received in Internet cafes. The protection guaranteed in Article 10 covers 

the content, identity and addresses of the sender and receiver, the content, time and 

manner of dispatch, and the fact of transmission in the case of mail. 1211 For 

telecommunications, protection under Article 10 covers the content of the communication 

and information regarding the circumstances in which it took place. 1212 

5.1.1.3 The Inviolability of the Home 

Article 13.1 provides that the home shall be inviolable. The provisions of this Article 

protect the right of the occupier.1213 Thus a person does not have to be the owner of the 

property to be protected by the provisions of this Article. In effect, tenants, guests, 

boarders and other persons whose stay on the premises is of a temporary nature may 

bring an action based on Article 13. "Home" is generously interpreted to include guest-

houses, hotel rooms, boats, and places of business as long as the area is not freely 

1210 See du Plessis & de Ville in van Wyk et al op cit at 249. 

1211 Cf above Para 5.1.1.2. 

1212 Ibid. 

1213 :5 BVerfGE 318,326 (1986) "in Ruhe gelassen zu werden ". Cf du Plessis & de Ville in van Wyk et al 
op Cit at 250. 
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accessible to the general public.1214 The protection offered by this Article covers not only 

permanent fixtures but also moveable structures. It has been said that the rationale is the 

protection of a spatial sphere where an individual can freely do what he or she pleases. 

The right to the inviolability of the home has been interpreted generously to afford 

protection for individuals, whether they are Germans citizens or foreigners. Domestic, as 

well as juristic persons are also protected under this article,1215 and protection extends to 

places that are not strictly private such as places of business. This reinforces the fact that 

Article 13 protects the right of the occupier. 

There are constitutional restrictions on the exercise of the right. Article 13.2 lays down 

certain conditions1216 under which searches may be carried out. Article 13.3 specifies 

circumstances 1217 under which other intrusions and restrictions may be permitted. In 

terms of Article 19 of the Basic Law, any of the basic rights may be restricted by 

legislation in circumstances provided for under the Article. 

1214
32 BVerfGE 54 (1971) (Dry Cleaning case); 101 BverjGE 361 (1999). Cf du Plessis & de Ville in van 

Wyk et al op cit at 250. 

1215
32 BVerfGE 54, 72 (1971); 42 BverjGE 212, 219 (1976) (Bauer Company case). All lawful occupiers 

of ' Wohnungen ' have a claim to this right. Cf du Plessis & de Ville in van Wyk et al op cit at 250. 

1216 These include, where a search is ordered by a judge, or, in circumstances where it would be dangerous 
to delay taking action, by other organs prescribed by statute. In all cases, the search must be carried out as 
prescribed by the law. See 75 BverfGE 318, 325 (1986); 59 BverfGE 95, 97 (1982); 51 BverfGE 97, III 
(1978). 

1217 Article 13(3) provides: "Intrusions and restrictions may only be made to avert a public danger or a 
mortal.dange~ to individu.als, or, pur~uant to a statute, to prevent substantial danger to public safety and 
order, m partIcular, to relIeve a housmg shortage, to combat the danger of epidemics, or to protect juveniles 
who are exposed to a moral danger." 
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In line with Article 19, legislation restricting the enjoyment or application of, or 

legislation authorizing infringements upon, the right to privacy regarding post and 

telecommunications must mention specifically that the right is to be infringed, must be 

precise as to the subject matter, purpose and extent of the infringement, and may not 

. h 1218 encroach on the essence of the ng t. 

F or instance, if a statute empowers certain officials to intercept correspondence, in the 

interest of the State, the statute must have a clearly defined subject matter (for instance 

protection of the State), and must clearly define the purpose for such infringement (for 

instance, safety and security). The statute permitting interception of correspondence, 

(which would otherwise be an infringement of a Constitutional right), must also specify 

the circumstances under which an official may intercept correspondence. 1219 

In addition, the measure authorizing the infringement has to be in proportion to the aims 

of the infringement. 1220 In essence, this provision guards against arbitrary infringement of 

the rights guaranteed in the Constitution, and aims to ensure that where there is an 

infringement of any of the rights guaranteed in the Constitution, the degree of 

12 18 • 
Article 19(2). See generally the Klass case: 30 BverfGE 1 (1970). 

12 19 f . . 
C the Umted States PATRIOT Act of2001 (pubhc Law 107-56; 115 Stat. 272), which, for security 

reasons, pennits the interception of communications, in circumstances that might otherwise amount to 
infringement of the right to privacy. See below Para 4.3 .1.13. 

1220 
See 67 BVerfGE 157 (1985); NJW 121 (1985), where legislation which allowed the control of letters 

and tele~hone ca~ls to countries which had signed the Warsaw treaty was held to be a justified infringement 
on the nght to pnvacy of posts and telecommunications. Cf du Plessis & de Ville in van Wyk et al op cit at 
250. 
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infringement is limited to the minimum necessary to achieve clearly- stated, valid legal 

ends. 

5.1.1.3a Relevance to Internet Cafes 

Although "home" has been interpreted to include places of business and the right 

afforded in article 13 has been extended to occupiers, it remains doubtful whether 

Internet cafe users can benefit from this provision for the following reasons. Firstly, 

Internet cafes are, by their very nature, often accessible to the public. If, however, it can 

be shown that the Internet cafe business is exclusive or not accessible to the public, for 

instance, where a hotel provides its customers with Internet services, the provisions of 

Article 13 may be relevant. 

Secondly, customers in Internet cafes are neither owners nor occupants, but mere 

licensees 1221 and as such may not be eligible to bring action under Article 13. 

5.1.2 Conclusion on Constitutional Protection of Privacy in Germany 

The broad provisions of Article 1.1 and 2.1 may be regarded as a wide blanket affording 

protection for virtually all forms of invasions of privacy since the right to privacy is 

essentially the right to determine how, when, where, by whom, and to what extent 

1221 32 . 
BVerfGE 54 (1971) (Dry Cleamng case); 101 Bve1jGE 361 (1999). Cf du Plessis & de Ville in van 

Wyk et al op cit at 250. 



266 

1222 . l' . h Art' 1 1 1 personal infonnation about oneself should be used. Moreover, m me WIt IC e . , 

it has been contended1223 that the major interest protected by the law of privacy is human 

dignity. 

The provisions of Article lOon the privacy of posts and telecommunications are also 

broad and open regarding the fonns of communication covered by the Act thus e-mail 

communication can be included even though not specifically mentioned. Article lOis 

also sufficiently detailed in defining what is protected by the Act and in this regard, its 

provisions are also generous. Lastly, Article 13 which provides for the inviolability of the 

home has been construed to protect persons whose stay on premises is temporary. It has 

also been applied to places of business. 

This provision has thus been given a generous interpretation, benefiting categories of 

persons who would not have benefited given a narrow construction of the provision. It is 

clear from the cases that both substantive and infonnational privacy rights are protected. 

It may thus be concluded that Gennan Constitutional law provides broad based privacy 

protection with respect to personal space, communication and generally, personal 

integrity. 

1222 Cfabove Para l.l. 

1223 CfE J Bl . "P ' oustem nvacy as an Aspect of Human Dignity: An Answer to Dean Prosser" (1964) 39 
NYU Law Review 962, 964; See above Para 1.1. 
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5.1.2a Relevance to Internet Cafes 

In line with the above, it is submitted that as established by the German courts, 

importance should be attached to the contents of electronic mail as freely written 

communication.1224 In this light, an Internet cafe user should have a general right to limit 

disclosure of personal information 1225 contained in electronic mail, and be compensated 

for any infringement of this right. The principles enunciated in Articles 1.1 and 2.1 of the 

German Constitution will thus be useful for the protection of electronic mail in Internet 

cafes in Nigeria. 

Similarly, the provisions of Article 10 on privacy of posts and telecommunications have 

been regarded as wide enough to accommodate telecommunication that takes place 

without the assistance of the postal administration.1226 In this regard, the protection of 

content, identity and address of sender, time and manner of dispatch as well as fact of 

. . d b Art' 1 10 1227 . transmIssIOn guarantee y IC e , WIll apply to electronic mails. Thus, where a 

person wrongfully discloses information relating to any of the above, there should be 

liability for such disclosure. 

1224 Cf35 B ,In. . veJ' ... E 311 (1973) (Prison Correspondence II case). 

1225 1 BVerjGE 65 (1941); Cf du Plessis & de Ville op cit at 246. 

1226 Cfabove Para 5.1.1.2. 

1227 Ibid. 
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However, it appears that the provisions of Article 13 will be oflittle use for the protection 

of electronic mail in Internet cafes. In this regard, it is submitted that Articles 1.1. and 2.1 

together with Article 10 provide a commendable paradigm and constitute ample 

provisions from German Constitutional law privacy for our purpose and it is unnecessary 

to attempt to stretch the provisions of Article 13 to cover Internet cafes. 

5.1. 3 Constitutional Protection of Data in Germany 

In the Census Act case,1228 the courts, on the basis of Articles 1.1.and 2.1 established the 

right to informational self-determination. Here, it was affirmed that: 

"The individual must be protected from the unlimited collection, storage, use and 

transmission of personal data as a condition for free personality development 

under modem conditions of data processing." 1229 

The court further stated that Articles 1.1 and 2.1.guarantee the right of the individual to 

determine for himself, or herself whether personal data relating to them may be used. 1230 

It has also been observed that the right to informational self-determination would be 

violated where automatic data processing and the sharing of statistical data with local and 

1228 65 BVerfGE 1 (1983). 

1229 65 . BverfGE 1 (1983). CfKommers op CIt at 325. 

1230 Ibid. 
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regional authorities could result in the reconstruction or release of the personality profiles 

f . I . d' 'd I 1231 o partlcu ar III IVI ua s. 

The courts have also held that to require a person to register and record all aspects of his 

or her personality, even though it is carried out anonymously in the form of a statistical 

survey, would be a violation of the right to self-determination contained in Article 2.1 of 

the German Basic Law. 1232 

The courts have, in upholding the right to informational self-determination, also limited 

disclosure of medical records 1233 and divorce files. 1234 

5.1.3a Relevance to Internet Cafes 

As observed above,1235 the right to self determination is central to data (and privacy) 

protection and many forms of data (and privacy) invasions would be outlawed on this 

basis. Based on Articles 1.1. and 2.1, Internet cafe users would have the right to limit 

and/or regulate access to, disclosure of, pUblication and other use of personal information 

in Internet cafes. 

1231 65 BVerfGE 1,41-70 (1983). Cfdu Plessis & de Ville in van Wyk op cit at 247. 

1232 27 BVerjGE 1,6 (1969). 

12D32 . BVerfGE 373, 378-86 (1972) (MedIcal Confidentiality case). 

1234 27 BVerfGE 344,350-355 (1970). 

1235 Para 5.1.1.1a. 
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5.1.4 Conclusion on Constitutional Protection of Data in Germany 

The right of the individual to determine for himself, or herself whether [and how] 

personal data relating to them may be used, and the correlating need for limitation of the 

collection, use and storage of personal information, as enunciated by the German 

COurtS,1236 may be regarded as fundamental elements of data protection law. These are the 

core considerations in the German constitutional law protecting data. 

In this regard, the German courts have recognised the need to regulate and limit various 

aspects of data processing that result in violations of privacy including data collection,1237 

storage,1238 sharing,1239 and disclosure.124o In affirming the right to informational self 

determination, the courts have also upheld the right of the individual to decide who may 

h . fi . b h 1241 kn h " . fl ' fi . ave III ormatIOn a out t em; to ow w 0 IS III possessIOn 0 persona III ormatIon 

regarding them. In conclusion, it may be said that German constitutional law provides a 

firm foundation on which a strong data protection law can be built. 

5.1.4a Relevance to Internet Cafes 

1236 65 BverfGE 1 (1983). 

1237 Ibid. See also 27 BVerjGE 1, 6 (1969). 

1238
65 BverfGE 1 (1983). 

1239 65 BVerfGE 1, 41-70 (1983). 

1240 
32 B VerfGE 373, 378-86 (1972); 27 B VerfGE 344, 350-355 (1970). 

124 1 65 BverfGE 1 (1983). 
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The data protection rights recognised in the German Constitution will be relevant for the 

protection of information processed in Internet cafes. General application of the German 

constitutional right to informational self-determination will confer on an Internet cafe 

user extensive protection against unauthorised use of personal information processed in 

Internet cafes. Such protection will include the right to the limitation of collection, 

storage, use and disclosure of such information. In conclusion, German constitutional law 

offers valuable principles for the protection of privacy in Internet cafes in Nigeria. 

5. 2 Civil Law Protection of Privacy and Data in Germany 

5. 2. 1 Civil Law Protection of Privacy 

The German Civil Code1242 does not recognise a general right to privacy. 1243 However, 

many invasions of privacy have been recognised under the principles of personality 

rights, based on the actio injuriarum. 1244 In effect, although there was no civil action for 

the protection of privacy rights, the courts recognised individual interests regarding 

privacy and the law evolved as in the case of the United Kingdom and the United 

States. 1245 

1242 • 
Hurgerbches Gesetz Huch of 1896, as amended by Act of25 June 1998. 

1243 S M Q "d M " ee C UOI - ason op CIt at 57ff. 

1244 Ibid. 

1245 Ibid. 
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Article 823 and Article 826 of the German Civil Code (BGB)1246 are the two major 

provisions that deal with protection of privacy. Article 823 (1) provides that: 

"One who intentionally or negligently, wrongfully injures the life, body, health, 

freedom, property or any other right of another is obligated to compensate him for 

d 
. . h c. ,,1247 amage ansmg t erelrom. 

Article 823, protects against intentional or negligent injury to the life, body, health, 

liberty, property rights or "any other right" of another person. It has been contended that 

the words "any other right" should be construed strictly to exclude the right to privacy, 

not expressly mentioned in the first paragraph of the Article.1248 Relying on the eiusdem 

generis rule,1249 it has been argued that the personality rights intended to be recognised in 

Article 823 are specifically listed and the words, "other rights" refer to proprietary rights, 

as suggested by the inclusion of "property" in the provision. On this basis, the interest in 

protecting the integrity of the personal sphere, or preserving honour and reputation, are 

excluded from the scope of protection of the first paragraph of Article 823.1250 

1246 Burgerliches Gesetz Buch of 1896 as subsequently amended. 

1247 Translation by H D Krause "The Right to Privacy in Germany- Pointers for American Legislation?" 
(1965) Vol Duke Law Journal 481 at 518. CfMcQuoid-Mason op cit at 59. See also Markesinis op cit at 
10. 

1248 See H Stoll "The General Right to Personality in German Law: An Outline of its Development and 
Present Significance" in Markesinis Protecting Privacy op cit at 29. 

1249 The rule states in essence that the express mention of a thing or a specific category excludes others that 
are not in the same category. 

1250 Cf " . 
69 RGZ 404f (1908) where the courts refused the plaIntIffs actIon to prevent the publication of 

letters on the basis of personality rights, but subsequently allowed the action on the basis of German 
copyright law. See also Stoll in Markesinis Protecting Privacy op cit at 29, 30. 
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However, in 1957, the (Bundesgerichtshoj) held that the right to pnvacy could be 

protected under the Article although its scope in each case would be limited by balancing 

1251 l' d . . l' . f the values and interests involved. In effect, neg 1gent an mtentIOna mvaSIOns 0 

personality rights would be actionable under Article 823.This decision has received 

approval and has been followed in a number of other cases. 

In the Herrenreiter case,1252 the photograph of a famous horse rider was used without his 

consent to advertise a patent medicine to improve sexual potency. Article 823 was 

successfully invoked to protect the plaintiffs personality rights. Similarly where a 

professor of law was depicted without his authority as an important scientist expressing 

an opinion in an advertisement for a tonic, he was awarded damages for the unauthorised 

attack on his personality. 1253 

The second paragraph of Article 823 deals with tortuous liability for infringement of 

statutory rules. It "imposes an obligation to make amends on anyone who violates a 

statutory provision intended for the protection of others.,,1254 Although it has been 

suggested that the protection of personality rights provided here is subject to the 

125 1 Krause 'The Right to Privacy in Germany- Pointers for American Legislation?" (1965) Duke Law 
Journal 481 at 522f. 

1252 26 BGHZ 349 (1958). 

1253 35 BGHZ 363 (1961), NJW 2059 (1961). 

1254 See Markesinis The German Law a/Torts at 10, 653 . 
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existence of a criminal offence relating to personality,1255 it is arguable that violations of 

Articles 1 and 2 of the Basic Law would also invoke liability under this law. 

In a casel256 where the plaintiffs sperm, which had been frozen prior to an operation that 

resulted in his impotency, was negligently destroyed, the court granted the plaintiff relief 

for immaterial loss by analogous application of the principle requiring a wrongdoer to 

indemnify hislher victim in respect of immaterial loss for tortuous injury to the body. The 

court justified the analogy by "the personality right of the person entitled'" .1257 In this 

case, the court regarded injury to the plaintiffs sperm as injury to his body and fitted this 

under Article 823, which requires anyone who "recklessly or negligently injures the life, 

body, health, freedom, property, or other right of another contrary to law" 1258 to 

compensate the plaintiff. 1259 

Personality interests not protected by the first paragraph of Article 823 may be protected 

under the second paragraph or under Article 826, which provides that "one who 

intentionally damages another in a manner violating good morals is obliged to 

compensate him for such damages.,,1260 This provision is a general clause imputing 

1255 See Stoll in Markesinis Protecting Privacy op cit at 30. 

1256 CfBGH 9, 11 (1993),52 BGHZ 124 (1993). 

1257 Ibid at 57. 

1258 S tr I ' . M k . . 'h ee ans atlOn m ar eSlnIS T, e German law o/Torts op cit at 10. 

1259 This decision has been criticised on the grounds that the courts should have based their decision on the 
protection of personal dignity rather than the right to bodily integrity. Christian von Bar The Common 
European Law o/Torts Volume 1 (1998) at 609. 
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liability for the intentional infliction of damage to another in a manner contrary to good 

morals. 

It has also been contended that Article 826 of the German Civil Code provides for the 

. . h ·fi 11 . d· h C d 1261 recognition of different personalIty ng ts not speci lca y mentlOne III teo e. 

Thus the Article could be construed to cover intentional invasions of privacy violating 

"good morals",1262 for instance, where a defendant made a privileged disclosure to his 

clients concerning the plaintiffs criminal conviction and such privilege was exceeded.
1263 

It appears however that the role of Articles 1 and 2 of the German basic Law in the 

development of a right to privacy cannot be neglected. In this regard, it has been 

suggestedl264 that there was a general pragmatic development of personality right 

protection on the basis of Article 826 of the Civil Code and, of Articles 1 and 2 of the 

Federal Constitution.1265 

1260 T 1· . J . R P . d h rans atlOn III ushce eport rzvacy an t e Law (1970) at 21f Para 97; See also Markesinis The 
German Law o/Torts op cit at 1l. 

1261 J Kohler Personlichkeitsrecht 1, 587; W. A Joubert .. Die Persoonlikheidreg : ' n Belangwekkende 
Ontwikkeling in die Jongste Regspraak in Duitsland" (1960) 23 THRHR 30; See McQuoid-Mason op cit at 
58. 

1262 Kr ( ause 1965) Duke Law Journal 481 at 487. 

1263 115 RGZ 416 (1927); Krause (1965) Duke Law Journal 481at 487f. 

1264 J . p. . 2 ushce rzvacy op CIt 1 Para 97. 

1265 G rund~eset: ~1949) as.subs:.q.uentl~ amended. CfE J Cohn Manual o/German Law 2 ed (1968) who 
states that the nght to pnvacy IS denved by a somewhat strained interpretation from Arts 1 and 2 from 
the Basic Law.' 
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In the landmark Schacht case,1266 the plaintiff, an attorney, wrote to a newspaper on 

behalf of his client, demanding that the paper correct certain statements made about his 

client. The paper however published the attorney's letter so that it appeared that he had 

written in his personal capacity. The attorney succeeded in obtaining an order to compel 

the paper to correct the false impression by publishing a statement that he had not written 

in his personal capacity. The BGH held that on the basis of Articles 1 and 2 of the Basic 

Law, which guaranteed the inviolability of human dignity as well as the free development 

of personality as fundamental rights, the courts could grant protection for personality 

interests. 1267 

This principle has been followed in subsequent decisions by the COurtS. 1268 In the 

Princess Caroline of Monaco case,1269 where the defendants published incorrect reports 

as well as a false "exclusive " interview with the plaintiff, the plaintiff was granted 

damages for repeated attacks on her personality. 

S.2.1a Relevance to Internet Cafes 

Article 823 will be relevant for the protection of privacy in Internet cafes where there is 

injury to the life, body, health or liberty in invading the plaintiffs privacy. For instance, 

1266 13 BGHZ 334 (1954). 

1267 
See Krause (1965) Duke Law Journal 481 at 488f. 

1268 • 
Wagner s Case 15 BGHZ 249 (1954): Paul Dahlke Case 20 BGHZ 345 (1956). 

1269 BGH 15, 11 (1994), 128 BGHZ 1 (1994); NJW 861 (1995). 
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where the plaintiff is beaten up and injured in order to obtain personal infonnation 

. . f lJ • 1270 th '11 1 processed by himlher m an Internet cafe. On the basIs 0 llerrenrelter ere WI a so 

be liability for invasion of privacy where personal infonnation is unlawfully published or 

otherwise used in a manner that violates the plaintiffs personality rights. 

There will be liability under the second part of Article 823 only where the act complained 

of constitutes a violation of another law. For instance, where a computer in an Internet 

cafe is stolen in order to access and publish personal infonnation contained in the 

computer's hard drive, the act of stealing constitutes a contravention of the Nigerian 

Criminal Code for which there will be liability under the second part of Article 823 . 

Further to this, Article 826 of the Civil Code which has been construed to cover 

intentional invasions of privacy violating good morals may be interpreted to prohibit 

unauthorised disclosure, publication or other use by Internet cafe personnel of personal 

infonnation relating to customers.1271 The basis for this is the argument, as submitted 

above,1272 that Internet cafe personnel ought to be under a moral duty to maintain 

confidentiality with respect to infonnation processed in their Internet cafes. 

From the above, it may be said that, although the Civil Law principles from which 

privacy rights can be drawn are not cohesive, Gennan Civil Law contains relevant 

provisions that may be adapted for the protection of privacy in Nigerian Internet cafes. 

1270 Supra. 

127 1 11 5 RGZ 416 (1927); Krause (1965) Duke Law Journal 481 at 487ff. 
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5.2.2 Civil Law Protection of Data in Germany 

There is no specific Civil Law provision on, or protection against, the misuse of 

information stored in a data bank in Germany. However, German Civil Law affords 

general protection for data where information is unlawfully obtained or where publication 

or disclosure of information constitutes an invasion of privacy or personality rights as 

recognised under the general principles of Civil Law. In this regard, if the injured party 

can show that the information has been unlawfully obtained or that the information 

affects his or her honour or business reputation, or that it concerns his or her sex life,1273 

they may be protected under Civil Law principles. 

The provisions of Article 824 may also give rise to a claim where a person publishes 

wrong facts that endanger the credit of the plaintiff, in circumstances where the person 

who published the information knows, or ought to know that the information is false. 1274 

Article 824 provides that: 

"A person who maintains or publishes, contrary to the truth, a statement 

calculated to endanger the credit of another, or to injure his earnings or 

prospects in any other manner, must compensate the other for any damage 

1272 Para 3.2.2.1.1.1a. 

:;~ See generally J Neethling Neethling 's Law 0/ Personality (2005) at 108-112; McQuoid- Mason op cit at 

1274 CfMarkesinis The German Law o/Torts op cit at 56. 
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arising therefrom, even if he does not know of its untruth, provided he 

h kn " 1275 oug t to ow. 

This provision may offer protection against negligent or intentional publication of untrue 

and potentially-damaging information by data agencies and their officials. It will also be 

relevant in cases where information that places another in a false light is published. 

. 1276 
ArtIcle 12 ofthe BGB also protects the human name. 

5.2.2a Relevance to Internet Cafes 

Article 824 of the German Civil Code will be particularly relevant for the prevention of, 

or for the compensation of plaintiffs in cases of, negligent or intentional disclosure or 

publication of information processed in Internet cafes where such information is untrue 

and capable of damaging the plaintiffs credit. The data protection afforded by German 

Civil law will be also be relevant in Internet cafes where information is unlawfully 

obtained, disclosed, published or otherwise used in a manner that adversely affects the 

plaintiffs honour, business reputation, sex life or any other personality right recognised 

under Articles 823 and 826 of the Civil Code. 

5.3 Statutory Protection of Privacy and Data in Germany 

1275 T l' . M k " 'h rans atlOn lTI ar eSlTIlS T. e German Law of Torts op cit at 11 . 

1276 CfM k .. 'h ar eSlTIlS T. e German Law of Torts op cit at 56. 
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S P · fP . 1277 5.3.1 tatutory rotectlOD 0 rIvacy 

Certain laws contain isolated provisions on the protection of privacy. The Law of Artistic 

Creations 1278 contains provisions on the right to one's likeness and prohibits the 

unauthorised publication of one's likeness. 1279 In the Mephisto case,1280 the plaintiff 

sought to restrain the publication of a book that clearly described his deceased father even 

though some of the details contained in the book were fictitious. The court granted 

posthumous protection of the personality on the basis of Article 22 of the Law of Artistic 

Creations. 

The German Copyright Act1281 also offers limited protection for the infringement of 

"personal intellectual creations.,,1282 In an action by Friederich Nietzsche's relatives to 

prevent the threatened posthumous publication of certain letters, the action was allowed 

on the basis of copyright. 1283 To qualify for protection under the Act however, such 

1277 Most of the German statutory provisions that the researcher found were in the German language with 
no translations available. Since the researcher does not speak or understand the German language, this 
placed a limitation on the number of statutes available for examination in this paragraph. 

1278 
Kunsturhebergesetz (1907). 

1279 Articles 22 ff. 

1280 30 BverjGE 173 (1971), BGH 20.3 (1968). 

1281 T T h . 
vr eberrechtsgesetz (1965) Article 2(2). 

1282 Art· 
Icles 2 (2). efe Reed InternetLaw: Text and Materials (2004) at 7,8. 

1283 69 RGZ 404f(1908). 
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creations must display a degree of creativity higher than the average level in the field in 

question. 1284 

5.3.1a Relevance to Internet Cafes 

The Mephisto case128S underlines an important factor in the examination of the different 

statutes that are not Data Protection Acts, examined in this work. Even where there is an 

exhaustive Data Protection Act in place, certain subject-specific statutes may provide 

more effective protection in certain instances. Subject-specific statutes thus have their 

significance and cannot be disregarded in the protection of privacy and data. 1286 

The Mephisto case1287 provides an apposite illustration of generous construction of statute 

law, in a case where protection might not ordinarily be available under ordinary data 

protection legislation; case in point: for the protection of a deceased person. The court's 

unrestrictive approach in the Mephisto case is noteworthy and it is suggested that 

Nigerian courts adopt a similar generous approach in the construction of any law 

protecting privacy and data in Internet cafes in Nigeria. 

5.3.2 Statutory Protection of Data 

1284 Inkasso-Programm BGH decision of9 May 1985, 1986 IIC 681 ; Betriebssystem, BGH decision of 4 
October 1990, 1991IIC 723 . CfReed op cit at 8. 

1285 Supra. 

1286 Cfabove Para 3.2.3 .1.2.4a. 

1287 Supra. 
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The Federal Data Protection Law1288 governs data protection in Gennany. The law covers 

the collection, processing and use of personal data collected by public federal and state 

authorities, (where there is no state regulation), and of non- public offices as long as they 

process and use the data for commercial or professional aims. 1289 The general purpose of 

the Act is to protect the individual against violations of his 'personal rights' 

(personlichkeitsrecht) that may arise from the handling of person-related data. 129o 

The Act covers automated and non-automated files. 1291 "Personal data" is defined in the 

Act as "any infonnation concerning the personal or material circumstances of an 

identified or identifiable individual (the data subject).,,1292 The Act requires that personal 

data be collected from the data subjectl293 and prescribes conditions for collecting such 

data without the data subject's participation.1294 Data protection in Gennany is 

demarcated on the basis of public law and private law,1295 thus the Act contains 

1288 B d d . un es atenschutzgesetz; Federal Data ProtectIOn Act of27 January 1977 BGBI. I.S. 2325 last 
amended 23 May 2001. Cf20 December 1990 Federal Law Gazette 1 1990 at 2954. Cf 
http://www.Ml.bund.de/infOrmation/bdsg eng.pdfor http://www.datenschutz­
berlin.de.rechtldelbdsg/bdsgOI eng.htm for English version of the Act. 

1289 S . . 
ectIOn 1 (2) . CfThe Green Paper on ElectrOnIC Commerce for South Africa op cit at Para 8.65 . 

1290 Part I Section 1(1). 

1291 P . art I SectIOn 3(2). 

1292 Part I Section 3(1). 

1293 Section 4(2). 

1294 Section 4(2) (1& 2). 

12% • 
CfGermany: The Federal Data ProtectIOn Commissioner at 

http://www.bfd.bund.de/informationldatorotec en.htrnl. Accessed December 2004. 
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provisions on data processmg by public bodies,1296 and data processmg by private 

bodies. 1297 

Rights of the data subject under the Act include the right of access, 1298 as well as the right 

to correction, erasure and blocking of data. 1299 These are regarded as inalienable rights of 

the data subject and they may not be excluded or restricted by a legal transaction.
l3oo 

Under the Act, the right of access includes the provision of information to the data 

subject about stored data concerning him or her,1301 and notification l302 (of the data 

subject), where data is collected without his/ her knowledge. The Act provides for clear 

specification of the purpose(s) for which data is to be used,1303 and requires collection, 

processing and use of data to be in accordance with the specified purpose(s),1304 or, in 

accordance with the exemptions specified in the Act. 1305 The data subject also has a right 

of objection to the collection, use or processing of data. 1306 

1296 Part II Chapter II. 

1297 Part III Chapter II. 

1298 Sections 19, 34. 

1299 Sections 20, 35. 

1300 Section 6. 

1301 Sections 19,34. 

1302 Section 19(a), Section 33. 

1303 Section 28(1). 

1304 Sections 28, 39, 40. 

1305 Section 28(2), (3) & (4) . 

1306 Section 20, Section 35. 
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The Act contains other provisions on access to data, confidentiality and enforcement of 

the Act to increase its effectiveness. In this regard, the Act makes provision for 

supervisory authorities to keep a register of automated data banks containing personal 

information, which the public may consult, to facilitate access to data banks.1307 The Act 

also makes provision for a Federal Data Protection Commissioner to whom appeals may 

be made by any aggrieved person in respect of an alleged infringement of his or her data 

protection rightS. 1308 

Further to this, the Act prohibits persons employed in data processing from collecting, 

processing or using personal data without authorization and requires that such employees 

give an undertaking to maintain confidentiality.1309 This undertaking of confidentiality 

remains valid after termination of activity or work. 1310 

In addition, the Act provides for compensation by public l311 and private1312 data 

controllers in respect of inadmissible or incorrect collection, processing or use of data 

that results in harm to the data subject. Furthermore, the Act provides for criminal1313 as 

1307 Section 38(2). 

1308 Section 21 . 

1309 Section 5. 

1310 Ibid. 

1311 Section 7. 

131 2 Section 8. 

13I3 Section 43 . 
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well as administrative 1314 offences in respect of certain acts of non-compliance with the 

Act, for which there will be liability. 

The Federal Data Act was updated in 2001 to make it consistent with the European Union 

Data Protection Directive. I3I5 The Act now includes regulations on transmitting personal 

1316 . . 1317 d . . 1318'd '11 I3I9 d data abroad ,depersonahsatIOn, pseu onymlsatIOn, VI eo survel ance an 

. . 1320 Th 1 . 'd &: h mobIle personal data processmg systems. ese recent regu atIOns proVI e lor t e 

collecting, processing and use of as little personal data as possible in the organisation and 

choice of data-processing systems. 1321 In addition, the Act grants data subjects greater 

. h f b' . 1322 ng ts 0 0 ~ectIOn . 

1314 Section 44. 

13 15 Directive 95/46IEC 1995. 

13 16 Section 4(b). 

1317 Section 3(6) defmed in the Act as "the modification of personal data so that the information concerning 
personal or material circumstances can no longer or only with a disproportionate amount of time, expense 
and labour be attributed to an identified or identifiable individual." (Also referred to as "anonymisation" in 
the Act; Section 3(a)) 

1318 Section 3(6a). Pseudonymisation is defined in the Act as "the replacement of the name and other 
identifying attributes with a code with a view to making it impossible or significantly more difficult to 
identify the data subject." 

1319 Section 6(b). 

1320 S . . 
ectlOn 6(c). Cf generally, The Green Paper on ElectronIc Commerce for South Africa op cit at Para 

8.6.7. 

1321 Section 3(a). 

1322 Ibid. 
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Furthermore, the Act provides for the appointment of a data protection official by public 

I d 1323 Th . d f~ . I and private bodies that collect, process or use persona ata. e appomte 0 llCla 

will, in addition to complying with the general provisions of the Federal Data Act, 1324 be 

bound to maintain secrecy on the identity of data subjects and on circumstances 

permitting conclusions to be drawn about a data subject.
1325 

A key distinctive feature of German data protection law, is its dual system of 

administration whereby the data laws operate both at the federal level and at the state 

level. There are commissions in each of the Lander(s) that enforce the Lander data 

protection Acts1326 while the Federal Data Protection Commission (Bundesbeauftragter 

for den Datenschutz) is responsible for supervision of the Federal Data Protection ACt. 1327 

The availability of administrative supervision at the state level will enhance effective 

monitoring to ensure compliance with its provisions. Effective monitoring and thorough 

administration of the laws is also ensured through the creation of separate governmental 

bodies to administer them. 

1323 Section 4(f). 

1324 Section 4(g)(1). 

\325 Section 4(f)(4). 
1326 • 

E.g Berhn, Bremen Hamburg, Lower Saxony Cf The Federal Data Protection Commissioner at 
Acc~ssed December 2004. All landers have their own specific data protection registries that cover the 
pubhc sector of the Lander administration. 

1327 S t' 24 " f l' . ec IOn on. m~~lt?nng 0 comp lance.http://www .b(d.b.und.de/infOrmation/datprotec en.html.CfD 
Bamsar & S DaVIes Pnvacy and Human Rights: An InternatIOnal Survey of Privacy Laws and Practice" 
(1999) http://www.gilc.org/privacY/surveY/intro.html Accessed September 2000. 
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Reference must also be made to Section 6 of the German Act which provides for 

. 1328 . . h· fri th inalienable rights of data subjects. In effect, any provlSlons t at III nge on ese 

rights in any legal transaction will be void, similarly any transactions constituting a 

violation of any of these rights will be annulled. This provision underlines the importance 

attached to data protection by the Germans, firmly secures these rights and emphasises 

the recognition of data protection rights as fundamental human rights. 

5.3.2a Relevance to Internet Cafes 

Most of the provisions of the German Data Act are, in content and effect, comparable to 

those of the United Kingdom Data Act,1329 and as such, the provisions highlighted in the 

United Kingdom Act as essential components of any data protection law and therefore 

significant for the protection of information processed in Internet cafes,1330 will be 

equally relevant in the German Act. These will include provisions regarding the rights of 

data subjects, duties of data controllers, and other features in the Act which are subsumed 

in the data protection principles. 1331 The discussion of the relevance of the data protection 

principles will be done in detail below. 1332 

1328 V· h . h . ~. . 
IZ: t eng t to llllormatlon, correctIOn, erasure or blocking; Sections 19,34 and Sections 20, 35. 

1329 B h . ot Data Acts were reVised to conform to the EU standard. Cf above Paras 3.2.3.2 and 5.3.2. 

1330 Cf above Para 3.2.3.2.2.5 ff. 

1331 Cf above Para 3.2.3.2.2.5 

1332 Chapter 9. 
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The major point of departure between the German and United Kingdom Data Acts will be 

in the German law dual administrative system, which, as will be seen,1333 may also be 

relevant for data protection and the protection of information processed in Internet cafes 

in Nigeria. 

5.3.3 Other Statutes 

There are other statutes under which information and data are protected. For instance, the 

Telecommunications Carriers Data Protection Ordinance of 19961334 protects the privacy 

of telecommunications. The Information and Communication Services (Multimedia) Act 

of 1997 1335 provides protection for information used in computer networks. Under the 

Federal Law to regulate the Conditions for Information and Communication Services 

1997, intermediaries, such as Internet Service Providers (ISP's), are responsible for their 

own content which they make available for use.1336 By virtue of the same law, where 

Internet Service Providers host unlawful content on their servers, they will be liable for 

SUCh1337 if: 

(a) they know that the content is unlawful, 

1333 Ibid. 

1334 Telecommunications Carriers Data Protection Ordinance (TDSV) 12 July 1996. 

1335 luKDG 1997; Also cited as Federal Act Establishing the General Conditions for Infonnation and 
Communication Services, l3 June 1997; also known as the Multimedia Law 1997. 

1336 Article 5 (1) Transl. Christopher kuner, www.kuner.com.CfReed op cit at 114. 

1337 Article 5. 
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(a) it is technically possible for the intermediary to block access to the use of the 

information, and 

(b) it is reasonable to expect such blocking to be effected. 1338 

In essence, where a person's pnvacy IS invaded by the publication of unlawful 

information on the Internet, if the source of the information is the Internet Service 

Provider, they will be liable for its publication. If, however, the information does not 

originate from the Service Provider, but the Service Provider knows the nature of the 

information and fails to take reasonable steps to block its access or use, the Internet 

Service Provider will be liable for the publication of the information. 

This provision IS III line with the European Community Directive on Electronic 

Commerce 2000. 1339 Germany is also a member of the Council of Europe and The 

European Union Directive on the Protection of Individuals with regard to the Processing 

of Personal Data and the Free Movement of Such Data is also applicable to Germany. 1340 

5.3.3a Relevance to Internet Cafes 

The Federal Law to regulate the Conditions for Information and Communication Services 

1997 contains provisions that will be relevant in making Internet Service Providers 

responsible for invasions of privacy arising from the publication of, or for failure to 

1338 Article 5(2). CfReed op cit at 114. 

1339 Directive 2000/31IEC OJ L 178 p.l, 17 July 2000. 
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remove, information posted on their servers. Internet Service Providers are capable of 

publishing, and they possess the technology to block access to material. Internet Service 

Providers will thus be responsible for their publication of information constituting an 

invasion of privacy and for the failure or neglect to remove such material. 

This provision provides practical and effectual privacy protection since the removal of 

information constituting privacy invasion will be more beneficial to a plaintiff than the 

award of damages after the fact. The inclusion of similar provisions in any privacy and 

data law for Internet cafes will enhance effective privacy protection for information 

processed in Internet cafes. 

5.4. Conclusion on German Law Protection of Privacy and Data 

5.4.1 Conclusion on German Law Protection of Privacy 

The protection offered by the privacy laws of Germany is rooted to a great extent in the 

Constitution. Although the constitutional provisions guaranteeing the right to privacy also 

contain restrictions, these restrictions are useful to serve as checks and balances. On the 

one hand, they provide guidelines and parameters within which the judiciary and the 

administrative bodies regulating compliance with the provisions of the law relating to 

privacy can work. On the other hand, they delimit the scope of the enjoyment of the right 

1340 EU D' . 9 / rrectlve 5 46IEC 1995; See above Para 3.2.3 .2.1. 
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to privacy. This is necessary for every right,1341 particularly so, the right to privacy, 

considering the "elusive and amorphous,,1342 nature of the right. 

The preceding examination of the constitutional provisions guaranteeing the right to self-

determination,1343 privacy of posts and telecommunications 1344 and privacy of the 

home,1345 show that they have been interpreted broadly and generously by the courts. To 

this extent, and to the extent that the restrictions in the constitutional guarantee of the 

right to privacy have been interpreted constructively, it may be argued that German 

Constitutional law offers a better model for privacy protection than the United States 

Constitution. 

The German Civil Code also provides for the right to privacy and the courts have 

construed this broadly to protect personality rights. However, the absence "of a unitary 

conception and fragmentary protection of personality rights,,1346 by the Civil Code have 

been described as unsatisfactory,1347 and other shortcomings of the Civil Code1348 have 

1341 Cf above Para 1.1 . 

1342 A k J ' B . B c ermann III emstem vester supra at 791 Para 65. 

1343 Article 1.1 , Article 2.1; Cfabove Para 5.1.1.1. 

1344 Article 10; Cfabove Para 5.1.1.2. 

1345 . 
ArtIcle 13; Cfabove Para 5.1.1.3. 

1346 Stoll in Markesinis Protecting Privacy op cit at 31. 

1347 Ibid. 

1348 F ' I h h . . 
or Insta~ce, a t oug the. ClVlI Code excludes damages for immaterial loss not expressly provided for 

?y ~aw, (ArtIcles 253, 847), In the Herrenreiter case supra, the court held that there had been a serious 
mfnngem:nt ofth: plaintiffs general right to personality and he was awarded damages for immaterial loss 
on the baSIS of ArtIcles 1 and 2 of the Basic Law. 
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received criticism. 1349 In particular, the decisions of the courts extending the scope of the 

Civil Code to allow the protection of a general right of personality have been 

criticised. 1350 In spite of these criticisms, the Civil Code is being increasingly used to 

1· . h 1351 protect persona Ity ng ts. 

It is submitted that the use of the Civil Code to protect personality rights is a positive 

development for the law of privacy. In this regard, it is submitted that, although the 

German Civil Code development of the right to privacy has been on a case-by-case basis, 

this development has not been altogether arbitrary. It may be said in its favour that there 

has been method in the Civil Code development of the right to privacy, based on the 

foundation of the existing Civil Code,1352 and, evidenced by the fact that the essential 

b d · 11 . 1353 A h·· b· d elements necessary to e prove III a cases are consIstent. s suc , It IS su mltte 

that the basis and scope of protection afforded by the German Civil Law right to privacy 

is reasonably clear and sufficiently defined to provide a unifying common factor. 

1349 S 11· M k . . P . p. . 3 to m ar eSlrus rotectmg rzvacy op CIt at 1. 

1350 See generally Stoll in Markesinis Protecting Privacy op cit at 31. 

1351 34 Bve1jGE 269 (1973) where the Constitutional Court held that the use of civil law to extend and give 
effect to these constitutional provisions did not constitute a violation of the Constitution. CfMarkesinis The 
German Law o/Torts op cit at 57. See also McQuoid-Mason The Law 0/ Privacy in South Africa op cit at 
60. 

1352 Articles 823 and 826 of the Civil Code. Cfabove Para 5.2.1. 

1353 There are general standard requirements laid down for an action to succeed under any of these heads. 
Article 823 gives relief mainly for invasions of privacy in cases of negligent and intentional invasions of 
personality rights (see 35 BGHZ 363 (1961); Herrenreiter 26 BGHZ 349 (1958», while Article 826 deals 
with intentional invasions of privacy violating good morals (see Schacht 13 BGHZ 334 (1954)· Princess 
Caroline o/Monaco BGH 15, 11 (1994» . Cfabove Para 5.2.1. ' 
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Furthermore, it is submitted that the "fluid" nature of the Civil Code development of the 

right to privacy allows for legal development that is at par with technological 

advancements and is necessary to address the issue of present day threats to privacy. The 

courts have merely utilised the existing provisions of the law to guarantee a broad base of 

protection for citizens in circumstances not specifically pre-empted or provided for by the 

law. In so doing, they have construed the letter of the law to fulfill the spirit of the law, 

which, it is submitted, is to be commended. 

It is suggested that if, in the future, the development of the right to privacy based on the 

Civil Code is to be regulated, such regulation should strive to maintain a balance between 

the flexibility to accommodate societal changes so as to ensure effectiveness, and the 

need for certainty in the law, to avoidance arbitrariness. 

Finally, other positive aspects of German law privacy protection include the fact that 

Civil law protection of privacy is not confined to German citizens, but foreigners are 

clearly included, and that domestic juristic persons may also enjoy Basic Rights 

concerning privacy where the nature of the rights permits them to do SO. 1354 It may be 

concluded from the preceding that in spite of its shortfalls, German law privacy 

protection is built on a solid foundation. It IS also sufficiently flexible to provide 

protection for a variety of acts amounting to privacy invasion and to allow the 

development of the privacy laws to reflect societal changes and thus remain relevant. 

1354 Article 19(3). 
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5.4.1a Relevance to Internet Cafes 

The relevance of the different aspects of German law to Internet cafes has been shown in 

the preceding paragraphs. It will however be emphasised in conclusion that the 

creativeness of the German Civil courts in construing the available law to allow for 

protection of privacy needs is highly commendable and particularly instructive for the 

Nigerian courts. In the absence of previous invasion of privacy cases in Nigeria, the 

courts must be proactive in developing privacy rights and sensitive in adapting them to fit 

the society in terms of contemporary needs for its current stage of development. In this 

regard, Internet cafes will be a major consideration in Nigeria. In sum, it will be re­

iterated that German law offers valuable principles for the development of a privacy and 

data law for use in Internet cafes in Nigeria. 

5 4.2 Conclusion on German Law Protection of Data 

German data protection laws are consistent with European Union Data Protection 

Directive
1355 

and as such, they conform to a high standard, set and recognised by an 

International body.1356 In this regard, several significant features of the German Data Act 

have been highlighted.
1357 

Although the Federal Data Act is comprehensive, other Acts 

also exist under which limited data protection can be found in respect of specific subjects 

thus reinforcing the available data protection. 

1355 EU Directive 95/46IEC (1995); Cf above Para 3.2.3.2.1. 

1356 Cfabove Paras 3.2.3 .2.1 ff. 
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Very significantly, the administrative model for the German Data Act has been designed 

to reflect the nature of the country, thus enhancing the potential of the Act for success. In 

conclusion, it is submitted that German data laws provide an outstanding standard of 

protection for data subjects. 

5.4.2a Relevance to Internet Cafes 

As observed above, the German Federal Data Act provides an excellent standard of data 

protection and it is submitted that the adoption/adaptation of the principles espoused in 

the German Act will be highly profitable for the protection of data in Internet Cafes in 

Nigeria. 

1357 
Cfabove Para 3.2.3.2.l.2 and Para 3.2.3.2.2.5. 
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CHAPTER SIX 

COMMON LAW PROTECTION OF PRIVACY AND DATA IN SOUTH AFRICA 

AND NIGERIA 

6.1 Common Law Protection of Privacy and Data in South Mrica 

6.1. 1 Common Law1358 Protection of Privacy 

Although a right to privacy is not specifically mentioned by Roman jurists, several 

injuriae or affronts to personality which are very similar to the modern right were 

recognised.1359 Personality interests are non-patrimonial interests that cannot exist 

separately from the individual. 1360 They come into existence with the birth of a human 

being, they cannot be inherited or attached and are incapable of being relinquished except 

at the death of a human being at which they are terminated. 1361 

1358 Although South Africa has a Civil Law System, it is called the "common law"(gemenereg) in South 
Africa. See for example Section 8(3)(b) and Section 39 of the Constitution of the Republic of South Africa 
(Act 108 of 
1996). 

1359 D J McQuoid-Mason The Law of Privacy in South Africa (1978) at 13. 

1360 Cf J Neethling Persoonlikheidsreg (1985) as cited in Anneliese Roos The Law of Privacy (Data) 
Protection: A Comparative and Theoretical Study (2003) at 545. 

1361 CfRoos op cit at 545. 
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The Roman law actio injuriarum fonns the basis for the protection of personality rights 

in South Africa. 1362 The modem actio injuriarum developed from the recognition and 

protection of specific wrongs under Roman law. It came about as a result of a gradual 

·fi I . 1363 movement from speCI IC wrongs to a genera actIOn. 

The actio injuriarum protected against wrongs against corpus (physical integrity), fama 

(good name) and dignitas. 1364 Although there are varied opinions as to the specific 

meaning of the concept of dignitas, it is generally regarded as a collective tenn for all 

personality interests excluding corpus and fama.1365 For an action based on the actio 

injuriarum to succeed at common law, the elements of wrongfulness, intention and 

infringement must be proved.1366 (In the case of the mass media, negligence, and not 

intention, must be proved.)1367 Each of these elements will be discussed in more detail, 

after which the relevance of the actio injuriarum for the protection of privacy and data in 

Internet cafes will be considered. 1368 

1362 0 'Keefe v Argus Printing & Publishing Co Ltd & Anor 1954 3 SA 244, 248 (C) Cf D J McQuoid­
Mason" Privacy" in M Chaskalson, J Kentridge, J Klaaren, G Marcus, D Spitz, S Woolman Constitutional 
Law of South Africa (2004) at 38-3 . See also R G McKerron The Law of Delict 7 ed (1971) at 9. 

1363 See generally McQuoid-Mason The Law of Privacy in South Africa op cit at 13ff. 

1364 Cf Universiteit van Pretoria v Tommie Meyer Films (Edms) Bpk 1979 (1) SA 441 (A). CfNeethling 
persoonlikheidsreg 53 cited in Roos at 546. 

1365 Cf J Neethling, J M Potgieter and P J Visser Law of Delict (2006) 5th ed at 14. 

1366 CfMcQuoid-Mason in Chaskalson et al op cit at 38-3. 

1367 Ibid. 

1368 This approach has been adopted in this section because the chapter appeared fragmented and incohesive 
when the fonner method (where relevance to Internet cafes was discussed after each subtopic) was 
followed. 
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6.1.1. 1 Wrongfulness 

For an action based on the actio injuriarum to be successful, the wrong had to be contra 

bonos mores - wrongful according to the prevailing mores of the society. The 

wrongfulness of a factual infringement of privacy is judged in the light of contemporary 

bani mores and the general sense of justice of the community as perceived by the 

urt 1369 co . 

In determining the current modes of thought and values of any community, the courts 

must have regard to the Constitution1370 and may be influenced by its statute law. 1371 The 

South African Constitution is bound to have a great influence in determining the new 

bani mores of the South African society.1372 In accordance with the provisions of the 

Constitution,1373 the courts may also be influenced by developments in other legal 

systems.1374 It has been pointed out however that tests of legal convictions and the bani 

mores of the community are seldom used, as the fact of an infringement of another's right 

is a primary indication of wrongfulness. 1375 Infringement alone however, is not sufficient 

to determine wrongfulness. 1376 

1369 Financial Mail (Pty) Ltd & Others v Sage Holding Ltd & Another 1993 (2) SA 451 (A) at 462G. 

1370 See Gardener v Whitaker 1995 (2) SA 672 (E). 

1371 Cf Rhodesian Printing and Publishing Co Ltd v Duggan & Another 1975 (1) SA 590 (RA) at 595. 

1372 See Carmichelle v Minister of Safety and Security (Centre for Applied Legal Studies Intervening) 2001 
4 SA 938 (CC). 

1373 Section 39(1)c, Act 108 of1996. 

1374 S . 
ee Bernstem v Bester NO 1996 (2) SA 751 (CC); See above Para 1.5. 
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6.1.1.2 Animus injuriandi (Intention) 

Traditionally, in order to be actionable, the act had to be done intentionally-with the 

intention to injure. The intention to injure refers to the direction of the wrongdoer's will 

towards his or her conduct. 1377 Intention to injure will be presumed where the 

consequence or result of the wrongdoer's action was his or her principal object or where 

he or she might have foreseen that those consequences or results would follow his or her 

action. 1378 

Animus injuriandi includes the intention to injure and consciousness of wrongfulness. 1379 

Consciousness of wrongfulness means that the defendant must know that his or her 

conduct is wrong.1380 In Dantex Investment Holdings (Pty) Ltd v Brenner,1381 it was said: 

"It is now accepted that dolus encompasses not only the intention to achieve a particular 

result, but also the consciousness that such a result would be wrongful or unlawful." In 

other words, the requirement of animus injuriandi is that the defendant's action must be a 

1375 N thl· I . ee mg et a op Cit at 45 . 

1376 Ibid. 

1377 McQuoid-Mason in Chaskalson et al op cit at 38-4. 

1378 Neethling et al op cit at 15, 123f. 

1379 Minister of Justice v Hofmeyr 1993 (3) SA131 (A) at 154. 

1380 N hi' I . eet mgeta opcltat 117,119. 

1381 
1989 (1) SA 390 (A), at 396 per Grosskopf l .A. 
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willed wrongful act. Once the other elements of an invasion of privacy have been proved, 

. .., d' '11 b d 1382 ammus lnJurzan l WI e presume . 

For the mass media, negligence, not intention, must be proved,1383 and the defences that 

d 1384 In h' d h 't' f negate wrongfulness or unlawfulness may be use . t IS regar , t e cn en on 0 

reasonableness is used to determine the unlawfulness of the act complained of.
1385 

In the 

light of Section 16 of the Constitution, which guarantees freedom of expression, the 

courts have to weigh the right to privacy against the freedom of the press.
1386 

6.1.1.3 Impairment of Privacy 

An impairment of the plaintiffs privacy means that the plaintiffs dignitas has been hurt 

or damaged.1387 In order to succeed the plaintiff has to show that his or her personality 

rights have been infringed, in this instance, the right to privacy. The interests of the right 

to privacy recognised and protected by the South African courts have been broadly 

classified as follows: Intrusions or interferences with private life, and disclosures and 

1382 Kidson v SA Associated Newspapers Ltd 1957 (3) SA 461 (C). See' also C v Minister of Correctional 
Services 1996 4 SA 292 (T) at 304-305. 

1383 Cf National Media Ltd v Bogoshi 1998 (4) SA 1195 (SCA). 

1384 Ibid at 1~13-1215 , where the court held that the mass media may escape liability for defamation if they 
are not neghgent. See also J Burchell Personality Rights and Freedom of Expression: The Modern Actio 
Injuriarum (1998) at 223f. 

1385 Cf National Media Ltd v Bogoshi supra. CfMcQuoid-Mason in Chaskalson et al op cit at 38-5. 

1386 See generally McQuoid-Mason in Chaskalson et al op cit at 38-6. See also Cameron J in Holomisa v 
Argus Newspapers Ltd 1996 (2) SA 588 (W). 

1387 CfNee~hling et a~ op cit at 16; see also McQuoid-Mason The Law of Privacy in South Africa op cit at 
27, McQuOId-Mason m Chaskalson et al op cit at 18-2. 
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acquisition of information.1388 It has been contended that false light and appropriation 

cases, should not be classified as cases of invasions of privacy, but cases of wrongful 

. fri f 'd . \389 m ngement 0 1 entity. 

It is arguable that while identity and privacy are different concepts, they are not mutually 

exclusive concepts. A parallel may be drawn between data and privacy and identity and 

privacy as follows: While data protection may legally be distinguished from privacy 

protection, \390 the interests protected by privacy and data laws may overlap and the 

concepts have been used interchangeably. 1391 It is therefore suggested that if, for the 

purpose of clarity in legal argument, and ease of classification, false light and 

appropriation are regarded as cases of infringement of identity, they should not be, by 

that fact, altogether excluded from the ambit of privacy protection. 

6.1.1.4 Relevance to Internet Cafes 

To be relevant for the protection of privacy in Internet cafes, the essential components of 

the actio injuriarum which are: wrongfulness, intention and impairment of the plaintiffs 

dignitas must be proved. The requirement of wrongfulness will be satisfied where an act 

amounting to an invasion of privacy constitutes an infringement on another' s rights as 

provided for by the Constitution or statute law. Thus, where privacy invasion in an 

1388 CfMcQuoid-Mason in Chaska1son et a1 op cit at 18-4. 

1389 Neeth1ing et a1 op cit at 356ff. Cf J Neeth1ing Law of Personality (2005) at 295 . 

1390 CfNeeth1ing Persoonlikheidsreg as cited in Roos op cit at 544, 545 . 
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Internet cafe involves an unlawful search, seizure or infringement on communication in 

violation of Section 14 of the South African Constitution,1392 there will be liability for 

such invasion. Similarly, where e-mail or telephonic communications transmitted in an 

Internet cafe is monitored or intercepted without complying with the provisions of the 

Interception and Monitoring (Prohibition) Act1393 there will be liability in respect of such 

monitoring or interception. 

The requirement for animus irifuriandi refers to the intention to injure and looks at the 

consciousness knowledge of wrongfulness of the act. Once it has been proved that the act 

complained of amounts to a contravention of the Constitution and that the plaintiff has 

suffered some hurt, damage, loss or injury in respect of the invasion of privacy, animus 

injuriandi will be presumed and there will be liability unless the defendant can provide 

rebuttal. 

As for the requirement for impairment of the plaintiffs dignitas, it will be sufficient in 

any Internet cafe invasion of privacy case to show that the plaintiffs personality rights 

have been infringed. Thus where there has been an intrusion or disclosure of information 

obtained through an Internet cafe in invading the plaintiffs privacy, action will lie 

against the defendant in respect of such intrusion or disclosure under the South African 

Common Law. 

1391 Cf above Para 1.2. 

1392 Act 108 of 1996. 
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In the absence of a clear cut Common Law right to privacy in Nigerian Internet cafe 

privacy cases, it is submitted that the constitutional guarantee of the right to privacy 

contained in Section 361394 may be relied on to prove an impairment of dignitas. Since 

Section 36 specifically provides for the protection of correspondence and telegraphic 

communication under which e-mail and other information processed via the Internet may 

be legally protected,1395 it is submitted that violation of any of these rights may be 

regarded as impairment of dignitas for the purpose of establishing animus iniuriandi once 

wrongfulness and intention are present. 

6.1.1.5 Case Law 

The privacy interests protected by South African courts may also be classified more 

simply as protecting substantive privacy rights on the one hand, and disc10sural privacy 

rights on the other. 1396 The following are some of the cases in which South African courts 

have protected the right to privacy. 

In De Fourd v Municipal Council of Cape Town,1397 the Cape Supreme Court held that 

illegal entry into a private residence constitutes a wrongful intrusion. 1398 In S v A,1399 the 

court held that it was wrongful intrusion to electronically bug a person's home. 

1393 
Act 127 of1992. CfbelowPara 7.1.2.1.2. 

1394 1979 Constitution FRN. 

1395 Cf below Para 7.2.1.1. 

1396 IbOd S I FO ° I ° 

1; ee a so mancza Mall Ply Ltd and Others v Sage Holdings Ltd and Another supra at 462G. 
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In S v Hammer & Others, 1400 it was held that it was an intrusion to read the 

correspondence of another. It has also been held to be an intrusion to listen in to private 

conversations,1401 and to shadow a person. 1402 In Reid-Daly v Hickmann & Others,1403 the 

Zimbabwe Appeal Court held that the reading of private documents is an actionable 

intrusion. It has also been held to be actionable intrusion to secretly watch a person 

undress 1404 or bath. 1405 

In Financial Mail (Pty) Ltd. v Sage Holdings Ltd,1406 the court held that it was an 

actionable disclosure to publish information obtained by means of illegal telephone 

tapping. The act of telephone tapping was considered to be a wrongful act of intrusion in 

this case. 

1397 (1898) 15 SC 399 at 402. 

1398 S I 
ee a so S v I and Another 1976 (1) SA 781 (RA); S v Boshoff and Others 1981 (1) SA 393 (T) at 396. 

1399 Supra. 

1400 1994 (2) SACR 496 (C) at 498. 

1401 S 
v A and Another 1971 (2) SA 293 (T). See also Financial Mail (Pty) Ltd and Others v Sage Holdings 

Ltd and Another supra (n 96 at 463). 

1402 Epstein v Epstein 1906 TH 87. 

14m • 
1981 (2) SA 315 (ZA) at 323. 21mbabwe has a Roman-Dutch law system and its decisions may be of 

persuasive value. 

1404 R v Holliday 1927 CPD 395 at 401; R v Daniels 1938 TPD 312 at 313. 

1405 
R v Schoonberg 1926 OPD 247. 

1406 Supra. 
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In 0 'Keefe v Argus Printing and Publishing Co Ltd,1407 the plaintiff was a well-known 

radio announcer who allowed herself to be photographed to illustrate a news story. The 

photograph was subsequently published as an advertisement for firearms without her 

consent. The court held that the publication was an aggression upon the plaintiffs 

dignitas, actionable under the actio injuriarum. Similarly, where the plaintiffs' 

photograph was used for a false newspaper story without their consent, it was held to be 

. bl d' I 1408 an actlOna e ISC osure. 

In Mhlongo v Bailey & Another,1409 the unauthorised publication of a photograph of a 

retired schoolteacher portraying him as a young man in the company of a well- known 

singer was held to be an actionable intrusion. In Rhodesian Printing and Publishing Co 

Ltd v Duggan 1410 the publication of a story about young children abducted from the 

custody of their parents the defendants was held to be an actionable disclosure. 

Similarly in National Media Ltd & Another v Jooste,1411 the defendants were held liable 

for the unauthorised publication of a photograph and story about an unmarried mother 

who conceived a child by a well- known rugby player. 

1407 1954 (3) SA 244 (C). 

1408 Kidson v SA Associated Newspapers Ltd supra. 

1409 1958 (1) SA 370 (W). 

1410 1975 (1) SA 590 (RA). 

1411 1996 (3) SA 262 (A) at 271. 
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Where the plaintiffs action succeeds, he or she will be awarded damages, or may obtain 

, d ' , f' 1412 Th I' t'ff an interdict restraining a proposed or contInue InVaSIOn 0 pnvacy, e paIn I may 

d ' d' 1413 also obtain both an award of damages an an Inter ICt. 

It has also been held that the disclosure of private facts contrary to the existence of a 

confidential relationship is actionable,1414 

6.1.1.5a Relevance to Internet Cafes 

South African Common Law privacy cases will be apt for the protection of privacy in 

Internet cafes. The intrusion cases will be relevant for imposing liability in respect of 

unlawful entry as well as unlawful access to information in Internet cafes. Thus, where 

there is an unlawful entry on Internet cafe premises to obtain information, there will be 

liability for the unlawful entry. Also, where information is unlawfully obtained by means 

of an unlawfully entry on Internet cafe premises, both the entry and the unlawful 

obtaining of information will constitute intrusions for which there will be liability. 

1412 Epstein v Epstein supra; Rhodesian Printing and publishing Co Ltd v Duggan supra; Financial Mail 
Pty Ltd v Sage Holdings (Ltd) supra, See generally E. Newman & DJ McQuoid-Mason (eds.) The South 
African Law o/Obligations (1978) at 349. 

1413 S . 
ee Stellenbosch Wme Trust Ltd v Oude Meester Group Ltd 1972 (3) SA 152 (C) 161f. CfNewman & 

McQuoid-Mason op cit at 349. However, interdicts have become difficult to obtain because of Section 16 
of the Constitution, which provides for freedom of expression; See Mandela v F alati 1995 (1) SA 251 (W) 
257. 

1414 
Jansen van Vuuren NO v Kruger 1993 (4) SA 842 (A), CfNeethling et al op cit at 334. 
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There will also be liability for intrusion in respect of the reading of another's e-mail 

correspondence or other personal information processed through the Internet. As between 

Internet cafe personnel and their customers, it is submitted that it will prima facie 

constitute an intrusion for an Internet cafe owner, or hislher staff to access the contents of 

a client' s e-mail without the client's consent or other lawful justification. Where however 

there is a need to access the client's e-mail for instance, at the request of the client, or in 

the course of updating the computer system, a duty of confidence should be imposed on 

the Internet cafe owner or licensee and his/her staff regarding disclosure of the 

. fi ' d 1415 III ormatIOn so accesse . 

South African Common Law cases on disclosure will be relevant for the protection of 

privacy in Internet cafes where information is unlawfully published or disclosed to 

another. There will be liability for disclosure where the information that was published 

was sourced from an Internet cafe as well as, where such information was published by 

means of equipment in an Internet cafe. Thus, the unauthorised publication of personal 

information, photographs or contents of e-mail correspondence obtained from computers 

in Internet cafes will be actionable. 

6.1.1.6 Defences 

There are certain defences open to a defendant when there has been an invasion of 

privacy. The defendant may escape liability by relying on one or more of the following 

141 5 Cf Jansen van Vuuren NO v Kruger 1993 (4) SA 842 (A). CfNeethling et al op cit at 334. 
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defences negating unlawfulness: justification, fair comment, privilege, consent, necessity, 

private defence and statutory authority. He or she may also raise defences excluding 

intention such as mistake, intoxication or insanity. 1416 

6.1.1.6.1 Defences Negating Unlawfulness 

6.1.1.6.1.1 Justification 

The defence of justification will avail the defendant where the disclosures made about the 

plaintiff are true and in the public interest (for example where the plaintiff is a public 

figure). 1417 The essence of justification is that the statements made were true and that they 

were of public benefit. 1418 It has been said that in cases of invasions of privacy arising 

from publication of private facts and in false light cases, the defendant may rely on the 

defence of justification to avoid liability. 1419 

6.1.1.6.1.1a Relevance to Internet Cafes 

1416 See generally McQuoid-Mason in Chaskalson et al op cit at 18-6 & 18-7. 

1417 Jooste v National Media Ltd 1994 (2) SA 634 (C) at 645. See generally McQuoid-Mason The Law of 
Privacy in South Africa op cit at 218-224. CfNeethling Law of Personality op cit at 276 and Burchell op cit 
at 476, who are of the opinion that the defence of truth for the public benefit does not to apply to invasion 
ofpri:acy cases. However, in Jansen van Vuuren & Another v Kruger 1993 (4) SA 842 (A), the court 
establIshed that that the defamation defences may also be used in cases of invasion of privacy (at 350). See 
further McQuoid-Mason in Chaskalson et al op cit at 38-13. 

141 8 Ibid. Cf S v I & Another 1976 (1) SA 781 (RA). 

14 19· . 
MCQuOid-Mason The Law of Pnvacy in South Africa op cit at 224. 
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This defence may leave a leeway for Internet cafe personnel and others in cases involving 

the publication or disclosure of personal information about customers, since information 

published, if sourced from the plaintiffs records, will generally be true.
1420 

However, 

publication must also be in the public interest to be justified. It is submitted in this regard, 

that, if a distinction is drawn between "matters of public interest" and "matters of interest 

to the public", as in the United Kingdom,1421 this will significantly narrow the margin for 

reliance on the defence of justification in Internet cafe privacy cases in Nigeria. 

The defence of justification will not avail a defendant where it is proved that he or she 

d f 1· . 1422 acte out 0 rna Ice or spIte. 

6.1.1.6.1.2 Fair Comment 

This defence is available in false light invasion of privacy cases. It may be raised where 

the statement made by the defendant is a comment, and not a statement of fact; the 

comment made is fair; the facts commented on are true and the comment1423 or the 

statement is made on a matter of public interest. 1424 As in the case of justification, this 

defence will not be successful if the plaintiff can show malice or improper motive on the 

part of the defendant. 1425 In cases of disclosure, the defence will succeed where 

1420Cf National Media Ltd v Bogoshi supra. Cf the United Kingdom's position in Mrs R v Central 
Television [1994] Faro 192), and the position in the United States in Mcnamara v Freedom Newspapers 
(1991) rex App Corpus Christi 802 SW 2d 901.lt appears that the defence of public interest often avails the 
media. CfRoos op cit at 599 who asserts that privacy can only be infringed by the publication of true 
information. 

1421 Cf Lion Laboratories v Evans [1985] 1 QB 526 at 537 Cf above Para 3.2.2.1 .1.1. 

1422 
Coetzee v Ne11972 (1) SA 353 (A) 374 See also Jansen van Vuuren v Kruger supra. See generally 

Newman & McQuoid-Mason op cit at 332. 
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publication is in the public interest. Thus, where, for instance, in commenting about a 

trainee or student, in a letter of reference, a tutor discloses personal information about the 

student, the defence of fair comment will avail the tutor. 

6.1.1.6.1.2a Relevance to Internet Cafes 

Where information disclosed or published about an Internet cafe user amounts to a fair 

assessment based on true facts relating to his/her Internet cafe practice, or, where such 

publication is in public interest, the defence of fair comment may avail the defendant. 

Thus, where for instance, based on observation and documentation of the fact that an 

Internet cafe customer constantly and consistently daily watches pornographic material 

on the Internet, an Internet cafe owner says that such customer is obsessed with sex, the 

defence of fair comment will avail the Internet cafe owner. 

6.1.1.6.1.3 lVecess;~ 

1423 S ee Johnson v Beckett 1992 (1) SA 762 (A) at 780-781. 

1424 CfMcQuoid-Mason in Chaskalson et al op cit at (18-6); See also Neethling et al op cit at 347. 

1425 Marais v Richard 1981 (1) SA 1157 (A) 1170. 
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This defence is available "where the defendant has acted reasonably to prevent a threat of 

greater harm to another person arising from force of nature or conduct unconnected with 

the plaintiff,,1426 and may be applied in cases of intrusions, publication of private facts 

and false light cases. 1427 The defence of necessity will apply for instance in the case of 

. I d· . I .. 1428 shops wIth c ose circUlt te eVlSlon systems. 

6.1.1.6.1.3a Relevance to Internet Cafes 

The defence of necessity will be relevant where, for example, surveillance devices are 

installed in Internet cafes for the security purposes. 

6.1.1.6.1.4 Consent 

Where the plaintiff has given consent to the action complained of, the defendant may 

successfully raise this defence, provided that the defendant acts within the limit of the 

consent given. 1429 This is based on the principle of volenti non fit injuria1430and it has 

been pointed out that consent would be "a good defence to all forms ofinvasions.,,1431 It 

1426 McQuoid-Mason The Law of Privacy in South Africa op cit at 233. Rhodes University College v Field 
1947 (3) SA 437 (A) at 463 . 

1427 See McQuoid-Mason The Law of Privacy in South Africa op cit at 233. 

1428 See Burchell op cit at 424. 

1429 See Kidson v SA Associated Newspapers Ltd supra, O'Keefe v Argus Printing & Publishing Co Ltd 
supra. See generally McQuoid-Mason The Law of Privacy in South Africa op cit at 231. 

1430 S 11 · . 
ee genera y MCQuOid-Mason The Law of Pnvacy in South Africa at 231. 

1431 CfMcQuoid-Mason op cit at 232. 
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has also been established that the defence of consent will only avail a defendant where 

the plaintiff had "knowledge, appreciation and consent" concerning the invasion by the 

defendant. 1432 

1433 h 'II' 1 Consent may be express or implied. Thus, for example, were a person WI mg y 

joins an organisation that is known to request the disclosure of personal information 

from, and sharing of such information amongst, its members, he or she will be deemed to 

have given consent to any disclosure of personal information regarding himself or herself 

to other members of that organization, 

6.1.1.6.1.4a Relevance to Internet Cafes 

This defence will be available to Internet cafe personnel where, at the customers' 

requests, they check e-mail on their behalf or download other information. It will also 

apply where in the process of assisting customers, Internet cafe personnel come into 

contact with personal information relating to customers. However, it is submitted that 

where a client authorises an Internet cafe owner to check mail or download material on 

hislher behalf or to otherwise assist, even where there is consent in respect of access to 

such mail or other information, an Internet cafe owner will be liable for any unlawful use 

of such information, for having acted outside the limits of the consent given. 1434 

1432 Waring & Gil/ow Ltd v Sherborne 1904 TS 340 at 344. 

1433 CfMcQuoid-Mason The Law of Privacy in South Africa op cit at 231 ; See generally Newman & 
McQuoid-Mason op cit at 265 , 
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6.1.1.6.1.5 Statutory Authority 

This defence serves to legalise acts of the defendant (in this case, invasions of privacy) 

which would otherwise be unlawful. 1435 For instance, the Criminal Procedure Act
1436 

contains a number of provisions conferring powers of search and seizure on police 

officials. 1437 Section 37 also provides for the taking of fingerprints of accused 

persons. 1438The statutes concerned must however not be violations of any constitutional 

provision. 

In Mistry v Interim National Medical and Dental Council of South Africa and others, 1439 

the Constitutional Court declared a section of an Act1440 which empowered inspectors to 

enter and search premises without a warrant and to seize medicines to be inconsistent 

with the right to privacy guaranteed by the Constitution. As such, the defence of statutory 

authority will not be available where a search or seizure that would amount to an invasion 

of privacy is purportedly carried out under these provisions. 

1434 Cf Kidson v SA Associated Newspapers Ltd supra; 0 'Keefe v Argus Printing & Publishing Co Ltd 
supra; Jooste v National Media Ltd supra. 

1435 In S v Human & Another 1996 (1) SA 232 (W) at 233, 237, the taking of fingerprints of an arrested 
person pursuant to section 37 of the Criminal Procedure Act was found not to be unlawful (although in this 
case, the question of privacy was not raised). See also Jooste v National Media Ltd supra. 

1436 Act 51 of 1977. 

1437 Generally Chapter 2, specifically, sections 19-25. 

1438 S v Human supra 

1439 1998 (7) BCLR 880 (CC). 
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6.1.1.6.1.5a Relevance to Internet Cafes 

Where an Internet cafe owner, Internet cafe personnel, or any other person is required by 

law to disclose any information processed in Internet cafes relating to others and 

subsequently does so, the defence of statutory authority will be available in respect of 

such disclosure. 

6.1.1.6.1.6 Private Defence 

Where reasonable force is used to repel an immediate attack on the person or property of 

the defendant, or of another, where such an attack is caused by the plaintiff or his or her 

property, the defendant will not be liable for the attack. 1441 This defence may be 

construed for the protection of a defendant where files or messages are inspected, deleted 

or destroyed to prevent viruses introduced or caused by the plaintiffs document. 

6.1.1.6.1.6a Relevance to Internet Cafes 

This defence will avail Internet cafe personnel where information contained in Internet 

cafe computers is deleted or destroyed in order to debug the computers or salvage their 

hard drive from corruption caused by the plaintiffs document. It will also be available 

where Internet cafe personnel access and check e-mail messages or other files of 

customers in order to prevent or treat viruses. 

1440 Medicines and Related Substances Control Act 101 of 1965, Section 28(1). 
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6.1.1.6.1. 7 Absolute Privilege 

Absolute privilege applies in South African law l442 in specific instances, to statements 

d· b £ P l' 1443 h . . 1 made in the course of debates or procee mgs e ore ar lament, or t e provmcla 

councils. 1444 Proof of malice on the part of the defendant will not defeat a defence of 

absolute privilege. 1445 For instance, where a member of parliament discloses personal 

information about another in the course of parliamentary proceedings, that would 

ordinarily constitute an infringement of privacy, the defence of absolute privilege will 

justify the infringement. 

6.1.1.6.1.7a Relevance to Internet Cafes 

This defence will be of little or no practical relevance for the processing of information in 

Internet cafes. 

6.1.1.6.1.8 Qualified Privilege 

1441 See generally McQuoid-Mason The Law of Privacy in South Africa op cit at 234. 

1442 CfStratford CJ in Sather v Orr 1938 AD 426. See generally Newman & McQuoid-Mason op cit at 335. 

1443 Sections 2 & 8, Powers and Privileges of Parliament Act 91 of 1963. 

1444 Section 1A Powers and Privileges of Provincial Councils Act 16 of 1948. 

1445 ~ee Newman & McQuoid-Mason op cit at 334 f; McQuoid-Mason The Law of Privacy in South Africa 
op CIt at 225 . 
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Where the plaintiffs privacy is invaded in the discharge of a duty by the defendant, or on 

an occasion when the defendant was entitled to do so in the exercise of a right, the 

1446 f l'fi d "1 'II 'I defence of privilege will be available, The defence 0 qua 1 Ie pnvl ege WI aval a 

defendant where the defendant has "a legal, moral or social duty to speak or a legitimate 

'h d' , , 't 1447 Th interest to protect" and the hstener as a correspon mg mterest to receIve 1 , e 

information disclosed must however be relevant to the purpose being served, or 

d 
,1448 

reasonably connecte to It. 

Where a teacher discloses confidential facts about a student to the student's parents or 

legal guardians, the defence of qualified privilege will avail the teacher, The defence of 

qualified privilege also works in connection with public interest, for instance where the 

media in the exercise of their duty publish information or reports in the public interest. 1449 

For the mass media, the criterion of "reasonableness" is also used to prove lack of 

negligence and thus rebut fault. 145o Reasonableness may also be used in determining the 

wrongfulness of the act, to rebut unlawfulness,1451 

1446 See generally McQuoid-Mason The Law of Privacy in South Africa op cit at 224, In Mistry v Interim 
National Medical & Dental Council of South Africa & others 1998 (7) BCLR 880 (CC), where information 
was obtained in circumstances analogous to a privileged occasion, the obtaining of information was held 
not to constitute an invasion of privacy, (McQuoid-Mason op cit), 

1447 See Lappan v Corporation of Grahamstown 1906 EDL 41 , Cf Davis v Additional Magistrate, 
Johannesburg, and Others 1989 (4) SA 299 (YJ) at 303E-I; Jansen van Vuuren v Kruger supra, 

1448 CfRoos op cit at 600, 

1449 Cf National Media Ltd v Bogoshi supra, See also McQuoid-Mason The Law of Privacy in South Africa 
op cit at 225ff, 

1450 See National Media Ltd v Bogoshi supra, CfMcQuoid-Mason in Chaskalson et al op cit at 38-16, 

1451 Cf Bogoshi supra, See also Burchell op cit at 227; McQuoid-Mason in Chaskalson et al op cit at 38-16, 
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. 1452· d' . d' 1453 1 db Certain reports of parhamentary or JU lClary procee mgs are a so covere y 

qualified privilege. 1454 Proof of malice may however defeat the defence of qualified 

"1 1455 pnvl ege. 

It must be noted that there is no closed list of defences negating wrongfulness.
1456 

6.1.1.6.1.8a Relevance to Internet Cafes 

This defence will be available where, for instance, an Internet cafe user's privacy is 

invaded as a result of the disclosure by an Internet cafe owner or worker of information 

processed in an Internet cafe, under circumstances in which the Internet cafe 

owner/worker is under a legal or moral duty to speak. For example, where information 

gathered in an Internet cafe from another's e-mail or Internet records about a fraud ring 

or about the planned commission of a crime is disclosed to law enforcement agents or 

where an Internet cafe owner or staff is subpoenaed to give evidence concerning the 

plaintiff. 

6.1.1.6.2 Defences Excluding Intention 

1452 Hearson v Natal Witness Ltd 1935 NPD 603 at 605. 

1453 Van Leggelo v Argus Printing & Publishing Co Ltd 1935 TPD 230 at 237ff. 

1454 • 
See generally MCQuold-Mason The Law of Privacy in South Africa op cit at 225ff. 

1455 . 
Basner v Trigger 1946 AD 83 at 93f. 

1456 Cf . Muller v SA AssocIated Newspapers Ltd 1972 (2) SA 589 (C) at 592. 
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The categories of defences available to exclude intention are not closed,1457 and may be 

used where it can be shown subjectively that the defendant did not intend to injure the 

plaintiff, for example, in cases involving intoxication or insanity. Others are mistake, jest 

and rixa. The element of consciousness of wrongfulness is absent in such cases. 1458 It has 

been contended that in view of the importance of the constitutional right to privacy, "the 

defence of bona fide unconsciousness of wrongfulness should not be available to the 

defendant unless it is also reasonable.,,1459 

6.1.1.6.2.1 Intoxication 

The defence of intoxication will be available in respect of an invasion of privacy where a 

person acting under the influence of alcohol invades another's privacy. For example, 

where the defendant, being inebriated, discloses personal or confidential information 

about another (e.g. that the other has a secret dreaded disease)1460 or peeps through the 

window of another, the defence of intoxication will be available in respect of the 

disclosure or intrusion. 

6.1.1.6.2.1a Relevance to Internet Cafes 

1457 , 
CfGeyser en n ander v Pont 1968 (4) SA 67 (W) at 72-3 . See generally McQuoid-Mason op cit at 

236ff. 

1458 CfRoos op cit at 624. 

1459 M Q ·d M . C 
C UOI - ason In haskalson et al op cit at 38-13. 

1460 • 
Muller v SA Associated Newspapers Ltd supra at 592. 
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This defence will be available to Internet cafe personnel as well and third parties where 

they access or disclose personal infonnation concerning another processed in an Internet 

cafe when they are under the influence of alcohol. The Internet cafe owner, worker or 

other person will be able to rely on the defence of intoxication in respect of such intrusion 

or disclosure. 

6.1.1.6.2.2 Insanity 

The defence of insanity will also avail a defendant, to rebut consciousness of 

wrongfulness, where he or she, discloses personal infonnation about another, commits an 

act of intrusion or appropriation, or places the plaintiff in a false light in circumstances 

the defendant can be proved to have been insane.
1461 

6.1.1.6.2.2a Relevance to Internet Cafes 

The defence of insanity, like intoxication, will be open to all categories of Internet cafe 

users in respect of any act amounting to an invasion of privacy viz: intrusions, disclosure, 

false light and appropriation. Where, for instance, the plaintiffs privacy is invaded by the 

defendant's unlawful reading of the plaintiffs correspondence or unauthorised 

publication of personal infonnation processed in an Internet cafe, the defendant may rely 

on the defence of insanity to deny consciousness of wrongfulness. 

1461 Cf Wilhelm v Beamish (1894) 11 SC 13 at 15. See also Muller v SA Associated Newspapers Ltd supra 
at 592. 
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6.1.1.6.2.3 Mistake 

The defence of mistake will be available where the defendant had no intention to invade 

the privacy of the plaintiff, or was bona fide unaware that his or her act was wrongful. 1462 

For instance, where personal information regarding an employee, contained in an office 

computer is inadvertently sent to another in the course of business, by the secretary, the 

defence of mistake will avail the secretary. However, if the mistake arose out of the 

defendant's carelessness or recklessness, then there will be dolus eventualis and the 

defendant will be held liable for the mistake. 

6.1.1.6.2.3a Relevance to Internet Cafes 

This defence will be useful for the protection of Internet cafe personnel where in the 

course of assisting customers, information regarding other customers is inadvertently 

disclosed to other customers. For example, where an Internet cafe owner inadvertently 

gives downloaded mail or information to another customer, for whom it is not intended. 

6.1.1.6.2.4 Jrest 

The defence of jest will be available to the defendant where he or she publishes 

information, or commits an act of intrusion, or otherwise invades a person' s privacy as a 

1462 . 
MQlsel v Van Naeren 1960 (4) SA 836 (C). CfMcQuoid-Mason in Chaskalson et al op cit at 38-17. 
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joke. 1463 For example, where, a group of young boys are jesting in a bar and one of them, 

in the course of joking about their sexual activities, jokingly discloses personal 

information regarding the sexual activities of another friend who is present, the defence 

of jest will be available in respect of the disclosure. 

6.1.1.6.2.4a Relevance to Internet Cafes 

In line with the assertion that the availability of the defence of unconsciousness of wrong 

be restricted,1464 it is affirmed that in the absence of strict restrictions, there is a potential 

for the misuse of this defence as a blanket excuse to avoid responsibility for reckless 

intrusions or disclosures. It will thus be suggested for our purpose that the defence of jest 

should only be applicable where the plaintiff and defendant have a somewhat informal or 

personal relationship Thus, Internet cafe personnel will ordinarily be excluded from 

raising the defence ifthey only have a business relationship with the customer. The 

defence will however be available as between friends or business colleagues where jokes 

containing personal information are sent via e-mail. 

6.1.1.6.2.511~a 

The defence of rixa will be available where the plaintiffs privacy is invaded by 

defamatory words uttered "without premeditation, in sudden anger on provocation by the 

1463 S . 
ee generally MCQuOld-Mason The Law of privacy in South Africa op cit at 236fT. 

1464 Cf McQuoid-Mason in Chaskalson et al op cit at 38-13 above at Para 6.1.1.6.2. 
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. b I .. h ,,1465 F . t h plaintiff, and the defendant dId not su sequent y persIst In t em. or InS ance, were 

the defendant is subjected to constant ridicule by the plaintiff, and provoked by the 

plaintiffs ridicule on a given occasion, the defendant, makes a statement regarding the 

plaintiffs HIV positive status, but does not repeat the disclosure, the defence of rixa will 

avail the defendant. 

6.1.1.6.2.5a Relevance to Internet Cafes 

Again, it is doubtful whether Internet cafe personnel are in a position to rely on this 

defence considering the nature of their relationship with customers. For practical 

purposes, it is expected that Internet cafe personnel will maintain a business relationship 

and not be in a situation where they exchange words with customers. Where however, 

other persons who have come into contact with personal information processed in an 

Internet cafe discloses such information in the heat of provocation aroused by the 

plaintiff and does not persist thereafter with the disclosure, the defence of rixa will be 

available with respect to that disclosure. 

There are doubts as to whether juristic persons can claim personality rights under the 

South African Common Law. While some courts have held that a juristic person have no 

. h . 1466 h . h' ng t to pnvacy, t ere IS aut onty to support the recognition of a confidential sphere 

that corporations or juristic persons have which the law may protect .1467 

1465 
See Geyser v Pont supra at 73; Muller v SA Associated Newspapers Ltd supra at 592. 

See generally Newman & McQuoid-Mason op cit at 342. 
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6.1. 2 Common Law Protection of Data 

Flowing from the above, data protection will be available at Common Law in cases of 

intrusion, unlawful publication, false light and appropriation. In this regard, there will be 

liability for unauthorised access to or, collection of information. 1468 Also, where 

information concerning an individual is wrongfully released by another, the former will 

be able to bring an action successfully if he or she can prove that the information was 

private and disclosed unlawfully,1469 placed him or her in a false light,1470 was used for 

1466 Universiteit van Pretoria v Tommie Meyer Films (Edms) Bpk 1979 (1) SA 441 (A) 453-4; Boka 
Enterprises (Pvt) Ltd v Manatse 1990 (3) SA 626 (ZH); Church of Scientology in South Africa 
Incorporated Association Notfor Gain v Readers Digest Association (SA) (Pty) Ltd 1980 (4) SA 313 (C) 
317-8; AAIL (SA) v Muslim Judicial Council (Cape) 1983 (4) SA 855 (C) 865 . 

1467 Financial Mail (Pty) Ltd and Others v Sage Holdings Ltd and Another supra;Janit v Motor Industry 
Fund Administrators (Pty) Ltd1995 (4) SA 293 (A). See also Dhlomo v Natal Newspapers (Pty) Lt, 1989 
(1) SA 945 (A) CfNeethling Law of Personality op cit at 295. 

1468 CfNeethling Law of Personality at 298 where he states: " ... the unauthorised collection or storage of 
personal information is in principle contra bonos mores and thus prima facie wrongful." 

1469 Mhlongo v Bailey supra, where the court upheld the principle that a person's past history is private. See 
also Rhodesian Printing and Publishing Co Ltd v Duggan supra. CfNeethling Law of Personality op cit at 
298 ff. 

1470 Pickard v SA Trade Protection Society (1905) 22 SC 89, where a credit bureau falsely published in a 
trade protection magazine that a person had had a provisional judgement taken against him. See also 
Mangaroo v Toolsee (1927) 48 NLR 100. CfNeethling Law of Personality op cit at 299. 
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appropriation purposes, 147 1 that an action lay for defamation,1472 or that the disclosure or 

misuse of information constituted a breach of contract. 1473 

Other than in these instances, however, there is no separate delict or distinct cause of 

action that solely protects data. 

6.1.2a Relevance to Internet Cafes 

South African Common Law will provide data protection with regard to information 

processed in Internet cafes where the act amounting to data infringement constitutes an 

intrusion, unlawful disclosure or where the use of the data places the plaintiff in a false 

light or constitutes appropriation. Thus there will be liability for unlawfully access to 

and/or disclosure of data where, for example, personal information stored in computers in 

an Internet cafe is unlawfully downloaded on to a disc, flash drive or any other copying 

device and published by Internet cafe personnel or a third party. 

Liability will also lie in respect of the unlawful storage of the information in whatever 

form (floppy disc, flash drive e.t.c) employed by the defendant. Similarly, there will be 

1471 In 0 'Keefe v Argus Printing and Publishing Co Ltd supra, where the plaintiff had consented to being 
photographed to illustrate a story, the pictures were improperly used for an advertisement, and the 
defendants' act was held to be an actionable disclosure. Similarly, where the use of data is not compatible 
with the purpose for which it was collected or otherwise improperly used, this will constitute an actionable 
disclosure. See also Kidson v SA Associated Newspapers Ltd supra. CfNeethling Law of Personality op cit 
at 299. 

1472 Pickard v SA Trade Protection Society supra; Jooste v National Media Ltd supra; Mangaroo v Toolsee 
supra. See also Knoeson v Theron 1904 (21) SC 177 at 181. CfNeethling Law of Personality op cit at 295. 

1473 G d . 
00 man v Von Moltke 1938 cpn 153. See Centhvres J at 157, where he observed that, "it is 

actionable to communicate information in breach of an agreement not to do so". 
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liability for unlawful access to or disclosure of data contained in customers' e-mail 

communication. 

6.1. 3 Conclusion on Common Law Protection of Privacy and Data in South Africa 

From the foregoing, it is clear that under South African Common Law, there is 

recognition of privacy rights. The classical actio injuriarum provided general protection 

against 'any vexatious violation of another person's rights.' 1474 From the cases, it is clear 

that this broad categorisation covered the interests protected by the law of privacy 

generally and can be applied to electronic mail and Internet usage specifically. 

Although the technological revolution was still centuries away and many of the threats to 

privacy that now exist were absent in Roman times, it may be said that the foundations 

for a law of privacy already existed in Roman times. 1475 From the cases, there is no doubt 

that South African Common Law provides protection for the right to privacy with respect 

to both substantive and informational privacy rights. 

The fact that the courts consider the contemporary bani mores in the light of the 

C . . 1476 d I' fl onstItutlOn, an are a so III uenced by developments in other legal systems in 

determining the requirement of wrongfulness, effectively allows the law to change as 

1474 S 11' . ee genera y McQuOId- Mason The Law o/Prlvacy in South Africa op cit at 24-25 . 

1475 CfMcQuoid-Mason op cit at 26-27. 
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times and moral values change. 1477 This flexibility enhances growth and development in 

the law, which is essential in contemporary times, and for our purposes, makes it possible 

to accommodate and offer protection for invasions of privacy relating to electronic mail 

and Internet use in cyber cafes. However, in all cases, the Common Law must be 

. d' h l' h f h C . . 1478 mterprete m t e Ig tot e onstltutlOn. 

Limited protection can be found for data under the Common Law through the principles 

of the law of privacy and defamation. However, Common Law protection of data does 

not adequately cover present day data protection needs. The lacuna in the area of 

Common Law protection of data can probably be explained by the fact that the threat of 

abuse of data was not serious in Roman times. In any event, until the late 1970s data 

collection was done mostly by the state and its agencies, and the actio injuriarum 

provided sufficient protection for other types of affronts to a person's personality or 

dignity. 1479 

However, today, public and private bodies, businesses and most, if not all, organisations, 

" d h b' 1480 mamtam recor stat may e classIfied as data. Where a person patronises a particular 

Internet cafe to send or receive mail or surf the Internet regularly, there will also be a 

1476 S . ee Gardener v Whllaker supra. 

1477 See also McQuoid-Mason op cit at 118. 

1478 CfMcQuoid- Mason in Chaskalson et al op cit at 38-2. 

1479 S M Q 'd M . ee c UOi - ason op CIt at 26 & 27. 

1480 Cf ' . . Neethhng Law of Personailty op CIt 291-294. 
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substantial amount of personal information available on the computer system regarding 

them, which may be accessed by other people. 

To respond to the modern day proliferation of technology facilitating access to personal 

information, the Promotion of Access to Information Act was enacted to provide for 

access to public and private records and generally regulate access to information in South 

Africa. 1481 The provisions of the legislation will however be discussed in the next 

h . h h ., I' h . 1482 chapter, to get er WIt t e constItutlOna ng t to pnvacy. 

6.1.3a Relevance to Internet Cafes 

In the light of the above cases, it is clear that under the South African Common Law, 

unless the defendant can successfully raise one of the available defences, there will be 

liability for an invasion of privacy where there has been an intrusion, unlawful 

acquisition or disclosure of personal information. 1483 The applicability of different 

aspects of the South African Common Law for the protection of privacy and data in 

Internet cafes has also been shown. In this regard, it may be submitted that the South 

African Common law offers functional guidelines for the protection of privacy and data 

protection in Nigerian Internet cafes. The Nigerian Common Law privacy and data 

protection will now be examined. 

1481 No 2 of 2000. 

1482 See chapter 5. 

1483 Financial Mail (Pty) Ltd v Sage Holdings Ltd supra. CfNeethling et al op cit at 356. 
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6.2 Common Law Protection of Privacy and Data in Nigeria 

6.2. 1 Common Law Protection of Privacy 

Prior to colonisation, Nigeria was a large geographical location with different peoples of 

diverse language and culture, who lived around The Niger area. At that time, the different 

people groups were each governed by traditional rulers amongst their indigenous peoples 

in accordance with their particular cultures. As such, there was no singularly applicable 

law or body of laws that could properly be called Common Law at the time. 

Following the amalgamation and colonisation of Nigeria as it is known today, English 

law was applied in Nigeria by the colonial masters. After its independence in 1960, the 

English Common Law of England, the rules of Equity together with the Statutes of 

General Application in force in England on the 1st day of January 1900, were received 

and enacted into Nigerian law via different statutes operating in the then different regions 

of Nigeria. 1484 Thus, the adopted Common Law of England became the Common Law of 

Nigeria, and the English law of torts became the basis of the law of torts in Nigeria. 1485 In 

addition to the general reception of English Common law and Equity, legislation was also 

introduced in the different regions of Nigeria based on English enactments. 1486 

1484 See Section 45 Interpretation Act; Now cited as Cap 192 LFN 1990. See also D Olowu & F Laosebikan 
"Sources of Law in Nigeria" in A 0 Sanni (ed) Introduction to Nigerian Legal Method (1999) at 245-247. 

1485 Ibid. 

14% . 
For example the DefamatIon Law 1961 (Cap 34, Laws of Lagos State 1973), the Law Reform (Torts) 

Law 1961 (Cap 67, Laws of Lagos State 1973). See G Kodilinye The Nigerian Law a/Torts (1982) at 11. 
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In effect, although decisions of foreign legal systems including England are generally not 

binding on Nigerian courts, but are of persuasive import, 1487 English Common Law and 

equitable doctrines 1488 have been incorporated into Nigerian law and constitute binding 

authority in the determination of relevant Nigerian cases. 

As such, English Common Law remains not only relevant, but indispensable in the 

determination of Nigerian tort law cases and will feature significantly in the following 

paragraphs. In accounting for the reliance on English law, it must also be pointed out here 

that certain areas of the received English Common Law have not been the subject of 

much or any litigation in Nigeria. 1489 This will be reflected in the discussion of such areas 

of law where only the available English case law will be cited. 

The same categories that were used to analyse the English law cases will be used in 

examining the Nigerian approach to privacy violations. The available provisions on the 

equitable action for breach of confidence will be examined first. The following torts will 

then be considered: 

( a) trespass to person 

1487010wu & Laosebikan in Sanni op cit at 126. CfKodilinye op cit at 10 & 11. 

1488 I . . . 
t IS noteworthy that the courtS have construed the InterpretatIOn Act as Importing the English Common 

Law and doctrines of equity without applying the 1900 time constraint specified in the statute to the first 
half of the provision. Cf J 0 Asein Introduction to Nigerian Legal System (1998) at 102. See also 
Laosebikan and Olowu in Sanni op cit at 247. 

1489 Cf . 
. R~ed J. III The Queen v Bartholomew Princewell (1963) 2 All NLR 31 at 31 where he observed that 

no Nigenan case law authority was found on Section 370 of the Criminal Code. Cfbelow Para 6.2.3 . 
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(b) trespass to land 

( c) trespass to property 

(d) nuisance 

(e) defamation 

(f) passing- off and 

(g) intentional infliction of emotional distress. 

6.2.1.1 Breach of Confidence 

Since English Common Law and rules of equity are applicable in Nigeria by virtue of the 

received law,1490 English law cases supporting the recognition of a right to privacy based 

on the principle of breach of confidence 1491 will also be applicable in Nigeria. Thus it will 

be possible to bring an action for breach of confidence in Nigeria based on the English 

law breach of confidentiality principles. 

On the basis of the English law of confidentiality,1492 a duty of confidence may also be 

imposed on persons engaged in certain professions with respect to information obtained 

professionally or in the course of their duty. For instance, doctors, lawyers, and bankers 

will be expected to maintain confidentiality with respect to information obtained in the 

course of business regarding their patients or clients. Certain professional codes of ethics 

1490 C ap 192 LFN 1990. Cf above Para 6.2.1. 

1491 Albert v Strange [1849] 2 De G & Sm 652,64 ER 293 (Ch); Morison v Moat [1851] 9 Hare 241. 

1492 See the principles laid down in Attorney General v Guardian Newspapers Ltd (No 2) [1990] 1 AC 109. 
Cf above Para 3.2.2.1.1. 
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also require that professionals maintain confidentiality in their dealings with clients (or 

patients- as the case may be) in the course of their duty. 1493 

It must be noted that no reported Nigerian case was found on breach of confidence. 

6.2.1.1a Relevance to Internet Cafes 

A parallel may be drawn between the nature of the work of the professionals listed above 

and Internet cafe personnel, who may come into contact with personal infonnation 

regarding their clients in the course of their duty. In this regard, it is affinned that a duty 

of confidentiality may also be imposed on Internet cafe personnel with regard to personal 

infonnation obtained in the course of their duty. 1494 

6.2.1.2 Trespass to Person 

Trespass to the person comprises the following three torts: assault, battery and false 

imprisonment.
1495 

Where an invasion of privacy involves the application of force to the 

plaintiff (battery), or putting the plaintiff in fear of imminent battery (assault), or, 

1493 F ' h H ' . 0 h or mstance t e Ippocratlc at taken by doctors upon their induction which reads in part: 

"What I may see or hear in the course of the treatment or even outside of the treatment in regard 
to the life of men, which on no account one must spread abroad, I will keep to myself .. " 

CfLudwig Edelstein The Hippocratic Oath: Text, Translation, and Interpretation (1943) at 2. 

1494 Cf above Para 3.2.2.1.1 a. 

1495 S K d 'l' . 2 ee 0 I mye op CIt at 1 . 
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unlawful physical restraining of the plaintiffs movement (false imprisonment), action 

may be brought based on trespass to the person. 

6.2.1.2a Relevance to Internet Cafes 

Where a person is threatened with violence in order to obtain information processed in an 

Internet cafe, an action for assault may be brought to protect his privacy. Similarly, where 

the plaintiff is beaten up, physically attacked, or where hislher movement is restrained in 

order to obtain information processed in an Internet cafe, the plaintiff may successfully 

bring action for the trespass. 1496 

6.2.1.3 Trespass to Land 

Trespass to land is committed where a person enters the land of another or places or 

projects any object upon such land unlawfully.1497 Where a person commits trespass to 

the land of the plaintiff in invading his or her privacy, the plaintiff will have a cause of 

action for trespass to land. The courts have held that it is an actionable trespass to put 

one's hand through the window of the plaintiff's house, or to sit on the wall of the 

plaintiffs house. 1498 

1496 Cfabove Para 3.2.2.1.2.1. 

1497 S K dOlO 0 ee 0 I mye op CIt at 177. 

1498 Dabira v Adelaja (1973) 11 CCRC] 97 at 100; Cf S v Boshoff & Others supra at 396. 
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The Nigerian courts have also held that a person is liable in trespass if, having entered the 

plaintiffs premises lawfully, he or she remains on the land after his right of entry has 

expired. Thus in Balogun v Alakija l499 where the plaintiff initially allowed the defendant 

into his house, the defendant was held liable for remaining in the plaintiffs house after he 

had been ordered by the plaintiff to leave. It has been said 1500 that the action for trespass 

to land protects title to land i.e. ownership, or the rights of an occupant. 

6.2.1.3a Relevance to Internet Cafes 

Where a person unlawfully enters (for instance by breaking in) or remains unlawfully in 

an Internet cafe, to access personal information contained in the computers located on the 

Internet cafe's premises, an Internet cafe owner may successfully bring an action for 

trespass to protect hislher privacy. 1501 In so doing, the Internet cafe owner may secure and 

ensure the privacy of other information contained in computers on the premises. It is 

doubtful whether a customer in an Internet cafe will qualify for protection under this tort 

since slhe is a mere licensee. 

6.2.1.4 Trespass to Chattel/Property 

1499 [1963J 2 All NLR 175. 

1500 CfK d 'l' , o I mye op CIt at 177ff, 

1501 Cf South African cases of intrusions involving unlawful entry; above at Para 6.1.1, 
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Where a person unlawfully takes, receives or keeps goods or property belonging to 

another, there will be liability for trespass to property. 1502 

6.2.1.4a Relevance to Internet Cafes 

With regard to protection of infonnation processed in Internet cafes, where an invasion of 

privacy involves the unlawful taking of software or other document or device (for 

example, floppy disk or flash disk) containing personal infonnation relating to another, 

there will be liability for trespass to property in respect of such invasion under the 

Nigerian law of torts. 

6.2.1.5 Nuisance 

The tort of private nuisance is designed to protect the individual owner or occupier of 

land against substantial interference with his or her enjoyment of such land.1503 In Tebite 

v Nigeria Marine and Trading Co Ltd, 1504where loud and excessive noise and noxious 

fumes from the defendants ' premises caused the plaintiff discomfort and inconvenience, 

the plaintiff was awarded damages for private nuisance" to assuage and appease him for 

his injured feelings and the discomfort he . .. had to bear .. . from the defendant.,,1505 

1502 S K d"l" " 7 ee 0 I mye op CIt at I . 

1503 S K dOl" " ee 0 I mye op CIt at 92" 

1504 Supra. 

1505 Ibid at 438 
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Similarly in Abiola v Ijoma,1506 the plaintiff brought action for excessive noise and smell 

and was awarded damages and an injunction restraining further nuisance by the 

defendant. 

Although interference with the plaintiff in these cases was caused by noise, fumes and 

smell, it is submitted that the principle of awarding damage for injured feelings and 

• C: 1507·· . b discomfort in respect of unwelcome mterlerence, or mtruslOn, may, m essence, e 

extended to protect the right to privacy especially in cases involving the projection or 

placing of objects 1508 including electronic bugs and camera beams 1509 on to the land or 

premises of others in order to watch them. 

It is further submitted that the principle of awarding damages for injured feelings and 

discomfort may be extended to cases where a person is constantly watched from off his 

or her premises, (for instance by a "peeping tom" or the media) with or without the use of 

technological devices. Such peeping constitutes interference with private life. 15lO 

1506 [1970] 2 All NLR 268 at 278. 

1507 See also Kodilinye op cit at 92ff, where he classifies private nuisance into three categories. The second 
category of private nuisance deals with "substantial interference with the plaintiffs user and enjoyment of 
his land" 

1508 Cf ,n; ' . JeJJrles v Duncombe (1809) 11 East 227, where the defendant kept a lamp burnmg in front of the 
plaintiffs house, the plaintiffs action for nuisance succeeded. 

1509 Tebite v Nigeria Marine & Trading Co Ltd supra, Abiola v Ijoma supra, on the projection of objects on 
to the land of another. See also Bankole v Admekwe (1973) 12 CCHCJ 97. 

1510 CfC b . or ett JA m S v Naude 1975 (1) SA 681 (A) at 704 A-B: where he observed, that the exercise of 
certain powers (the inquisitorial power of a commission of inquiry) interfered with the right of the 
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6.2.1.5a Relevance to Internet Cafes 

The utility of this tort for the protection of privacy in Internet cafes is indeed limited as 

action can only be successfully brought by the Internet cafe owner. It is doubtful whether 

Internet cafe staff will qualify as occupants. However, the tort of nuisance may be 

relevant for the protection of privacy in Internet cafes where, for instance, a third party 

installs a spying device in order to gather information concerning customers on Internet 

cafe premises. In such a case, the Internet cafe owner may bring action in nuisance in 

respect of the invasion of privacy. 

6.2.1.6 Defamation 

The tort of defamation protects against injury to reputation resulting from words written 

or spoken by and to others.l5I1 This tort affords protection for the right to privacy 

particularly with regard to the publication of private facts. Where the defendant said that 

the plaintiff, a tenant, had "brought strange people into the house day and night, smoking 

nauseating substances", the court held the defendant liable for defamation. 1512 

The courts have also held that there is liability for defamation where a person said that a 

stevedoring and general contractor lived a life of wanton gluttony and immorality. 1513 

individual to the "tranquil enjoyment of his peace of mind." See also McQuoid-Mason in Chaskalson et al 
op cit at 18-4. 

1511 Cf above Para 3.2.2.1.2.3. See Kodilinye op cit at 131 ff. 

1512 Mutual Aid Society Ltd. V Akerele [1966] NMLR 257, see also Karunwi v Wema Bank Ltd. [1977] 3 
CCRC] 61 (affirmed (1975) 1 SC 15). 

1513 k . Ba are v Oluwlde [1969] 2 All NLR 324. 
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6.2.1.6a Relevance to Internet Cafes 

Where a person publishes defamatory information or comments about another via e-mail 

or on the Internet, such publication will be actionable and (privacy) protection will be 

available to the plaintiff under the tort of defamation.
1514 

6.2.1. 7 Passing-Off 

The tort of passing-off protects the goodwill and reputation of the plaintiffs business or 

trade.151 5 In this regard, Nigerian courts have held that there is passing-off in the 

following circumstances: where the defendant trades under a name so closely resembling 

that of the plaintiff as to be likely to mislead the public that the defendant's business and 

that of the plaintiff are the same; 1516 and, where the defendant imitates the appearance or 

get up of the plaintiffs goodS. 1517 There will also be liability for passing off where the 

defendant markets his goods as those ofthe plaintiff. 1518 

1514 Cf h E 1· h f t e ng IS case 0 Godfrey v Demon Internet Ltd supra. 

1515 Kodilinye op cit at 215. Cfabove Para 3.2.2.1.2.5 

1516 Hendriks v Montagu (1881) 50 LJ Ch 456; Niger Chemists Ltd v Nigeria Chemists [1961] All NLR 
171; Ogunlende v Babayemi( 1971) 1 UILR 417. . 

1517 UK . . Tobacco Co Ltd v Carreras Ltd (1931) 16 NLR 1; De Facto Works Ltd v Odumotun Trading Co 
Ltd [1959] LLR 33. 

1518 CfK d·l· . o 1 mye op CIt at 215 . 
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The interest of privacy protected by the tort of passing- off falls under the category of 

appropriation. It protects the plaintiff from invasions of privacy by preventing wrongful 

attribution of authorship or publication. 1519 It is often used for the protection of name or 

reputation in the business sector. 

6.2.1.7a Relevance to Internet Cafes 

The tort of passing-off will provide pnvacy protection III cases where business 

information is processed via the Internet and subsequently used unlawfully by another. 

Where for instance, an entrepreneur processes information in an Internet cafe regarding 

his or her idea for a line of goods with a given name, if that information is retrieved by 

another from the memory of the Internet cafe computer and used by that other to market 

similar goods under a similar name in a manner that is likely to mislead the public into 

thinking that both businesses are the same, action will lie for passing off in respect of the 

business information unlawfully obtained and used. 

6.2.1.8 Intentional Infliction of Emotional Distress 

This tort has been classified as an action relating to the tort of deceit and negligent 

misrepresentation. l52o In this regard, the principle in Wilkinson v Downton1521 has been 

expounded thus: where a person makes a false statement which results in another 

1519 Cf Lord Byron v Johnston Supra. 

1520 Kodilinye op cit at 292 - 293 . 
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suffering nervous shock, there will be liability for the deceitful statement.
1522 

An 

examination of the United Kingdom authorities1523 decided on the principle of Wilkinson 

v Downton however seems to suggest that the essential factor for an action under this 

head to succeed is that the plaintiffs peace of mind or mental health be disturbed by the 

defendant's action. In this regard, it does not appear to be significant whether the 

statement that resulted in the plaintiffs nervous shock is true or false. 1524 

On the contrary, for an action based on the tort of deceit to succeed, it must be proved 

that the defendant knew the representation to be false, or, had no genuine belief in its 

truth. 1525 It is therefore respectfully submitted that to classify the principle laid down in 

Wilkinson v Downton as tort of deceit would deviate from the principle as originally laid 

down, and limit the application of the tort. 1526 

6.2.1.8a Relevance to Internet Cafes 

For our purposes, it is submitted that there will be liability for invasion of privacy under 

this tort, where a person suffers emotional distress as a result of an Internet cafe owner or 

1521 S upra. Cf above Para 3.2.2.1.2.6. 

1522 K d'l' . 29 o I mye op CIt at 2 - 293 . 

1523 
Burnett v George supra. See also Janvier v Sweeney supra. 

1524 S L & or h ' . ... e~ mmey .Ip ~nt op CIt at 54,55 . Accordmg to them, this tort is available in respect of 
mtentlonal acts the mevltable consequence of which is physical (or psychological) harm" at 54. CfW V H 

Rogers (ed.) Winfield & Jolowicz on Tort (1994) at 17,74. 

1525 CfK d'l' . o I mye op CIt at 208,213 - 214. 
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other personnel making a statement, or disclosing information based on information 

accessed in an Internet cafe, for instance, from another's e-mail. 

6.2. 2 Common Law Protection of Data in Nigeria 

As was the case under English Common Law prior to the adoption of the Human Rights 

Act,1527 only limited protection can be found in Nigeria for data protection, in cases 

where the misuse of information involves the commission of a tort. In this regard, the 

equitable action for breach of confidence, as well as the torts of trespass, defamation, and, 

possibly, nuisance, passing -off and intentional infliction of emotional distress would be 

relevant for the Common Law protection of data. 

6.2.2.1 Breach of Confidence 

Where personal information or data is disclosed by the plaintiff to a person with regard to 

whom a duty of confidence may be implied, if that information is subsequently published 

or disclosed by that other, the plaintiff will be able to bring action for the disclosure 

under the principle of breach of confidentiality. 

6.2.2.1a Relevance to Internet Cafes 

1526 Cf McLoughlin v 0 'Brian supra; Vernon v Bosley supra. See generally Lunney & Oliphant op cit at 56 
275ff. ' 

1 ~7 . 
1998 Chapter 42 (SectIon 8). See above Chapter 3. 
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As observed above 1528 , the duty of confidentiality that exists between 

patients/clients/customers and professionals in the medical, legal and banking sectors 

based on the fact that they come into contact with personal! sensitive information may be 

considered applicable to Internet cafe personnel, who also come into contact with 

personal information or data regarding their clients in the course of their duty. 1529 Thus, 

Internet cafe personnel will be liable for breach of a duty of confidence in respect of any 

unlawful disclosure of data processed in Internet cafes. 

6.2.2.2 Trespass to Land 

Where information is unlawfully obtained by means of an unlawful entry, action may be 

brought in respect of the unlawful entry where the defendant can show either ownership 

or lawful possession of the land. 

6.2.2.2a Relevance to Internet Cafes 

A . I t· d 1530 . In fi h . h . s prevIOUS y men lOne , customers In ternet ca es ave nelt er ownershIp nor 

possession rights but are mere licensees therefore it is doubtful whether a customer in an 

Internet cafe will qualify for protection under this tort. However, an Internet cafe owner 

may bring an action for trespass in respect of unlawful entry on Internet cafe premises 

1528 Cf above Para 6.2. 1.1a. 

1529 See also above Para 3.2.2.1.1a. 

1530 Cf above Para 6.2.1.3a. 
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and or access to data contained in the computers located on the premises and may, by so 

doing, secure the privacy of the persons to whom the data contained in the computers 

relate. 1531 

6.2.2.3 Trespass to Property 

Until the late 1990s, in Nigeria, very few individuals or businesses had access to 

computers. Most of the information processed in Nigeria, was stored in paper form. In 

this regard, it would have been possible to maintain an action based on the tort of trespass 

where information contained on paper was unlawfully taken orland used. Nonetheless, 

action will lie for the unlawful taking of diskettes, flash drives and other portable devices 

in which information may be stored today. 

6.2.2.2a Relevance to Internet Cafes 

The tort of trespass to property will provide protection in respect of data infringement 

where any recording or copying device (for example, floppy disk or flash disk) or other 

computer software or document containing data relating to another is unlawfully taken or 

accessed. 1532 

6.2.2.4 Nuisance 

153 1 CfSouth African cases of intrusions involving unlawful entry; above at Para 6.1.l. 

1532 Cf above Para 6.2.l.4a. 
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Where the obtaining of information regarding another involves interference with the 

peaceful enjoyment with their property action will lie for nuisance. Thus where, for 

instance, surveillance cameras are unlawfully installed for information- gathering, the tort 

of nuisance may provide a remedy for such unlawful gathering of information. 

6.2.2.4a Relevance to Internet Cafes 

As observed above, 1533 customers in Internet cafes will not be able to benefit from this 

tort, nor does it appear that Internet cafe employees can successfully bring action for 

nuisance. 1534 However, where, for instance, a third party installs a spying or recording 

device in order to gather data relating to customers on Internet cafe premises, an Internet 

cafe owner may bring action for nuisance in respect of the invasion of privacy. 

6.2.2.5 Defamation 

Where the disclosure or publication of personal information causes injury to the 

reputation of the plaintiff, there will be tortuous liability for defamation in respect of such 

disclosure/publication. 

6.2.2.5a Relevance to Internet Cafes 

1533 f C above Paras 6.2.1.5 & 6.2.1.5a. 

1534 Ibid. 
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Where the disclosure or publication of data obtained via an Internet cafe results in injury 

to the reputation of the person to whom the data relates, there will be liability for 

defamation in respect of such disclosure or publication. 1535 There will also be liability for 

unlawful disclosure or publication of data effected by means of computers in an Internet 

cafe where the material published is defamatory. Thus the publication of information or 

data amounting to defamation via e-mail processed through computers in Internet cafes 

will be actionable and protection will be available to the plaintiff under the tort of 

defamation. 1536 

6.2.2.6 Passing-Off 

Where the misuse of business information involves the imitation of the appearance or get 

up of the plaintiffs name or business idea such that the public is misled into thinking that 

the plaintiff or hislher business is the same as the defendant's, there will be liability for 

passing off in respect of the unlawful use of information. 

6.2.2.6a Relevance to Internet Cafes 

Since the tort of passing-off primarily protects business interest, its utility for the 

protection of data in Internet cafes will be limited as it may safely be presumed that the 

1535 Cfabove Para 6.2.1.6a. 

1536 . 
Cfthe Enghsh case of Godfrey v Demon Internet Ltd supra. 
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processing of sensitive business information or data will be uncommon, knowing the 

semi-public nature of Internet cafes. However, where, for instance, the name, market 

research statistics or ideas amounting to data, generated by a business is processed in an 

Internet cafe and is subsequently is retrieved and used by another in a manner that is 

likely to mislead the public into thinking that the businesses of the plaintiff and the 

defendant are the same, action will lie for passing off in respect of the business 

information unlawfully obtained and used. 

6.2.2.7 Intentional Infliction of Emotional Distress 

Where the plaintiffs peace of mind or mental health is disturbed as a result of the 

defendant's statement, the defendant will be liable for the infliction of emotional distress 

in respect of the information so-disclosed. 

6.2.2.7a Relevance to Internet Cafes 

Where a person suffers emotional distress as a result of an Internet cafe owner, staff or a 

third party making a statement, sending e-mail or otherwise disclosing or using personal 

information or data, accessed from a computer in an Internet cafe to make a statement , 

there will be liability for intentional infliction of emotional distress in respect of the data 

disclosure or use. 

6.2.3 Conclusion on Common Law Protection of Privacy and Data in Nigeria 



346 

From the above, it is clear that there is very little Common Law protection available in 

Nigeria for privacy and data. Although Nigerian privacy law derives from the English 

Common Law, which is limited in the failure to recognise a right to privacy, the 

shortcomings of the Nigerian Common Law are different from that of the United 

Kingdom. In fact, it appears that the Nigerian courts have not maximised the positive 

features in the English Common Law. For instance, in the United States of America, the 

Common Law right to privacy was developed using the early Victorian English cases. 1537 

In this regard, it is submitted that certain decisions of the English Common Law courts, 

1538 if followed by Nigerian courts, would have resulted in better development of 

Nigerian privacy laws. 1539 Furthermore, since the Nigerian courts are free to develop the 

Common Law - in this case, the right to privacy and data protection, they are not bound 

by any imperfections in the English Common Law. 1540 

In line with the above, it may be safely argued that the lack of creativeness of the 

Nigerian courts is a major contributory factor to the poor development of the Nigerian 

Common law generally, and the right to privacy specifically. However, the paucity of 

Nigerian cases is also highly significant. Since the courts can only develop the law in 

1537 CfWarren & Brandeis "The Right to Privacy" (1890) 4 Harvard Law Review 193 at 207-212. 

1~8F . 
or example, Albert v Strange supra; Monson v Moat supra; X v Morgan Grampian Publishers Ltd 

supra, where the Appeal Court suggested that a thief who steals a document which is obviously confidential 
may be impressed with a duty of confidence. Cf above Para 3.2.2.l.l. 

1539 Cfthe German Civil Courts' construction of the Civil Code above Para 5.2. 
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response to cases brought before them, there is a correlative need for actions to be 

brought before the courts if they are to fulfil their duty of legal development. The cause 

of the dearth of Nigerian privacy and data invasion cases must thus be found and 

solutions to the problem sought. 

Possible suggestions for causative factors include Nigeria's slow technological 

development,1541 its socio-political history,1542 culture1543 and, very significantly, poverty. 

In sum, Common Law protection of privacy and data in Nigeria is almost non-existent. 

There is ample room for growth and development to achieve a better standard of privacy 

and data protection in the Nigerian Common law. However, there is a corresponding need 

for change by the judiciary and the people in order to maximise the potential for privacy 

and data protection inherent in the Nigerian Common Law. 

6.2.3a Relevance to Internet Cafes 

1540 Cfabove Para 6.2.1. 

1541 Until 1990, most record- keeping in Nigeria was largely paper-based and computer transactions were 
few and far between. Cf above Para 6.2.2.3. Today however, Internet services, electronic mail, telephone 
and facsimile are much more accessible, and may be regarded as basic office equipment. The availability of 
these technological devices has heightened general awareness about privacy issues. 

1542 Cfabove Para 1.5. 

1543 To illustrate this, Section 370 of the Nigerian Criminal Code (Northern Region) (now Cap 77 
LFN1990) makes it an offence for a person to marry while his or her husband or wife is still alive, and 
while the (fIrst) marriage is still valid. However, marriage to more than one wife, although no longer 
common, is not only accepted in Nigeria in the various cultures, but it is also recognised as valid and 
binding under customary law, as well as Islamic law. It was therefore not unusual for a man, having been 
married (in a court or church) under the Marriage Act, to marry another wife under customary law. This 
was the situation in The Queen v Bartholomew Princewell (1963) 2 All NLR 31 and the accused was found 
guilty of bigamy. He was sentenced to one month' s imprisonment even though the law prescribes a 
maximum penalty of seven years for bigamy. Reed J, (the trial judge) observed (at 31) that he had not been 
referred to, and was unable to fInd any reported case on that section of the Criminal Code. 
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The observations above apply to the protection of privacy and data in Internet cafes. 

However, it is submitted that the failure to develop Common Law principles regarding 

the protection of privacy and data will have more far-reaching effects for Internet cafes as 

a restrictive approach to the interpretation of available laws is likely to result in the denial 

of protection in novel cases. Many Internet related cases of privacy and data invasions 

will fall into the category of new cases. 

It will therefore be re-iterated in conclusion that the Nigerian Common Law is 

developable. However, the courts need to adopt a similar approach to that of the German 

Courts l544 and solutions must be found to problems surrounding the extremely low 

litigation rate in order to achieve better privacy and data protection under the present 

Common Law principles. 

6.3 Conclusion on Common Law Protection of Privacy and Data in South Africa 

and Nigeria 

The analysis of the protection afforded privacy in South Africa and Nigeria and the 

development of the law in these two countries emphasises the difference between Civil 

Law and Common Law privacy protection. The recognition of personality rights under 

South African Common Law provides a firm foundation for the courts on which to build 

the right to protection of privacy, while the dependence on nominate torts under the 

Common Law restricted the available protection and constrained legal development. 

1544 Cfabove Para 5.2. 
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Thus while there is adequate provision for the protection of privacy under South African 

Common Law, under which invasions of privacy in Internet cafes may be conveniently 

fit, in Nigeria, the Common Law has not been sufficiently developed to accommodate 

privacy and data invasions especially with regard to Internet cafes. In this regard, as 

asserted above, reliance on the breach of confidence cases might have been more 

productive. 1545 The Nigerian Constitution also provides room for development of the 

right to privacy and protection of data. 1546 Suggestions for this will be offered below. 1547 

As for data, the South African Common Law provides protection in certain cases of data 

infringement, some of which is applicable to Internet cafes. However, the advancement 

of technology has made the protection of data a more complex issue requiring specific 

and comprehensive laws in order to achieve effective protection. Thus, South African 

Common Law data protection, though available, is at present inadequate to satisfy present 

day data protection needs. 

In Nigeria however, the poor development of the Common Law bears on its data 

protection provisions. There are no general principles providing for the misuse of 

information and claims are restricted to the torts. Nigerian Common Law therefore 

affords little or no data protection. Clearly, there is a contrast between South African 

1545 Alb . ert v Strange supra; Monson v Moat supra. 

1546 Ibid. 

1547 Chapter 6. 
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Common Law protection, which is available even though limited, and Nigerian Common 

Law data protection, which is virtually undeveloped and unavailable. 

In sum, it may be concluded from the above that although the South African Common 

Law has hitherto been effective in protecting the right to privacy, it is limited in the 

protection of data. As for Nigeria, it is submitted that at present, the Common Law does 

not protect adequate provision for privacy or data, either generally or with regard to 

information processed in Internet cafes. There is an unequivocal need to develop the 

Common Law regarding privacy. There is also an immense gap in the area of data 

protection, which will need to be filled with detailed data protection legislation. 

We shall now proceed to examine the constitutional provisions and available statute law 

on privacy and data protection in South Africa and Nigeria. 
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CHAPTER SEVEN 

CONSTITUTIONAL AND STATUTE LAW PROTECTION OF PRIVACY 

AND DATA IN SOUTH AFRICA AND NIGERIA 

7.1 Statutory Protection of Privacy and Data in South Mrica 

7.1.1 Constitutional Protection 

7.1.1.1 Constitutional Protection of Privacy in South Mrica 

Section 14 of the South African Constitution 1548 provides that: 

"Everyone has the right to privacy, which includes the right not to have-

(a) their person or home or property searched; 

(b) their property searched; 

(c) their possessions seized; or 

(d) the privacy of their communications infringed." 

This section provides for a general right to privacy as well as the four categories of 

. . h ·fi d 1549 B ·f . pnvacy ng ts specI Ie . y specI ymg these four categories, this section sets out 

1548 Act 108 of 1996. 
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specific aspects of the right included in the provision. It has however been said with 

regard to the general right to privacy provided for, that it extends to any other method of 

obtaining information or making unauthorised disclosure. 1550 Accordingly, in Klein v 

Attorney-General WLD & Another,1551 the unlawful restoration of information erased by 

its owner and given to the state for use in a criminal prosecution was held to be a 

violation of the applicant's right to privacy under Section 13 of the Interim Constitution. 

In the construction of the constitutional guarantee of privacy, it has been said that the 

constitutional right to privacy should be given a benevolent interpretation, and should 

also be read with similar rights protected in other sections of the Constitution, (such as 

the right to human dignity guaranteed in section 10).1552 It has also been suggested in this 

regard that the right to personal privacy should be interpreted as guaranteeing to each 

citizen an inviolable sphere of privacy beyond the reach of public authority. 1553 

1549 CfD McQuoid-Mason "Privacy" in M Chaskalson, J Kentridge, J Klaaren, G Marcus, D Spitz, S 
Woolman Constitutional Law of South Africa (1996) at 38-19. See also J De Waal, I Currie & G Erasmus 
The Bill of Rights Handbook (2000) at 372. 

1550 Cf McQuoid-Mason in "Privacy" op cit at 38-11. 

1551 1995 (3) SA 848 (W) at 865. 

1552 L du Plesis & J de Ville "Personal Rights"in D van Wyk, J Dugard, B de Villiers & D Davis (eds) 
Rights and Constitutionalism (1994) at 252. 

1553 Ibid. 
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The test for a constitutional invasion of privacy is, as in the United States 1554 that the 

plaintiff has a reasonable expectation of privacy. 1555 In essence, when there has been an 

infringement of the constitutional right to privacy, the courts must determine whether the 

. f · . h· 1556 Th plaintiff had a reasonable expectatIOn 0 pnvacy m t e CIrcumstances. e 

Constitutional rights to privacy provided for have been generally classified as privacy 

rights protecting personal autonomy (substantive privacy rightS),1557 on the one hand, and 

privacy rights protecting information (informational privacy rightS)1558 on the other 

hand. 1559 

Substantive privacy rights protect the individual against intrusions and other interferences 

with private life, while informational privacy rights deal with access to, disclosure and 

other use of information.156o Where, for instance, there is unlawful disclosure of 

information obtained from a personal computer, which has been wrongfully seized in the 

course of an unlawful search of an individual's home, this would amount to an invasion 

of the constitutional right provided for in section 14(a). The unlawful search and seizure 

of property will be an infringement of substantive privacy rights, while the misuse of 

1554 See Ackermann J in Bernstein v Bester supra at Para 75. 

1555 Ibid. Cf also National Coalition for Gay & Lesbian Equality & Others v Minister of Justice & Others 
1998 (6) BCLR 726 (w); 2 SACR 102 (W). 

1556 Cf S v Zwayi 1998 (2) BCLR (CK) where it was affirmed that the expectation of privacy must be 
reasonable in the circumstances and refusal to provide identification to a police officer when so requested 
will not qualify. 

1557 Cfabove Para.3.2.la. 

1558 Cf above Para3 .2.l b. 

1559 See McQuoid-Mason op cit in Chaskalson et al op cit at 18-8. 
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information retrieved from the seized computer will constitute a violation of 

informational privacy rights. 

With regard to substantive privacy rights, the courts in South Africa have upheld the right 

to privacy with regard to (pornographic photographic) materials kept within the home.
1561 

The courts have also upheld the right to decide who may enter one's home in the context 

of unlawful searches and seizures. 1562 As for informational privacy rights, generally, any 

unlawful use of information, which violates a person's right to privacy will be actionable. 

In this regard, the restoration of information on a computer system has been held to 

violate the plaintiffs right to privacy.1563 

The constitutional guarantee of the right to privacy also protects the right of an individual 

not to disclose information.1564 Neethling'sl565 defmition of privacy is particularly 

relevant here. According to him, privacy is "an individual condition of life characterised 

by exclusion from publicity." In his view, "This condition includes all those personal 

facts which the person himself [or herself] at the relevant time determines to be excluded 

1560 Cfabove Para 3.2.1. 

1561 Case & Another v Minister of Safety and Security & Others 1996 (3) SA 617 (cq, 1996 (5) BCLR 609 
(cq. See Didcott J at Para 91. 

1562 S tate v Gumede & Another 1998 (5) BCLR 530 CD); S v Madiba & Another 1998 (1) BCLR 38 CD) at 
43. CfMcQuoid-Mason in Chaskalson et al op cit at 18-9. 

1563 . 
Klem v Attorney General, WLD, & Another supra. Cf above Para 5.1.1.1. 

1564 B . B S ernstem vester supra. ee Ackermann J at Para 58. 

1565 J Neethling, J M Potgieter, P J Visser Law of Delict (2006) 5th ed at 355 ' Neethling Persoonlikheidsreg 
(1985) 39-40 ' 
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from the knowledge of outsiders and in respect of which he [or she] evidences a will for 

privacy.,,1566 Hence it may be said that the essence of the individual's interest in hislher 

privacy is the power to determine for himlherself the scope of hislher interest in 

privacy.1567 Neethling's definition has been accepted by the South African Supreme 

Court of Appeal1568 in National Media Ltd v Jooste1569 where the court upheld 

". fi . I· ". h 1570 m ormatlOna pnvacy ng ts. 

Where information is reasonably required by the State pursuant to a statute1571 collection 

of information will be deemed "reasonable and justifiable" and so will not constitute an 

invasion of privacy under section14. 1572 It has been established however that, where the 

answer to any question will infringe on or threaten an examinee's rights guaranteed under 

the Constitution, such question will be regarded as having been unlawfully put. 1573 

1566 1996 (3) SA 262 (A) at 271. 

1567 CfRoos op cit at 556ff. 

1568 (Formerly South African Appellate Division) See also Jooste v National Media Ltd 1994 (2) SA 634 
(C) at 645, Bernstein v Bester NO 19962 SA 751 (eC) at 789. 

1569 1996 (3) SA 262 (A) at 271. 

1570 See also Jooste v National Media Ltd 1994 (2) SA 634 (C) at 645, Bernstein v Bester NO 19962 SA 
751 (CC) at 789. 

1571 F . t th S . . A ( or ms anc~ . e tatIshcs ct Act 66 of 1976), which requires the furnishing of information (section 
16); and the Cnnunal Procedure Act (Act 51 of 1977) which requires the answering of questions (section 
205); Cfbelow chapter 5. 

1572 See McQuoid-Mason in Chaskalson et al op cit at 18-12. Cf J Neethling Law of Personality (2005) at 
294. 

1573 . 
Bernstem v Bester supra at Para 61. See also Nel v Le Roux No & Others 1996 (3) SA 562 (CC) 1996 

(4) BCLR 592 (CC) at Para 18. ' 
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The courts must also recognise and apply common law principles where they are not in 

conflict with any constitutional provisions or constitutional values. 1574 In essence, the 

common law and the constitutional provisions protecting privacy must be read together to 

protect privacy,1575 and the constitutional guarantee of privacy will be instrumental in 

developing the common law action for invasion of privacy.1576 In this regard, newly 

created substantive and informational privacy rights, some of which confer personal 

interests on individuals as against the State have been identified. 1577 

It must be noted that the rights guaranteed by the Constitution are limited in terms of 

Section 36 of the Constitution, which provides that: 

"[T]he rights in the Bill of Rights may be limited ... to the extent that the 

limitation is reasonable and justifiable in an open and democratic society 

based on human dignity, equality and freedom, taking into account all 

relevant factors including (a) the nature of the right; (b) the importance of 

the purpose of the limitation; ( c) the nature and extent of the limitation; (d) 

the relation between the limitation and its purpose; and (e) less restrictive 

means to achieve the purpose." 

1574 G d . . 
a~ ener v Whllaker 1995 (2) SA 672 (E) at 6S4. CfMcQuOld-Mason in Chaska Is on et al op cit at IS-

2. 

1575 CfD McQuoid-Mason "Invasion of Privacy: Common Law v Constitutional Delict- Does it make a 
Difference?" (2000) Acta Juridica 227at 260 - 261 . 

1576 McQuoid-Mason in Chaskalson et al op cit at IS-S. 

1577 Ib "d Cf A " . 
1 • men can cases on substanttve and informational privacy rights. See generally above Para 

4. l.1. 
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In effect, where an administrative action or the provisions of any legislation would be, or 

cause, an infringement of the right to privacy or interfere with the protection guaranteed 

by the right to privacy, such act or legislation would be justified if the infringement falls 

. . . . 36 1578 F· h C· . I P d A t l579 I wIthm the reqUIrement of sectIOn. or mstance, t e nmma roce ure c a so 

provides for the search of persons, under certain circumstances, even though searches and 

. II· I . I· f ,. h t . 1580 S h h seIzures genera y mvo ve a VIO atIon 0 a person s ng t 0 pnvacy. uc searc es, 

which are permitted in the interests of justice, must comply with the provisions of the Act 

. d . I ful 1581 m or er to remam aw . 

The Interception and Monitoring Prohibition Actl582 prohibits the interception of 

telecommunications or monitoring of communications with the use of monitoring devices 

unless authorised by a judge on specific grounds. In S v Naidoo,1583 it was asserted that 

the Interception Act complies with the requirements of Section 36 of the Constitution. 

In Case & Another v Minister of State and Security & Others, 1584 the Constitutional 

Court ruled that section (2) 1 of the repealed Indecent or Obscene Photographic matter 

1578 See also du Plessis & de Ville in van Wyk et a1 op cit at 253. 

1579 Act 51 of1997. 

1580 See Fedics v Matus 1997 (BCLR) 1199 (C) at Para 97. CfMcQuoid-Mason in Chaska1son et al op cit at 
18-13 - 18-14. 

158 1 S I . v Mot outSI 1996 (1) SA 584 (C), at 592-593, 1996 (2) BCLR 220 (C), See also S v Human & another 
1996 (1) SA 232 (W) at 233, 237. Cf Mistry v Interim National Medical and Dental Council o/South 
Africa & others 1998 (7) BCLR 880 (CC) where the Court held that the invasion authorised by section 
28(1) of the Medicines and Related Substances Control Act (101 of 1965) was disproportionate to its public 
purpose. (per Sachs J at Para 27). 

1582 127 of 1992. 

1583 [1998] lAll SA 189 CD) 213. 

1584 1996 (3) SA 617 (CC), 1996 (5) BCLR 609 (CC). 
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Act,1585 which prohibited the possession of "indecent or obscene photographic matter' 

was an unconstitutional limitation of the right to privacy." The court held that the right to 

privacy included the right to possess obscene matter in the seclusion of one's home. 

However, in Bernstein v Bester,1586 the Constitutional Court held that the provisions of 

sections 417 (3) and 418 (2) of the Companies Act which compel the production of 

private documents were justifiable in terms of Section 33(1) of the Interim 

Constitution,1587 even though such production of documentation constituted a 'seizure' 

within the meaning of Section 13 of the Interim Constitution.1588 In Bernstein's case, the 

court weighed the interest of the creditors and the community against the alleged 

infringement of the right to privacy. 1589 

From the above, it will be seen that both the Constitution and common law provide for 

the protection of the right to privacy and limit the scope of the protection provided for, in 

terms of the defences available for infringements of privacy under their provisions. 

However, the requirements for establishing an infringement of privacy at common law 

1585 Act 37 of 1967. 

1586 1996 (2) SA 751 (CC), 1996 (4) BCLR 449 (CC). 

1~87 Act 200 of 1993; Section 33(1), like Section 36 of the 1996 Constitution, provided for limitation of 
nghts under the Constitution. 

1588 Section. 13 of.the In~erim C~nstitution, like se.ction 14 of the 1996 Constitution, guaranteed a right to 
p~rso~al pnva~y mcludmg the nght not to be subject to searches, seizure of private possessions or the 
VIOlatIOn of pnvate communications. 

1589 At Para 90. 
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are different from those necessary for establishing a constitutional infringement of 

. 1590 pnvacy. 

At common law, the unlawfulness, or wrongfulness of the act is one of the key elements 

to be determined by the courts,1591 and if the defendant provides a lawful justification or 

relies on a defence negating unlawfulness, 1592 there will be no liability. Under the 

Constitution on the other hand, once there has been an infringement of the right to 

privacy as set out in the Constitution, and the plaintiff has been shown to have a 

reasonable expectation of privacy,1593 a defendant cannot rely on the defences negating 

unlawfulness but on section 36 of the Constitution.1594 The questions to be asked in this 

regard, are: 

(1) whether the plaintiff had a reasonable expectation of privacy and 

(2) whether the infringement is justifiable 1595 

It has been established that there is no closed list of possible exemptions permissible by 

virtue of section 36. 1596 

1590 See Ackermann J in Bernstein v Bester supra at Para 71. 

1591 Ibid. See also J Neethling, J M Potgieter, P J Visser Law of Delict (1999) at 355. Cf above Para 4.1.1.1. 

1592 CfNeethling et al op cit at 355. Cf above Para 4.1.1.4. 

1593 • 
Cf MCQuOld-Mason (2000) Acta Juridica 227 at 247. Cf Ackermann J in Bernstein v Bester op cit at 

Para 75. 

1594 . 
See MCQuOld-Mason (2000) Acta Juridica 227 at 246. 

1595 Ibid. 
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Finally, juristic persons are also afforded protection under the Constitution. Section 8 (2) 

provides that: 

"A provision of the Bill of Rights binds a natural or a juristic person if, 

and to the extent that, it is applicable, taking into account the nature of the 

right and the nature of any duty imposed by the right" 

Section 8 (3) (a) requires the courts to develop the Common Law in order to give effect 

to a provision of the Bill of Rights, when relying on S 8 (2) of the Constitution. 

Accordingly, the courts have recognised that juristic persons can enjoy certain 

• &: • I' . h 1597 mlormatlOna pnvacy ng ts. 

7.1.1.1a Relevance to Internet Cafes 

To determine the practicality of its application for Internet cafe purposes, it is useful to 

determine whether the South African Constitution applies vertically as well as 

horizontally. In this regard, it has been affirmed1598 that its application may be vertical1599 

1596 S v Manamela 2000 (1) SACR 414 (CC) at 430. 

1597 Financial Mail (Pty) Ltd and Others v sage Holdings Ltd & Another 1993 (2) SA 451 (A), Janit v 
Motor Industry Fund Administrators (Pty) Ltd 1995 (4) SA 293 (A). 

1598 Neethling, Potgieter & Visser Delict op cit at 19-23. See also Roos op cit at 549. 

1599 Section 8(1) of the Constitution makes its provisions binding on the state and its organs. 
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. 1 1600 db' h d' 1601 . d' 1602 I . h fi as well as honzonta, an may e elt er Irect or III Irect. t IS t us sa e to 

affirm that the provisions contained in Section 14 of the South African Constitution as 

well as part d of Section 14, which specifically provides for the privacy of 

communications, will be relevant and applicable for our purpose. In effect, there will be 

protection against invasions of privacy in Internet cafes if a reasonable expectation of 

privacy can be shown to exist in the circumstances. 

Thus, where anyone hacks into a computer or decodes a customer's password in order to 

access personal information relating to them, or, where a customer's e-mail is read by 

another, that customer will have a cause of action under the Constitution if he or she can 

prove a reasonable expectation of privacy in respect of the information accessed. The 

action will however succeed only if there is no justification for the acts amounting to the 

privacy invasion. There will also be liability under the Constitutional provisions for 

publication of personal information processed in an Internet cafe if the plaintiff can prove 

that s/he had a reasonable expectation of privacy and if there is no justification for such 

infringement. 

7.1.1.2 Constitutional Protection of Data in South Africa 

1600 Section 8(2) makes the Constitutional provisions binding on natural and juristic persons 

1601 See Section 8(3). The direct operation of the Constitution means the courts must apply and where 
necessary, develop the Common Law to give effect to the fundamental rights related to the law of delict to 
the extent to which legislation fails to do so. 

1602 S~cti~n 39(2).This means that all private law principles and rules are subject to the basic values of the 
ConstJ tutlOn. 
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There is no specific legislation protecting data in the South African Constitution. 

However, the provisions guaranteeing privacy may also be construed for the protection of 

data. 1603 Thus where the collection, sorting, storage, retrieval, modification, disclosure or 

any other use of information amounts to an invasion of privacy as provided for in Section 

14, there will be constitutional protection for such data infringement. · 

It must be mentioned that Section 32 of the Constitution of South Africa 1604 provides for 

access to information. It provides as follows: 

"Everyone has the right of access to any information held by the state; and any 

information that is held by another person and that is required for the exercise or 

protection of any rights." 1 605 

Section 32(2) further requires that the state enact national legislation to give effect to this 

right. Pursuant to this section, the Promotion of Access to Information Act 1606 has been 

enacted. The provision of Section 32 must however be balanced against the right to 

privacy in Section 14. 

1603CfKI . em v Attorney-General WLD & Another supra where the unlawful restoration of information 
erased by its owner and given to the state for use in a criminal prosecution was considered. CfR. Buys (ed) 
Cyberlaw @ SA II: The Law of the Internet in South Africa (2004) at 380. Cf McQuoid-Mason Chaskalson 
et al op cit at 38-11 

1604 Act 108 of 1996. 

1605 Section 32(1). 

1606 No 2 of2000. Cfbelow Para 7.1.2.1. 1. 
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7.1.1.2a Relevance to Internet Cafes 

In line with the above, where the processing of data in Internet cafes amounts to an 

invasion of privacy in circumstances where the plaintiff can show that there was a 

reasonable expectation of privacy, provided that there is no justification for the act 

constituting the infringement, constitutional protection will be available. In addition, 

certain aspects of the Promotion of Access to Information Act1607 will be relevant for the 

regulation of information processed in Internet cafes. The relevant portions of the Act 

will be discussed below. 

7.1.2 Statutory Protection 

7.1.2.1 Statutory Protection of Privacy in South Africa 

There is no Privacy Act in South Africa but protection of aspects of privacy can be found 

in the following legislation: the Promotion of Access to Information Act,1608 the 

Interception and Monitoring (Prohibition) Act,1609 the Telecommunications Act,1610 the 

Telegraph Messages Protection Act,1611 the Criminal Procedure Act,1612 the Civil 

1607 No 2 of2000. Cfbelow Para 7.1.2.1.1. 

1608 No 2 of 2000. 

1609 Act 127 of 1992. 

1610 No 103 Of 1996. 

1611 No 44 of 1963. 

1612 Act 51 of 1977. 
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Proceedings Evidence Act/ 613 Natal Law to Amend the Law of Evidence,1614 the 

Copyright Act,1615 the National Credit Act1616 and the proposed Consumer Protection 

ACt. 1617 The relevant sections of these Acts will be discussed below. 

7.1.2.1.1 The Promotion of Access to Information Act1618 

The Promotion of Access to Information Act regulates access to information in South 

Africa pursuant to Section 32 (2) of the Constitution. 1619 The Act allows for access to 

records kept by public1620 and private bodies,1621 and also sets limitations on disclosure of 

such information. Part Two regulates access to records of public bodies while Part Three 

deals with records of private bodies. 

The Preamble to the Act states that in giving effect to the constitutional right of access to 

information, the Act must have regard to and fulfil all the rights in the Bill of Rights and 

that the rights provided for by the Access to information Act may be limited in terms of 

1613 No 25 of 1965. 

1614 Evidence Law No 5, 1870. 

1615 No 98 of 1978 . 

1616 No 34 of2005. 

1617 
15 March 2006 (Gov Gazzette No 28629). 

1618 No 2 of2000. 

1619 Constitution of the Republic of South Africa 1996. 

1620 Section 11. 

1621 Section 50. 
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Section 36 of the Constitution. It further provides specifically in Section 91622 that the Act 

aims to give effect to the Constitutional right of access to information, subject to 

justifiable limitations, including limitations aimed at the protection of privacy and 

commercial confidence. 

The effect of Section 9 of the Act is that, in applying the provisions of the Act, generally 

regard will be had to the right to privacy, even where the provisions in question do not 

specifically provide for this. 1623 Apart from the general regard for privacy rights provided 

for, certain provisions of the Act that regulate disclosure and allow for the correction of 

incorrect records, also indirectly provide privacy protection. 

The Act specifies the grounds on which access to records may be refused.1624 These 

include mandatory protection of privacy of a third party who is a natural person; 1625 

protection of commercial information of a third party; 1626 protection of the commercial 

information of a private body, (which includes trade secrets, financial, commercial, 

technical and scientific information, where the disclosure is likely to cause harm to 

fi . I . I . ) 1627 • f . manCIa or commerCIa mterests; protectIOn 0 certam records of the South African 

1622 Th" hOb' IS sectIOn states t e ~ects of the Act. 

1623 Cf J Klaaren "Access to Information" in Chaskalson et al op cit at 248. 

1624 
Part 2, chapter 4; part 3, chapter 4. 

1625 Section 34 & Section 63. 

1626 Section 36 & Section 64. 

1627 Section 68 . 
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Revenue Service; 1628information supplied in confidence; 1629 and protection of safety of 

the individual and of property. 1630 

The Act also allows for rights of correction by persons affected by incorrect records 1631 

and protects certain official records and privileged information.1632 The Act specifically 

provides protection for health records.1633 It states in respect of records provided by 

health practitioners about the physical or mental health or well being of a person, that 

access may only be given regarding such records after reasonably practicable steps have 

been taken to limit or alleviate possible harm to the physical or mental health or well-

being of the person to whom the information relates upon disclosure. 

7.1.2.1.1a Relevance to Internet Cafes 

Although information is not deliberately recorded in Internet cafes and as such, they are 

not strictly data collection agencies, information gathering is incidental to their business 

as a result of the accumulation of information on their computer hard drives. Certain 

provisions of the Promotion of Access to Information Act may therefore be relevant for 

the regulation of access to or disclosure of such information. 

1628 Section 35. 

1629 Section 37 & Section 65 . 

1630 Section 38 & Section 66. 

163 1 Section 88. 

1632 S . 12 S . 4 
ectlOn , ectlOn 1. See also CCIl Systems (Pty) Ltd v Fakie NNO 2003 (2) SA 325 (T). 

1633 Section 30 & Section 61. 
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In this regard, Section 9 which makes consideration of the constitutional right to privacy 

relevant in determining whether to allow access to information will be instructive for 

Internet cafe cases. In effect, the constitutional guarantee of privacy should be considered 

in allowing or denying access to any information contained in Internet cafe depositories. 

In addition, the provisions specifying the grounds for the refusal of access to records1634 

will be instructive for drawing similar limits with regard to access to information 

contained in Internet cafes. Thus, access to personal information contained in Internet 

cafe premises or equipment will be denied for the protection of: privacy of a third party 

who is a natural person;1635 commercial information of a third party;1636 commercial 

information of a private body,1637 information supplied in confidence; 1638 safety of the 

individual and of property1639 and the protection of health records. 1640 

7.1.2.1.2 The Interception and Monitoring (prohibition) Act1641 

1634 P 2 h art , c apter 4; part 3, chapter 4. 

1635 Section 34 & section 63 . 

1636 Section 36 & section 64. 

1637 Section 68. 

1638 Section 37 & section 65. 

1639 Section 38 & section 66. 

1640 Section 30 & section 61. 

164 1 Act 127 of 1992. 
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The Interception and Monitoring (Prohibition) Act regulates the intentional interception 

and monitoring of certain communications1642and its primary purpose is to protect 

. 1643 I h·b· h· . confidential information from unlawful eavesdroppmg. t pro 1 Its t e mterceptIOn or 

monitoring of telephone communications and other forms of telecommunication without 

f . h .. 1644 h h · · f the consent of at least one 0 the partIes to t e communIcatIOn, or t e aut onsatIOn 0 

a judge.I645 The Act also stipulates the conditions under which a judge may gIve 

authorization. 1646 Its provisions also apply to the interception of postal articles. 1647 

Section 7 of the Act prohibits persons concerned with the performance of the functions of 

the Act from disclosing information acquired in the course of the performance of their 

functions under the Act, except in specified circumstances.1648 The Act also has 

provisions on offences and penalties for non-compliance with its provisions. 1649 The 1992 

Interception and Monitoring (Prohibition) Act will be replaced1650 by the 2001 

Interception and Monitoring Act1651 which incorporates the same principles contained in 

1642 See generally the introductory paragraph, Sections 2, 6 & 7. 

1643 S v Dube 2000 (2) SA 583 (N); Lenco Holdings Ltd & ors v Eckstein & ors 1996 (2) SA 693 (N) at 
700. 

1644 Section 2. See S v Naidoo & an or 1998 (1) BCLR 46 (N); See also S v Dube supra. 

1645 Section 3. See S v Nkabinde 1998 (8) BCLR 996 (N); S v Naidoo & anor supra. 

1646 Section 3. 

1647 Section 4. 

1648 Section 7(a-d). 

1649 Section 8. 

1650 S . . 
ection 210fthe text of the 2001 InterceptIOn and Monitoring Bill 2001 [B50-2001] provides for the 

repeal of the 1992 Act. 
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the 1992 Act, but widens its cope to cover Internet and cellular networks and 

communications. 

It has been said1652 in respect of the 1992 Act, that the provisions specifying the 

conditions under which a judge may issue a direction for interception of communications 

or postal articles1653 may be subject to scrutiny by the Constitutional Court to determine 

whether they are reasonable and justifiable, (in accordance with Section 36 of the 

Constitution). Furthermore, it has been affirmed 1654 that even if the conditions of Section 

36 of the Constitution have been satisfied, where the provisions of the Act have not been 

properly followed, an action for invasion of privacy will lie under the Constitution.1655 

The Act does not have any specific provisions on participant monitoring. The courts have 

however held that there is no liability under the Act where information covering the 

criminal conduct of the communicator is voluntarily imparted by one of the parties in a 

two-party conversation.1656 It was held in S v Kidson 1657 that the plaintiffs constitutional 

165 1 Section 22 of the Interception and Monitoring Bill provides: "This Act is called the Interception and 
Monitoring Act, 2001 , and comes into operation on a date fixed by the President by proclamation in the 
Gazzette". 

1652 McQuoid-Mason in Chaskalson et al op cit at 18-6. 

1653 Section 3(1)(b), of the 1992 Act, Section 4(2)(a) & (b) of the 2001 Act. 

1654 McQuoid-Mason in Chaskalson et al op cit at 18-6. 

1655 Cf S v Naidoo & Anor 1998 (1) BCLR 46 (N); 1998 (1) SACR 478 (N) where the court observed that 
monitoring (of a conversation) not authorised by a direction properly and lawfully issued by a judge would 
constitute a violation of the Monitoring Act as well as an infringement of the Constitutional right to privacy 
(per McCall J at 72). 

1656 S v Kidson 1999 (1) SACR 338 (W). 

1657 Ibid. 
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right to privacy had not been breached where the monitoring was procured for the police 

by another, in a conversation with the accused. 1658 The court was of the opinion that the 

information imparted was not "confidential information" as provided for by the 

Interception and Monitoring Prohibition ACt. 1659 

Although the provisions of the Act clearly apply to individuals,1660 by virtue of Section 

la of the Act, it appears that the Act only applies to state agencies to the exclusion of 

private agencies. In effect, there will be liability under the Act only for acts committed by 

individuals and state agencies. However, since interception and/or monitoring is often 

executed or aided by individuals (with the use of technological devices), it is submitted 

that, for the Interception Act to be maximally effective, and, in the absence of any 

provision specifically excluding private agencies from liability, it should be possible to 

pierce the veil of incorporation and hold the individuals who act on behalf of any private 

agency liable under the Act. 

7.1.2.1.2a Relevance to Internet Cafes 

This Act will be relevant where e-mail communication or a telephone communication 

that takes place in an Internet cafe is monitored or intercepted by an individual. Such 

monitoring or interception will be unlawful if not authorised or consented to by at least 

one of the parties to the communication. However, in the light of Section la of the Act it 

1658 Per Cameron J at 350 ff. 

1659 Per Cameron J at 348. 



371 

is doubtful as to whether there will be protection for communication intercepted in an 

Internet cafe, where interception is procured through a private agency. 

7.1.2.1.3 The Telecommunications Act1661 

This Act contains confidentiality provisions with regard to persons performing functions 

under the Act. It provides that: 

"No councillor, member of a committee of council, expert appointed in 

terms of section 28, member of the staff of the authority or inspector 

appointed in terms of section 99, director or member of staff of the agency 

shall disclose any information in regard to any matter which may come to 

his or her knowledge in the performance of any function ... by virtue of 

the office held by him or her. 1662 

7.1.2.1.3a Relevance to Internet Cafes 

Although not directly relevant to Internet cafes, a similar provlSlon rendering the 

disclosure by Internet cafe personnel of information pertaining to customers in Internet 

cafes unlawful would be useful for the protection of information processed in Internet 

cafes. 

1660 S . . 
ectIon 2. See S v NO/doo & an or supra. Cf above. 

1661 No 103 of 1996. 
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• 1663 
7.1.2.1.4 The Telegraph Messages ProtectIOn Act 

This Act prohibits the publication of telegraphic messages before a given time, except by 

. h h' h t 1664 the addressee, or WIt IS or er consen . 

7.1.2.1.4a Relevance to Internet Cafes 

This Act will not be of much relevance for the Internet cafe privacy protection since they 

do not process telegraph messages. 

7.1.2.1.5 The Criminal Procedure Act 1665 

Certain provisions of the Criminal Procedure Act confer privileges on certain classes of 

persons to refuse to disclose admissible evidence. Section 203 provides that a person 

shall not be compelled to answer questions that may expose him or her to a criminal 

charge. This provision protects the disclosural privacy of accused persons in criminal 

prosecutions with regard to potentially- incriminating information that they have in their 

possession about themselves. 1666 

1662 Section 93 . 

1663 No 44 of 1963. 

1664 Section 2. 

1665 Act 51 of 1977. 

1666 S . ee S v Kldson supra. 
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The protection offered by this provision is analogous to the United States Constitutional 

. . If . . .. . d' th 5th Am d t 1667 It guarantee of protectIOn agamst se -mcnmmatIOn contame m e en men . 

has also been said that the protection guaranteed by this provision in South Africa may 

apply to evidence that tends to disclose facts that might not be incriminating m 

themselves but that might "form links in the chain of proof against the witness.,,1668 

Section 198 of the Criminal Procedure Act provides for the right of husbands and wives 

to refuse to disclose communications made between them during their marriage, thus 

protecting their privacy with respect to their marriage. The protection guaranteed by this 

provision is similar to English Common Law protection of confidentiality in marital 

relations.1669 It must be noted that the privilege offered by section 198 (2) does not apply 

a where marriage has been dissolved or annulled by a competent COurt.
1670 However it 

has been observed that there are "special statutory provisions,,1671 in South Africa by 

virtue of which marital privilege may be extended to ex-spouses. 

Section 199 of the Criminal Procedure Act also allows a husband or wife to refuse to 

answer questions in circumstances in which his or her spouse would be entitled to claim 

privilege. 1672 It is submitted that the protection offered by this provision is very limited as 

1667 Ibid. 

1668 S 
ee S v Bosman 1998 (2) SA 485 (A); S v Kleinschmidt 1980 (1) SA 852 (A); S v Heyman 1966 (4) SA 

598 (A) See generally L.H. Hoffmann & D.T. Zeffert The South African Law o/Evidence (1998) at 241 . 

1669 
Argyll v Argyll [1965] 1 All ER 611 ; [1967] Ch 308. Cf above Chapter 3. 

1670 Section 198(2). 

167 1 • 
Hoffmann & Zeffert op CIt at 245 . 
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it merely gives a husband or wife the discretion to protect or refrain from protecting the 

other party's privacy, and does not impose any obligation to protect such privacy. 

Chapter 2 of the Act provides for powers of search and seizure of certain articles. Section 

21 of the Act however prohibits unauthorised searches and seizures and provides that a 

search must be authorised by a duly prepared search warrant. 1673 The Act further specifies 

the circumstances under which a search or seizure may be conducted without a search 

warrant. 1674 These provisions act as a safeguard against arbitrary and unregulated 

searches. For our purposes, it is unclear whether a warrant will be required to search 

information contained in a computer. 1675 It has however been held to be an invasion of 

privacy for the police to seize a computer terminal without a warrant. 1676 

7.1.2.1.5a Relevance to Internet Cafes 

The provisions of Section 203 allowing the nondisclosure of incriminating evidence will 

be relevant in cases of information processed in Internet cafes. Similarly, Sections 198 

and 199 protecting communications between husbands and wives will be relevant where 

the communications were processed in Internet cafes. The provisions on searches and 

16TI • 
See generally Hoffmann & Zeffert op CIt at 245. 

1673 Section 21 (2). See S v Motloutsi 1996 (1) SA 584 (C). 

1674 Section 22. 

1675 Cf . S v MotloutSl supra. See also Buys op cit at 371. 

1676 • 
See S v MotloutSl supra; Cf S v Madiba & Anor 1998 (1) BCLR 38 (D). 
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seizures will also be relevant for our purpose. Under Section 21 of the Criminal 

Procedure Act, it will be unlawful to conduct a search involving the seizure of computers 

or any other equipments or documents present on Internet cafe premises without a 

warrant unless one of the conditions specified for the conduct of a search or seizure 

without a warrant is fulfilled. 

7.1.2.1.6 The Civil Proceedings Evidence Act1677 

The Civil Proceedings Evidence Act contains provisions that are similar to those 

contained in the Criminal Procedure Act for the protection of privacy in civil 

proceedings. Sections 14 and 42 of the Evidence Act makes the English Law as at 30th 

May 1961 applicable to civil proceedings in South Africa. The position therefore is that a 

witness is entitled to refuse to answer questions that may incriminate him or her in civil 

proceedings, as well as administrative and other proceedings. This includes proceedings 

involving penalties and forfeitures . 1678 

In addition, Section 10 of the Civil Proceedings Evidence Act1679 provides that for the 

right of a husband or wife not to be compelled to disclose communications made between 

1677 No 25 of 1965. 

1678 
See S v Lwane 1966 (2) SA 433 (A). See also R v Diedericks 1957 (3) SA 661 (E). See generally 

Hoffmann & Zeffert at 237f. 

1679 1965. 
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them during marriage. The protection provide by this section is analogous to English 

I . f . 1 fid 1680 Common aw protectIon 0 manta con 1 ence. 

7.1.2.1.6a Relevance to Internet Cafes 

As above, the provisions allowing the non- disclosure of incriminating evidence and of 

communications between spouses during marriage will be relevant where such 

information was processed in an Internet cafe. 

7.1.2.1.7 Natal Law to Amend the Law of Evidence 1681 

Section 3 of the Natal Law provides that a woman is not bound to answer questions that 

tend to show that she is guilty of adultery or Stuprum.1682 Although this section of the law 

has been repealed by the Civil Proceedings Evidence Act,1683 the privilege it confers will 

still be valid by virtue of section 42 of the Evidence Act1684 which preserves the law that 

existed before the 30th of May 1961, where the Evidence Act does not make provisions 

for such cases. 1685 

1680 Cf Argyll v Argyll supra. Cf above Para 3.2.1.1.1. 

1681 Evidence Law No 5 of 1870. 

1682 "A 1 . h h b . ny sexua mtercourse ot er t an etween husband and wIfe." See Hoffmann & Zeffert op cit at 246. 

1683 Act 25 of 1965. 

1684 Ibid. 

1685 S . ee generally Hoffmann & Zeffert op CIt at 246. 
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This provision protects the disclosural privacy of persons in civil proceedings, with 

regard to their sexual relationships.1686 This provision is however applicable only to civil 

actions in Kwazulu-Natal. Where however a party refuses to disclose infonnation on the 

basis of this provision, the court may draw an unfavourable inference. 1687 It is submitted 

that drawing an unfavourable inference as a result of refusal to disclose infonnation by an 

accused person is a violation of the right to fair trial and presumption of innocence 

guaranteed in Section 35 (3)h of the Constitution.1688 It has also been observed that the 

drawing an unfavourable inference may serve to defeat the purpose of the provision. 1689 

7.1.2.1.7a Relevance to Internet Cafes 

Again, this provision will only be relevant for the protection of infonnation relating to 

sexual relations outside marriage processed in Internet cafes. It is however affinned that 

allowing the court to draw an unfavourable conclusion from non-disclosure is an unfair 

and prejudicial provision which weakens and may effectually defeat the essence of the 

protection sought to be given. 

7.1.2.1.8 The Copyright Act1690 

1686 Cf S:ct~on 211 of the Nigerian Evidence (Cap 112 LFN), which provides a similar protection for the 
prosecutnx 10 rape cases; Cfbelow Para 5.2.2.1.4. 

1687 T'h 
~, omas v Thomas 1949 (I) SA 445 (A). 

1688 Act 108 of 1996. 

1689 H . off mann & Zeffert op CIt at 246. 

1690 
Act 98 of 1978 as amended. 



378 

. 'd . £ . . 11' 1691 . 11692 
The South African Copynght Act provl es protectlOn or ongma lterary, mUSlca, 

and artistic1693 works. "Artistic works" as defined in the Act, includes paintings, 

drawings, sculptures and photographs. 1694 Copyright protection is also available under the 

Act for sound recordings,1695 as well as computer programs. 1696 Thus where privacy 

invasion involves unlawful use or publication of any form of information (i.e. literary 

work, artistic work, sound recording e.t.c) that is protected by copyright law, there will be 

liability for such privacy invasion under the relevant copyright laws. 

7.1.2.1.8a Relevance to Internet Cafes 

Copyright laws will only be relevant for our purpose where the form in which 

information exists is protected by copyright laws and the author or creator has taken the 

necessary measures to obtain copyright protection in respect of the information (form). 

Thus where copyright - protected information, such as a poem, photograph, personal 

recording or information contained in a computer program is published via an Internet 

cafe, the author or original creator(s) will be able to bring action for copyright 

infringement in respect of such publication. 

1691 Chapter l(1)(a). 

1692 Chapter l(l)(b). 

1693 Chapter 1 (1)( c). 

1694Chapter l(l)(d). 

1695 Chapter l(1)(e). 

1696 Chapter l(l)(i). 
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7.1.2.1.9 The National Credit Actl697 

Chapter 4 of the National Credit Act (NCA) contains provisions protecting privacy and 

data. Part B deals with confidentiality, personal infonnation and consumer credit records. 

The Act provides for a right to confidential treatment of 'confidential infonnation' 

received, compiled, retained or reported in tenns of the Act. 1698 "Confidential 

infonnation" is defined in the Act as "personal infonnation that belongs to a person and 

is not generally available to or known by others.,,1699 Section 68 provides that 

confidential infonnation must be used only for a lawful purposel 700 and must be disclosed 

only to the consumer or prospective consumer (the person to whom the infonnation 

relates) or to a third party where required by law or directed by court order or on the 

instructions of the consumer/prospective consumer. 1701 

7.1.2.1.9a Relevance to Internet Cafes 

The provisions of the NCA creating a right to confidential treatment of confidential 

• C: • 1702 '11 b ' . C: mlonnatlOn WI e mstructIve lor the protection of infonnation processed in Internet 

1697 No 34 of2005. 

1698 Section 68. 

1699 Section 1. 

1700 Section 68(1 )(a). 

1701 Section 68(1)(b). 

1702 Section 68. 
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cafes. Since Internet cafe personnel keep custody of (retain) infonnation that may be 

regarded as confidential infonnation under the Act,1703 it is submitted that the provisions 

of Section 68 creating a duty of confidence be applied to Internet cafe staff with regard to 

personal infonnation relating to their customers that is not generally available to or 

known by others. 1704 Thus, where personal infonnation that is not generally available to 

others is processed in an Internet cafe and subsequently unlawfully used or disclosed to a 

third party by a member of staff in that Internet cafe, there will be liability for such 

disclosure. 

7.1.2.1.10 The Consumer Protection Bill1705 

The Consumer Protection Bill contains provisions dealing extensively with the promotion 

and protection of the economic interests (as well as the health and safety) of consumers. 

1706 "C ". d fi d ' hAd d' h onsumer IS e me m t e ct epen mg on t e context, as a person to whom 

goods and services are advertised, offered, supplied, sold, leased, or delivered, in the 

course of business,1707 a user of such goods or a recipient or beneficiary of such 

1703 Section 1. 

1704 Ibid. 

1705 
Government Gazzette No 28629; 15 March 2006. 

1706 
See the Preamble to the Act. 

1707 • 
SectIon lea). 
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services,1708 or any person who has entered into an agreement or transaction with a 

supplier. 1709 

Part B 1710 of the Act deals with the right to confidentiality and privacy. Section 12 

imposes a duty of confidentiality on persons who receive, compile, retain or report 

confidential information relating to consumers or prospective consumers. It prohibits the 

disclosure of such information and specifies the conditions under which such information 

may be disclosed. 171 I 

"Confidential information" is defined in the Act1712 to include information concerning a 

person's identity including name, date of birth, identity number, marital status, family 

relationships, past and current addresses and other contact details.1713 It also includes 

information relating to a person' s education, employment, career, professional or 

business history,1714 consumer history, 1715 fmancial history1716 and "other personal 

information by which a person may be identified that belongs to a person and is not 

1708 Section 1 (b) . 

1709 Section l(c). 

1710 Sections 12 -15. 

1711 Section 12 (1) (b) which permits the disclosure of information only to the person to whom the 
info~ation ~elat~s or to another person when, and to the extent required by law. Section 12 (2) provides 
for wntten dIrection from the consumer or prospective consumer for the release of confidential information 
under Section 1. 

1712 Part A Section 1. 

17 13 Section l(a)(i). 

17 14 S . 1( )( .. ) ectlOn a 11 . 

17 15 S . 1( )( ... ) ectlOn a ll1 . 

1716 Section l(a)(iv). 
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generally available to or known by others." 1717 It is submitted that the definition of 

confidential information is and 

Section 13 prohibits the use of personal information for promotional, marketing or other 

related purposes. It also prohibits the initiation, sponsoring, promotion of, or intentional 

participation in, any activity whose main objective is the accumulation of confidential 

information or other identifying information relating to consumers. 1718 Section 14 

provides for the right of consumers to restrict unwanted telecommunication. 

7.1.2.1.10a Relevance to Internet Cafes 

The broad definition of consumer in the Act covers customers in Internet cafes both as 

persons to whom services are suppliedl719 and as beneficiaries of such services.1720 Since 

basic personal information as well as other categories of information classified in the Act 

as confidential (such as information relating to career, employment as well as other 

information by which a person may be identified) 1721 is often processed in Internet cafes, 

Section 12 of the Act will apply. As such, a duty of confidentiality will exist between 

Internet cafe personnel and customers and there will be liability for unlawful disclosure 

171 7 Section l(b). 

1718 Section 13(4). 

1719 Section lea). Cfabove Para 7.1.2.1.10. 

1720 Section 1 (b). 
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of any information that amounts to confidential information under the Act, where such 

information relates to customers and is disclosed by Internet cafe personnel. 

7.1.2.2 Statutory Protection of Data in South Africa 

Although there is no Data Protection Act in South Africa, a proposal has been made for a 

comprehensive Data Protection Act for South Africa.I722 In this regard, the Convention 

for the Protection of Individuals with Regard to the Automatic Processing of Personal 

Data (CaE Convention),1723 and the 1981 Organisation for Economic Cooperation and 

Development's (OECD) Guidelines Governing the Protection of Privacy and Transborder 

Data Flows of Personal Data 1724 have been identified as being instrumental in the 

development and enactment of data legislation in many countries. I72S 

From the standards set in the Convention and the Guidelines,I726 certain elements have 

been identified as the common principles of data protection that represent the core of both 

legislative regulation and self-regulation control. l727 These different elements have been 

crystalised into the following eight principles, which have been proposed for adoption in 

1721 Part A Section 1. Above Para 7.1.2.1.1 O. 

1722 See generally the South African Law Reform Commission Discussion Papers "Discussion Paper 109 
Project 124" at http://www.do;.gov.za/saircidpapers.htm Accessed June 2007. 

1723 COE- ETS No 108 1981. 

1724 OECD Guidelines 1981. 

1725 See the SALRC Discussion Papers op cit at Chapter 4. See also The South African Law Reform 
Commission Issue Papers "Summary of Proposals and Questionnaire Issue Paper 24" at 
http://www.doj.gov.za/sairciipapers/ip24 pri124/ip24 pri124 2003 sum ques.pdf Accessed June 2007. 

1726 Ibid. See also Currie lain "The NCA and the Proposed Protection of Personal Information Act" at 
http://wwwserver.iaw.wits.ac.za/mi/privacy/nationaicreditact. htm Accessed June 2007. 
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a South African data protection Act: Processing Limitation (Fair and lawful processing), 

Purpose Specification, Further Processing Limitation, Information Quality, Openness, 

Security Safeguards, Individual Participation and Accountability. 1728 It is noteworthy that 

the principles affirmed and suggested for inclusion in the South African data Act are 

analogous to those identified by Neethling1729 as the general principles that should form 

the basis of data protection law. They have also subsequently been discussed, affirmed 

and recommended for inclusion in a South African Data Act. 1730 

Finally, the following aspects of data protection have been included in the scope of the 

Law Reform Commission's investigation: 

(i) automatic and manual processing of data 

(ii) information pertaining to both natural and juristic persons 

(iii) information kept by both the public and private sector, and 

(iv) sound and image data. 1731 

At present, some protection can be found for data in the provisions of some statutes. The 

following statutes, which provide for the giving of information by individuals, also have 

1727 See SALRC Discussion Papers op cit at Chapter 4 Para 1.2.23. 

1728.Cf SALRC. Discussion Papers op cit at Chapter 4 Para 4.2.8. See also Part A of the proposed South 
AfrIcan ProtectIOn of Personal Information Act 2005. 

1729 CfNeethiing Persoonlikheidsreg (1985) at 336-337 cited in Roos op cit at 650. 

1730 S II R . . ee genera y oos op CIt especIally at chapters 3 and 4, at 650- 652 and 720- 721. 

1731 S . 
ee Chapter 2 of the proposed South African Protection of Personal Information Act 2005 . 
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safeguards to protect information so obtained: the Electronic Communications and 

Transactions Act,1732 the Statistics Act,1733 and the Income Tax ACt. 1734 In addition, some 

of the Provisions of the Promotion of Access to Information Act,1735 the Criminal 

Procedure Act,1736 the Regulation of Interception of Communications and Provision of 

Communication-Related Information Act,1737 the National Credit Act1738 and the 

Consumer Protection Bill1739 contain provisions protecting data. The relevant portions of 

these Acts will be examined below. 

7.1.2.2.1 The Electronic Communications and Transactions Act1740 

This Act regulates electronic commerce and its provlSlons apply to the collation, 

processing storage and disclosure of data. 1741 The purpose of the Act is to promote access 

to electronic communications and the prevention of abuse of information systems. 1742 The 

Act purports to provide for legal procedural technical means to ensure the data security 

1732 Act 25 of2002. 

1733 Act 68 of 1977. 

1734 Act 66 of 1976. 

1735 Act 2 of2000. 

1736 Act 51 of 1977. 

1737 Act 70 of2002. 

1738 No 34 of2005. 

1739 
Government Gazzette No 28629; 15 March 2006. 

1740 Act 25 of2002. 

1741 See Preamble to the Act. 
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for electronic commerce. In this regard, the following key elements have been 

. . 1743 h ·fi . 1744 fid . 1· 1745· ·t 1746 d IdentIfied as necessary: aut entI IcatIOn, con I entIa lty, mtegn y, an non-

repudiation. 1747 

The Act protects the privacy of natural persons where information regarding them has 

been obtained through electronic transactions after the coming into effect of the Act. 1748 

The Act also lays down nine principles to be followed by data controllers with regard to 

the electronic collection of personal information. 1749 These principles are in line with fair 

. fi . . . 1 1750 m ormatIOn pnnclp es. 

In this regard, the Act provides for the obtaining of permission from data subjects for 

collection of personal data. 1751 It also provides that data must only be collected for a 

necessary and lawful purpose,1752 and provides that the purpose for data collection must 

be disclosed to the concerned data subject. 1753 The Act further provides that data 

1742 Ibid. 

1743 See Green Paper on Electronic Commerce for South Africa (2000) Chapter 7 at 
http://www.po1ity.org.zalhtml/govdocs/green papers/greenpaper/theme2.html#7 Accessed December 2004. 

1744 Defined in the paper as "securing the identities of the parties to a transaction". 

1745 D fi d " . h . fi . . k . e me as ensunng t at m ormatIOn IS ept pnvate". 

1746 D fi d" . th h · fi · h . e me as ensunng at t e m ormatIon or process as not been modIfied or corrupted without 
detection". 

1747 D fi d" . h . h . e me as ensunng t at nelt er party can refute that the transactIOn occurred". 

IN8 . 
Chapter VIII. See also sectIon 50. 

1749 Section 51. 

1750 
See R Buys (ed) Cyberlaw@ SA II: The Law a/the Internet in South Africa (2004) at 379 - 380. 

1751 . SectIOn 51 (1). 

1752 . SectIon 51 (2). 
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'fi d 1754 d k . . h collected must be used for the purpose specI Ie, an rna es provlSlons to ensure t at 

. 1755 data IS not kept for longer than necessary. 

The Act also contains some protection with regard to cryptography. Chapter five of the 

Act deals with cryptography providers and Section 29 provides for a register of 

cryptography providers. Section 31 prohibits disclosure of information contained in 

Section 29 to persons other than employees of the department responsible for keeping the 

. d h . 'fi d' b . 2 1756 regIster except un er t e CIrcumstances specI Ie In su sectIOn . 

In addition, Section 29(1) provides that a cryptography provider is not required to 

disclose confidential information about its cryptography products or services. The 

provisions of Section 31 and Section 29(1), guarantee privacy protection in respect of 

information regarding the use of cryptography services by individuals. This provision 

constitutes legal support for the use of technical extra-legal means for the prevention of 

unlawful access to personal information. 

Section 53 provides for certain classes of information of importance to national security 

and the well- being of citizens to be declared critical data. Section 56 imposes restrictions 

1753 Section 51(3). 

1754 Section 51(4). 

1755 Section 51(5). 

1756 Th . I d . &: • d' I ese mc u e mlormatlOn ISC osed: 
"(a) to a relevant authority investigating a criminal offence 
(b) to government agencies responsible for safety and security in South Africa 
pursuant to an official request 
( c) to a cyber inspector 

(d) pursuant to the relevant of the Promotion of Access to information Act 2002 and 
(e) for the purpose of civil proceedings relating to provision of cryptographic services." 
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on disclosure of information contained m critical databases except under the 

. . b . 2 1757 cIrcumstances m su sectIon . 

However, individual protection of personal data guaranteed by the Act is limited where 

parties have entered into contractual relations. 1758 In this regard, the Act provides that the 

rights and obligations of the parties in respect of a breach of the principles in section 51 

of the Act are governed by the terms of agreement between them.
1759 

The Act is also 

limited in terms of the provision that states that it is only applicable to personal 

. fi . b' d hr hi' . 1760 m ormatIOn 0 tame t oug e ectromc transactIons. 

7.1.2.2.1a Relevance to Internet Cafes 

The Electronic Communications and Transactions Act1761 will be of great utility for the 

protection of privacy where personal information is released for the purchase of goods or 

delivery of services via the Internet. In the present day, this has become commonplace in 

developed economies such as the United Kingdom, the United States, Germany and 

Canada to mention a few. Such transactions more often than not require the giving of 

some personal as well as financial information online. Considering the damage that may 

1757 . SectIOn 56(a) - (e). (See above). 

1758 Part 2 of the Act. 

1759 Section 21. 

1760 Section 50. 

1761 Act 25 of2002. 
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occasioned to privacy (as well as finances) by the misuse of such information via the 

Internet, a law for the regulation of such transactions is necessary and of immense value 

for the protection of privacy. 

The Act also contains provisions that are relevant for the protection of data in general as 

well as for information processed in Internet cafes. In this regard, the nine principles in 

Section 51 of the Act, to be followed by data controllers are the same in essence as the 

OECD principles. The observations in this work1762 regarding the utility of the OECD 

principles for the protection of data in Internet cafes will thus apply 

The Act will also be useful for the protection of electronic mail in Internet cafes where 

there is an agreement between the Internet cafe owner (and his or her staff) and the 

customer as to the confidentiality of information processed through the Internet cafe. 

7.1.2.2.2 The Statistics Act1763 

The Statistics Act regulates the collection, production and dissemination of official and 

other statistics, including the conducting of the census.1764 It defines statistics and other 

relevant terms. 1765 Statistics are defined as: 

1762 
Above at Para 3.2.3.21 and below at Chapter 9. 

1763 Act 66 of 1976. 

1764 See the Preamble. 

1765 Section I-Definitions 
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"aggregated numerical information relating to demographic, economic, financial, 

environmental, social or similar matters at national, provincial or local level, 

which is compiled and analysed according to relevant scientific and statistical 

methodology. " 

The Act applies to both natural and juristic persons.1766 Certain provisions of the Act 

protect data directly. Section 3(2) of the Act provides for the protection of the 

confidentiality of information provided pursuant to the Act. Section 16 provides for the 

duty to answer questions. It states that: 

"Every person .. . must to the best of his or her knowledge and belief and subject 

to the right to dignity and privacy, answer, when so required, all questions put 

orally or in writing in terms of subsection 1.,,1767 

Section 17 of the Act forbids the disclosure of information relating to an individual, 

household, organ of state, business, or any other organisation, to any person except under 

circumstances prescribed by the Act. 1768 The Act further provides that information 

collected must be relevant, accurate, reliable and timeous,1769 as well as objective.I770 It 

also provides that such information must be disseminated impartially. 1771 

1766 Section 1. 

1767 S b t ' 1 th · h S . .. G u sec lon au onses t e tatisticlan- eneral and other officials recognised under the Act to ask 
questions in the perfonnance of their duties under the Act. 

1768 Section 17(2) & (3). 

1769 Section 3(2)(a). 

1770 Section 3(2)(b). 
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Th A 'd fi S ' " G 1 d" h A 1772 d C '11773 e ct proVI es or a tatlstlclan- enera to a mInIster t e ct an a OunCI to 

advise the Statistician-General, and contains specific and detailed provisions on the duties 

and powers of these persons or organs. I774 Very significantly, the Act provides for 

information collected to be in accordance with appropriate national and international 

standards and classifications. 1775 

The Act prescribes penalties for violations of the provisions of the Act l776 by officials. 

Such violations include, among others specified in section 18, the obtaining or seeking of 

information that they are not authorised to obtain,1777 wilfully disclosing data or 

information obtained in the course of their employment to persons not authorised to 

receive the information 1778 and other forms of misuse of information. 1779 

7.1.2.2.2a Relevance to Internet Cafes 

1771 Section 3(2)(d). 

1772 Section 7(1)( a) 

1773 Section 8. 

1774 Section 7 - Duties and Powers of Statistician-General, Section 13- Duties and Powers of Council. 

1775 Section 3(2)(f). 

1776 Section 18. 

1777 Section 18(1)(b). 

1778 Section 18( 1)( e). This provision also protects the right to privacy. 

1779 Section 18(1)(f). 
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This Act may not be of much utility for protection of information processed in Internet 

cafes in particular as it relates explicitly to the gathering and processing of information 

that may be classified as official records and statistics. 

1780 7.1.2.2.3 The Income Tax Act 

The Department of Inland Revenue requires certain highly confidential information with 

regard to a person's financial position, property holdings, family, and so forth in order to 

assess the taxable income of the individual in the society.1781 To ensure the protection of 

privacy, the Income Tax Act provides that an income tax official: 

"Shall preserve and aid in preserving secrecy with regard to all matters that may 

come to his knowledge in the performance of his duties . .. and shall not 

communicate any such matter to any person whatsoever, other than the taxpayer 

concerned or his lawful representative." 1782 

Section 4(2A) prohibits the publication or making known of information concerning tax 

matters of a taxpayer or class of taxpayers except when this is required in the line of duty 

under the Commissioner. In addition, to safeguard the privacy of persons obliged to 

submit such returns including taxpayers, employees of the department are required to 

1780 Act 58 of 1962. 

1781 Section 69; Section 74 (A-B). 

1782 S . . . 
ectlOn 4. See Ferela (Pty) Ltd & ors v CommiSSIOner for Inland Revenue & ors 1998 (4) SA 275 (T); 

Estate Dempers v SIR 1977 (3) SA 410 (AD). See also Welz v Hall 1996 (4) SA 1073 (C). 
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take an oath of secrecy.1783 The utility of the secrecy provisions m enhancing the 

administrative capabilities of revenue authorities in present times has however been 

questioned. 1784 

7.1.2.2.3a Relevance to Internet Cafes 

Again, this Act is specifically relevant for the protection of tax-related infonnation and its 

provisions protecting infonnation are directed to officials involved in the processing of 

such infonnation. These provisions will therefore be of no direct application to Internet 

cafe privacy protection except, perhaps, to underline the confidential nature of financial 

infonnation and infonn the suggestion of strict measures for its protection in Internet 

cafes. 

7.1.2.2.4 The Promotion of Access to Information Act 1785 

Many of the provisions of the Promotion of Access to Infonnation Act protecting 

privacy1786 may also be used for the protection of data. Generally, Section 9 of the Act 

which makes consideration of the constitutional right to privacy relevant in detennining 

1783 Section 4(2). See Hyundai Motor Distributors (Pty) Ltd & ors v Smit NO & ors 2000 (2) SA 934 (T). 
Contra Sackstein v South African Revenue Service 2000 (2) SA 250 (SE). 

1784 R G Bricout " The Preservation of Secrecy Provisions: Still Worth It?" (2002) Acta Juridica 247. See 
pp 280 - 281. 

1785 No 2. of2000. (The draft form of the Access to Information Act (known as the Open Democracy (Act 
Draft) BIll 1998 Govt Gazette 18381 no 1514; {Bill 67 of 1998}) highlighted provisions for data protection 
which have been incorporated into the Act.) 

1786 S . 12 S S . ectlOn . ee ectlOns 30, 34-43, 63-69; Cfabove Para 7.1.2.1.1 . 
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whether or not to allow access to information will also protect data. In addition, the 

provisions of Parts 2 and 3,1787 which specify certain grounds on which access to records 

may be refused, will be relevant. These include the protection of: the privacy of a third 

party who is a natural person,1788 commercial information of a third party1789 or private 

body; 1790 certain records of the South African Revenue Service, 1791 information supplied 

in confidence1792 and the safety of the individual and of property. 1793 Thus, information 

which may be classified as data and pertains to any of the above will be protected under 

the Act. 

The provisions allowing for rights of correction by persons affected by incorrect 

records 1794 and those protecting health records,1795 certain official records and privileged 

information 1796 will also be applicable for the protection of data. 

7.1.2.2.4a Relevance to Internet Cafes 

1787 P art 2, chapter 4; part 3, chapter 4. 

1788 Section 34 & Section 63 . 

1789 Section 36 & Section 64. 

1790 Section 68. 

1791 Section 35. 

1792 Section 37 & Section 65. 

1793 Section 38 & Section 66. 

1794 Section 88. 

1795 S . 30 & S . ectlOn ectlOn 61. 

1796 S . 12 S . 
ectlOn , ectlOn 4l. See also CCIl Systems (Pty) Ltd v Fakie NNO 2003 (2) SA 325 (T). 
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It is submitted that Section 9 of the Act will be of much utility as a basic foundational 

guide for determining whether to allow or deny access to any information contained in 

Internet cafe depositories. In effect, if access to information or data contained in any 

Internet cafe depository will constitute an infringement on the right to privacy as 

provided for in the Constitution, such access will be denied. 

As in the case of privacy protection,1797 the provisions specifying the grounds for the 

refusal of access to records 1798 will also be instructive for determining categories or genre 

of information regarding which access may be denied in Internet cafes. Thus, access to 

personal information contained in Internet cafe premises or equipment will be denied for 

the protection of: privacy of a third party who is a natural person; 1799 commercial 

information of a third party; 1800 commercial information of a private body,1801 

information supplied in confidence;1802 safety of the individual and of propertyl803 and 

the protection of health records. 1804 

1797 Cfabove Para 7. 1.2. l.1a. 

1798 P art 2, chapter 4; Part 3, chapter 4. 

1799 Section 34 & Section 63 . 

1800 Section 36 & Section 64. 

180 1 Section 68. 

1802 Section 37 & Section 65. 

1803 S . 38 & S . ectlOn ectlOn 66. 

1804 Section 30 & section 61. 
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7.1.2.2.5 The Criminal Procedure Act1805 

This Act provides for the taking, by, or at the request of1806 a police official, of the 

fingerprints, palm-prints and footprints of any person arrested on a criminal charge, or 

convicted of a crime.1807 Where such a person is acquitted, or his sentence set aside, or 

should the state decline to prosecute, then the records of fingerprints, palm-prints or 

footprints must be destroyed.1808 The Criminal procedure Act also contains provisions 

regarding the protection of rape survivors and the protection of young children from 

having their identity disclosed in criminal proceedings. 

7.1.2.2.5a Relevance to Internet Cafes 

The provisions of the Criminal Procedure Act that protect data will only be relevant for 

the protection of information in Internet cafes in the unlikely event that information 

protected under the CPA is processed and or disclosed via an Internet cafe. 

7.1.2.2.6 The Regulation of Interception of Communications and Provision of 

Communication- Related Information Ace809 

1805 Act 510f 1977. 

1806 Section 37(2). 

1807 Section 37(1)(a). 

1808 Section 37(5). 

1809 Act 70 of2002. 
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This Act regulates the interception of certain communications, the monitoring of signals 

.. I d· ~ t· 1810 Int t· . and the provision of certain commumcatlOn-re ate 1ll10rma IOn. ercep IOn IS 

defined in the Act, as the 

"aural or other acquisition of the contents of any communication through the use 

of any means including an interception device so as to make some or all of the 

contents of a communication available to a person other than the sender or the 

recipient or intended recipient of that communication" 

Interception in the Act includes monitoring, viewing, examination, inspection, diversion 

of any indirect communication. The Act prohibits the interception of communicationl811 

except in certain circumstances provided for under the ACt. 1812 It also disallows the 

"prohibition of real time l813 or archived1814 communication-related information".1815 In 

addition, the Act provides for the obtaining of interception directions and warrants in 

1810 See preamble to the Act. 

1811 Part 1 Section 2. 

1812 Part 1 Sections 3 - 11 . 

1813 "Real-time communication- related information" is defined in the Act as "communication-related 
information which is immediately available to a telecommunication service provider." See Section 1. 

1814 " • • 1 d d· .". d fi d commUntCatlOn-re ate lrectlon IS e me as any communication-related information in the 
possession of a telecommunications service provider, which is being stored by the telecommunications 
service provider in terms of section 30 (1) b of the Act under specified circumstances. See section 1. 

1815 Part 2 Section 12. 
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1816 • . • fb th order to intercept communications. The Act defines commUnICatIOn In terms 0 0 

d · d' . t' 1817 direct an In lrect communIca IOn. 

Chapter 5 of the Act deals with the interception capability of telecommunication services 

and the storing of communication-related information. Section 42 of the Act prohibits the 

disclosure of information and provides for exceptions to this. 1818 The Act applies to 

telecommunication service providers, postal service providers and Internet service 

providers.1819 It also applies in respect of business activities conducted by individuals, 

. bl' b d' 1820 pnvate or pu IC 0 les. 

7.1.2.2.6a Relevance to Internet Cafes 

The Regulation of Interception of Communications and Provision of Communication-

Related Information Act will be useful for the protection of information relating to 

customers' communication where such information is immediately available to Internet 

1816 Chapter 3 Section 16. 

1817 Section 1. 

"Direct communication" is defined in the Act as oral communication between two or more persons which 
occurs in the immediate presence of all the persons participating in that communication . It also includes 
utterances by a person who is participating in an indirect communication where the utterance is audible to 
another who is in the immediate presence of the person participating in the indirect communication. 
"Indirect communication" includes the transfer of messages in whole or in part by means of a postal service 
or a telecommunication system. 

1818 Section 43, which provides for the disclosure of information by an authorised person for the 
performance of official duties. See also Section 46. 

1819 Section 1. 

1820 Ibid. 
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cafe personnel,1821 such as facts or personal information of which they are aware. It will 

also be useful for the protection of information related to customers' communication, 

which is being stored by the service provider, such as information contained on the hard 

dri f h . 1822 ves 0 t elr computers. 

The RICPCRIA protects information sent electronically and through a postal service 

provider. 1823 As such, it will be useful where for instance, any Internet cafe personnel or a 

third party intercepts mail sent by customers, either in the process of sending such mail 

electronically, or where mail that has been printed out is manually handled and 

intercepted. It will also be useful for the regulation of the interception of mail that is sent 

through a postal service provider. 

7.1.2.2.7 The National Credit Act1824 

The provisions of Section 68 of the National Credit Act creating a right to confidential 

treatment of confidential information1825 will, in protecting privacy, also be applicable for 

the protection of data. More specifically, the provisions of the Act regulating credit 

bureau information (Sections 70 -73) are particularly relevant. Sections 70 deals with the 

1821 See Section 1. 

1822 Ibid. 

1823 Section 1. 

1824 No 34 of2005. 

1825 Cfabove Para 7.1.2.1.9. 
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protection of consumer credit information which is defmed in the Act to include a 

'h' 1826 fi ' 1 h' 1827 d t' 1 t person's credIt IstOry, manCla 1 story, e uca lOn, emp oymen, career, 

professional or business history1828 as well as identity including name, date of birth, 

marital status, contact details and related matters,1829 Section 70 provides for a duty to 

'f h f d' , fi ,1830 I 1 take reasonable steps to ven y t e accuracy 0 consumer cre It m ormatIOn, t a so 

limits access to and use of credit bureaux data to persons who require it for a prescribed 

purpose or a purpose contemplated in the ACt. 1831 

Section 71 provides for the removal of record of debt adjustment or judgement. This 

entails the removal of all records and information, relating to a debt. Section 71 also 

provides for the expungement of all information or records relating to the judgement. 

Section 72 provides for a right to access and challenge credit records and information 

while Section 73 provides for the verification, review and removal of all credit 

information. By virtue of Section 73, data cannot be retained indefinitely; it must be 

verified, reviewed and removed in such manner and within such time as may be 

prescribed by the Minister,1832 

1826 Section 70(1)(a), 

1827 Section 70(1)(b), 

1828 Section 70(1)(c), 

1829 Section 70(1)(d), 

1830 Section 70(2)(c), 

183 1 Section 70(2)(g), 

1832 Section 73(1 )(a), 



401 

7.1.2.2.7a Relevance to Internet Cafes 

The provisions of the National Credit Act regulating consumer credit information are not 

directly applicable to Internet cafe personnel (for example, the verification by Internet 

cafe personnel of the accuracy of information processed by customers as per section 70 

(2)( c) will be impracticable and may constitute privacy invasion). However, in line with 

Section 73, it is submitted that provisions generally prohibiting the indefinite retention of 

personal data relating to others and specifying the maximum duration for retention and 

the method of removal of such data should be enacted for Internet cafes. 

As in the case of privacy protection, I 833 Section 68 of the National Credit Act will also be 

applicable for the protection of data. Thus where personal information amounting to data 

is processed in an Internet cafe and subsequently unlawfully used or disclosed to a third 

party, there will be liability for the unlawful disclosure. 

7.1.2.2.8 The Consumer Protection Billl834 

The provisions of the Consumer Protection Bill dealing with privacy are also applicable 

for the protection of data. The definition of confidential information l835 in the Act covers 

information that may be regarded as data and in respect of which Section 12 of the Act 

will apply. Thus there will be liability for the unlawful disclosure of the following forms 

1833 CfPara 7.1.2.1.9a 

1834 G ovemment Gazzette No 28629; 15 March 2006. 
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of data; Information relating to an Internet cafe user's name, date of birth, identity 

number, marital status, address, contact details,1836 or information relating to financial, 

1837 employment, professional, business 1838 or consumer history, 1839 and other personal 

information by which customers may be identified. 

7.1.2.2.8a Relevance to Internet Cafes 

Where personal information such as the name, date of birth, race, marital status, 

employment history, consumer history, financial history, or other data relating to a 

customer is disclosed by Internet cafe personnel, there will be liability for such unlawful 

disclosure under the provisions of the Consumer Protection Bill. 

7.1.3 Conclusion on Statutory Protection of Privacy and Data in South Africa 

The South African Constitution provides general and broad-based protection for the right 

to privacy for both natural and juristic persons, while specific statutes offer limited 

protection for privacy within their subject matter. It is submitted that, on the basis of 

Section 14 of the South African Constitution and Section 10 which provides for the right 

to dignity, coupled with the Common Law, which provides extensive protection in 

1835 . Part A SectIon 1 (Cfabove Para 7.1.2.1.10.) 

1836 Section 1 (a)(i). 

1837 Section l(a)(iv). 

1838 Section l(a)(ii). 
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respect of miscellaneous acts amounting to injury to personality, there is ample and 

developable privacy protection legislation in South Africa. 

Moreover, the flexibility of South African constitutional privacy law in allowing the 

prevailing mores to influence its development facilitates adaptability to societal needs 

and changes 1840 while consideration of relevant decisions in other legal systems with 

similar provisions broadens the scope of available legal resources, allows benefit from 

legal development outside South Africa and ultimately enhances legal development! 

reform. 

Concerning data, the privacy protection provided for in the Constitution is applicable for 

the protection of data. Other Acts also provide limited protection for data within the 

scope of the subjects to which they relate. More specifically, the Criminal Procedure Act, 

the Income Tax Act, the Statistics Act, the National Credit Act and the Consumer 

Protection Bill all offer a measure of protection for data collected pursuant to these Acts. 

The Statistics Act in particular offers detailed protection for data with respect to 

information processed by government organs. Its provisions cover the collection, use and 

disclosure of information, where such information qualifies as statistics, 1841 and 

establishes appropriate organs for the administration of the ACt. 1842 It also provides 

1839 S . 1( )( ... ) ectlOn a 111 . 

1840 See also McQuoid-Mason The Law of Privacy in South Africa (1978) at 118. 

1841 S . 
ee generally the Preamble and SectlOn 2- Purpose of the Act. 

1842 Section 7(1)(a) the Statistician-General, Section 8 The Council. 
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penalties1843 for non-compliance with the Act. However, the provisions of the Statistics 

Act do not cover the gathering, use and disclosure of information by private individuals, 

or other bodies like the press, and government officials when they are not acting in the 

line of duty. 

The Electronic Communications and Transactions Act, though of significant utility for 

automated transactions, therefore, relevant for the protection of electronic mail privacy in 

Internet cafes, contains inherent limitations regarding manually-kept or paper-based 

d d I · · 1844 recor s an contractua sltuatlOns. 

In the same vein, the provisions of the National Credit Act and the Consumer Protection 

Bill creating a duty of confidence in respect of information processed pursuant to these 

Acts provide generous privacy and data protection. However, the scope of application of 

the National Credit Act is limited to credit agreements between parties 1845 and the 

confidentiality provisions in the Act will only be binding on persons performing duties 

pursuant to the ACt.
1846 

Similarly, the Consumer Protection Bill will only apply to 

consumer information where transactions involving the exchange of goods and, or 

services or (a) credit agreement(s) have been contemplated or completed between 

1843 Section 18. 

1844 Cfabove Para 7.1.2.2.1. 

1845 CfSection 4 of the National Credit Act. 

1846 CfSection 68. 
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parties. 1847 In effect, the privacy and data protection available by virtue of these Acts is 

limited in terms of the scope of application of the individual Acts. 

In conclusion, while there is a good basis for the protection of data in South Africa 

flowing from the Constitution and different statutes, it is submitted that the enactment of 

a single Data Protection Act containing detailed provisions for the general protection of 

personal information and offering a broad foundation for the protection of data will be 

desirable. 

7.1.3a Relevance to Internet Cafes 

As shown above, while the South African Constitution will be useful in recognising and 

upholding general, as well as specified areas of, privacy and data protection rights,1848 

certain aspects of selected statutes 1849 will also be relevant for the protection of privacy 

and data in Internet cafes in South Africa. It is submitted that the basic privacy and data 

protection features embodied in the Constitution coupled with the principles gleaned 

from the select statutes as examined above, will be instructive in identifying principles to 

be included in any law for the protection of information processed in Internet cafes. 

These features will be discussed in further detail and applied below. 1850 

1847 Chapter 1 Section 5. 

1848 Cf above Paras 7.1.l.l and 7.1.1.2. 

1849 Above Paras 7.1.2.1 and 7.1.2.2. 

1850 B I e ow chapters 8 and 9. 



406 

7.2 Statutory Protection of Privacy and Data in Nigeria 

7.2.1 Constitutional Protection 

7.2.1.1 Constitutional Protection of Privacy in Nigeria 

In Nigeria, the 1999 Constitution provides for the right to privacy in their family life. 1851 

Section 37 provides that "[T]he privacy of citizens, their homes, correspondence, 

telephone conversations and telegraphic communications is hereby guaranteed and 

protected." Although this provision provides a broad basis for the protection of the right 

to privacy in Nigeria, there has not been any direct judicial interpretation on it, thus there 

is no authority as to its application and the parameters within which it is applicable. 

As to whether its provisions can be enforced against the government as well as against 

individuals i.e. both horizontally and vertically, Section 1(1) of the Constitution makes its 

provisions applicable to and binding on all authorities and persons in the Federal 

Republic of Nigeria. On this basis, it is submitted that it should be possible to bring 

action for the violation of any constitutional provision against individuals and 

government officials alike. 1852 

1851 Section 37. 

1852 However, there will be justification for acts amounting to privacy invasion where such acts are done 
pursuant to a validly made Act and within the limits of the authority conferred by the Act and! or their 
office. For instance, where a police search is carried out pursuant to a warrant under circumstances where 
such intrusion would ordinarily constitute a breach of Section 37 which guarantees the privacy of citizens. 
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In Tony Momoh v Senate l853 the courts upheld a journalist's right not to disclose the 

source of his information. The basis for the protection in this case was however the 

protection of the right to freedom of expression. Although the interest protected in this 

case is not one of the recognised privacy interests,1854 the protection guaranteed in this 

case is comparable to that contained in Sections 198, 199 and 203 of the South African 

Criminal Procedure Act,1855 which confers privileges on certain classes of persons to 

refuse to disclose admissible evidence. 1856 

In addition to Section 37, the Nigerian Constitution also guarantees the right to dignity of 

the human person 1857 and the right to personal liberty. 1858 It is submitted that these should 

be read together with Section 37 of the Constitution to guarantee a broad basis for the 

protection of the right to privacy of the individual. 1859 

7.2.1.1a Relevance to Internet Cafes 

1853 (1981) 1 NCLR 105. 

1854 CfP ' . rosser on the mterests protected by pnvacy above at Para 1.1. 

1855 Act 51 of 1977 as amended. 

1856 Cf above Para 7.1.2.1.5. 

1857 Section 34. 

1858 S . . . 
ectIon 35. Cf above Para 1.~ , :-vhere It IS suggested that violations of the right to privacy constitute a 

t~eat to personal autonomy by glvmg others control over oneself. Thus restricting the exercise of one's 
hberty. 

1859 Cfth G ' . . 
e erman courts constructIon of ArtIcles 1 and 2 of the German Basic Law (Above Para 5.1.1). 
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The constitutional guarantee of privacy will provide a solid basis for the general 

recognition of privacy rights as well as the protection of correspondence. As such, 

privacy protection will be available under the Constitution where, for instance, the 

plaintiffs e-mail is unlawfully read. It must be noted that in terms of the general right to 

privacy recognised under the Constitution, there will be no closed list of acts that will be 

covered. 

7.2.1.2 Constitutional Protection of Data in Nigeria 

Section 39 (3) of the Constitution provides that: 

"[N]othing in this law shall invalidate any law that is reasonably 

justifiable in a democratic society for the purpose of preventing the 

disclosure of information received in confidence or regulating 

telephony, wireless broadcasting, television or the exhibition of 

cinematograph films. ,,1 860 

This provision does not directly safeguard the protection of information or data, but it 

supports the enactment and enforcement of laws made for the purpose of protecting 

information received in confidence provided such laws are reasonably justifiable in a 

democratic society. This provision thus affirms and lends constitutionality to the 

Common Law breach of confidence laws for the protection of information. 

1860 Section 39 (3)(a). 
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However, this provision not sufficient for the protection of data as it does not confer any 

rights, nor impose liabilities for the protection of information or data. In essence, the 

provision does not provide any direct protection for data. Secondly, the scope of 

protection allowed by the provision is limited, as it applies only in respect of information 

received in confidence. 

This creates a situation similar to the English law protection of information based on the 

principle of breach of confidentiality. 1861 Thus, the provision will only be applicable in 

limited circumstances where a duty of confidence1862 is recognised. It is submitted that in 

the absence of any restricting clause in the provision, and in the light of contemporary 

technological advancements and the developments in English Common Law, this 

provision should be interpreted to allow liability for disclosure of information in 

circumstances where a relationship of confidence actually exists, as well as situations 

where, based on a fiduciary relationship between the parties, the law will impose a duty 

of confidentiality. 1863 

The provision also permits the making of laws to regulate telecommunications in general, 

including cinematograph films, where such laws are reasonable and justifiable in a 

democratic society.1864 Thus, laws made regarding the receiving and dissemination or 

1861 Cfabove Para 3.2.l.l. 

1862 See Lord Goff of Chieveley in Attorney General v Guardian Newspapers Ltd (N02) (J 990) 1 AC 109. 

1863 S . 
ee Hellewell v ChIef Constable of Derbyshire [1995] 1 WLR 804; X Ltd v Morgan Grampian 

(publishers) Ltd [1991] 1 AC l. Cfabove Para 3.2.1.1. 

1864 Section 39(3)(a). 
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publication of infonnation that forbid unlawful disclosure of data or infonnation via 

wireless broadcasting, television or cinematograph films are constitutional. Again, this 

provision does not provide direct protection for data. 

Apart from this provision, the Nigerian Constitution does not contain any direct provision 

on data protection and access to, or protection of, infonnation in general. However, in 

Theophilus Awobokun v The Sketch Publishing Co Ltd & ors,1865 it was held that the 

defendants had, by the exclusion of the plaintiff from their meetings in which they 

considered allegations against him, and also their failure to give him a copy of the report 

and their recommendation, acted in breach of the rules of natural justice. 

Although this case was decided on the basis of the principle of natural justice, the basis of 

the judgement in the case affinn the fair infonnation principle of allowing individual 

access to infonnation1866 regarding them, especially when it might result in an 

unfavourable judgement. 1867 

7.2.1.2a Relevance to Internet cafes 

As mentioned above, Section 39 (3) lends authority to the use of the English Common 

law confidentiality principles for the protection of privacy. This provision also 

1865 (1973) 3 UILR 502. 

1866 CfB ' . . 
. uys op Clt 379. See Part II of the Umted Kingdom Data Protection Act Cap 29 of 1998. See 

specdically section 7(1)(a), (b), & (d). 

1867 Ibid. CfSections 7(1)(d) & 14 of the United Kingdom Data Protection Act. 
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encourages the enactment of laws for the protection of data. In essence, there will be 

constitutional backing for a data protection Act or an Act to provide data in Internet 

cafes. 

7.2.2 Statutory Protection 

7.2.2.1 Statutory Protection of Privacy in Nigeria 

Apart from the constitutional guarantee of privacy, 1868 there is no general statute or body 

of law formulated for the protection of the right to privacy in Nigeria. However, there are 

certain statutes that provide limited protection for the right to privacy. These are: the 

Criminal Code Act,1869 the Penal Code,187othe Criminal Procedure Act,1871 the Evidence 

Act,1872 the Defamatory and Offensive Publications Act/ 873 the Copyright Act,1874 and 

the Sharia Penal Code Law. 1875 The relevant parts of these Acts will be examined below. 

1868 Section 37, LPN 1999. 

1869 Cap 77 LPN 1990. 

1870 Cap 345 LPN 1990. 

1871 No 51 of 1977. 

1872 Cap 112 LPN. 

1873 Cap 93 LPN 1990. 

1874 Cap 68 LPN 1990. 

1875 Zamfara State of Nigeria Law No 10,2000. 
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7.2.2.1.1 The Criminal Code Act l876 

The Criminal Code Act is applicable in the Southern part of Nigeria. The Act generally 

contains definitions of offences, their punishments and related matters. The Act does not 

contain specific legislation on protection of privacy but certain of its provisions are 

relevant. Chapter 17 of the Act provides for offences relating to Posts and 

Telecommunications. This section contains provisions on the interception of mail, as well 

as the unlawful keeping or destruction of postal matter and telegrams. I 877 Under the Act, 

it is an offence to intercept mail with the intent to search or steal postal matter.1878 It is 

also an offence to unlawfully secrete or destroy postal matter or telegrams.1879 These 

provisions provide limited protection for privacy by prohibiting unlawful interference 

with, thus ensuring the secrecy of, postal matter and telegrams. 1880 

7.2.2.1.1a Relevance to Internet Cafes 

Although the provisions of Section 17 on posts and Telecommunications does not 

specifically mention e-mail.itis submitted that as in the case of Germany, I 881 a broad 

interpretation should be applied to "telecommunication" and e-mail should be included 

1876 Cap 77 LFN 1990. 

1877 Sections 161 ff. 

1878 Section 161. 

1879 Section 162. 

1880 Cf . . Article 10 of the German baSIC Law. 

188 1 Cfabove Para 5.1.1.2. 
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within its purview. Thus, the provisions prohibiting the interception, unlawful keeping 

and the destruction of postal matter and telegrams will be applicable to e-mail as well as 

telephonic communication in Internet cafes. 

7.2.2.1.2 The Penal Codel882 

The Penal Code is the counterpart of the Criminal Code and it is modelled after the Q'ran 

(Islamic law).1883 It is applicable in the Northern part of Nigeria. The provisions of the 

Penal Code on defamation are, for our purpose, most closely related to the protection of 

privacy. The Penal Code contains detailed provisions on defamation. 1884 In the Penal 

Code, defamation is defined as words, signs or mechanically produced representations 

that cause harm to the reputation of another.1885 The Penal Code may be used to protect 

the right to privacy where an invasion of privacy involves the use of words, signs or 

mechanically produced representations that cause harm to a person's reputation. 

7.2.2.1.2a Relevance to Internet Cafes 

Where an Internet cafe related invasion of privacy involves the use of words, signs . or 

mechanically produced marks to cause harm to the complainant's reputation, there will 

1882 Penal Code (Northern States) Federal Provisions Act Cap 345 LFN 1990. 

1883 S . 
Richardson Notes on the Penal Code Law (Cap 89 Laws of Northern Nigeria, 1963) (1987) at 1. 

1884 Sections 391-393. 

1885 Section 391. 
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be liability under this Act. Thus, where, for instance, a poster or letter containing 

defamatory words or pictures is produced in an Internet cafe, using Internet cafe 

equipment or by Internet cafe personnel or third parties, there will be liability for 

defamation for such publication. 

7.2.2.1.3 The Criminal Procedure Act1886 

The Criminal Procedure Act prescribes and regulates the procedure to be observed in 

criminal proceedings. With regard to the description of persons, the Criminal Procedure 

Act provides that where it is necessary to refer to any person in a complaint, summons, 

warrant of description or any other document issued by a court in the exercise of its 

criminal jurisdiction, the description or designation of that person shall be such as is 

reasonably sufficient to identify him without necessarily giving personal details such as 

correct name, abode, style, degree and the like.1887 In this way, the privacy of such 

persons is protected. The Criminal Procedure Act also provides for the protection of 

information or data such as finger-prints and palm-prints by virtue of Sections. 

7.2.2.1.3a Relevance to Internet Cafes 

This Act will only be relevant for the protection of privacy in Internet cafes where 

information protected pursuant to any of the sections in the Act is processed or disclosed 

1886 Cap 80 LFN 1990. 

1887 Section 147. 
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through an Internet cafe. Thus where, for instance, personal information regarding the 

description of persons in criminal proceedings is published in an Internet cafe such that 

personal identifying details are disclosed, there will be liability for such publication. 

• 1888 7.2.2.1.4 The EVidence Act 

The Evidence Act prescribes the rules regulating the gIvmg of evidence in judicial 

proceedings. The Act protects the privacy of communications made between husband and 

wife during their marriage by providing that a husband or wife may not be compelled to 

disclose such information. 1889 Section 164 provides for circumstances under which such 

information may be disclosed which include the consent of the other party. 

Sections 165-176 of the Act provide for official and privileged communications. Under 

this section, certain categories of information are protected as privileged. Examples of 

these are, information given to public officials in official confidence; 1890 information in 

the knowledge of magistrates, police officers and officials of the public revenue 

department, regarding the commission of offences; 1891 and information given to a legal 

practitioner by his client professionally. 1 892 

1888 Cap 112 LFN 1990. 

1889 Section 161 (3). CfSection 198 of the (South African) Criminal Procedure Act 51 of 1977 (as 
amended) above at Para 7.1.2.1.5 and Section 10 of the South African Civil Proceedings Evidence Act No 
25 of 1965 as amended- above Para 7.1.2.1.6. 

1890 Section 168. 

1891 Section 166. 
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Section 211 of the Evidence Act also provides some protection for the prosecutrix in 

cases of rape, attempted rape and indecent assault. The provision states that in the cross-

examination of the prosecutrix in such cases, she may be asked whether she has had 

connection with other men but her answer cannot be contradicted. In effect, where the 

prosecutrix answers in the negative, she cannot be required to give further information on 

that issue. 1893 In this case, it means the prosecutrix can keep as private, information 

relating to her relationships with other men and details about her sex life that do not relate 

to the accused. 1894 

7.2.2.1.4a Relevance to Internet Cafes 

Where information relating to communications between husband and wife that are 

protected under the Evidence Act is contained in Internet cafe depositories, there will be 

privacy protection available for such information. Similarly, where information relating 

to protected aspects of the life of a prosecutrix in a rape case are contained in Internet 

cafe depositories, there will be privacy protection under the Evidence Act in respect of 

such information. 

7.2.2.1.5 The Defamatory and Offensive Publications Act1895 

1892 Section 170. 

1893 R 
v Holmes (1871) L.R. ICCR 334. Cf Aguda: The Law of Evidence (1989) at 322. 

1894CfS . . 
echon 3 of the (South Afncan) Natal Law to amend the Law of Evidence, N05, 1870. Cfabove 

Para 7.1.2.1.7. 

1895 Cap 93 Laws of the Federation of Nigeria 1990. 
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Under the Defamatory and Offensive Publications Act, it is an offence to publish, display 

or offer to the public any pictorial representation of any person, living or dead, in a 

manner likely to provoke any section of the community.1896 The Act indirectly protects 

the privacy of individuals where publication of information may provoke members of the 

society. 

7.2.2.1.Sa Relevance to Internet Cafes 

The protection for privacy in Internet cafes provided in this Act is somewhat similar to 

that provided for in the Penal Code.1897 The Defamatory and Offensive Publications Act 

will be useful for the protection of electronic mail privacy where offensive material is 

published about a person via e-mail or the Internet in an Internet cafe. 

7.2.2.1.6 The Copyright Act1898 

Under the Copyright Act, there is some protection for the right to privacy in cases where 

the invasion of privacy involves the infringement of information stored in permanent 

form like literary works, musical works and artistic works. 1899 Where a person invades 

the privacy of another by unlawfully publishing or otherwise disclosing the contents of 

1896 Section 2(1). 

1897 PIC d .. ena 0 e (Northern States) Federal ProVISIons Act Cap 345 LFN 1990. 

1898 Cap 68 LFN 1990. 

1899 Section 1(1) Copyright Act. 
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letters, poems or, other literary or artistic works1900 that are copyright protected, or, uses 

them in any other unlawful manner, such a person will be liable for infringement of 

copyright. 

7.2.2.1.6a Relevance to Internet Cafes 

The Copyright Act will provide privacy protection where literary, artistic or musical 

works processed in an Internet cafe are subsequently copied without authorisation. Thus, 

where a poem, song or story sent through Internet cafe email is copied or reproduced 

without lawful authority, there will be liability for the misuse of this information under 

the Nigerian Copyright Act. 

7.2.2.1.7 The Sharia Penal Code Law 1901 

The Sharia Penal Code Law is applicable in the Zamfara state of Nigeria, and some other 

Northern States1902 and has provisions protecting the right to privacy. Section 369 deals 

specifically with invasion of privacy. 1903 Invasion of privacy is defined here in terms of 

1900 Cf the English case of Albert v Strange [1849] 2 De G & Sm 652, 64 Eng Rep 293 Ch., where the 
defendants copied the plaintiffs etchings and sought to publish them. However, the defendant in this case 
brought action for breach of trust and based on his property in the etchings. See above Para 3.2.2.1 . 

1901 Zamfara State of Nigeria Law No 10, 2000. This is different from the Penal Code. Although both Laws 
are based on Sharia Law, the Penal Code is a less strict version of the Sharia and it was generally applicable 
in Northern Nigeria before the adoption of the Zamfara state laws, which are stricter. 

1902 Although there are 16 Northern States viz: Adamawa, Bauchi, Borno, Gombe, Jigawa, Kaduna, Kano, 
Katsina, Kebbi, Nasarawa, Niger, Plateau, Sokoto, Taraba, Yobe and Zamfara states, the Sharia is not 
applied in all of them, for instance in Plateau state, which has a large population of Christians. 

1903 It provides : 
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prying or intrusions. The protection provided for in that section specifically includes 

letters and secrets. Section 179 on house trespass also offers protection of the right to 

privacy where a person enters the property of another with intent to commit an offence, 

intimidate, insult or annoy a person in possession of such property. Property, in respect of 

the offence of house trespass, is defined as "any structure, whether temporary or 

permanent, and includes a house, aircraft, motor vehicle, ship, building, place of worship, 

hut, store or compound completely enclosed by a wall or other structure.,,1904 

The law also has provisions on using a false property name,1905 exhibition of false light, 

mark or buoy,1906 and false impersonation.1907 The provisions on the use of false property 

name, exhibition of false mark and false impersonation protect goodwill and reputation. 

Like the tort of passing-off, these provisions generally protect commercial interests and 

may come under Prosser's categories of appropriation and false light. 1908 

It must be noted that the Sharia Penal Code Law is, to a large extent, an Islamic moral 

code, and some of its provisions are themselves invasions of privacy as well as 

infringements of other Constitutional rights. For instance, the Code prohibits the drinking 

"Whoever invades the privacy of any person by prying into his house without lawful justification, 
to eavesdrop on him, or read his letters or discover his secrets, shall be punished with 
imprisonment for a term not exceeding one year or with fine or with both." 

1904 Section 180. 

1905 Section 262. 

1906 Section 362. 

1907 Section 348. 

1908 See above Para 1.1. 
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of alcohol,1909 drunkenness in public and private places,1910 lesbianism,1911 and 

sodomy.1912 It contains other provisions that are infringements on the right to privacy and 

other fundamental rights guaranteed by the Constitution.
1913 

Section 40 of the Constitution provides that "every person shall be entitled to assemble 

freely and associate with other persons" and Section 42 provides that a person shall not 

be subjected either expressly or in the practical application of, any law in force, to 

disabilities or restrictions to which citizens of Nigeria of other communities, sex, religion 

or political opinion are not made subject. It is submitted that on the basis of these two 

Constitutional provisions, gay and lesbian Nigerians have the right to associate together 

without being discriminated against or punished. 

Section 37 of the Nigerian Constitution also guarantees the privacy of Nigerian citizens 

and their homes. The provisions prohibiting drinking of alcohol, drunkenness, sodomy 

and lesbianism in the home would therefore be a direct infringement on an individual's 

1909 Section 149. 

1910 Section 151. 

1911 Sections l34, l35. 

1912 Sections l30, 131. 

1913 For example, the right to freedom of association provided for in section 40 ofthe 1999 Constitution 
F~. Cf the South African case of National Coalition for Gay and Lesbian Equality & others v Minister of 
Justice & others 1998 (6) BCLR 726 (W) at 753- 754, where a law prohibiting the display of sexual 
affection between men at parties was declared invalid and inconsistent with Section 8 of the Interim 
Constitution which prohibited discrimination (at 753-754). Section 127 of the Zamfara state Penal Code 
which provides for the stoning to death or caning of an adulteress is also an affront to the Constitutional 
right to life in Section 33 and the right to dignity in Section 34. 
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Constitutional right to privacy. 1914 It is submitted in this regard that while Section 369 of 

the Sharia Code protects the right to privacy of correspondence, the provisions of 

Sections 149, 151, 130 and of the Sharia Penal Code Law constitute an infringement on 

other aspects of the right to privacy, as well as other Constitutional rights. The above 

Sharia Code provisions may thus be challenged as unconstitutional, and on the basis of 

Constitutional supremacyl915 be declared void. 

7.2.2.1.7a Relevance to Internet Cafes 

The privacy protection provided for in Section 369 of the Sharia Code is qualified by the 

phrase prying into the house is expressly confined to acts committed in the home. It is 

therefore doubtful whether this provision will protect information processed in Internet 

cafes. The provisions relating to the use of a false property name,1916 exhibition of false 

light, mark or buoy,1917 and false impersonation 1918 may however be relevant for the 

protection of information processed in Internet cafes. Thus, where information so 

processed constitutes 

1914 CfDidcott J in Case & another v Minister of Safety and Security & others 1996 (3) SA 617 (CC), 1996 
(5) BCLR 609 (CC) where he states as follows: .. what erotic material I may choose to keep within the 
privacy of my home, and only for my personal use there, is nobody's business but mine. It is certainly not 
the business of society or the State. Any ban imposed on my possession of such material for that solitary 
purpose invades the personal privacy which ... the .. . Constitution ... guarantees that I shall enjoy." (At 
para 91). 

1915 Cfthe Preamble to the 1999 Constitution. 

1916 Section 262. 

1917 Section 362. 

1918 Section 348. 
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7.2.2.2 Statutory Protection of Data in Nigeria 

There is no Data Protection statute in Nigeria. However, protection of data may be found 

in the provisions of some statutes like the Computer Security and Critical Information 

Infrastructure Protection Bill,1919 the Nigerian Communications Act,1920 Wireless 

Telegraphy Act,1921 and the National Population Commission ACt.1922 There is also a 

Nigerian Income Tax (Authorised Communications) Act1923 which regulates the 

obtaining and disclosure of tax-related information by government officials. 

7.2.2.2.1 The Computer Secutity and Critical Information Infrastructure Protection 

Bill 1924 

The aim of the Bill is to protect computer systems and networks in Nigeria and to 

safeguard critical information infrastructure by providing criminal liabilities and penalties 

for objectionable acts carried out using computers and other information and 

" hn 1 d' 1925· l' communIcatIon tec 0 ogy eVIces. It IS app Icable to Internet Service providers, 

Communication Service providers as well as Application Service providers. 1926 

1919 2005. 

1920 No 7 of2003 . 

192 1 1990. 

1922 Cap 270 LFN 1990. 

1923 Cap 175 LFN 1990. 

1924 2005. 



423 

The Bill contains provisions prohibiting unlawful access to computers,1927 unauthorised 

1928 "1 1929 d c: 1930 disclosure of access codes, fraudulent electromc mal messages, ata lorgery, 

computer fraud,1931 system interference, 1932 misuse of devices,1933 identity theft and 

1925 See the explanatory Memorandum to the Bill. 

1926 Cf Section 34. 

1927 Section 2(1) which provides: "Any person who without authority or in excess of his authority-

(a) accesses any computer; or 
(b) accesses any computer for the purposes of -
(i) securing access to any program or data held in any computer, or 
(ii) committing any act which constitutes an offence under any enactment or law for the time being 
in force in Nigeria, 
commits an offence and shall be liable on conviction." 

1928 Section 3(1) which provides: " Any person who, knowingly and without authority or in excess of 
authority, discloses any password, access code or any other means of gaining access to any program or data 
or database held in any computer for any unlawful purpose or gain, commits an offence and shall be liable 
on conviction to a fine of not less than N500,000 or to imprisonment for a term of not less than 3 years or 
to both such fine and imprisonment, and in the case of a second or subsequent conviction, to a fine not 
exceeding Nl,OOO,OOO or to imprisonment for a term of not less than 5 years or to both such fine and 
imprisonment. " 

1929 Section 4(1): "Any person who with intent to defraud sends electronic mail message to a recipient, 
where such electronic mail message materially misrepresents any fact or set of facts upon which reliance 
the recipient or another person is caused to suffer any damage or loss, commits an offence and shall be 
liable on conviction to a fine of not less than Nl,OOO,OOO or imprisonment for a term of not less than 5 
years or to both such fine and imprisonment." 

1930 Section 5: "Any person who knowingly accesses any computer and inputs, alters, deletes or suppresses 
any data resulting in inauthentic data with the intention that such inauthentic data be considered or acted 
upon as if it were authentic or genuine, whether or not such data is readable or intelligible, commits an 
offence and shall be liable on conviction to a fine of not less than N500, 000 or imprisonment for a term of 
not less than 3 years or to both such fine and imprisonment." 

1931 Section 6: "Any person who knowingly and without right causes any loss of property to another by 
altering, erasing, inputting or suppressing any data held in any computer for the purpose of conferring any 
benefits whether for himself or another person, commits an offence and shall be liable on conviction to a 
fine of not less than N500,000 or imprisonment for a term of not less than 3 years or to both such fine and 
imprisonment. " 

1932 Section 7 (1) which provides: " Any person who without authority or in excess of authority interferes 
with any computer network in such a manner as to cause any data or program or software held in any 
computer within the network to be modified, damaged, suppressed, destroyed, deteriorated or otherwise 
rendered ineffective, commits an offence and shall be liable on conviction to a fine of not less than 
Nl,OOO,OOO or imprisonment for a term of not less than 5 years or to both such fine and imprisonment." 

1933 Section 8: "Any person who unlawfully produces, adapts or procures for use, distributes, offers for sale, 
possesses or uses any devices, including a computer program or a component or performs any ofthose acts 
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impersonation 1934 and unlawful interception,1935 among other provisions. It also contains 

provisions on records retention and data protection. 1936 The proposed Act further provides 

that persons exercising any function under Section 11 1937 should have due regard to the 

constitutional right to privacy and they should take appropriate technological and 

organisational measures to safeguard the confidentiality of the data retained, processed or 

retrieved for the purpose of law enforcement. 1938 The proposed Act does not provide for 

any administrative officer to supervise or oversee its operation. It however provides that 

the President (of the Federal Republic of Nigeria) may prescribe standards, guidelines, 

rules, procedures for the general management of Critical Information Infrastructure.
1939 

relating to a password, access code or any other similar kind of data, which is designed primarily to 
overcome security measures with the intent that the devices be utilised for the purpose of violating any 
provision of this Act commits an offence and is liable to a fine of not less than Nl,OOO,OOO or imprisonment 
for a term of not less than 5 years or to both such fine and imprisonment." 

1934 Section 10 which provides: "Any person who, with the intent to deceive or defraud, accesses any 
computer or network and uses or assumes the identity of another person, commits an offence and shall be 
liable on conviction to a fine of not less than N500,000 or imprisonment for a term of not less than 3 years 
or to both such fine and imprisonment." 

1935 Section 12(1): "Any person who intentionally, without authority or in excess of authority, intercepts 
any communication originated, terminated or directed from, at or to any equipment, facilities or services in 
Nigeria commits an offence and shall be liable on conviction to a fine of not less than =N=5,OOO,OOO or to 
imprisonment for a term of not less than 10 years or to both such fme and imprisonment." 

1936 Section 11(4) which provides: "Any data retained, processed or retrieved by the service provider at the 
request of any law enforcement agency under this Act or pursuant to any regulation under this section, shall 
not be utilized except for legitimate purposes. Under this Act, utilization of the data retained, processed or 
re~eved shall constitute legitimate purpose only with the consent of individuals to whom the data applies 
or If authorized by a court of competent jurisdiction or other lawful authority." 

1937 This section relates to Service providers (Section 34; cf above) and provides for records retention and 
data protection. 

1938 Section 11 (5). 

1939 Part II Section 19. 
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The Computer Security and Critical Information Infrastructure Protection Bill has 

however received several criticisms relating to various aspects of the Bill, including the 

provisions regulating its supervision, administration and enforcement. Firstly, it has been 

noted that the Bill does not contain any provisions constituting internal or external checks 

and baiances1940 with regard to actions taken by officers pursuant to the Bill. 

Furthermore, it has been observed that the Bill does not make clear or definite provision 

for procedure to be followed by law enforcement agencies for the carrying out wiretaps 

or intercepting communications. 

It is submitted that given Nigeria's history of dictatorial leadership,1941 any legislation 

that neglects to specify the powers, limitations of, including specific procedure to be 

complied with by, any authorities or officers performing duties pursuant to that Act, or 

legislation that fails to provide a mechanism for accountability of officers acting pursuant 

to its may become a tyrannical law. 

Very significantly, it has also been pointed out1942 that the Bill does not clearly specify 

the law enforcement agencies responsible for carrying out the provisions of the Bill nor 

does it provide for any independent officer to monitor or supervise the administration or 

enforcement of the Bill. Other aspects of the Bill that have received criticism include the 

failure to provide clear definition of certain key terminology, failure to provide for the 

1940 E.O. Oserogho "New Wire Tapping, Cyber Crimes & Anti-Terrorism Bill In Nigeria" Legalbrief Africa 
at http://WWW.legalbrie(co.zalarticle.php?story=20061 013091452442 (October 2006) Accessed May 2007. 

1941 Cf above Para 1.6. 

1942 CfO h "N W· T . C . serog 0 ew lre appmg, yber Cnmes & Anti-Terrorism Bill In Nigeria" op cit. 
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award of compensation for breaches of civil liberties and inadequate provisions regarding 

1943 
other procedural, regulatory and enforcement-related matters. 

It is trite that effective enforcement of any law is central to the enjoyment of any rights 

guaranteed under such law. It is therefore submitted that the shortcomings highlighted 

above, especially issues surrounding the administration, enforcement and proper 

procedure of the Bill are critical and must be resolved in order to enjoy the benefits 

sought to be provided by the proposed Act. 

7.2.2.2.1a Relevance to Internet Cafes 

The Computer Security and Critical Information Infrastructure Protection Bill contains 

many provisions that uphold the OECD and EU data protection principles and will be 

relevant for the protection of information processed in Internet cafes. For instance, the 

provisions relating to unlawful access to information, unauthorised disclosure, data 

retention and data protection may be relied on for protection where information processed 

in an Internet cafe is accessed unlawfully, disclosed without authority, or retained for an 

illegitimate purpose. 

The provisions requiring the adoption of appropriate technological and organisational 

measures to safeguard the confidentiality of data are also relevant and in line with one of 

the principles of data processing. However, since the Act is yet to come into operation 

1943 Ibid. 
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and considering its shortcomings as highlighted above, the actual nature and extent of 

(privacy and) data protection afforded by the Act is questionable and remains to be seen 

upon the completion, coming into effect and application of the Act. 

7.2.2.2.2 The Nigerian Communications Act1944 

The Act contains broad provisions for the regulation of the Nigerian communications 

industry. It focuses on administrative and supervisory matters and provides a broad 

framework for the progress and development of the Nigerian communications 

industry.1945 The Act does not specifically contain provisions for the protection of 

privacy. However, Section 64 of the Act contains provisions on the information gathering 

powers of the Commission for investigative and other administrative purposes. It 

provides for the production of evidence or information relevant for the use of the 

Commission in specified circumstances. The Act also requires that any person providing 

information pursuant to its provisions shall ensure the truth, accuracy and completeness 

of such information. 1946 

7.2.2.2.2a Relevance to Internet Cafes 

1944 No 7 of2003 . 

1945 f . C the Preamble to the Act. See also Sectlon 1. 

1946 Section 64(4). 
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Although the Commission may, in the exercise of its functions,1947 enact laws or policies 

affecting practice and procedure in Internet cafes, the Act does not contain any provisions 

that are directly relevant for the protection of privacy in Internet cafes. However, the 

requirement in Section 64(4) of the Act for truth, accuracy and completeness with regard 

to information provided pursuant to the Act are noteworthy as they reflect some of the 

. 1 d . . . 1 l' d' d 1948 umversa ata protectIOn pnnClp es ear ler Iscusse . 

7.2.2.2.3 The Wireless Telegraphy Act1949 

The Wireless Telegraphy Act prohibits the unauthorised use of wireless telegraphy 

equipment for the purpose of obtaining information relating to the contents, sender or 

addressee of any message. 1950 The Act also prohibits the disclosure of information 

relating to the contents, sender or addressee of any message where such information 

would not have come to the knowledge of the person disclosing it but for the use of 

wireless telegraphy by such a person or another person. 1951 

7.2.2.2.3a Relevance to Internet Cafes 

1947 Cfthe Preamble and Section 1 of the Act. 

1948 CfPara 3. 

1949 1990. 

1950 Section 39 (1) i. 

1951 Section 39 (1) ii. 
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This Act may be relevant for the protection of information processed in Internet cafes 

where information regarding the contents, sender or addressee of an e-mail message 

processed in an Internet cafe is accessed or disclosed via any wireless telegraphy 

equipment such as a camera. 

7.2.2.2.4 The National Population Commission Act1952 

Under this Act, the National Population Commission is empowered to collect information 

about people in the performance of its lawful duty.1953 However, the Act also prohibits 

unlawful disclosure of information. Section 19(1) prohibits unlawful publication or 

communication of information obtained in the course of duty by a person employed for 

the purposes of the Act, and prescribes a punishment of a fine or imprisonment. Section 

19(2) prohibits publication or communication of information1954 by any person who 

knows that the information has been disclosed in contravention of the Act. 

7.2.2.2.4a Relevance to Internet Cafes 

This Act will only be relevant for the protection of data where any information protected 

under the Act is published through an Internet cafe. 

7.2.3 Conclusion on Statutory Protection of Privacy and Data in Nigeria 

1952 Cap 270 LFN 1990. 

1953 See part V; See also Section 24 in the Third Schedule (Part J) of the Constitution of the Federal 
Republic of Nigeria 1999. 

1954 Section 19. 
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In Nigeria, the Constitution contains a general provision for the protection of privacy, 

which, if interpreted and applied would afford basic privacy protection. Statutory 

provisions protecting privacy also afford limited protection within the scope of the 

subject matter to which they relate. As for data, the Constitution does not make 

sufficiently direct or detailed provisions for its protection 1955 and the available statute law 

is significantly limited in scope. 

Although, the Computer Security and Critical Information Infrastructure Protection Bill 

contains several provisions for the protection of computer processed information, it yet to 

be enacted into law and cannot as yet be relied on for protection. Therefore, extremely 

limited privacy and/or data protection may be found in other statutes.1956 

In sum, while the Constitution provides a suitable basis for the protection of privacy in 

Nigeria, constitutional protection of privacy has not been maximally explored in Nigeria. 

Other available laws on the protection of privacy and data in Nigeria are few and the 

protection afforded in these provisions are also limited. In essence, for practical 

purposes, there is only limited privacy and data protection available in Nigeria. 

7.3 Conclusion on the Law Protecting Privacy and Data in South Africa and 

Nigeria. 

1955 S . ectlOn 39(3); Cfabove Para 5.2.1.2. 

1956 Above Para 5.2.2.2. 



431 

It is clear from the above analysis that although statutory protection of the right to 

privacy is limited in South Africa, the Constitution provides effective protection for the 

right to privacy. With respect to data, although there is no data protection law, other 

constructive laws protecting information are available. For instance, the Statistics Act 

provides detailed protection for information that qualifies as 'statistics' under the Act and 

the provisions of the Promotion of Access to Information Act as well as certain other 

Acts make limited provision for the protection of privacy and data. Nonetheless, none of 

these statutes protects information or data in general and their provisions are not 

sufficiently comprehensive in this regard. 

In Nigeria, while protection is provided for the right to privacy in the Constitution and 

under certain statutes, there is very little constitutional or statutory protection for data. As 

in South Africa, there are certain statutes which contain useful privacy and data 

protection provisions but these are limited. There is a clear need to develop the law of 

privacy in Nigeria on the basis of the Constitution. In this regard, the Nigerian courts are 

encouraged to consider the early English Common Law cases, cases decided on the basis 

of the Human Rights Act l957 as well as the cases of Constitutional invasions of privacy in 

South Africa and the United States, as being of persuasive value in developing a 

Constitutional right to privacy in Nigeria. There is also a need to enact data protection 

legislation. 

1957 Ch apter 42 of 1998. Cf above Para 3.2.2.1.1. 
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7.3a Relevance to Internet Cafes 

The conclusions reached above are applicable to the Internet cafes. For instance, in South 

Africa, the Constitutional guarantee of privacy provides a basis for the protection of 

information processed in Internet cafes while certain other statutes also contain relevant 

provisions in this regard. The available data protection in South Africa is limited to what 

is obtainable under the different statutes. In Nigeria, the protection available for 

information processed in Internet cafes is limited in terms of the constitutional provisions 

and the few available statutes. As for data protection, this is virtually nonexistent apart 

from the protection available by means of Section 36 of the Constitution, the sparse 

provisions in other statutes and the provisions of the Computer Security and Critical 

Information Protection Bill. 

In the light of the foregoing analysis of Common Law and the statutory protection of 

privacy and data in South Africa and Nigeria, and the preceding examination of the 

protection of privacy and data in the United Kingdom, the United States and Germany, 

suggestions will now be made for reform of data protection law in Nigeria. 
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CHAPTER EIGHT 

SUGGESTIONS FOR REFORM OF PRIVACY AND DATA PROTECTION LAW 

IN NIGERIA 

8.1 Suggestions for the Reform of Privacy Law in Nigeria 

From the above analysis of Nigerian privacy and data laws, the following options are 

available for development. The first is the development and adaptation of the Nigerian 

Common Law through the resourceful and unrestrictive application of available Common 

Law principles. In this regard, specific principles and ideas from other legal systems 

highlighted above may be consulted for guidance. These include, the adoption of the 

English Common law breach of confidence principles.1958 Prosser's categorisation of 

torts1959 may also be adopted loosely in Nigeria to guide the courts in identifying and 

grouping the available privacy interests. 

Further to this, it is suggested that as in South Africa, 1960 the principles of the 

Constitution be utilised to shape the common law. This will be applicable, for instance in 

the determination of the prevailing boni mores. It is however submitted that adaptation of 

the Common Law alone will not bring about the required development of the law of 

privacy in Nigeria for the following reasons: 

1958 Cfabove Para 3.2.2.1.1.3. 

1959 Cf above Para 1.1. 
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Firstly, unlike statute law, which can be made to address both immediate and future 

situations, the Common Law develops very slowly, 1961 on a case-by-case basis. 

Furthermore, judges are bound to follow precedents unless they can distinguish between 

the facts of previous cases and the one before them. Change is therefore very slow in the 

Common Law system, 1962 and case law is not the most suitable instrument for law 

reform, especially where the need for change is long overdue. This is not to discount the 

value of measured legal development on a case by case basis,1963 but to suggest additional 

measures to increase their effectiveness for our purpose. 

In this regard, a second suggestion for the development of Nigerian privacy law is the 

development of Section 37 of the Nigerian Constitution. In this regard, it is suggested that 

Section 37 be interpreted broadly, like the guarantee of the "right to respect for private 

and family life, home and correspondence" provided for in the Human Rights Act,1964 to 

offer protection in respect of both substantive and informational privacy rightS. 1965 It is 

further suggested that cases decided in the United Kingdom based on the recognition of 

the right to privacy in the Human Rights Act be relied on as persuasive authority. 

1960 Cfabove Para 7.1.1. 

1961 CfRoos op cit at 718 in her conclusion on South African data protection law. 

1962 CfEnglish Common Law development of the right to privacy- above Para 3.2.2. See particularly Para 
3.2.2.1.2. 

1963 Cfthe development of the South African privacy law on the basis of the Constitution and the Common 
law. See above Paras 6.1.1 & 7.1.1. 

1964 Cap 42 of 1998 Article 8. 

1965 Cfabove Para 3.2.3.1.1. 
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Further to this, it is suggested that Section 37 of the Nigerian Constitution should be read 

together with Section 34 of the Constitution, which guarantees the right to dignity of the 

human person, and these provisions should be interpreted broadly as in Germany. 1966 (In 

this regard, it must be mentioned that the South African courts also consider dignity as an 

aspect of privacy.)1967 It is submitted that the juxtaposition of these provisions will 

provide a firmer and broader foundation for the protection of different types of privacy 

invasions.1968 Such flexibility will be conducive for the growth and development required 

in this aspect of the law in Nigeria. 

It must be said that the constitutional guarantee of privacy will be limited in terms of 

Section 45 of the Constitution which permits the making of laws that are "reasonably 

justifiable in a democratic society in the interest of defence, public safety, public order, 

public morality or public health or for the purpose of protecting the rights and freedoms 

of other persons." 1969 In essence, where any law would constitute an infringement of the 

provisions of the Constitution, such law would be valid if it is enacted in the interest of 

defence, public safety, public order, or public morality- provided that such law can be 

shown to be reasonably justifiable in a democratic society.1970 

1966 Cf 1 BverfGE 27 (1969) Cfabove Para 5.1. 

1967 S th C . . 1 C . AT · I . 
ee e onstItutlOna ourt In lVatlOna Coalition for Gay and Lesbian Equality & others v Minister of 

Justice & others 1998 (6) BCLR 726 (W); 1998 (2) SACR 102 (W). 

1968 Ibid. 

1969 S . . 
ectlOn 45 (1) a & b. CfSectIon 36 of the South African Constitution Act 108 of 1996. 

1970 Cf Section 36 of the South African Constitution Act 108 of 1996. 
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It is submitted that the inclusion of public morality among the factors that may limit the 

enjoyment of constitutionally guaranteed rights raises some concern because public 

morality is a shifting and flexible concept, and is differently perceived from culture to 

culture. For instance, the Sharia law, which is an Islamic moral code, is acceptable only 

in certain parts of Northern Nigeria. 1971 It might thus be challenging to accurately or 

fairly determine a common morally acceptable standard. It must be borne in mind in this 

regard that the denial of a person's rights on the basis of other people's sense or standard 

of morality may constitute injustice or inequality to certain disadvantaged minority 

groups. 1972 

8.1a Relevance to Internet Cafes 

The general development of the right to privacy by any of the means suggested above 

will be of benefit for the protection of privacy in Internet cafes in that such development 

will ultimately provide a solid foundation for Internet cafe privacy and data protection. In 

dd' . h' I b fi . 1973 a ItIon to t IS genera ene It, It has been shown in particular that the application of 

the principle of confidentiality1974 and the adoption of the wide interpretation given the 

1971 Cfabove Para 7.2.2.17. 

1972 Cf h . . 
. t e South African case of Natzonal Coalition for Gay and Lesbian Equality & others v Minister of 

Justice & others supra. 

1973 Ab ove Chapter 3. 

1974 See Para 3.2.2. l.l ff. 
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relevant provisions of the Human Rights Act1975 will be beneficial for the protection of 

privacy in Internet cafes. 

8.2 Suggestions for the Reform of Data Protection Law in Nigeria 

Regarding data protection in Nigeria, the Constitution recognises the need for the 

protection of data but does not contain any direct provisions protecting data. As is the 

case with the protection of privacy, limited protection can be found for data under 

different statutes dealing with specific areas of information. In the Common Law of 

Nigeria, there is very limited protection of data, thus the need for a comprehensive Data 

Protection Act in Nigeria. 

As for data protection, considering that there is no Nigerian data protection Act, that the 

available statutory provisions protecting data are extremely limited and that the only 

available legislation that purportedly affords fairly broad data protection is contained in a 

Bill,1976 yet to come into effect and is presently significantly flawed,1977 there remains a 

definite need for legislation protecting data generally and in particular information 

processed in Internet cafes in Nigeria. In this regard, it is suggested that the DECD Data 

Protection principles! EU Fair Information principles 1978 adopted in the United 

1975 See Para 3.2.3. 1.1 ff. 

1976 The Computer Security and Critical Information Infrastructure Protection Bi112005. 

1977Cfabove Para 7.2.2.2.1. 

1978Cfabove Para 3.2.3.2.1.2. 
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Kingdom1979 and Germany1980 and reflected in the proposed South African data Act
1981 

should also be adopted! reflected in the Nigerian Data Act. This will ensure a high level 

of data protection in Nigeria both generally and for information processed in Internet 

cafes. 

Regarding the Computer Security and Critical Information Protection Bill
1982 

which 

contains relevant data protection provisions, it is proposed that the suggestions given in 

this work be considered and incorporated into the final Act. 

As for the model of protection to adopt, the most suitable and workable model for the 

protection of privacy and data, taking into consideration all the relevant factors in the 

county, including technology and the socio-cultural milieu, availability of resources in 

the country, should be adopted. Nigeria is a developing, multi-cultural federation of 

thirty-six states consisting of people of about 120 million people of different cultures and 

languages. It is submitted that, a Privacy and Data Protection Act that can be enforced at 

the central or federal, as well as the state level may be better suited to Nigeria as it may 

be more effective to administer the Act at the state level than it will be for a single 

official to administer the Act to such a population. 

1979 Cfabove Para 3.2.3.2. 

1980 Cfabove Para 5.3 .2. 

1981 Cfabove Para 7.1.2.2. 

1982 2005. 
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Furthermore, like Germany, Nigeria is a federation having laws that operate at the federal 

and state levels, and in some cases, different laws between states. For example, at 

present, the Criminal Codel983 is the applicable law in respect of criminal offences in 

Southern Nigeria, while the Penal Codel984 applies to the Northern part of Nigeria. 

Furthermore, the Sharia Law is applicable in certain states in Northern Nigeria. In effect, 

a dual system of law is already in place in Nigeria and it is possible to adopt a similar 

system for data protection. With regard to Internet cafes, it may be beneficial to adopt a 

dual system of administration in respect of any data protection laws in Nigeria. 

It is therefore submitted that a dual system of data protection as in Germany, whereby a 

designated official enforces and monitors compliance with a comprehensive set of laws at 

the national level, and other officials administer the laws at the state level may be 

feasible. The national official will be responsible for public education and international 

liaison where necessary. The Act will also make provision for persons or bodies to be 

involved in the administration of the Act and will specify duties and responsibilities in 

this regard. 

S.2a Relevance to Internet Cafes 

1983 Cap 77 LFN 1990. 

1984 (P 
enal Code (Northern States) Federal Provisions Act) Cap 345 Laws of the Federation of Nigeria 

1990. 
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As has been established,1985 the adoption of the DECD and EU Directive principles in 

any law for the protection of data will be a positive step. Reflection of these principles in 

any legislation regulating infonnation processed in Internet cafes is thus highly 

recommended as a constructive and progressive measure. In addition, certain Common 

Law breach of confidence principles, as well as the Nigerian Constitution have been 

identifiedl986 as useful for the purpose of developing Nigerian (privacy and) data 

protection laws and useful for the protection of infonnation processed in Internet cafes. 

In the light of the foregoing analysis, the following principles and provisions to be 

included in an Act for the protection of privacy and data generally and in Internet cafes in 

Nigeria will be outlined. 

1985 
Para 3.2.3.2.2.5b; cfParas 3.2.3.2; 5. 3.2; 7.1.2.2; 

1986 
Above Paras 3.2.2.lff, 7.2.1 and 8.1. 
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CHAPTER NINE 

PRINCIPLES AND PROVISIONS FOR THE PROTECTION OF PRIVACY AND 

DATA IN NIGERIA 

9.1 Purpose 

The purpose of the Act will be, on the basis of the constitutional rights to privacy, self­

determination and dignity, to provide for the protection of privacy and data with 

particular reference to information processed in Internet cafes in Nigeria. 

9.2 Scope 

The proposed Nigerian Privacy and Data Act will apply to: 

(1) Automated and manual processing 

(2) Electronic, sound, image and print transfer 

(3) Natural and juristic persons 

(4) Information processed by both the public and private sector 

With regard to automated and manual processing, it is essential to provide for both paper­

based and computer- held records, as a large amount of information is still stored in paper 

files in Nigeria. Internet cafe owners will also come under the Act by virtue of the fact 
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that the Act applies to the transfer of print, sound, image as well as electronic transfers. 

Thirdly, it is important that the Act apply to natural as well as juristic persons so that 

Internet cafe owners, whether they are registered as corporations, or not will be included 

under the purview of the Act. However, the scope of the Act is not so-delimited only for 

the purpose of information processed in Internet cafes. Rather, it is intended that the Act 

will be generally applicable to all persons and bodies who process information. Although 

there are slight differences in wording, these categories are generally covered in the scope 

of the proposed South African Protection of Personal Information Act. 1987 

9.3 Liability 

Liability under the Act will be for acts amounting to invasions of privacy and acts 

amounting to data infringement. In this regard, it is suggested that generally, liability be 

imposed for any act constituting an invasion of privacy under the Constitution as well as 

for breach of confidence under the Nigerian Common Law. Since the jurisprudence 

available on the constitutional right to privacy in Nigeria is limited, it is suggested that 

for guidance, the privacy interests recognised under the South African Common Law be 

adopted and that the Act specifically enumerate and provide for liability in respect of 

intrusions, publication of private facts, appropriation, false light. 

1987 (20?5) See South African Law Reform Commission Issue Paper 24 Project 124 Privacy and Data 
ProtectIOn at wwwserver.law.wits.ac.zalsalclissuelissue.html at Para 1.3.14. (Cfabove Para 7.1.2.2.). 
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Although this approach may result in some overlap in the protection afforded, it is 

submitted that this will be a positive feature as protection in respect of these categories 

will then be better guaranteed. 

In addition to the general provisions above, it is suggested that the Act contain detailed 

and specific provisions for the protection of data. This will include definitions of 

terminology, enumeration of officials, apportionment of rights, duties, procedure and 

other relevant provisions in respect of which there will be penalties for non-compliance. 

Lastly in discussing liability under the Act, particular emphasis must be laid on the 

defmition section as it will playa pivotal role in determining liability by providing 

guidance as to where to draw the boundaries regarding whether the facts of any given 

case fall within the purview of the Act. Hence it is essential for the Act to include clear 

and detailed definitions of basic terminology that will be generally cir frequently used in 

the Act. This will include such terms as confidential information, data, data controller, 

data subject, Internet cafe, Internet cafe personnel, processing, to mention a few. 

In addition to proper terminology defmition, the Act should clearly enumerate officers 

contemplated under the Act and unequivocally define their roles. To illustrate the role of 

terminology definition in determining liability under the Act, an example may be made of 

the term "processing" which must be sufficiently broad as to cover all forms of present 

day information usage. 1988 Similarly, the definition of data controllers under the Act must 
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allow for the inclusion of Internet cafe operators. In effect, definitions must be couched to 

give effect to the general intent, purpose and scope of the Act. 

9.4 Principles 

From the analysis in the preceding chapters, it is submitted that the following principles 

should be adopted for the effective protection of data and privacy in Internet cafes in a 

Nigerian Act. The principles have been derived through analysis of the principles 

contained in COE Convention,1989 the OECD Guidelines1990 and the European Union 

Directive-1991 as reflected in the United Kingdom Data Protection Act. 1992 While the 

essence of the principles remains unchanged there are slight modifications in the 

nomenclature of some of the principles. In the light of the interconnected nature of the 

principles, decidedly related principles have been grouped together to enhance cohesion, 

consistency and concord in the interpretation and application of the Act in Nigeria. 

1988 Cfthe definition of "processing" in Part 1 Section 1 of the United Kingdom Data Protection Act Cap 29 
of 1998. 

1989 Convention for the Protection ofIndividuals with Regard to the Automatic Processing of Personal Data 
- ETS No 108 1981. 

1990 0 . t· fi E . C . rgarusa 10n or cononuc ooperahon and Development's Guidelines Governing the Protection of 
Privacy and Transborder Data Flows of Personal Data 1981. 

1991 Directive 95/46IEC 1995. 

1992 Cap 29 of 1998. 
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It has also been attempted to locate the relevance of the principles within the context of 

Internet cafes. Notwithstanding the focus on Internet cafes, it must be stressed that the 

principles elucidated here will be applicable for general data protection law in Nigeria. 

Finally, it must be clarified that the following is not intended to be a detailed draft ofthe 

principles as they will appear in the proposed Act. It is meant to provide a foundation and 

framework for the building of comprehensive legislation. Thus general principles, will be 

highlighted, briefly commented on and where necessary, supported with suggestions as to 

specific provisions. 

(1) First Principle: Fair and Lawful Processing 

This principle establishes the condition that processing be just and equitable and in 

compliance with applicable law. 1993 The requirement for lawfulness will be met if 

processing is done in accordance with general procedure and standards provided for 

in the Act. This underlines the need for general standards, guidelines and procedure to 

be set out in the Act. However, in addition to these general standards, it is suggested 

that the Act specify requirements to be met in order for the criterion of "fair and 

lawful processing" to be satisfied. 1994 

As for the fairness requirement, in line with the natural justice and fairness rule audi 

alteram partem, where information is being or will be processed about a person, the 

1993 f C above Para 3.2.3.2.2.5a (1). 

1994 Ibid. 
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data subject should be allowed to have a say in the process. To give effect to this, the 

consent of the data subject should be obtained. Thus it is suggested that the 

requirement for fair processing will be satisfied if the consent of the data subject is 

obtained. Obtaining of the data subject's consent is also highlighted in the United 

Kingdom Data Act l995 as a requirement for fair and lawful processing. 

However, in order to make sound decisions as to the giving or refusal of consent, it is 

necessary for the data subject to be well informed. In this regard, it is suggested that 

the Act generally promote a policy of transparency regarding practices, policies and 

developments in respect of personal data. Specifically, it is recommended that the Act 

include provisions similar to those of the 1998 United Kingdom Data Act l996 

specifying practice and procedure to be followed by data controllers in conforming 

with the openness policy. 

This will include among other provisions, provisions specifying practical means by 

which data subjects may be informed about data collection or processing that may 

affect them and a requirement that data must be obtained directly from the data 

subject where practicable. Thus it is suggested that the fairness requirement will be 

fulfilled where the data controller can be shown to have acted in conformity with the 

conditions for openness and consent of the data subject has been obtained. It must be 

clarified that the requirement for consent is only one of the conditions to be met for 

1995 (C 
ap 29 of 1998) CfSchedule 2 of the DPA. Cf above Para 3.2.3.2.2.S.a (1). 

1996 
Cf above Para 3.2.3 .2.2.S.a (1). 
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fair and lawful processing. Other grounds of justification 1997 exist which, if present, 

will render processing without the consent of the data subject fair and lawful. 

In sum, the First principle, which provides for fair and lawful processing of data 

consists of three general conditions to be fulfilled viz: openness on the part of the data 

controller, consent of the data subject and processing in accordance with applicable 

. ful ., I 'd 'fi db R 1998 law. The requirement for faIT and law processmg IS a so 1 entl Ie y oos as 

one of the ten core data protection principles to be given effect to in any data 

protection legislation. It is the first principle enumerated in the proposed South 

African data Act. 1999 The proposed Act also incorporates the Openness principle. 2000 

Application of this principle to Internet cafes will mean that processing must not 

constitute a violation of any relevant law and that Internet cafe operators must notify 

customers of any relevant information relating to the gathering, collating, or other use 

of information relating to then ( customers). The First principle will also require that 

customers give their consent, or that other grounds of justification exist, for such 

processing to be done. 

1997 For instance the legitimate needs of a third party or public/state interest. Cf Schedule 3 of the 1998 
United Kingdom Data Protection Act above at Para 3.2.3 .2.2.5(a)(i). See also below Para 9.5. 

1998 At 720, 721. Note that while the requirements for fair and lawful processing, and openness and 
transparency represent separate aspects of the ten core data protection principles identified by Roos, this 
work takes a slightly different approach whereby consent and the Openness principles are the key 
components of the requirement for Fair and Lawful Processing. It must be mentioned that Roos also asserts 
(Chapter 6 Para 2.2.1, chapter 7 Para 5, chapter 9 Para 3) that the requirement for fair and lawful processing 
will be met if all the other principles are complied with. 

1999 Part A Sections 7-10 of the proposed Protection of Personal Information Act 2005. 

2000 Part A Section 16. 
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(2) Second Principle: Purpose Enumeration and Conformity with Purpose 

The second principle prescribes that the purpose for which data is being processed 

must be stated clearly and unequivocally, data must be processed in keeping with the 

stated purpose, and disposed after the specified purpose has been achieved. It must be 

noted that there are three different aspects to this principle, each of which must be 

complied with. By virtue of the Second principle Internet cafe operators will be 

required to inform customers of the potential for the accumulation of information on 

their computer systems and also clearly state any purpose(s) for which they may need 

to access, transfer, disclose, or otherwise process such information. Any processing of 

information must then be done within the confines of the stated purpose. 

Further to this, Internet cafe personnel will be required to delete personal information 

from their computers once the purpose for which it was processed has been served. 

This principle will be very useful to restrict the arbitrary transfer, exchange or other 

use of information via the Internet in Internet cafes. It will also restrict the 

accumulation or retention of information on such publicly used computers thus 

decreasing the potential for any unlawful use of such information by third parties. 

The Purpose Enumeration and Conformity principle reflects the OECD Purpose 

Specification and Use Limitation principles and is also analogous to the Purpose 

Spec·fi t· 2001 d F rth P . L· . . 2002 .. . I Ica IOn an u er rocessmg ImItatIOn pnnclples m the proposed 
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South African data Act. It also reflects the Purpose Specification and Minimality 

principles as highlighted by Roos. 2003 

(3) Third Principle: Data Quality 

The data processed must be adequate, relevant and proportional with reference to the 

purpose specified (for processing). Data must also be accurate and up-to-date. The 

Data Quality principle provides a standard for the processing of personal information 

especially with regard to information contained in government data banks or those of 

other private agencies involved with the collection, collation, analysis, storage or 

other use of data. 

It will also be useful for the protection of information processed in Internet cafes, for 

example, in cases of intrusion or disclosure where the defendants intentionally 

accesses or, either intentionally or negligently, publishes information that is irrelevant 

to the given purpose. The Data Quality principle is included in Roos ,2004 enumeration 

of ten core data protection principles. It is also included among the Information 

protection principles in the proposed South African Data Protection Act. 2005 

2001 Part A Sections 11-13. 

2002 Part A Section 14. 

2003 0 . Ch P Clt apter 6 Paras 2.2.1 and 2.2.2 and at 720; Chapter 6 Para 2.2.3 and at 720. 

2004 Op cit Chapter 6 Para 2.2.4 and at 720-721. 

2005 Part A Section 15. 
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(4) Fourth Principle: Individual Participation 

The Individual Participation principle calls for measures to ensure that data subjects are 

able to personally take action concerning the processing of data relating to themselves. 

To give effect to this, certain personally enforceable rights must be recognised as 

accruing to data subjects. These will include the right to access information relating to 

them, the right to be given reasons for denial of access to such information, the right to 

rectify, or procure erasure of inaccurate or irrelevant data among others and to prevent 

certain kinds of processing. The Individual Participation principle is included among the 

core data protection principles identified by RoOS.2
00

6 It is also included among the 

conditions for the lawful processing of personal information in the proposed South 

African Data Act. 2007 

(5) Fifth Principle: Accountability 

This principle flows from the recognition of data subjects' rights. Although data 

subjects have rights in respect of which they can personally take action, the duty of 

implementing measures to ensure that these rights are upheld lies with data controllers 

since the processing is done by them, not primarily for the benefit of the data subject. In 

this regard, the Act should provide for the duties of data controllers and also provide 

penalties for their breach. These duties should include timely notification that 

2006 Op cit Chapter 6 Para 2.2.6 and at 721. 

2007 Part A Sections 21-22. 
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infonnation is being processed, and the communication of infonnation to the data 

subject generally in line with the Openness principle. 

Application of the accountability principle may require the establishment of a code of 

conduct for data controllers.2oo8 This is recommended for Internet cafe operators. It is 

suggested that the duties of Internet cafe operators be set out and incorporated in a code 

of conduct which will be made available to customers. It is suggested that the Code of 

Conduct should clearly state that customers in Internet cafes have privacy and data 

protection rights. The Code of Conduct should further assert that Internet cafe operators 

have a duty to ensure that these rights are not violated and it should specifically 

enumerate the duties of Internet cafe operators. Customers will thus be anned with 

general infonnation about their privacy rights as well as the knowledge of specific 

factors to identify in detennining whether those rights have been violated by Internet 

cafe operators. 

It is further suggested that the code of conduct make explicit reference to the role of the 

proposed Nigerian Data Act as well as the Constitution in the protection of privacy and 

data. The Code of conduct will thus serve the dual purpose of enhancing the 

enforcement of data subjects' rights under the proposed Act and being a vehicle for 

general enlightenment about the right to privacy in Nigeria. 

2008 CfOECD Guidelines Explanatory Memorandum 32. 
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The principle of accountability is included in the ten core data protection principles 

enumerated by Roos.2oo9 It is also one of the Information Protection Principles in the 

proposed South African Protection of Personal Information Act.
2olo 

(6) Sixth Principle: Confidentiality and Sensitivity 

The proposed Nigerian data and privacy Act should contain a general provision 

imposing a duty of confidentiality on data processors. The duty of confidentiality will 

stipulate that in all cases, a general duty not to disclose confidential information will 

be imposed on persons processing data unless the consent of the data subject is 

obtained. In this regard, it is essential that the Act include a clear definition of 

"confidential information" and "processing" and that the defmitions provided be 

sufficiently broad. 

The Act should contain detailed provisions on the obtaining of consent and also 

provide for other instances in which breach of a duty of confidence will be 

. 'fi d 2011 I . fu h Just! Ie . t IS rt er suggested that the duty of confidentiality should continue 

after data controllers are no longer involved in the line of work that brought them into 

contact with the personal information.201 2 

2009 Op cit Chapter 6 Para 2.2.10 and at 721. 

20 10 ( . 2005) Part A SectIOn 23 . 

2011 Cfbelow Para 9.5. 

2012 Cfthe duty of confidentiality under the German Federal Data Act (above Para 5.3.2). 
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In addition to the general provision imposing a duty of confidentiality, it is suggested 

that the Act should contain a specific list of information to be classified as "sensitive 

information", which data controllers will be prohibited from processing except under 

specified conditions. Sensitive information will consist of delicate and personal 

information, which if disclosed, may be used in a manner that will adversely affect 

the data subject or render the data subject vulnerable.2013 This will include personal 

information relating to race, ethnicity, political and religious affiliation, sexual life, 

physical or mental condition, offences previously committed and so forth. 

It is also essential that the conditions under which processing of sensitive information 

will be permitted be set out in detail. These will include the general categories of 

. 'd 'fi db 1 2014 11 h 'fi .. exemptIOns I entl Ie e ow as we as ot er speCI IC provlSlons. 

As for its utility for the protection of information processed in Internet cafes, the 

confidentiality provision will make all disclosure of confidential information 

processed in Internet cafes prima facie unlawful thus shifting the onus on the Internet 

cafe operator or other defendant to prove that there was consent or other justification 

for such disclosure. Similarly, the provision on sensitive information will render the 

processing of any information which qualifies as "sensitive" prima facie unlawful 

unless one of the conditions specified in the Act permitting processing can be 

satisfied. 

2013 efbe10w Para 3.2.3 .2.2.5a (1) for details on sensitive data in the United Kingdom Data Protection Act. 

2014 Para 9.5. 
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The Confidentiality and Sensitivity principle is a reflection of Roos' Sensitivity 

principle, 2015 and Confidentiality principle (as contained in the Security and 

Confidentiality principle)?016 Although the Confidentiality principle is not expressly 

included among the Fair Information Principles enumerated in the proposed South 

African data Act, it is directly mentioned in connection with the exemptions to the 

prohibition on the processing of information relating to health or sexuallife.2017 The 

requirement for sensitivity is also positively affirmed in the provision prohibiting the 

processing of Special Personal Information 201 8 in the proposed Act. 

(7) Seventh Principle: Security Safeguards 

The implementation of security measures to safeguard the privacy of information 

processed is a necessity. As custodians of personal information, data controllers should 

be impressed with the duty of taking reasonable precautionary technological and 

organisational measures for the prevention of accidental or unlawful access to, 

disclosure, alteration, erasure or other use of information for the protection of the 

persons to whom the information relates. 

2015 CfChapter 6 Para 2.2.8, p 721 

201 6 CfChapter 6 Para 2.2.9, p 721. 

201 7 Section 29 (4). 

201 8 Part B Section 24. 
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This proviso does not impose an obligation on data controllers to install the most 

expensive technological security gadget available. It will be sufficient if a data 

controller takes reasonable steps and means considering the nature of the information to 

be protected, the state of the art and the cost of implementation to ensure the safe 

keeping of information in their custody. 

Thus for instance, with regard to manually kept data, it should ordinarily be sufficient if 

confidential information is clearly marked "confidential" and securely stored in a locked 

personal filing cabinet in the office. For information processed by automated means, the 

circumstances of each case will also have to be considered however, for information 

processed in Internet cafes, it will be expected that at the least, Internet cafe owners 

install privacy protection software and updates where they are available and affordable 

and that they ensure that customers are aware of the importance of, and aided to 

execute, proper log out after each computer session. 

The Security Safeguards principle is included among the ten core data principles 

identified by ROOS.
2
0

19 It also represents one of the Fair information principles 

enumerated in the proposed South African data Act. 2020 

9.5 Exemptions 

2019 Ch apter 6 Para 2.2.9 and p 721. 

2020 Part A Sections 17-20. 
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There should be a general provision for exemption from the scope of the proposed Act 

where processing will not pose a threat to privacy or constitute an infringement of data. 

These will include cases where personal information is processed by individuals for 

domestic purposes, or where information being processed has been de-identified such that 

it is not possible to re-identify the individuals to whom they apply and in other 

circumstances as may be prescribed by the Act. 2021 

Further to this, the principle of balancing ofrights2022 will apply with regard to the rights 

provided for under the proposed Act. Thus these rights may lawfully be abridged or 

withheld where there is a conflict between them and public interest, state interest or the 

legitimate rights of another individual. Accordingly, it is suggested that the Act generally 

provide for exemptions with respect to these enumerated interests. 

Further to this, there should be exemption from compliance with principles or procedure 

set out in the Act, for the protection of the data subject. This may arise where there is an 

urgent need for access to personal information under circumstances where delay or denial 

of access occasioned by strict compliance would result in an adverse consequence to the 

data subject. 2023 It must be mentioned that this is not a closed list; it merely represents 

2021 CfRoos op cit at 720 and Chapter 2 Section 4 of the proposed South African Personal Infonnation Act 
2005. 

2022 Cf above Para 1.1. 

2023 Wh ~ . ,.. . 
. ere lor example, by reason o~the data subject s Illness s/he IS mcapable of making a sound decision 

regardmg consent for access to medIcal records that are crucial for the immediate treatment of the data 
subject. 
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selected general categories within which instances of non-compliance with specified 

provisions of the Act relating to standards or procedure may be justified. 

9.6 Administration and Enforcement 

It is trite that the administration and enforcement of the Data Act will be pivotal to its 

effectiveness2024 therefore definite and clear provision for this should be made. There 

should be provision for an independent official whose duty it is to administer and 

supervise compliance with the Act. If the Act is applied at both the Federal and state 

levels as previously suggested,2025 adequate provisions should be made for supervising! 

administering officials at both federal and state levels. The Act should clearly state the 

title and functions of each officer and also specify their duties and responsibilities. 

Furthermore, it is suggested that there should be mechanisms for enforcing compliance 

with the duties impressed upon officials under the Act and penalties prescribed for non-

performance of those duties. 

9.7 Conclusion 

Although all aspects of any given legislation are significant, certain features are of 

intrinsic import and ultimately determine the quality of the rights guaranteed in the Act, 

2024 Cfthe United States Privacy Act above at Paras 4.3 .1.1 and 4.4. See also the criticism levelled against 
the proposed Nigerian Cyber Act above at Para 7.2.2.2.1. 
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as well as the Act's general effectiveness in achieving its set purpose. The selected 

aspects of the proposed data Act above have been emphasised with the aim that the 

elements identified as germane to the effectiveness of the proposed data Act be given 

appropriate attention, thus increasing its chances of success. 

The highlight of this work is however the data protection principles. Having been evolved 

from international documents, adopted Ireflected in the United Kingdom, German and 

proposed South African, Data Protection Acts among others, recognised and affirmed by 

veritable legal scholars and shown to be relevant in Nigeria, it may safely be asserted that 

these principles will provide the expected foundational support for general data 

protection legislation as well as the protection of information processed in Internet cafes 

in Nigeria. 

2025 Cf . Roos op CIt at 723-724. 
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CHAPTER TEN 

SUMMATION AND CONCLUSIONS 

10.1 Overall Summary 

From the above analysis of the privacy and data laws of the United Kingdom, the United 

States, Germany and South Africa, it emerges that while there is no statute or other body 

of law enacted for the protection of privacy and data in Internet cafes in any of these 

countries, there are other laws protecting privacy and data in place. It is also clear that the 

privacy and data protection laws in each of the countries have developed at different 

paces. 

10.1.1 United Kingdom 

Although the recognition of a right to privacy in the United Kingdom is a fairly recent 

development, so far the provisions guaranteeing privacy rights have been construed 

positively to ensure protection. The recent adoption of privacy laws in United 

Kingdom's development of privacy rights illustrates the immediate revolutionary impact 

that legislation can have in correcting or improving the state of any laws. This is relevant 

in Nigeria where there are, at present, no laws regulating the protection of information 

processed in Internet cafes. 



460 

Regarding data, the United Kingdom Data Act, in accordance with the European Union 

Directive, sets out principles and contains several relevant features for any proposed data 

legislation in Nigeria, and in this case, for the protection of information processed in 

Internet cafes. There are however flaws in the supervision of the Act, which diminishes 

the protection available under it and underlines the importance of proper enforcement of 

any legislation. 

10.1.2 United States of America 

In the United States, there are established constitutional, tort law and other statutory 

privacy provisions, which have been successfully construed to provide privacy 

protection. However, many constitutional and tort law provisions guaranteeing the right 

to privacy have been construed narrowly by the courts resulting in the denial of 

protection in many cases. This highlights the essential role of the judiciary in the ultimate 

delivery of the benefits guaranteed under privacy protection provisions. 

The main federal legislation regulating data protection in the United States is the Privacy 

Act,2026 whose operation is limited to the regulation of government activities and flawed 

in the failure to provide for proper regulatory and administrative measures to ensure its 

successful working. Similarly, the Freedom of Information Act,2027 which regulates the 

2026 ( . 1974) 5 U.S.C. SectIOn 552a. 

2027 ( 1966) 5 U.S.C. as amended. 
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collection, processing and disclosure of information by government and its agencies does 

not make provision for its effective administration to ensure compliance with these laws. 

There are other federal and state laws which provide limited protection for (privacy and) 

data within the subject matter to which they relate. However, they are contained in 

different statutes, which are also periodically amended by different laws regulating 

information practices, rendering access to the law on data protection in the United States 

complicated. 

It is clear from examination of the United States privacy and data laws that it is not 

sufficient to have provisions guaranteeing privacy and data protection in place. In order 

to provide any benefit, such provisions must be accessible, appropriately worded, 

constructively interpreted and applied by the courts and they must be efficiently 

administered. 

To bring this home, any laws for the protection of privacy and data in Internet cafes in 

Nigeria must be accessible to the people, sufficiently detailed, they must contain 

provisions for its administration and will necessarily rely on the judiciary for positive and 

constructive application and for the development of its principles. 

10.1.3 Germany 
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German law demonstrates the effectiveness of sound constitutional provlstons and 

constructive judiciary interpretation in providing privacy protection. The essential role of 

the judiciary in legal development is also affirmed in the German Civil courts' 

construction of the Civil Code in privacy cases. German constitutional law privacy 

protection provides an ideal and constitutes a call for the provisions guaranteeing privacy 

in the Nigerian constitution to be better utilised. 

The Nigerian constitutional provisions will be relevant both for general pnvacy 

protection and specifically for the protection of privacy and data in Internet cafes. The 

approach of the German courts to the interpretation of the available privacy provisions 

also should be viewed as a call for the Nigerian judiciary to be proactive and constructive 

in the interpretation and application of available privacy laws. 

Germany's Data Protection Act contains detailed provisions for the protection of data and 

provisions regarding its administration. These data laws are consistent in terms of access, 

comprehensiveness, and supervision. The German Data Act also contains similar 

principles and features as the United Kingdom Act, which are vital for effective data 

protection and relevant in the protection of data in Internet cafes in Nigeria 

10.1.4 South Africa 

The protection of privacy in South Africa is largely hinged on the constitutional 

guarantee of privacy working with the Common Law. This has so far proved efficient, 
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applicable and developable to meet current privacy needs, and has been shown, will also 

cover Internet cafe privacy protection needs. The interaction and cooperation between the 

Constitution and Common Law for the protection of privacy provides an ideal example 

within a similar African context of the practicality and benefit of such a system. 

Data protection is achieved in South Africa using the constitutional guarantee of privacy 

which also protects data where applicable and by means of various statutes, which are, 

mostly effective for their purpose. However, the need for a specific and detailed data Act 

recognising and incorporating international standards has been acknowledged in South 

Africa and is being addressed. In this regard, there is a proposed South African Data 

Protection Bill that incorporates data protection principles similar to those of the United 

Kingdom and the European Union that have been relied upon in this work as appropriate 

for Nigeria. 

10.1.5 Nigeria 

In Nigeria, neither the Constitutional nor the Common Law principles have been 

sufficiently developed to clearly defme the ambit of the available privacy protection, 

either generally or with regard to Internet cafes. Data protection legislation is virtually 

non-existent and the available privacy/data law regulating Internet transactions is at 

present in draft form. 
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10.2 Overall Conclusion 

On the basis of the preceding observations and conclusions, it is submitted that the 

development of the Nigerian constitutional provisions and the Common Law on privacy 

coupled with the enactment of a Nigerian Internet cafe privacy and data protection Act, 

integrating the principles in Chapter 9, will be of great benefit in the protection of 

information processed in Internet cafes. 

With regard to privacy protection, the German, United States courts and the South 

African cases have demonstrated that constitutional provisions guaranteeing privacy 

provide a firm and stable foundation for the recognition of privacy rights. Furthermore, 

the courts in Germany and South Africa have shown that given suitably broad-based 

provisions, a wide variety of privacy invasion cases can be recognised, thus allowing the 

law to keep up with technological changes. 

Since the Nigerian Constitution contains similar provisions to those in the German, 

United States and South African Constitutions, as well as the Human Rights Act, which 

have been shown to be considerably productive and competent for privacy protection, 

these should be developed and utilised. It may be safely presumed that a benevolent 

interpretation of these provisions will provide a common, solid, and reliable basis for the 

effectual protection of the right to privacy in general and the protection of information 

processed in Internet cafes in particular in Nigeria. The decisions of the United Kingdom, 
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United States, German and South African courts will also serve as valuable reference for 

the Nigerian courts. 

As for data, given the absence of a data protection Act and the fact that the only available 

provisions on data protection in Internet cafes are contained in a draft law which has been 

shown to be essentially defective in vital areas, it has been established that there is a clear 

need for data protection laws and a law regulating the processing of information in 

Internet cafes. The common data protection principles previously identified embody the 

necessary features of a good data protection law and will provide a precedent in this 

regard. 

The adoption of these principles in Nigeria will be beneficial in more than one way. 

Firstly, the new law will avoid the shortcomings identified in previously enacted laws, 

which the standards sought to amend. Secondly, if applied, the principles will not only 

enhance effective data protection in Nigeria, their adoption will also render Nigerian laws 

at par with other data laws that meet the international data protection standards. This will 

enhance the free flow of data for business and other relationships between Nigeria and 

such countries. Thus the broad base provided by the principles will serve as a guide in the 

drafting of a Nigerian data protection law and for the protection of privacy and data in 

Internet cafes in Nigeria. 

As for the mode of supervision, a dual administrative system is suggested since this 

already operates in Nigeria and state supervisors may be able to better assess and deal 
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with affairs in their different states on the basis of knowledge of the different Internet 

cafe practices reflecting the stage of development in the states. 

Although the practice in Internet cafes represents just an aspect of privacy and data 

protection, it is sufficiently significant and the possible damage from their invasion 

sufficiently grave to warrant attention. The protection of privacy and data are areas of the 

law that require definite, accessible, comprehensive, and enforceable legislative 

regulation, compatible with internationally recognised standards. It is submitted that for 

maximal effectiveness, the law regulating the practice in Internet cafes should also attain 

to the same standard. In this regard, it is affirmed that the implementation of the above 

propositions will produce up-to-standard privacy and data protection generally and with 

regard to information processed in Internet cafes in Nigeria. 
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APPENDIX 

RESEARCH METHODOLOGY 

1.1 Introduction 

This work, "Privacy and Technological Development: A Comparative Analysis of South 

African and Nigerian Privacy and Data Protection Laws with Particular Reference to the 

Protection of Privacy and Data in Internet Cafes and Suggestions for Appropriate 

Legislation in Nigeria" entails an examination of South African and Nigerian and privacy 

and data laws in relation to the processing of information in Internet cafes. In this regard, 

examination of relevant Internet cafe practices in South Africa and Nigeria must be done. 

Internet cafes are businesses that provide access to computers and a network that links 

computer networks all over the world by satellite and telephone, connecting users with 

service networks such as e-mail and World Wide Web. In addition to Internet access, 

computers in Internet cafes are also used for commercial typing and printing of 

documents such as Curriculum Vitae, students' term papers, projects, theses, work 

applications among others.2028 

2028 Cf above Para 1.4. 
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As mentioned above,2029 the processing of information in Internet cafes compounds the 

privacy risks inherent in Internet use, as common use of computers greatly increases 

intentional or accidental access to information processed by others. Furthermore, the 

mode of operation of Internet cafes allows Internet cafe staff ready access to 

information.203o The aim of this aspect of the research is to establish the degree of usage 

of Internet cafes in South Africa and in Nigeria to gain knowledge of practices 

constituting threats to privacy in order to prescribe practical and relevant solutions for the 

privacy and data invasion problems identified. 

Other issues to be determined are: the availability of Internet cafes for public use; the 

degree of usage of the Internet and e-mail facilities in Internet cafes; the awareness of 

users and Internet cafe owners, about the potential for invasion of privacy in the use of 

this technology in Internet cafes; and the degree of knowledge of Internet cafe users 

about available protection against invasions of privacy and data. 

It is also intended to generally assess the degree of sensitivity of South African and 

Nigerian Internet cafe users to issues of privacy invasion. In this respect, questionnaires 

were designed and administered to Internet cafe users in South Africa and in Nigeria. 

Internet cafe owners, staff and users in South Africa and in Nigeria were also 

interviewed. In addition, university staff and students in both countries were interviewed. 

Below is an overview of the method by which the research was conducted. 

2029 Para 1.4. 

2030 Ibid. 
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1.2. Setting of the Study 

In researching the topic, an empirical study was conducted in university towns in South 

Africa and in Nigeria on Internet and electronic mail use in both countries. 

1.2.1 South Africa 

In South Africa, the research was carried out in Pietermaritzburg, a town with a 

population of9,426,018 in 2001.2031 The choice of Pi eterma ritz burg, as research site was 

based on the fact that it is a University town, therefore offers a sizeable academic/elite 

population. 

Another significant factor is that the research was conducted at a time of rapid growth in 

business and industries in Pietermaritzburg, notable among which was the opening of a 

shopping mall along a major highway in September 2004. 

It was the researcher's thinking that the university and "business" popUlation of 

Pietermaritzburg should offer a sizeable population of people that would need to establish 

or/and maintain family, businesses, academic and other relationships or transactions 

necessitating the use of the e-mail, and the Internet. 

2031 W'ki d' C 'b 1 pe Ja ontn utors at http://schools-wikipedia.org!wp/s/SOUlh Africa.hlm. Accessed March 2008. 
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It was also the researcher's thinking that the relatively small size of the town would 

enhance the ability to be thorough in terms of covering the Internet cafes in the town. The 

Internet cafes used were selected according to availability at that time. In this regard, 

there was an Internet cafe situated close to the University of Kwazulu-Natal 

Pietermaritzburg, while many others were located in the city center. 

1.2.2 Nigeria 

In Nigeria, Ile-Ife, a University town in the South-West of Nigeria (Osun State), was the 

research site. Ile-Ife, like Pietermaritzburg, is a university town with established 

businesses and a population of 501,952 people in 2000?032 It therefore, like 

Pietermaritzburg, offered a manageable research population, and was an appropriate 

research site in terms of the population providing a combination of students, workers and 

business persons. 

Lastly, having lived in Pietermaritzburg as well as in TIe-Ife, the researcher's previous 

knowledge of both towns considerably facilitated knowledge of, and transportation 

between, relevant locations for efficacious gathering of information for the research. This 

proved an additional benefit to choosing these sites. 

1.3 Research Population 

2032 W·ki d· C . 1 pe la ontnbutors at http://en.wikipedia.orglwiki/lfe. Accessed March 2008. 
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The target population for this study was students of institutions of higher learning and 

workers, without any gender, age2033 or race specification. The rationale for focusing on 

this group of students, and young people is that, from the researcher's observation prior 

to conducting the study, a large percentage of Internet users in cyber-cafes are students 

and young people. This may be attributed to the need of students to source information in 

their search for better education, or the need for jobs (within the country and abroad), the 

need to maintain family and other relationships, and the need for entertainment such as 

computer or Internet games, among other reasons. These groups of people are also often 

away from family and have the need to keep in touch. 

1.4 Data Collection 

Data collection, which was qualitative rather than quantitative, entailed formulating and 

collating questions for questionnaires and interviews. 100 questionnaires were distributed 

in each country in the expectation that at least 40 would be validly filled, returned and be 

usable. The questionnaires were distributed to users of e-mail and other Internet facilities 

in Internet cafes. Questionnaires were also left on the reception counters to be picked up 

by customers in some Internet cafes where this was allowed. These were to be filled by 

those customers who came in the researcher's absence. 

2033 
Although age was not relevant for the purpose of this research and as such was not factored into the 

questionnaire, most people in this category are younger than 50 years old. 
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The data collection process involved the researcher being present at designated Internet 

cafes between 9am and 6pm three days a week, during which time interviews were 

conducted and questionnaires administered to users as well as owners of the Internet 

cafes. Five Internet cafes were visited in South Africa and five in Nigeria. With the 

permission of the owner, the researcher sat at Internet cafes waiting for prospective 

Internet users. 

When they arrived, customers were given a few minutes to settle at the computer after 

which the researcher walked up to each participant, briefly explained the project and in 

most cases, customers agreed to fill the questionnaires. In some cases, they preferred to 

have the questions asked and their answers written down by the researcher. Interviews 

were also administered to Internet cafe owners and in some cases, their managers. In 

addition, general observations2034 relevant to the study were made and notes taken while 

sitting in the Internet cafes. 

Further to this, a brief survey was conducted to assess the degree of reliance of university 

lecturers on Internet cafes. In this regard, lecturers in the department of Medicine and the 

faculty of Law were chosen. It was the researcher's reasoning that her previous 

acquaintance with some of the staff in both departments in South Africa as well as in 

Nigeria would facilitate straightforward access to the lecturers for interview purposes. 

This proved rewarding and the interviews were conducted without any problems. 

2034 
Such as the lay-out of the Intem~t cafes, procedure for customer access to the facilities, proximity of 

other customers to the computers bemg used and factors that might have a bearing on privacy. 
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University students were also interviewed to assess their degree of reliance on Internet 

cafe services. As there were no restrictions in terms of age, gender, or any factor other 

than being a university student, this was done by random sampling. The researcher stood 

outside the university library between 12noon and 2pm for 2 days, interviewing students. 

1.5 Research Instrument 

The questionnaires2035 and the interviews2036 were the instruments used in carrying out 

the quantitative research. The interview format was developed in a way that allowed the 

interviewee to respond to the question explicitly and without bias. Both the 

questionnaires and the Internet cafe interviews addressed the same issues, with the main 

difference being that the interview questions were framed from the perspective of the 

Internet cafe owner/ manager, (data controller). 

In addition, the participant could expand on any given point, check with the researcher 

about the specific purport of any question and receive immediate feedback as to whether 

the question had been interpreted correctly. On the other hand, with the questionnaires, 

where the participants did not ask any questions, the researcher had no opportunity to 

checkout with them to clarify any uncertainties. 

2035 Cf Annexure A. 

2036 • 
Anne~ures. Band C. Some of the Internet cafe customers chose to be interviewed instead of filling out 

the questIOnnaIre by themselves. In such cases, the questions in Annexure A were administered orally and 
answers recorded by the researcher. 
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The Internet cafe interviews took a face-to-face format and questions were direct, and 

worded so that they could be easily understood. There were 10 prepared questions. In the 

interviews, respondents were asked questions and their responses were recorded on tape 

to be processed for data analysis. The interview questions were encoded unambiguously 

and they were arranged to facilitate logical and smooth progression of the interview. The 

same straightforward, logical and sequential format of questions was adopted for the 

questionnaire. 

The questionnaire consisted of 11 questions. Some of the questions supplied options or 

categories from which answers could be chosen. These provided participants with ready -

made responses and facilitated grouping and coding in analyzing the data. Some other 

questions were open- ended to allow the respondents to express themselves in their own 

words. There were also follow-up questions designed to checkout the participants' 

understanding of particular questions and confirm data consistency. In all cases, the 

anonymity and protection of their privacy was guaranteed to the participants. 

The questions asked in the survey and random sampling were brief, few and to the point. 

There were six prepared questions in total and each interview lasted an average of 9 

minutes. 

1.6 Data Analysis and Findings 
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The researcher's aim was to be able to analyse 100 questionnaires (50 questionnaires per 

research site but in any case, no less than 40 per site). Out of the 200 questionnaires given 

out, a total of 129, (61 in South Africa and 68 in Nigeria) were returned properly filled 

and usable. The data derived from the questionnaire was analysed by searching for 

patterns among the data generated. The following are some of the findings from the data 

analysed. 

1.6.1 The Questionnaires 

1.6.1a South Africa 

In South Africa, these findings2037 were derived from analysis of the questionnaire: 

(1) 81 % of the Internet cafe users were students, 15% were workers, and job seekers 

made up the last 4% of Internet cafe users. 

(2) 9% of the Internet cafe users interviewed used Internet cafes daily, 48% weekly, 

and 43% monthly. 

(3) 53% of the research population made use of more than one Internet cafe in a two­

month period. 

(4) 22% of Internet cafe users thought that the use of Internet cafes posed any threat 

to their privacy. 

2037 These findings have been applied in the body of the thesis. See Para 104. 
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(5) 17% of such Internet cafe users mentioned the possibility of invasion of their 

. . In C b . t 2038 pnvacy m ternet cales y peepmg oms. 

1.6.1b Nigeria 

In Nigeria, 

(1) 66% of the Internet cafe users in Nigeria were students, 22% were workers and 

12% were graduates seeking jobs 

(2) 13% of the Internet cafe users in Nigeria made use of Internet cafes daily, while 

54% used them weekly and another 33% monthly 

(3) 96% of the Internet cafe users in Nigeria made use of more than one Internet cafe 

within a two- month period. 

(4) 46% of the Internet cafe users interviewed were aware of the potential for 

invasions of their privacy in Internet cafes. 

(5) 90% of the Internet cafe users who thought the use of Internet cafes posed a threat 

to privacy gave the example of peeping passers-by as a way in which privacy could 

be invaded. 

The analysed data has been placed into categories and discussed around relevant themes 

in the thesis.2039 

2038 Cfbelow Para 1.4. 

2039 S fi I . . . ee or examp e Chapter 1 Para 1.4. The findmgs are mostly relevant m the laying of the foundation of 
this work thus references to the research findings are more copious in the early chapters of this work. 
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1.6.2 The Internet Cafe Interviews 

The data derived in response to the interviews questions was analysed by transcribing the 

information that was recorded in the interview process. The transcripts were then 

analysed by searching for patterns among the data. 

1.6.2a South Africa 

In South Africa, 

(1) 90% of the Internet cafe owners interviewed were of the opinion that the use of 

Internet cafes held a risk of invasion of privacy 

(2) 100% of the Internet cafe owners identified "incorrect logouts" by the clients as 

the main factor responsible forI enhancing invasion of privacy. 

(3) 20% of the owners thought that technical measures could be taken by Internet cafe 

owners to prevent invasions of customers ' privacy 

1.6.2b Nigeria 

In Nigeria, the results of the Internet cafe interviews showed that: 

(1) All the Internet cafe owners were aware of threats to privacy 
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(2) All of them identified incorrect logout by clients, and third- party hacking as the 

main threats to privacy 

(3) 20% of the owners mentioned the option of Internet cafe owners taking technical 

measures to ensure the protection of customers' privacy. 

1.6.3 The Survey 

1.6.3a South Africa 

The research produced the following results in South Africa: 

(1) All the doctors in the department of Surgery, Greys Hospital, Pietermaritzburg 

used e-mail and Internet facilities at least 4 times a week and 

(2) All of them had ready access to the Internet at work or, and at home therefore 

none of them relied on Internet cafes for Internet access or e-mail. 

Similarly all the lecturers in the School of Law, Pietermaritzburg used the Internet and e­

mail facilities at least 4 times a week and they all had ready Internet access at work or, 

and home, therefore none relied on Internet cafes for Internet access. 

In South Africa, the results derived from analysis of the student sample indicated that: 
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(1) 86% of students who sent and received mail and surfed the Internet did so at least 10 

times a week. (Some checked their e-mails about 3 times a day). 

(2) All the students had access to the Internet and e-mail facilities on the university 

computers at the student LANs. However, 27% of these students used Internet cafes 

occasionally (no more than twice a month). 

1.6.3b Nigeria 

The survey conducted in the department of Medicine of the Obafemi Awolowo 

University in Nigeria to determine the degree of reliance on Internet cafes among the 

lecturers revealed that: 

(1) All the doctors used e-mail facilities at least twice a week 

(2) 92% of the doctors relied on Internet cafes (including the university LANi
o40 

for 

Internet access and to send and receive Internet mail. 

Similarly, in the Faculty of Law of the Obafemi Awolowo University, the survey 

revealed that: 

(1) All the lecturers used e-mail facilities at least twice a week 

2040 The researcher observed that the university LAN was set up like an Internet cafe in the sense that it 
offered. a t~tal of ab~ut 15. computers with no significant physical structures to prevent others from seeing 
or readmg mformahon bemg processed on the computers. In addition, like other Internet cafes students and 
staff paid for services at the time of use and technical support was provided by staff within the' premises. 
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(2) 91 % of the lecturers depended on Internet cafes and the university LAN for their 

Internet access needs. 

As for the student sample, the findings were that: 

(1) 73% of the students in the Obafemi Awolowo University who sent and received 

mail and surfed the Internet did so at least once and no more than 3 times a week. 

97% of these relied on Internet cafes including the university LAN for their Internet 

access needs. 

The above findings establish significant use of the facility in South Africa and an even 

greater degree of reliance on Internet cafes in Nigeria than in South Africa. These results 

are sufficient to validate our focus on Internet cafe privacy in both countries and also 

useful for comparison as well as contrast purposes in the work. All the data analysed was 

coded and placed under descriptive categories and issues raised have been discussed 

around the themes and sub-topics under which they fall in this work?041 As this was a 

qualitative research, there was no need for the use of a statistical package to analyse the 

data. 

1. 7 Validity and Reliability 

The researcher ensured the validity of the research by employing qualitative research 

methods to collect the required data, using structured open questions, as well as closed 

questions where appropriate. The questions asked were straightforward and 
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unambiguous, such that they could be easily interpreted. These questions were 

administered in form of questionnaires and interviews. 

The questionnaire and Internet cafe interview drafts were checked by the research 

supervisor, Prof David McQuoid-Mason of the department of Clinical and Procedural 

Law, Howard College School of Law, University ofKwazulu-Natal, Durban. In addition, 

10 first year BA English students in the University of Kwazulu-Natal, Pietermaritzburg 

completed the questionnaires as a pilot to assess the comprehensibility of the questions 

and validity of information received. Information gained from the pilot test was all 

consistent and relevant. The feedback received from the interviews conducted also 

affirmed that the questions were understood and interpreted accurately, and, as intended. 

The nature of the research, and the questions asked did not require the giving of intimate 

or personal information. As such, the questions asked in the questionnaire and the 

interviews were generally, not perceived as offensive or intrusive into personal space. It 

is thus believed that the questions were answered accurately, honestly and in sufficient 

detail. From the above, it may safely be asserted that if the research were repeated under 

similar circumstances, the results derived would be consistent and the researcher would 

draw the same conclusions. It is thus affirmed that the data collected and presented is 

reliable and the research can be taken to be credible. 

1.8 Ethical Issues 

2041 Cf above Para 1.4 at pp 21 ff 
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Before commencing the data collection process, the researcher sought and obtained the 

permission of each Internet-cafe owner as well as the individual users to be interviewed. 

The Internet-cafe owners and users were given clear explanations as to the nature and 

purpose of the research and were informed that participation was voluntary. Thus, should 

any respondent feel uncomfortable or be unwilling he or she could refuse to participate in 

the research process or withdraw at any time after agreeing to participate. In addition, 

prospective participants were assured of confidentiality and anonymity. 

The questionnaire also contained a written explanation guaranteeing confidentiality and 

anonymity. To give effect to this, the questions asked in the questionnaire and the 

interviews did not require the giving of personal demographic information such as name, 

date of birth, address, gender, race or any other identifying personal information relating 

to participants. 

1.9 Difficulties and Observations 

Although there were no incidences of unwillingness to respond arising from the nature of 

the research and the questions asked, other problems and setbacks were encountered. 

There were cases where customers declined participation because, according to them, 

they were in a hurry. 

Also, both in South Africa and Nigeria, some Internet cafe owners did not spend much 

time in their Internet shops. They employed shop managers who managed and worked 
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with the technology. In many such cases, the owners were unavailable, and when 

available, they were reluctant to fill the questionnaires or do the interviews, as they felt 

inadequate in terms of actual working experience in the Internet cafe to answer the 

questions. In some cases, the shop managers and the owners each filled the 

questionnaires and did the interview. 

In addition, in South Africa, one Internet cafe owner displayed a reluctance to answer any 

questions or allow the researcher to administer questionnaires to customers in her Internet 

cafe. She suggested instead that the researcher stay in the corridor of the mall in which 

the Internet cafe was situated and accost potential clients because, according to her, 

"people do not pay to come and get harassed in here." It was not a viable option to accost 

potential clients in the corridor, as it was difficult to tell who among those walking along 

the corridor was going into the Internet cafe or any of the other shops around, and it 

would constitute a physical obstruction to stand in front of the door, amongst several 

other problems attending that suggestion. 

This constituted a slight set back as this Internet cafe was the closest to the university that 

the researcher had identified and relied on to get a considerable population of university 

student participants. In the final analysis however, the results were in no major way 

affected. The researcher found another Internet cafe in town to conduct the research in , 

and overall, university students emerged as the highest population of users in all the cafes 

visited. 



484 

Another setback encountered was the inconsistent rate at which customers came into the 

Internet cafes. Sometimes, there were no customers to check e-mail or use the Internet in 

an Internet cafe between 8am and 2pm in a day. (Some of the other facilities such as 

typing, photocopying, printing, public telephone services and the purchase of stationary 

were more often utilised by customers than Internet services). It was discovered that 

more customers used e-mail and Internet facilities after school or work hours, specifically 

between 4pm and 6pm. However, there was no guarantee of getting any Internet users at 

any specific time on any day and daily waiting for prospective Internet users made the 

research process slow and tedious. 

On certain days when the researcher could not be at certain Internet- cafes between 4pm 

and 6pm, she left some of the questionnaires in the cafe to be filled by customers. Some 

of the questionnaires left at the cafes were returned incompletely filled. The researcher 

then had to disregard the incomplete questionnaires where key questions were left 

unanswered. However, some of these problems such as the irregular and unpredictable 

timing of customers at the cafes and incompletely filled questionnaires had been 

anticipated. 

1.10 Conclusion 

The following emerges in conclusion. The number of questionnaires well completed and 

returned exceeded the projected amount, giving an excellent overall return on the 

questionnaires. As for the Internet cafe interviews, 90% of the owners/managers of the 
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Internet cafes visited were interviewed, yielding relevant data. The lecturer and student 

interviews conducted also yielded satisfactory feedback in tenns of meeting their 

objective for being carried out; the needed infonnation was obtained. The setbacks 

mentioned in Paragraph 1.9 above were only temporary and did not affect overall data 

collection. Furthennore, after analysis, the data received from the questionnaires 

appeared consistent. It may thus be concluded that the research was conducted 

successfully. 
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ANNEXURE A 

COPY OF QUESTIONNAIRE ADMINISTERED TO INTERNET CAFE 

CUSTOMERS 

This questionnaire is prepared strictly for academic purposes. No information from which 

the participant may be identified is required in the questionnaire. While there is no 

obligation to complete this questionnaire, your cooperation in carefully completing it will 

be highly appreciated. Thank You. 

(1) What is your present occupation? (Circle the applicable category/ies) 

(a) Student (b) Worker (c) Unemployed (d) Other (Specify). 

(2) How often do you use Internet cafes? (Circle the most appropriate) 

(a) Daily (b) Weekly (c) Monthly (d) Occasionally (Please specify) 

(3) How many different Internet cafes have you ever used? 

(a)l (b) 2 (c) 3 (d) 4 or more 

(4) How many Internet cafes do you frequently use? 

(5) "Frequent use" of Internet cafes, for me, means (Circle the most appropriate) 

(a) Daily (b) Weekly (c) Monthly (d) Other (Please specify) 
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(6) What facilities do you frequently use in an Internet cafe? 

(7) Do you think the use of Internet cafes creates a risk or threat to personal privacy? 

(8) If yes, in what way does the use of Internet cafes create risks to personal privacy? 

(Please explain!give examples) 

(9) What are the risks to privacy caused by the use of Internet cafes? 

(10) Do you think anything can be done to minimise these risks? 

(11) If yes, what can be done to minimise the risks to personal privacy caused by the 

use of Internet cafes? (Please explain! give examples) 
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ANNEXUREB 

INTERVIEW QUESTIONS ADMINISTERD TO INTERENET CAFE OWNERS 

(1) How long have you owned this business? 

(2) Is the Internet cafe the only service you offer within these premises? 

(3) If no, what other services do you offer in this shop? 

(4) What type of services do customers require or use on the computers? 

(5) Who is your largest category of customers? students, workers, retired, others? 

(6) Do customers need help to use the computers? 

(7) How often do customers need help to use the computers? -usually, often or seldom 

(explain/expand) 

(8) Do you think there are any threats or risks to customers' privacy in the use of these 

Internet cafe computers? 

(9) Give examples 

(10) What can be done to prevent improper access to customers' information or invasions 

of privacy? 
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ANNEXUREC 

QUESTIONS ASKED IN THE LECTURER /STUDENT SURVEY 

(1) Do you have a personal computer in your office? 

(2) Do you have access to a personal computer at home? 

(3) Generally, what facilities do you use on the computer? E.g e-mail, projects, papers, 

Internet browsing 

(4) Do you use Internet cafes? 

(5) How regularly? 

(6) What facilities do you generally use in Internet cafes? 
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