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SUMMARY

The right to privacy is one of the fundamental human rights affirmed in the Universal
Declaration of Human Rights, in Article 12; in other international Covenants and
Conventions; as well as in the Constitutions of many countries. Although some difficulty
has attended the attempt to define privacy in legal terms, the right to privacy has
generally been discussed in relation to such concepts as dignity, freedom to make choices
for, or to be in control of information about, oneself, and the right to personality, amongst

other related concepts.

Modem technology and the resultant increase in the rate of infringements of privacy have
made the protection of privacy and data a pertinent contemporary issue. Prominent
among the technology available today is the Internet. Ready access to, and ease of
publication of information on the Internet are two of the major threats to privacy
occasioned by the Internet. In response to the growing need for ready and affordable
access to information as well as efficacious communication, which the Internet fulfills,
Internet cafes have been set up in many developing countries. Further to the various
threats to privacy occasioned by Internet use, the sharing of computers by members of the

public in Internet cafes provides an operative medium for diverse acts of invasion of

privacy and data.

In many countries of the world, South Africa and Nigena inclusive, there are

constitutional provisions as well as other statutes for the protection of privacy. In the
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same vein, many countries have laws protecting data, and in some cases, there are
comprehensive Data Protection Acts. In the United Kingdom, following a protracted
reluctance by the Common Law courts to recognize a right to privacy, the incorporation
of the Human Rights Act of 1998 into the domestic laws of the United Kingdom now
guarantees the protection of privacy. However, there has been a Data Protection Act in

operation in the United Kingdom preceding the recognition of the nght to pnivacy.

In the United States, certain provisions of the Constitution have been construed to protect
privacy rights, and the Common Law courts recognize a tort of privacy. Although there 1s
no Data Protection Act in operation in the United States, there are several federal and
state statutes protecting privacy and data. The German Constitution provides a foundation
for the protection of privacy, and the German Civil courts have developed relevant
Articles of the German Civil Code to provide protection for rights analogous to the right
to privacy. Furthermore, the Germans have a system of Data Protection Acts, which are
administered at both federal and state levels. Some of the above laws however have

shortcomings that detract from their effectiveness.

In South Africa, the Roman and Roman-Dutch law which forms the foundation of South
African Civil Law provides a basis for the protection of privacy through the protection of
personality rights, and the South African courts have, for decades recognized and upheld
rights analogous to privacy rights. As for data protection, although there are subject —
specific statutes protecting data, there is no general South African Data Protection Act as

yet. There is however a committee working on a draft Data Protection Act for South
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Africa and it is expected that a comprehensive Data Protection Act will in time be

enacted and operative.

In Nigeria, although the1989 Constitution and previous Constitutions contain provisions
guaranteeing the right to privacy, it is clear from the paucity of cases, that privacy and
data protection are not an active area of law. As is the case in South Africa, there are
subject specific Acts protecting data in Nigeria but no general Data Protection Act 1S 1n
operation. A challenge thus exists to develop and utilise the constitutional guarantee of
the right to privacy as well as available tort law for effective privacy protection in

Nigeria. The need for appropriate data protection legislation in Nigeria is also evident.

In this work, the privacy and data protection laws in South Africa and Nigeria are
examined, with particular reference to the processing of information in Internet cafes. Of
concem, during the final stages of the drafting of this work was the submission of a
similar thesis in another university.' However, in spite of a general similarity in topic,
and common sources of authonty, there are major points of departure in each work.
While this research 1s a comparative study of the privacy and data laws in Nigeria and the
South Africa with specific focus on Intemet cafes, the other work does not examine the

law in Nigeria, nor does it focus on Intemet cafes.

"A .ROOS The Law of Data (Privacy) Protection: A Comparative and Theoretical Study University of South
Afnica (October 2003).
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The examination of German privacy and data laws for comparative purposes in this work,
as opposed to the use in the other work, of the privacy and data laws in the Netherlands,
is another major difference in the two theses. Yet another point of departure is the
discussion in the other work, of certain data technology such as credit cards and
information held by credit bureau, which are not as commonly used in Nigeria as in
South Africa. As such, they do not provide a suitably balanced basis for comparison
between Nigeria and South Africa for the purpose of this research, and therefore, have

not been focused on.

Following examination of the South African and Nigerian privacy and data protection
laws, general principles to be included in a privacy law and Data Protection Act for the
protection of privacy and data in Internet cafes will be proposed for Nigeria. In the
present dispensation of technological advancement, until the law can provide adequate
protection for privacy and data by the prevention of infringement as opposed to the
prescribing of retribution to offenders, or the provision of compensation to victims, the

protection of privacy and data will continue to be a pertinent issue.



CHAPTER ONE

INTRODUCTION: THE CHALLENGE OF INFORMATION

TECHNOLOGY TO PRIVACY

1.1 The Right to Privacy

The word “privacy” and the concept of privacy are common in everyday speech and
usage. Privacy has been variously defined' and in law, the concept of privacy has been
described as “an amorphous and elusive one”.? For the purpose of clarity, it is important
to attempt a definition of the scope of privacy in law. It is also necessary to delimit the
scope of the right to privacy because like every legal right, the right to privacy is not

absolute or without limit.*

The right to privacy is essentially, the right of an individual to keep certain aspects of his

or her life and, or person to himself/ herself and to be free from interference in respect of

' R. Wacks The Protection of Privacy (1980) at 10 & 11. Privacy has been described as a “right”,
“condition”, “state”, “area of life” and is also widely defined in terms of “control”.
? Ackermann J in Bernstein v Bester NO 1996 (2) SA 751 (CC) at Para 65.

* For instance, in spite of the importance of the fundamental rights entrenched in Chapter IV of the
Constitution of Nigeria (1999), and the rights in Chapter 2 of the South African Constitution, (1996); both
Constitutions contain provisions limiting these rights in Section 45 of the Nigerian Constitution and Section
36 of the South African Constitution respectively: See also Ackerman J in Bernstein v Bester op cit:

“[Flrom the outset of interpretation each right is always already limited by every o

ther right accruing to
every other citizen.”



this secluded area.® The issue of privacy has long been a legal concern and there is an
abundance of jurisprudence on the right to privacy.’ Some of the available definitions and

theory will be briefly examined in the following paragraphs.

It has been said that the right to privacy is used to refer to a sphere of personal autonomy,
which is protected by the law from interference.® It has also been asserted that at the very
least, the right to privacy includes the right to be free from intrusions and interference by
the state and others in one’s personal life. 7 In this regard, searches, interception of
correspondence, wire or telephone tapping, the use of electronic surveillance or other
bugging devices, recording, photographing or filming, amongst others, have been

identified as aspects covered by the right to privacy.®

In delimiting its scope, the right to privacy has been recognised in relation to such legal
concepts as autonomy, property, dignity, reputation, confidentiality, and secrecy, among

others.’ Although the scope of privacy has also been described as closely related to the

* See generally J Neethling, ] M Potgieter, P J Visser Law of Delict (2006) 5™ ed at 335,See also D
MecQuoid-Mason “Privacy” in M Chaskalson, J Kentridge, J Klaaren, G Marcus, D Spitz, S Woolman (eds)
Constitutional Law of South Africa (2004) at 38-1. Cfalso Anneliese Roos The Law of Privacy (Data)
Protection: A Comparative and Theoretical Study (2003)at 555.

‘WP Keeton, D B Dobbs, R E Keeton & D G Owen Prosser and Keeton on the Law of Torts (1984) at
850. Cf Roos op cit at 29.

17 Sloan Law of Privacy Rights in a Technological Society (1986) at 13; Cf Corbett J A in S v Naude
(1?75) (1) SA 681 (A) at 704A-B, where he describes the right of the individual to privacy thus: “ such
privacy as the law allows him” See also Ackermann J in Bernstein v Bester op cit at Para 75 where he

observes that the law will only protect a claim to privacy where it recognises that there is a

. ' “legitimate
expectation of privacy”,

! McQuoid-Mason in Chaskalson et al op cit at 38-1.

8 Ibid.



concept of identity,' there is authority to support the view that identity is an independent

personality right (in Civil Law jurisdictions).Il

Following the publication of Warren and Brandeis’s Law Review Article in 1890, 2 the
right to privacy became commonly described as “the right to be let alone to live one’s
own life with the minimum degree of interference.”’> This definition of privacy has been

said to include the following aspects:

“the right of the individual to lead his own life protected against interference with
his private, family and home life; interference with his physical or mental
integrity or his moral and intellectual freedom; attacks on his honour and
reputation; being placed in a false light; the disclosure of irrelevant embarrassing
facts relating to his private life; the use of his name, identity or likeness; spying,
prying, watching and besetting; interference with his correspondence; misuse of
his private communications, written or oral; disclosure of information given or

received by him in circumstances of professional confidence”."

® See generally Wacks op cit at 12fT.

' Rainer Forst “How not to Speak About Identity: The Concept of the Person in a Theory of Justice” in
Philosophy and Social Criticism (1992) Vol 8 No 1.

"' See Universiteit van Pretoria v Tommie Meyer Films (Edms) Bpk (1977) 4 SA 376 (T) 386, Cf (1979) 1
SA 441 (A) 456, where the right to identity was recognised as an independent right of personality. See also
Griitter v Lombard 2007 (4) SA 89 (SCA), (3) All SA 311 (SCA) Cf Neethling et al op cit at 356.

' “The Right to Privacy” (1890) 4 Harvard Law Review 193,

* Cf The declaration of the Nordic Conference of Jurists on the Right to Respect for Privacy Paras 2 & 3.

" Ibid.



Prosser, in his celebrated Article” identified the following four categories of interests
protected by the right to privacy: intrusions, public disclosure of private facts, publicity
which places the plaintiff in a false light, and appropriation of plaintiff’s name or likeness

for the benefit or advantage of another.

The right to privacy has been used in a “narrower sense in the aspect of personal

autonomy, to refer to the power of choice and control”.'® It has been said that:

“The essence of privacy is ...the freedom of the individual, to pick and
choose for himself [or herself] the time and circumstances under which,
and most importantly, extent to which, his attitudes, beliefs, behaviour and
opinions are to be shared with or withheld from others. The right to

privacy is, therefore, a positive claim to a status of personal dignity.. o

'S W L Prosser “Privacy” (1960) 48 California Law Review 383.

' Sloan op cit at 13. Cfalso Roos op cit at 556 where she observes that the right to determine the scope of
one’s interest in privacy is the essence of the individual’s interest in his or her privacy.

'” O M Ruebhausen & O G Brim “Privacy and Behavioural Research” (1965) 65 Columbia Law Report at
1185. Cf C Fried “Privacy” (1968) 77 Yale Law Journal 483: “Privacy is not merely an absence of
information about an individual in the minds of others, but rather the individual’s contro! over the
information he has about himself”. See also A F Westin Privacy and Freedom (1967) 33ft:

“The most serious threat to the individual’s autonomy is the possibility that someone may
penetrate the inner zone and leamn his ultimate secrets ... This ...would leave him naked to ridicule
and shame and would put him under the control of those who knew his secrets.”

See also Griswold v Connecticut (1965) US 479 at 484 on ‘zones of privacy’; Bernstein v Bester supra at
788ff on “a multi-levelled recognition of identity”. Here, Ackermann J states that only the “inner sanctum”

of a person is protected from interference, and that the “scope of (a person’s) personal space shrinks” as
one moves into communal relations and activities.



Clearly, not all information, or aspects of one’s life fall within the secluded area protected
by the law of privacy; the scope of a person’s right to privacy will be limited to personal

. . . 18
information about him or her.

Bloustein in his article,'® written as a rejoinder to Prosser’s article classifying the interests
protected by the law of privacy into four, wrote that there is only one interest protected
by the law of privacy, which is “human dignity.” The view that the right to privacy
protects a person’s dignity has long existed. Roman law recognition and protection of the
dignity (and reputation) of the person dates back to 450 BC.? Although Roman law does
not specifically mention the right to privacy, it does provide for the protection of many of
the rights that have come to be recognised under the law of privacy.?' In South Africa and

other civil law countries the right to privacy is based on the Roman concept of dignitas or

“dignity in the broad sense”.”

There is a distinction between the Common Law and Civil Law protection of the right of
privacy. The root of the action in Common Law systems is a mixture of property law and

dignity.” With regard to property, it is noteworthy that in the 16" century, Locke in his

'® Cf Roos op cit at 556.

' E J Bloustein, “Privacy as an Aspect of Human Dignity: An Answer to Dean Prosser” (1964) 39 NYU
Law Review 962, 964.

D J McQuoid-Mason The Law of Privacy in South Africa (1978) at 13.

! bid.

2 - .
See Ackermann J in Bernstein v Bester supra at 789.

B See below Chapter 4.



theory of private property was of the opinion that; “everyman has a ‘property’ in his own
‘person’; this, nobody has a right to but himself”.** John Stuart Mill, affirming this
position in later years, states: “Over himself, over his own body and mind, the individual

: L5925
is sovereign.”

In this light, it is noteworthy that, even though there is no Common Law right to privacy
in the United Kingdom, English Common Law offers protection in respect of certain
rights that are analogous to privacy rights, based on the principle of protection of
property rights.”® In Civil Law systems however, the root of the action does not lie in

property rights,”’ it is recognised as an independent personality right.’*®

As observed earlier, no right is absolute in law since each legal right asserted by one is
often a limitation of the right of another.”’ While the individual’s right to privacy, honour
and reputation should be affirmed and protected, the exercise of the freedom to see, hear,
speak, and learn must also be protected and should only be curtailed for a good cause.*

Moreover, the free flow of information enhances public enlightenment and education,

) Locke The Second Treatise of Civil Government (1986) at 129.
® 3 S Mill Utilitarianism Liberty Representative Government (1962) at 73.

% See Albert v Strange [1849] 2 De G & Sm 652, 64 ER 293 (Ch), Herbert Morris Lid v Saxelby [1916] 1
A.C. 688 at 714, Rolls Royce Ltd v Jeffrey [1962] 1 All ER 801 at 805.

*" Ibid. See also Ackermann J in Bernstein v Bester supra at Para 68.
% Neethling et al op cit at 18.

% See above at 1.

30 See generally J Burchell Personality Rights and Freedom of Expression: The Modern Actio Injuriarum
(1998) at 12ff. See also Sloan op cit at xvi.



which are essential for progress and development in every society. The law must strike a

just balance between these conflicting interests. 3

Under the English Common Law, when weighing the right to be free from interference
from others®® or the right to prevent others from disclosing facts or information about
one’s private life,** against other interests, the consequences have often been considered.
The question here is whether there is damage or injury to something, which could be
treated as property, such as the commercial value of a name, or picture, or business

information.”® In such cases, limited protection may be found in the law of tort.”

The law also considers whether the information was revealed under circumstances where
a duty of confidence existed or could be imposed.*® Where there is such a duty, the courts

are more inclined to affirm a right of privacy.

*' Ibid. See Cameron J in Holomisa v Argus Newspapers Ltd (1996) (2) SA 588 (W) at 608-9.

%2 The Common Law courts did not recognise a right to privacy until the Human Rights Act (Chapter 42 of

1998) came into force. See Kaye v Robertson [1991] FSR 62; Lord Nolan in R v Khan [1997] AC 558 at
581. See below Chapter 3.

3 This was usually based on the principle of confidentiality. See Argyll v Argyll [1965] 1 All ER 611, 620
(HOL), (1967) Ch 308.

** Herbert Morris Lid v Saxelby [1916] 1 AC 688 at 714, Technograph Printed Circuits Ltd v Chahoyn
[1967] RPC 399 at 344,

L .

For instance, in Rolls Royce Ltd v Jeffrey supra “know-how” was described as a corporate “asset” distinct
from the physical records in which it was contained. (Per Lord Radcliffe at 801). Also, the tort of passing
off protects commercial interests. It provides relief against unfair use of a business “get-up” or trade name.

36 Argyll v Argyll supra, Morison v Moat [1851] 9 Hare 241.



With the coming into force of the Human Rights Act,”’ which incorporates part of the
European Convention on Human Rights including Article 8, which provides for the right
to privacy, the courts are no longer limited to the above criteria to protect privacy
rights.*® In effect, the plaintiff in a case of invasion of privacy does not have to prove
damage to property, injury to his person, nuisance or breach of confidentiality in order for
the courts to affirm a right to privacy, since the Convention expressly guarantees this

right.

In Civil Law systems, the Common Law action was based on infringement of personality
rights, and not property rig,hts.39 The courts in South Africa have recognised the right to
privacy as an independent personality right that falls under the concept of digniras.*”® The
courts have also identified three essential components that must be proved in order to

establish liability for injury to personality.*'

At Common Law the requirement for recognition of the existence of a duty to protect in

cases where a person’s private affairs were interfered with would generally be unlawful

37 Chapter 42 of 1998; The Act came into effect in England on 1 October 2001, and in Scotland on 1
October 2000.

** Section 6; See below Chapter 3.

39 .
Bernstein v Bester supra.

* Neethling et al op cit at 354. See also Financial Mail (Pty) Lid v Sage Holdings Ltd (1993) 2 SA 451(A)

332-463; Nell v Nell (1990) 3 SA 889 (T), O’Keefe v Argus Printing and Publishing Co Lid (1954) 3 SA
4 (C).

" R v Umfaam (1908) TS 62 66, per TInnes CJ: See also Boswell v Union Club of SA (Durban) (1985) 2 SA
162 (D) 164-165, SAUK v O’Malley (1977) 3 SA 394 (A) 402. See below Chapter 4.



or unreasonable interference with property’? or the establishment of a duty of
confidentiality, a Civil Law analysis of the requirements of the right to privacy would be:

(a) unlawfulness (b) fault, and (c) infringement of a personality right.*?

Under Common Law, there are, however certain torts that may afford protection for the
right to privacy, in respect of which emotional distress** and intention to cause physical

harm® or damage to reputation,* and not interference with property, must be proved.

1.2 Data Protection

Data may be regarded loosely as recorded or, processed information.*” The focus in this
work will primarily be on personal data. However, business information including
information relating to juristic persons will also be discussed. Westin, writing about four
decades ago, identified physical surveillance, psychological surveillance and data

surveillance®® as three major areas in which the technological revolution in surveillance

2 Anchor Brewhouse Developments v Berkley House (Docklands Developments) [1987]Ch D 2,
Khorasandjian v Bush [1993] QB 727.

* See McQuoid-Mason op cit at 100 ff; See below Chapter 4.
# Janvier v Sweeny [1919] 2 KB 316.

* Wilkinson v Downton [189712 QB 57.

“ Tolley v.J S Fry and Sons Ltd [1931] AC 333,

“7Cf Section 1(1) of the United Kingdom Data Protection Act Cap 29 of 1998. See Para 3.2.2.2.2 below
for full of definition of data as contained in the United Kingdom Data Protection Act 1998.

* Westin op cit at 68; Cf the definition of privacy in a resolution of the Consultative Assembly of the
Council of Europe adopted by Ackermann J in Bernstein v Bester supra at 791: * The right to privacy
concerns ... physical and moral integrity, honour and reputation, avoidance of being placed in a false light,
non-revelation of irrelevant and embarrassing facts, unauthorised publication of private photographs ... ”
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techniques posed a threat to privacy. The maintaining of records containing personal
information has been in practice for centuries.” With the proliferation of data banks and
computerised pools of information, where vast amounts of information or data are stored,
there is greater possibility of invasion of privacy through the misuse of information or

personal data.*

Although data is not deliberately or routinely collected in Internet cafes, customers often
process personal information in Internet cafes. Processing has been so broadly as to
accommodate most, if not all operations performed upon personal data.”’ This includes,
but is not limited to the collection, storage, recording, collation or sorting, updating,

modification, alignment, combination, sharing, linking, deletion or destruction of data.”

Curriculum vitae and information contained in e-mail exchanges between family
members, friends or businesses when retained in a computers’ hard drive, qualify
generally as data® and are commonly processed in Internet cafes. In addition to this,

when visited, many websites have devises that collect and record information relating to

* Cf Roos op cit at 1ff.

cr) Neethling Neethling’s Law of Personality (2005) 2™ ed at 295, where he states that the processing of
information by the data media constitutes a threat to the individual’s privacy and may also lead to an
infringement of his (or her) identity. See also McQuoid-Mason op cit at 295-6.

' Cf Roos op cit at 552.

* Cf Section 1(1) of the United Kingdom Data Protection Act Cap 29 of 1998.

53 . . . .
Cfalso Roos op cit at 557 where she observes that separate pieces of information about a person which

are not necessarily private, may, when put together create a picture or record that the individual would like
to restrict others from having knowledge of.



the customer.’® Such information may also qualify as data and is open to misuse by a

malefactor.

The compilation and distribution of personal information,” and the acquisition and
disclosure of false or misleading data have been identified as ways in which the
processing of information by data media poses a threat to personality.’ 6 Apart from the
obvious risk of data being accessed or disclosed unlawfully, data processed may also be
irrelevant, incomplete or inaccurate, or, used for a purpose other than that for which they
were collected.”” In the present day, data is processed in a variety of ways that pose an
even greater threat to privacy. Some of these different forms of processing include data

matching, profiling, data mining, cookies® and spam.’ ?

Data matching involves the use of a common denominator (for instance identity number)
to compare records held by different agencies regarding persons included in more than

one file.*® Data mining involves the analysis or “mining” of existing databases to reveal

54 Cf above Para 1.2.

% These, according to Neethling, create a direct threat to the individual’s privacy. See Neethling op cit at
295.

56 Neethling op cit at 295 considers these threats to identity. Cf Roos op cit at 554, who asserts that the
processing of true personal information leads to an infringement of privacy, while identity is infringed
where false or misleading information is processed.

%7 Cf Roos opcitat6 & 7.

58 Cf above at 12.

¥ See generally Roos op cit at 8-12. Many of these forms of processing are not common in Nigeria
therefore they are not discussed in great detail here.

% Cf Roos at 8.
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previously hidden information using new search techniques.6l Profiling involves the
search of record systems for-a specific set of historical factors for the purpose of making
a judgement about a particular individual on the basis of the past behaviour of other
individuals who share similarities in physical, socioeconomic, cultural or demographic

characteristics.

Data protection laws regulate the collection, disclosure and use of information stored in
data banks. Data protection entails the legal protection of a person (the data subject) with
regard to the processing of data concerning him or her by another person or institution
(the data medium).®® It has been pointed out that, for data protection law to be effective, a
data subject must be “legally empowered to exercise direct control®® over his data
records.”® In this regard, Neethling®® highlights certain requirements necessary to

facilitate individual control over personal records.’” According to him,

8 Cf Roos op cit at 10.
62 Cf Roos at 8-10.

6 Cf Neethling op cit at 291.

% Cf above Para 1.1.where privacy is defined in terms of the individual’s “control” over information about
him/herself. See also McQuoid-Mason in Chaskalson et al at 38.1.

6 Neethling op cit at 303ff. See also Burchell op cit at 398.

66 Neethling op cit at 303.

7 cf Ar_ticles 10 — 12 of the European Union Directive on the Protection of Individuals with regard to the
Processing of Personal Data and the Free Movement of such Data, (Directive 95/46/EC 1995). See also R
Buys (ed) Cyberlaw @ SA II: The Law of the Internet in South Africa (2004) 2™ ed at 379-380.
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“The individual must (i) be aware of the existence of the data record concerning
him or her stored at a particular data medium® (ii) be aware of the purpose(s) for
which data is processed69 (iii) be legally entitled to have access to his or her data
records’® (iv) be legally entitled to acquire information as to which person have or
have had access to his or her data records;’' and (v) be legally empowered to

. . . 72
procure a correction or deletion of certain data.”

As will be shown,” another essential factor affecting the effectiveness of any data
protection law is the mode of enforcement of that law. In enforcing different data
Protection Acts, there are different models of data protection adopted by different
countries. Systems that provide for a public official who enforces a comprehensive data
protection law, such as exist in the United Kingdom and Germany have been described as

having a regulatory model of data protection.’

% Cf Section 7 (1) (a) of the 1998 the United Kingdom Data Protection Act.
% Cf Section 7 (1) (b) United Kingdom Data Protection Act.

°Cf Section 7 United Kingdom Data Protection Act.

"' Cf Section 7 (1) (b) United Kingdom Data Protection Act.

2 Cf Section 14 United Kingdom Data Protection Act.

3 Below Paras 3.2.2.2.2 and 3.3.3.1.1.

7 See D Banisar & S Davies “Privacy and Human Rights: An International Survey of Privacy Laws and
Practice” at http.//www.gilc.org/privacy/survey/intro.html#idefining. This is also the system adopted in
Australia: the (Commonwealth) Privacy Act [1988 as amended by the Privacy Amendment Act 1990 & the
Privacy Amendment (Private Sector) Act 2000]; Canada: the Privacy Act (1980-83 ¢ 111, Sch. 11 “17) and
the Personal Information Protection and Electronic Documents Act (2000, ¢.5); New Zealand: the New
Zealand Ombudsman Act (1975) and many European countries.
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The job of the official includes monitoring compliance with the law and conducting

investigations into alleged breaches.”” The official is also responsible for public education
L : 6

and international liaison in data protection and data transfer.’

. . 113 : : 9 77
The title given to the official varies from country to country, such as “commissioner”,

“registrar”,”® or “ombudsman”,” as do the powers.*’ In Germany, in addition to adopting
the regulatory model, there is a Federal Data Protection Act®' and each state also has its

own data protection law.®> The model of data protection adopted in a country affects the

overall usefulness of the law. A good data protection Act or law will only be effective to

» See'generally Parts I1I, V & VI of the United Kingdom Data Protection Act (Cap 29 of 1998). See also
Section 37 of the Canadian Privacy Act (1980) and Sections 34-36 of the Canadian Access to Information
Act (1982).

76 See Schedule 5 of the United Kingdom Data Protection Act.

" E.g. the United Kingdom (Section 6 Data Protection Act 1998), and Canada where there are two separate
commissioners- an information Commissioner and a Privacy Commissioner- whose offices are provided for
by two different, but complementary Acts. See the (Canadian) Privacy Act 1980 (section 37) and the
(Canadian) Access to Information Act 1982. (See Sections 30-39).

’ In the United Kingdom, section 3 (1) (a) of the repealed 1984 Data Protection Act (Cap 35) provided for
a Data Protection Registrar whose duties were administrative and supervisory.

" E.g. New Zealand; See generally the (New Zealand) Ombudsman Act (1975). See also N Marsh (ed)
Public Access to Government-Held Information (1987) at 226fF. It is noteworthy that by virtue of Section
36(2) of the 1984 United Kingdom Data Protection Act, the Data Protection Registrar is also empowered to
perform the duty of ombudsman. Cf P Birkinshaw Government & Information; The Law Relating to
Access, Disclosure & Regulation (1990) pp 208-9.

% It appears that in spite of the differences in title, the basic duty of each official is to monitor compliance
with the various Data or Information Acts, to perform administrative and supervisory duties, and to
generally function as an ombudsman. In this regard, the powers of the officials, by whatever name called,
are very similar. CfMarsh op cit at 159, where he observes that the office of the Information
Commissioner in Canada is modelled on that of an ombudsman.

. Bundesdatenschutzgesetz; Federal Data Protection Act of 27 January 1977.

2 Cf below Para 3432.
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the extent that the provisions are enforceable, and that the law provides for a suitable

administrative and legal framework for this. 8

Data protection can fill the lacuna in the protection of personal information where the
protection afforded by the law of privacy is inadequate or is not sufficiently detailed.®
For our purpose, the issue of data protection is relevant when discussing the protection of
privacy in Internet cafes because cases involving encroachment on electronic mail or
personal information retained on a computer ultimately involve the wrongful use of

personal information or, the infringement of data.

There will be an overlap between the interests protected by privacy and the data

85

protection laws.”™ It has been said that privacy protection may include freedom from

unauthorised disclosure about one’s personal life.* More specifically, data and privacy

protection will overlap where the misuse of data falls into one of the categories specified

8

by Prosser® viz: intrusions, publication of private facts, appropriation of a person’s name

or likeness for the benefit of another or false light.

% For instance, in England, until the coming into effect of the Human Rights Act (Cap 42 of 1998), the
Common law did not recognise a right to privacy. See below Chapter 3.

B¢ Ree(.i _Internet Law: Text and Materials (2004) 2™ ed at 227 identified a good privacy law to consist of
“ a definition of the circumstances in which third parties have the right to collect, use and disseminate

personal information about others; and a mechanism for preventing collection, use and dissemination
outside those limits”,

* McQuoid-Mason in Chaskalson et al op cit at 38-1.

¥ Cfabove at 1.



For instance, where personal information contained in a data bank is unlawfully accessed
by a data contoller,®® and such data is subsequently unlawfully published or otherwise
misused,” action will lie for data infringement under the relevant Data Protection Act for
unlawful use and disclosure of information and it will also be possible to bring action for
invasion of privacy in respect of the unlawful intrusion and publication and. Thus, for
instance, where an Internet café owner or worker obtains personal information stored on a
computer without lawful authorization and publishes or otherwise discloses the

information, action will lie for invasion of privacy as well as for data infringement.

It must be pointed out here that although in the discussion of their protection, privacy and
data protection are sometimes used interchangeably,”® a subtle distinction exists between
the two. While data protection relates to information processed manually (in writing) or
automatically,”’ privacy protection covers infringements upon personal information as
well as personal space and dignity.”> For instance, while it may qualify as invasion of
privacy to secretly watch a person undress®® or bath,” or to take photographs,” these

acts do not ordinarily constitute a violation of any data protection law. Moreover, while

% Cf below for the definition of data controller.

¥ See generally Baer op cit at 134-5; See also Sloan op cit at 6ff.

* See generally Roos op cit at cover page ff.

*" Part I Section T United Kingdom Data Protection Act 1998,

* R v Holliday 1927 CPD 395 at 401; R v Daniels 1938 TPD 312 at 313,

% R v Schoonberg 1926 OPD 247

% See Douglas v Hello! Ltd [2001] QB 967, [2002] 1 FCR 289, [2003] EWHC 786.
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data protection laws are often designed to be enforced against data agencies and not
private individuals, the right to privacy may be enforced against private and corporate
individuals and government agencies alike. It is submitted that although data and privacy
protection rights overlap, the scope of privacy protection is wider than data protection. In
line with this position, data and privacy are discussed separately in this paper but any

reference to privacy does not exclude data unless expressly stated herein.

1.3 Modern Day Invasion of Privacy

With the development of technology, there has been a corresponding enhancement of the
ability to obtain information. This is evidenced by the constant upgrade of, and
improvement on audio and video equipment as well as other devices for obtaining
information. For instance, microphones and hearing pieces that can record far and distant
sounds, even as low as whispers, are readily available, and the art of telephone tapping,
though not new,”® has been significantly improved upon..97 Today, laptop and palmtop
computers, flash drives and other minute computer accessories that are easy to transport

and which facilitate virtually unlimited access to, mass storage and easy transfer of

information are commonly used.

% Many of the technological developments mentioned are not new. Cf Justice Brennan in Lopez v United
States (1963) 373 U S 479 where he observed that:
“Electronic eavesdropping by means of concealed microphones and recording devices of various
kinds ... permit a degree of invasion of privacy that can only be described as frightening”.

However, modifications are constantly being made to increase the efficiency of these devices, thus greatly
facilitating invasions of privacy.

77 Through modern technology, physical presence has become less important for planting bugs. See S
Garfinkel Database Nation The Death of Privacy in the 21" Century (2000) at 108fF.
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Although the use of photography as a means of identification for the purposes of crime
control is “nearly as old as the camera itself”®® it is clear that photography today is
radically different from what it was two centuries ago. Today electronic eavesdropping

100

and electronic surveillance’ through advanced photography ™ is affordable and often

L .- 101
engaged in, in some form by many families.

Many effective ways of surreptitiously listening to, watching and tagging the individual

abound and are being created in the present day.m2

In the common place and regular
activities of life, such as grocery shopping,103 collecting ‘quick’ cash from the automated

teller machine,'™ using a credit card to make payment, walking into an office or shop

where entry is allowed using a magnetic stripe pass,'® one is constantly being

% Norris & Armstrong op cit at 13-18.

% There is a proliferation of home surveillance systems and it is possible to record video tapes through a

portable camera and wireless receiving screen, or pre-set the device to record without physical presence.
See Garfinkel op cit at 108.

'® Digital video cameras are portable devices with which one can make video recordings through one’s
personal computer, pictures taken can also be sent easily via e-mail, thus facilitating intrusions as well as
publication of information. See Garfinkel op cit at 108.

'% For instance as a security measure, there are homes with cameras attached to the doorbell system and in
some cases, cameras are installed within the homes. Cf fn 46 above.

192 See generally Lipschultz op cit at 225ff; See also C Norris & G Armstrong The Maximum Surveillance
Society (1999) at 210-219.

19 In the United States of America, grocery stores allow customers to register for discount coupons that are
used to track what they purchase. See H Henderson Privacy in the Information Age (1999) at 23. See also J
Quittner “Invasion of Privacy” Time (August 25 1997) at 38.

' The bank records time, date and location of the transaction as reflected on the receipt slip.

105 . . . . .
Whenever a magnetic stripe pass is relied upon to enter any premises, one’s whereabouts are
automatically recorded. See Quittner op cit at 38.
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photographed and personal transactions are recorded. % Virtually every business
transaction done today is with the use of computer facilities, and the constant surveillance
made possible by these technological devices in everyday transactions is an incursion into

one’s freedom and on the right to privacy.

In the same light, cellular phones have become commonly used in all walks of life - by
college and varsity students, different classes of workers ranging from business
executives to cleaners, and even school pupils. Apart from providing the ability to
communicate while in transit, messages can be sent and received on cellular phones at

very little cost via the Short Message System (SMS).

Cellular phone technology also makes the transfer and downloading of information
through the Internet possible. However, calls made on cellular phones can easily be

intercepted and accessed and numbers can be identified with scanners by

eavesdroppers. 107

Modern day technology also makes it possible to watch consumers without their consent
and to determine their tastes and preference.'® For instance, there are software programs

that “commandeer” a person’s computer to spy on him or her.!” Furthermore, while

"% Norris & Armstrong op cit at 3,
17 See Henderson op cit at 23, see also Quittner op cit at 38.

%1 H Lipschultz Free Expression in the Age of the Internet- Social and Legal Boundaries (2000) at 225-
228. See also Henderson op cit at 22-23.
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»110 that record what

browsing on the web, many sites tag visitors with “magic cookies
they are looking at and how long they have been “surfing”.''' These are only some of the

many ways in which technology has come to affect everyday life and threaten the right to

privacy.

Further to this, present day technology makes it necessary to give and have stored in a
database such information as names, addresses, and telephone numbers, at the very least,
for many ordinary transactions performed daily. Particularly, in the use of the Internet,
one often has to give personal information including one’s name, address, date of birth,
and, sometimes, banking details in order to access or receive needed services or

. . 112
information.

Apart from the threat to privacy posed by the necessity to give personal information, the
internet also provides an easy means of publishing any information to specific persons,
using their e-mail addresses. Every electronic-mail message has a header which contains
some information about the sender and recipient(s) of the message.“3 Furthermore,
community based e-mail makes it possible to provide advertisers with the name,

telephone number, address, e-mail and other personal details of almost every Internet user

'% The software plants itself in the depths of the hard drive, “digs up” information from there, and sends
the information gathered back “home”. A Cohen * Spies Among Us ” in (Time July 31 2000) at 38,

110 . .
Cookies are bits of data that can be stored on one’s personal computer. They are also used to keep a
record of visitors to websites. See also Cohen op cit at 38,

""" Cohen op cit at 38.
"2 Cf Buys op cit at 365.

'3 Ibid.
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114
who sees them.

On a larger scale, the Internet is like a universal notice board that anyone can easily
access with a computer. It has been described as both a “shopping mall” or “library”'"?
and “common-carrier” medium, where “individuals have the power to be their own
publishers.”''® The ease with which one can access the Internet both for the purposes of
obtaining and publishing information poses a significant threat not only to the privacy of
individuals, but also of organisations and governments. Any skilled computer user can
anonymously publish any information on the world’s most public bulletin board- the

"7 The Internet has been described as an “abattoir” for secrets.''®

Internet.
In spite of these threats to privacy, the utility of the internet in providing information and
as a means of communication is unmatched, therefore internet communication is
performed and business transactions are conducted via the internet, daily across the

world. In order to meet present day demands for affordable communication, and access to

14 «South Africa Urged to Take the Lead in Updating Privacy Laws for Internet” (1999)
http://www.itweb.co.za/sections/techforum/1999/991106810115.asp  Accessed September 2000. See

generally Henderson op cit at 23 ff. See also Avrahami v US News & World Report (1996) CCA, Virginia
NO 95-1318.

"*In Reno v American Civil Liberties Union (1997) 117 SCt 2329, the Supreme Court rejected the
argument that the World Wide Web could be viewed as a broadcast medium, instead, they found it
analogous to a library or a shopping mall.

"6 Lipschultz op cit at 10.

""n Zeran v America Online 129 F. 3d 327 (4" Cir. 1997) where defamatory messages were posted on the

defendants website by an unidentified third party, the court held that the plaintiffs were not responsible for
liability that originates with third parties.

""® A Farham “How Safe Are Your Secrets?” in Fortune September 8, 1997.
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information via the internet in some countries, South Africa and Nigeria inclusive,

Internet cafes have been created.

1.4 Internet Cafes

In order to establish certain issues concerning the use of Internet cafes, a field study was
conducted in South Africa and in Nigeria. To this end, interviews and questionnaires
were administered to Internet café users in Nigeria and in South Africa.

Some of the general issues sought to be determined include the mode of operation of
Internet cafes, the level of usage of Internet cafes by the public in South Africa and
Nigeria, as well as issues surrounding the perceptions and opinions of Internet café users
on privacy and the Internet. Findings from the field study have been incorporated in this

work. More information about the field study can be found in the appendix.'"

An Internet café is a business set-up situated in a room or enclosure, where computers
providing Internet access are made available for public use at a fee.'”® There are two
basic services provided in such Internet cafes: the sending and receiving of personal e-

mail and access to information on the World Wide Web.'?' In research conducted in

" Below at 467

120 .o . -
Definition formulated based on the writer’s observation of the set- up of, and the practice in, several
Internet cafes in Nigeria and South Africa, and from interviews with different Internet café owners and

users. Internet cafes usually charge customers a fixed rate for every minute spent on the Internet. Cf
Appendix at Para 1.1

2 1hid.
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South Africa and in Nigeria 2003 '%* it was established that as of 2003, Internet cafes were

commonly used in both countries.

Internet cafes represent a threat to privacy in the following ways. Firstly, the fact that
there are several users of the same number of computers creates a situation where
information intended for one user may be accessed by others, either inadvertently or
deliberately. A skilled computer user could hack into any of the computers in an Internet
café and retrieve information with relative ease. However, even where there is no intent
to do wrong, it is possible for a computer user to access information intended for a

previous user where the previous user did not log out properly.

In this regard, 46% of the Internet café users questioned in Nigeria were aware of the

potential for invasion of privacy,'” and all them,'?*

as well as all the Internet cafes
owners interviewed, '* identified “incorrect logouts” as one of the commonest ways by

which others might access personal information intended for other users.

In South Africa, only 22% of Internet café users questioned thought that the use of
Internet cafes posed a threat to their privacy.'”® However, 90% of the Internet café

owners interviewed in South Africa were of the opinion that the use of Internet cafes held

122 See generally below Appendix.
"2 Cf below Appendix at Para 1.6.1b.

124 1bid.

"2 Cf below Appendix at Para 1.6.2b.
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a risk of invasion of privacy and 100% of these Internet café owners identified “incorrect
logouts” by the clients as the main factor responsible for enhancing invasion of

, 127
privacy.'?

From the research it also emerged that the customers in Internet cafés typically fell into
one of the following 2 broad categories;

(1) Skilled internet users, who required little or no assistance to log on to the Internet to
access information and access their mail. About 30% of the customers questioned/or

observed in Nigeria and 70% in South Africa fell into this category.

(2) Unskilled or semi-skilled users, who required assistance to access information on the
Internet and/or to retrieve their mail. About 70% of the customers observed in Nigeria
and 30% in South Africa needed help to download information or send messages at some

stage during their transaction time.'?®

It was observed that in assisting the unskilled or semi-skilled Internet users, Internet café
owners or their employees were physically present and were able to see the customer’s
password and the information being processed. The potential misuse of personal
information acquired by Internet café workers while assisting customers, as well as the
possibility of using customers’ passwords for unauthorised access to personal information

(in the customers’ absence) is another identifiable threat to customers’ privacy.

"6 Cf Appendix at Para 1.6.1a.

"7 Cf Appendix at Para 1.6.2a.
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It is however anticipated that as users become more familiar with the technology through
consistent use, and with the rapid urbanisation rate in Nigeria, there will be more skilled
computer and Internet users resulting in a decrease in the need for assistance in Internet
cafes. However, while this may reduce the potential for invasions of privacy by such
‘third party helpers’, the risk inherent for the few remaining unskilled users cannot be

ignored.

Closely related to the above, another way in which Internet cafes present a threat to
privacy is the practice whereby internet café owners or their employees download and
print mail on behalf of customers. Both in Nigeria and South Africa in 2003, it was
observed that it was deemed standard practice for mail to be downloaded and printed on
behalf of both the skilled and unskilled Internet café users.'”” Such access to information
by others carries with it the risk of misuse. While 25% of the Nigerian Internet café users
recognising the threat to privacy caused by Intemet cafes identified such download as one
of the ways in which privacy could be invaded, it is noteworthy that none of the South

African users or owners made reference to this practice.'*

Yet another factor posing a potential threat to personal privacy is the environment and

physical/structural set-up of some of the Internet cafes visited. It was observed that some

128 [pid.

129 . .
Where a customer opened an e-mail account through an Internet café, if that customer’s mail
accumulated due to neglect over a given period of time e.g. three weeks, the Internet café owner would

print out such mail on behalf of the customer at that customer’s expense. Such mails were then deleted to
free up space on the computers.

130 . : . . . . < . .
It is possible that this practice is more common in Nigeria than in South Africa.
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of the businesses were set up such that the Internet stations were located away from
customer traffic in the room and the Internet station had dividing panels between them,

giving some measure of privacy.

On the other hand, there were Internet cafes where no cubicles were available for Internet
café users and the rooms were not sufficiently spacious. In this case, other customers or
persons walking by the stations in the room could see information displayed on the
monitors and, without much effort, read the information being processed by other
customers. In Nigeria, 90% of the Internet café users who thought the use of Internet
cafes posed a threat to privacy gave the example of peeping passers-by as a way in which
privacy could be invaded.””' In South Africa only 17% of such Internet café users
mentioned the possibility of invasion of their privacy in Internet cafes by peeping

toms.'*?

Further to this, it was observed that in all the Internet cafes visited, services other than
Internet access were provided within the Internet café premises. These included in all
cases, photocopying and public telephone services, and in some cases, the sale of
stationery such as envelopes, pens, exercise books as well as cellular phone accessories

and snacks. As such, customers came within the café premises for reasons other than

131

Cf Appendix at Para 1.6.1b.

P2 Cf below Appendix at Para 1.6.1a. It was observed that clients using the computers in the Internet cafes
visited in South Africa were provided with private or semi-private cubicles restricting access to the
computers, while only one of the Internet cafes visited in Nigeria had this facility. In most cases, the
computers in Nigeria were set up in an open room without any significant physical structure restricting

traffic or access to the computers such that Passers-by as well as other computer users could see/read what
was on the other monitors situated close to theirs’.
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Internet use and any of these customers could see or read information being processed on
the computers without much effort. Such provision of other services on Internet café
premises to the public widens the range of and gives license or access to a larger number

of potential privacy invaders.

In Nigeria, further examples derived from the questionnaire of ways by which privacy
might be invaded in Internet cafes included customers receiving mail through a third
party address, hacking into others’ passwords and mails and other technical means by
which Internet café owners and others could access previously visited websites.

Personal information may also be wrongfully used or processed in Internet cafes by a
third party, who is not the Internet café owner, or an agent thereof. In this case,
depending on the facts and circumstances of the case, the Internet café owner may be able

to bring an action against the third party.'*

All the Internet café owners interviewed in Nigeria indicated that they were aware of the
threats to privacy occasioned by the use of Internet cafes.' In all cases, incorrect logouts
by customers and third- party hacking were the first two identified causes by Internet café
owners."”> As in Nigeria, all the Internet café owners interviewed in South Africa

recognised the threat to electronic mail and, or, Internet privacy posed by incorrect client

133 . . . . .
For instance, an action for the tort of trespass may lie against an intruder who enters the premises of an
Internet café owner in Nigeria unlawfully in order to wrongfully obtain information.

134

Cfbelow Appendix at Para 1.

135 Ibid,



28

logout and by hackers. '

The above establishes that, although Internet cafes provide customers a much-needed
means of communication, certain aspects of their use place customers at risk of having
their privacy invaded. Moreover a number of Internet café owners and users (in Nigeria

and South Africa) are aware of some of these risks.

1.5 The Need for a Re-examination of the Privacy and Data Laws in South Africa

and Nigeria

The Constitutions of South Africa,"*” Nigeria'*® and those of many other Civil Law and
Common Law countries recognise the right to privacy explicitly, thus providing a basis
for its protection.'® In South Africa (and other Civil Law countries),'* the Civil Law
provides a firm basis for the recognition of the right to privacy."*! The broad principles of

the law of personality contained in the South African law of delict have hitherto been

136 Ibid.

"7 Constitution of the Republic of South Africa, Act 108 of 1996.

138 1999 Constitution FRN.

1% “Many countries in the world recognise a right to privacy explicitly in their Constitutions. At a
minimum, these provisions include rights of inviolability of the home and secrecy of communication.” See
David Banisar & Simon Davies “Privacy and Human Rights: An International Survey of Privacy Laws and
Practice” (1999) hup.//www.gilc.org/privacy/survey/intro.html Accessed September 2000. See also
McQuoid-Mason in Chaskalson et al op cit at 38-19.

"% For instance, Scotland, Germany, France, the Netherlands and Poland. See generally McQuoid-Mason
op citat 10, 57 & 74.
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successful in giving protection in respect of many of the invasions of privacy that may be

experienced in modern society, other than those by data banks. 142

Under Criminal Law as well, certain forms of invasion of privacy have been recognised
as criminal wrongs.'*® The present Constitution of South Africa also makes provision for
the right to privacy.'* As for data, the Constitution does not have specific provisions

protecting data. On the contrary, it provides for a right of access to information.'*®

Presently, data protection legislation in South Africa is limited to the provisions of the
National Credit Act'*® which protects credit information, the Statistics Act,147 which
protects, mainly information kept by government agencies (statistics), the Income Tax
Act,"® which protects information held by income tax officials in relation to their duties,
and certain provisions of the Access to Information Act.'* In addition, there is a

proposed Consumer Protection Bill'™® which contains extensive provisions for the

1! See below Chapter 4.

12 See generally McQuoid-Mason in Chaskalson et al op cit at 18-4f¥,
" Ibid.

" Act 108 of 1996, Section 14.

145

Act 108 of 1996, Section 32.
16 No 34 of 2005,

147 Act 66 of 1976.

198 Act 58 of 1962.

"7 Act 2 0f 2000, Sections 30, 34-43, 61, 63-69 and a few other general provisions.

1% Government Gazzette no 28629; 15 March 2006.
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protection of consumer information. Most significantly, there is a draft Data Protection
Act”! that is expected to come into force in South Africa in the near future."”* The

proposed South African Data Act will be examined in greater detail below. 133

In Nigeria, the Common Law of tort is based on English law of tort and there is no
Common Law right of privacy.154 There is a notable dearth of English Common Law
cases on invasion of privacy, except for recent authority'*® decided on the basis of the
Human Rights Act."*® Although the Nigerian Constitution'>’ makes provision for the
protection of the right of privacy,"® and previous Constitutions also contained provisions
on the right to privacy,15 ? thus providing a good basis for the protection of this right, this

area of the law has not been considered much by the courts.

**! Project 124. See South African Law Reform Commission Issue Paper 24 “Privacy and Data Protection”

at wwwserver.law.wits.ac.za/salc/issue/issue. himl.

12 Cf below Para 7.1.2.2.

'3 bid.

15 . . . . . .
* Now the English courts are bound to recognise and protect the right to privacy contained in the Human

Rights Act 0f 2001. See below Chapter 3.
1% See below Chapter 3.

56 Chapter 42 of 1998.

157

1999 Constitution FRN.

18 Section 37.

159

Se.ctiop 34, 1?79 Constitution FRN and Section 36 of the 1989 Constitution FRN proposed during one
of Nigeria’s military governments. The 1989 Constitution never came into force as that military

gfc}vemment was removed in a coup-d’etats before the proposed date for the Constitution’s coming into
effect.
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Some protection for the right to privacy may be found under certain of the Common Law
torts that protect rights analogous to the right to privacy in Nigeria.lé0 Protection of the
right to privacy may also be gleaned from other provisions in the laws of Nigeria,](’1 but
generally, the right to privacy has received very little attention in Nigeria in terms of
litigation and judicial interpretation. Data protection legislation is also lacking. In
Nigeria, there is an obvious need for re-appraisal of the data laws.

The Constitutions of a number of African countries either refer expressly to the Universal
Declaration of Human Rights as being applicable to their citizens, or contain detailed
provisions on many of the rights proclaimed in the Declaration.'®® The Universal
Declaration of Human Rights recognises certain rights as ‘natural rights’, and specifically

mentions the right to privacy in Article 12.

It is noteworthy that the African Charter on Human and People’s Rights'®® does not

contain any direct provision on the right to privacy. This may be an indication of the

1% For instance, the torts of trespass, nuisance, and others, as will be seen below, Chapter 6.

' For example, the Criminal Code Act, Cap 77 LFN 1990, and the Evidence Act, Cap 112 LFN 1990; See
below Chapter 7 for details.

12 The Constitutions of Ethiopia (Article 13, Constitution of the Federal Republic of Ethiopia 1994),
Rwanda (Preamble to the Rwanda Constitution adopted 1995), Burundi (La Constitution de la Republique
du Burundi Promulgue le 13 mars 1992 ainsi que Decret- loi no 1/001/96 du Septembre 1996), Cameroon
(La Constitution du Cameroun Loi no 96-06 du 18 Janvier 1996), (in the preambles) among others, affirm
their devotion and adherence to and provide for compliance with the principles and ideals of the
Declaration. The Constitution of Angola (Constitutional Law of the Republic of Angola 1992) expressly
provides for the inviolability of the home and secrecy of correspondence in Article 44 and provides for
respect of the human person and human dignity, protection of personal integrity, good name and reputation
as a well as free development of personality (Article 20). Similarly, the Constitution of Uganda (The
Constitution of the Republic of Uganda 1995) guarantees the right to privacy of person, home and other

property (Section 27). Namibia (Article 13) and Mozambique (Article 64) also have Constitutional
provisions protecting privacy.

'3 African [Banjul] Charter on Human and People’s Rights, adopted June 27, 1981, 0.A.U. Doc.
CAB/LEG/67/3 rev.5,21 1.L.M. 58 (1982) entered into force Oct 21, 1986.
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importance that Africans generally have attached to the right to privacy. The African

Charter does, however, guarantee certain rights that may be construed as protecting

164

aspects of privacy, such as the right to integrity of the person, ™ the right to respect of the

15 the right to liberty and the security of the person.166

dignity of the person,
In the United States of America, although there is no specific provision for privacy in the
Constitution, the Constitution forms the basis for the recognition of the right to privacy,
relying on the provisions of the First, Third, Fourth, Fifth, Ninth and fourteenth
Amendments.'®’ Similarly in Germany, although it is not specifically mentioned in the

Constitution, the law of privacy is protected by the German Basic Law in the articles

168 169

dealing with dignity, * the right to self-determination,”” the privacy of posts and

telecommunications'’® and the inviolability of the home."”'

In 1994 the French Constitutional Court ruled that the right of privacy was implicit in the

Constitution.'’* Prior to 1970, the French courts had recognised a right to privacy, which

14 Article 4.

' Article 5.

' Article 6.

" See Douglas J in Griswold v Connecticut (1965) 381 U.S. 479 at 484.
18 Article 1.1.

6% Article 2.1.

"7 Article 10.

7t Article 13.

'2.94.352 Dc.
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was among the strongest in the world."” The tort of privacy was first recognised in
France in 1858."™ As for data protection, the French Data Protection Act was enacted in
1978."”° In Germany, the first data protection law was passed in the Land of Hesse in
1970'7 and the Federal Act on Data Protection was enacted in 1977."”

Many of the above laws protecting privacy and data preceded the current explosion of
information technology and have been revised accordingly. Presently, the dangers of

surveillance of the individual and potential invasions of privacy with the advancement of

technology have reached enormous proportions.

In terms of easy access to vast information and data and the capability to publish or
disclose such information, technology appears to have “outpaced the legal protection of
privacy” in the more technologically advanced countries, over a decade ago.178 As a
result, there is no foolproof method or technology to safeguard information stored in data

banks or to prevent access to, or publication of information via the Internet.!”

' For instance, a statute of 11 May 1868 criminalized the publication of any fact relating to private life

(;Article 11); See also McQuoid-Mason The Law of Privacy in South Africa op cit at 73.
"4 The Rachel affaire, Judgement of June 16, 1858, Trib. Pr. Inst. De la Seine, 1858 D.P. 111 62.

'™ Loi Ni 78-17 du Janvier 1978 relative a I’informatique, aux fichiers et aux libertes. Journal official du 7
Janvier. See generally Banisar & Davies op cit.

' See Banisar & Davies op cit at http://www.gilc. org/privacy/survey/surveyak.htm/4Germany.

' Ibid. The Federal Act on Data Protection (27 January 1977) was reviewed in 1990, See
http://www.datenschutz-berlin.de/gesetze/bdsg/bdsgeng. htm

' See Sloan op cit at 4,

' Cf above at 12, 13, 18-20. See also Sloan op cit at 5.
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There is a need constantly to re-appraise privacy and data protection laws to bridge the
gap between technology and the law if society is to avert possible privacy anarchy.
Unless urgent and effective measures are taken, the gap may increase to the extent that
the task of bridging it becomes almost impossible. In many advanced and technologically
developed countries, there have been efforts to rise to the challenge of the changing

times, and laws have been passed to keep up with developments in modern society.'®

1.6 Privacy and Data Protection in South Africa and Nigeria

This work focuses on South Africa and Nigeria for a number of reasons. South Africa is
one of the best- developed countries in Africa in terms of technology, and it has a
population consisting of people of different colours and cultures. Nigeria on the other
hand, is not as technologically advanced as South Africa. It however has the largest
population of people in Africa, and is the most populous black nation on earth. Both
countries therefore provide a suitable basis for assessing the practice in Africa and for

comparing and contrasting the situation within Africa.

It is suggested that the ideas of privacy of the black man, or woman may, differ from
those of persons of other colour, cultures and background. In this regard, as previously

noted, the African Charter does not contain a provision on the right to privacy, and many

180' For instgnce, in the United Kingdom, where the Common Law of England did not recognise a right to
privacy until the recent adoption of the Human Rights Act of 2001, which now contains provision on the

right to privacy. The data protection laws of the United Kingdom were also revised in 1998. See below
Chapter 3,



35

of the African countries that do have provisions on the right to privacy have imported it

from the Universal Declaration of Human Rights.181

Tt must be noted that although privacy has been described as an amorphous concept,182 it
is not an abstract concept. However, its definition can only be accurate when viewed
within the context of the specific people, society and time in which it is being
discussed.'®® In this regard, it has been observed that privacy has become an issue in
“modemn democratic societies, which are characterised by large- scale sophisticated
bureaucratic structures and advanced technology in communications and information

184
systems”.

In this light, it is suggested that Nigeria’s black population and level of technological
advancement are relevant to the state of the law of privacy in the country. With regard to

technology, Nigeria is developing and is still in need of infrastructure to support effective

8 For example, the Constitutions of Algeria (1996), Burundi (1992), Cameroun (1996), Mozambique
(1990), Namibia (1990), Niger (1991), Rwanda (1995) and many others.

182 Cf above at 1.

'3 See Sloan op cit at xiii “Privacy is virtually impossible to define in strictly legal terms, It varies with the
times, historical context, the state of the culture and the prevailing judicial philosophy.” Cf G.S.McCellan
The Right to Privacy (1976) at 25 where he states that privacy can only be defined in relation to a national
culture, a particular political system and a specific period of time. For instance, the Constitution of the
United States of America did not originally include a right to privacy, but because of the changes in society
and the need to “reinterpret democratic values in changing social context” the state of California amended
its Constitution to include the right to privacy as a fundamental right. See also Reed op cit at 227.

%4 Ibid; See also P O’ Higgins Cases and Materials on Civil Liberties (1980) at 345: “[T]he scope of
privacy is governed to a considerable extent by the standards, fashions and mores of the society ... and
these are subject to constant change... .
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large-scale use of some of the technological devices that are commonplace in developed
countries.'®

Regarding Nigeria’s black population, in the cultures of the different tribes,'*® even
though a person’s individuality is acknowledged'®’ socially, individuals are defined and
exist in relation to family and community. Nigeria consists of close-knit family
institutions and small communities where one’s privacy is invariably shared with the
family. No one exists as an island and popular acceptance prescribes that a person “is his

,188
brother’s keeper.’

In such a collectivist society,'®® certain acts that might be perceived as invasions of

. . . T . .+ 190
privacy, or grossly offensive to persons in an individualistic'

society would not be
regarded as serious or wrong.I91 On the strength of this, it is suggested that cases of

invasions of privacy by “peeping toms” in the Nigerian society, particularly, those

'8 For instance, Closed- Circuit Television cameras and Automated Teller Machines.

'% Yoruba, Ibo, Hausa mainly, and various other tribes and people e.g. the Benin people, the Fulani, Efik,

ljaw, Itshekiri. O.Otitie “Nigeria’s Identifiable Ethnic Groups” Atp://www.onlinenigeria.com/tribes/
Accessed January 2006.

187 F Oyedeji “The Influence of Natural Law on the Nigerian Legal System” (1998) (unpublished LL.M
thesis) at 74.

18 Ihid.

'* P Anderson “Explaining Intercultural Differences in Nonverbal Communication” in L A Samovar & R
E Porter (eds) Intercultural Communication: A Reader (1994) 232-234.

' Tbid.

**! Anderson in Samovar & Porter op cit at 233-234,
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occurring prior to the information technology age, might not have been considered

. . 192
sufficiently grievous to warrant legal action.

This is relevant for our purpose because case law has demonstrated that laws are better -
observed and more effective where the people for whom they are made can relate to
them.'?? In essence, for our purpose, in considering the evolution or development of the
law of privacy, this knowledge may partially explain the relatively underdeveloped state
of the law of privacy in Nigeria and it may also be useful in suggesting provisions for a
law of privacy for Nigeria, in deciding what to adopt, adapt or reject from other legal

systems.

With regard to Nigeria’s state of development and socio-cultural situation, towards the
late 1990’s, there has been an increased usage of the Internet, electronic mail, facsimile

and other technological equipment. With urbanisation,'” transactions that formerly

12 Cf Anderson in Samovar & Porter op cit at 233-234. Where a person was seriously aggrieved by the
action of a peeping tom, it would be possible to bring an action for invasion of privacy under the
Constitution (Section 34 Constitution FRN 1979, Section 37 Constitution FRN, 1999); or at Common
Law, where the wrongful act involved the commission of a tort e.g. trespass, nuisance.

'For example the Nigerian Public Health Act (Cap 165 LFN 1958) prohibits the slaughtering of animals
except under certain specified conditions, including the obtaining of a license. However, under the various
local customs, animals are killed for food to mark certain special occasions e.g. puberty, home-coming,
weddings and during the festive seasons like Christmas, Easter and Ramadan. In these cases, it 1s common
for families to kill animals for food to share with friends and family. It is also common to keep chickens,
goats, sheep and other livestock for food, where there is space around the house. Cap 165 of 1958 is
honoured more in its breach than in its observance. Various State laws also prohibit setting fire to or
burning bushes (e.g Ondo State Edict No 4 of 1989) and provide stiff penalties for the offence. However,
this has not deterred farmers and hunters who engage in this practice and bush burning still thrives among
them. CfD A Ijalaye “The Sociological School of Jurisprudence and the Nigerian Legal Order” (1992) in
Nigeria and the Challenge of Knowledge (Essays in Honour of Jonathan Olusesan Dipeolu) 33 at 35fF.

" In 2000, Nigeria was 44% urbanised, with the level of urbanisation reported to be increasing rapidly. W
Erickson, T Lloyd- Jones, M Theis, I Greatbatch, B Mulyawan, M B Yunusa, S Adenekan, A Hasan, C
Monteiro, N Dantas, F Sobriera, M Batty “Mapping Urbanisation for Urban and Regional Governance”
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required personal contact can now be done electronically, without necessitating physical
contact, and the extended family and the community have a reduced hold on an
individual’s affairs and on his or her private space. On the other hand, many modern day
electronic communication facilities, for instance, e-mail, are only available to the
individual through internet cafes or other public, or semi-private means (for instance
computers in the workplace), thereby creating a potential means of invasion of privacy by

others using the same system.

As in Nigeria, South Africa’s population of people of different colour and cultures,
coupled with the advanced technology available in South Africa, are relevant to the state
of the development of the law generally, and its law of privacy particularly. While

Nigeria suffered under military rule, South Africa was subjected to autocratic minority

rule.

Furthermore, in comparing, and drawing inferences with regard to the law of privacy in
Nigeria and South Africa in this work, it is notable that both countries share similarities
in their history of governance. In Nigeria, in spite of the fact that several Constitutions
have guaranteed the right to privacy,'” for more than thirty out of its forty years of

independence, Nigeria has been under military rule, which has been characterised by a

(2003) Final report 2003 DFID Research R8130, Max Lock Centre, University of Westminster at 5.

htto-/fwww. wmin.ac.uk/builtenv/maxlock/mapping/Report for Web/Word final/l_Summary MU.doc.
Accessed March 2006.

I':}Sniection 34,1979 Constitution FRN; Section 36, 1989 Constitution FRN; Section 37, 1999 Constitution
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96

. .. . . . 1
general disregard of the human rights provisions n the Constitution, = and gross

o iy 197
violations of the civil rights of the citizens by the army.

Although Constitutions that provided for human rights, including the right to privacy,

1%8 the right to privacy received little or

were proposed during two of the military regimes,
no attention during military rule. Several years after the end of military rule and with the
establishment of democracy, there has still been very little litigation and judicial

interpretation of the Constitutional provision on privacy, and thus minimal development

of the law of privacy.

In South Africa, although under the autocratic rule of the minority apartheid regime there
were gross violations of human rights, there was a common law right to privacy, which

was recognised and upheld by the courts.'”® South Africa has a democratic Constitution

1% For instance, on assumption of power, each military Government promulgated a Constitution
(Suspension and Modification) Decree, (e.g. No 1 of 1966 and No 1 of 1984), which in effect suspended
the Constitution and made its provisions subject to their Decrees (which were usually made arbitrarily).
Thus they had unfettered power and none of their actions could be challenged as unconstitutional.

'TE.g. under the State Security and Detention of Persons Decree (No 2 of 1984), private homes were
arbitrarily searched and people were often detained and left in detention without trial. In Gloria Mowarin v
A.G .of the Federation (Unreported; see The Guardian February 20, 1991 pp 1-2), the plaintiff was
detained by the Vice President under Decree 2 of 1984 and Decree 24 of 1990, which gave the Vice
President certain powers. However, at that time, the office of the Vice President did not exist. The court
held that the detention was illegal and termed Decree no 24 a “legislative absurdity”. See also Lakanmi v
A.G. of Western State & others (1971) UILR 20.

' The 1989 Constitution of the Federal Republic of Nigeria was introduced under General Tbrahim
Babangida’s military rule, but that regime was overthrown in a military coup d’etats before the
Constitution could come into force. Section 36 of the proposed 1989 Constitution guaranteed the right to
privacy. Similarly, in the 1993 Constitution proposed under General Sanni Abacha’s military rule, Section
37 recognises and provides for the right to privacy.



40

that emphasises human rights and includes the right to privacy. The history of the
disregard of human rights in both countries is a point of similarity, which may be relevant
in suggesting a similar approach in both countries, to improving the law protecting

privacy.

A comparative analysis of the laws of privacy and data protection in South Africa and
Nigeria will be made in this work against a brief discussion of developments in the
United Kingdom, the United States of America and Germany. Since these are developed
nations in terms of technology, it is believed that their privacy and data protection laws
will to a degree be reflective of current technological development. As such, they will be
instructive in South Africa, which is itself a developed nation. Moreover, the courts in
South Africa must follow precedents from public international law*® and may refer to
other jurisdictions with similar provisions in their Constitutions,®" including the United

States of America®®? and Germany.”®

The choice of Germany in particular is informed by the fact that Germany, like South

Africa, has a Civil Law system (unlike the United States and the United Kingdom). Cases

" See Gosschalk v Rossouw 1966 (2) SA 476 (C) at 492, S v 4 1971 (2) SA 293 (T), Reid-Daly v

Hickmann & others 1981 (2) SA 315 (ZA) at 323. See generally McQuoid-Mason in Chaskalson et al op cit
at 1-4.

2% Section 39(1)(b), Constitution of the Republic of South Africa (Act 108 of 1996) See also Bernstein v
Bester NO 1996 (2) SA 751 (CC) at 790ff,

2! Section 39(1)c, Constitution of the Republic of South Africa (Act 108 of 1996).
202

See Ackermann I in Bernstein v Bester supra at Para 75.

203 : .
See Ackermann J in Bernstein v Bestersupra at Para 771F,
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and trends in the development of the law in Germany and South Africa may thus be
juxtaposed for better enlightenement on Civil Law. Nigeria on the other hand, has a
Common Law system and follows precedents from English law,2** public international
law?® and other jurisdictions with similar provisions in their constitutions.?® The laws in
Germany, the United Kingdom and the United States may thus give more guidance to

developments in South Africa and Nigeria.

Notably, the constitutions of Germany and the United States do not make specific
provision for the right to privacy but a right to privacy has been recognised and
developed in these two countries. Also, the United Kingdom does not have a written

Constitution and has only recently recognised a right to privacy., Nigeria

This work is not an exhaustive analysis of the state of the privacy and data protection
laws of the United Kingdom, the United States of America, or Germany; the laws in these

jurisdictions are merely used for comparative purposes. The focus of this research, as

207

previously indicated,” will be the privacy and data protection laws of South Africa and

24 Section 45 Interpretation Act (Cap 192 LFN 1990). In Abiola v ljoma [1970] 2 All NLR 268 at 272,
Dosunmu J relied on the English Common Law principles relating to the protection of individuals
regarding the tort of nuisance and also cited the opinions of certain English judges (Lord Halsbury, Lord
Loreburn, Luxmoore J); See also generally D Olowu & F Laosebikan “Sources of Law in Nigeria” in A O
Sanni (ed) Introduction to Nigerian Legal Method (2006) at 245-249.

5 gection 12(1) 1999 Constitution FRN; See also Olowu & Laosebikan in Sanni op cit at 129,
2% For ir?stance, the Nigerian courts have relied on Ghanaian cases in establishing the essentials of the tort
of malicious prosecution. See Inneh v Aruegbon (1952) 14 WACA 73; Aubin v Ehunaku [1960] GLR 167;

Soadwah v Obeng [1966] GLR 33; See also G Kodilinye The Nigerian Law of Torts (1982) at 26ff. [Newer
version available G Kodilinye & O Aluko The Nigerian Law of Torts (1999)]

27 Cf above Para 1.3.
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Nigeria, with particular reference to electronic mail use in Cyber/Internet cafes. As
mentioned above,’®® today, the use of the internet is commonplace in many countries
including South Africa and Nigeria and many internet users in South Africa and Nigeria

- 209
do not own or have ready access to private computers.

1.7 Conclusion

In this research work, the impact of the cyber revolution will be considered, generally
showing the ways in which South Africa and Nigeria have been affected, after which the
privacy and data protection laws of the United Kingdom, the United States of America
and Germany will be examined. Next, the privacy and data protection laws in South
Africa and in Nigeria will be considered. What are these laws? How have they been
developed to meet current challenges? Are these laws adequate or effective to protect
privacy and data with regard to information processed in Internet cafes? Do they serve as

a deterrent to would-be invaders of privacy? Do they provide sufficient remedies? These

issues will be evaluated.

Having comparatively examined the laws in these countries, and having made an
evaluation of their effectiveness, recommendations for privacy and data

principles/provisions that will provide protection for information processed in Internet

cafes in South Africa and Nigeria will be made.

28 ¢ above at 19ff,

2 Cf above at 14 ff,
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CHAPTER TWO

THE EFFECT OF INFORMATION TECHNOLOGY AND THE CYBER

REVOLUTION ON SOUTH AFRICA AND NIGERIA

2.1 Introduction: Evolution and Development of the Computer

The computer has been around for over a century,”' but its effect on law and the society
today cannot be over-emphasised. The computer was initially just a device for calculating
figures (numbers), but since its original appearance there have been modifications and

improvements to it, that have reached unimaginable heights.?"!

Today, the computer is
not only a computational machine but also a communication device.?' It processes and

transmits data, it stores and retrieves information and is, to a large extent, an information

device.

There are many ways in which the computer has impacted on the world*'® and changed
the pattern of transactions, work, and life in general in the last two decades. Data banks
and computerised pools of information, surveillance devices, especially the ubiquitous

closed-circuit camera, identity systems, biometrics and the Internet, are some of the

%R M Baer The Digital Villain (1972) at 35 ff.

21 Cf Baer op cit at 351,

2.5 Nora & A Minc The Computerisation of Society (1981) at vii.
3 See 1 J Sloan Law of Privacy Rights in a Technological Society (1986) at 23. Sloan notes that:
“Corpputers are used for controlling traffic lights ... making hotel and motel reservations, maintaining
hospital records, monitoring patients with severe heart problems, storing financial information ...”.
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technological advancements that have made an impact on the world. Computers in
internet café are used for access to information, communication via e-mail and simple
typing and printing jobs. In carrying out any of these tasks, information relating to the
user is processed and at least a part of the processed information is retained in the
memory of the computer. It is intended in this chapter to examine some of the
contemporary technological devices and their impact on the right to privacy and the

protection of personal data.

2.2 Development of Information Technology and its effects on the right to privacy

This section will examine some of the technology facilitating invasions of privacy where
such technology is directly relevant in considering the issue of invasion of electronic mail
privacy in Nigeria or South Africa, or where such discussion is necessary or desirable to

provide a fuller context within which to discuss electronic mail privacy.

2.2.1 Data banks and computerized pools of information:

Data banks store, recall or search for stored information using the computer’s memory.
Any kind or variety of information such as records of births, deaths, marriages, medical
information and records, financial and insurance records, criminal records and even

personal facts such as characteristics, reputation of individuals may be stored.”"* Legal
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citations, market research materials, census data, data for economic, urban planning and

the like can also be processed and retrieved easily through these information banks.?!

Data processing networks are also used to register purchases in stores through computer
terminals. Orders for goods can also be placed and processed electronically. In addition,
invoices and inventories are frequently controlled through computer programs. In a broad

‘ - 2216
sense, “much paper work has been replaced by an electronic transfer system.’

Data banks are extremely useful. Generally, they facilitate access to the total

: ) . 217
accumulation of information.

In addition, social, economic, health and other issues,
demographic aspects of disease, unemployment, and many other issues affecting human

life and well-being may be better researched with the enormous reservoir of data made

available through data banks.

Data banks are kept and utilised in nearly every department of government for the
maintenance and retrieval of (accurate) records and statistics. They are also used for
research purposes regarding health, census, environmental, urban and regional planning

and in other areas of governmental conduct. Data banks and computerised pools of

24 See D J McQuoid-Mason The Law of Privacy in South Africa (1978) at 7ff; See also J Neethling
Neethling's Law of Personality (2005) at 293-294.

**Nora & Minc op cit at ix.

216 1bid.

27 See generally Baer op cit at 132-135.
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information are utililsed in most countries of the world, including South Africa and
Nigeria.

Although not all computer systems qualify stricto sensu as data banks within the meaning
above, it is arguable that where information (data) regarding a particular individual is
accumulated on a specified computer system, such that it is possible to get a reasonable
amount or quality of personal information about a person, to which a third party would
not ordinarily have access, that computer system may, for our purpose, be regarded as a
data bank. Thus, where they are regularly used and have accumulated in their memory
personal information of a nature or quality that would not be ordinarily accessible to a

third party, computer systems in Internet cafés may be regarded as some form of data

bank.>'®

Computers in Internet cafes are commonly used for typing and printing out curriculum
vitae, student projects including long essays, term papers and theses. They are also used
for sending and receiving personal as well as business e-mail and as such, may contain
personal information, and business information. Such information when accumulated and

retained in the computer’s memory, would qualify as data,*'® and may be misused.

Regarding the threat that data banks pose to the privacy of individuals, the very fact of
the existence of a data bank is a potential threat to personal privacy and freedom in the

sense that personal information that could otherwise have been kept largely undisclosed

2% Cf below at 63.
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and in the custody of the person concerned, is being kept centrally in a database. The
information is thus removed from the hands of the owner and placed in the custody of
computer users. Furthermore, as noted above,?? information gathered in a data bank may
be accessed unlawfully2 2! and may also be misused.”?? In addition, the information in

. 3
data banks is not always accurate.”

In South Africa, although there are statutes that regulate information collected about
individuals by the state and its agencies or departmems,224 there is no data protection law
or other law specifically made for the protection of information. 22> The South African

. . . . 226
Law Commission is however working on a draft Data Privacy Act.

The Promotion of Access to Information Act”’ regulates information use and disclosure

by both the public and private bodies in South Africa. In Nigeria, data banks are used by

20 Para 1.3.
22! See Baer op cit at 134.

222 Cf Sloan op cit at 6f; In Menard v Mitchell, 430 F.2d 486 (DC Cir 1970) a Federal district court in
Washington, DC forbade the FBI from disseminating criminal history records for use in determining
employment or licensing acceptability. The judge was of the opinion at that time, that “[n]o procedure
exists to enable individuals to obtain, supplant, or to correct the criminal record information being used
against them; ... control of the data will be made more difficult and opportunities for improper use will
increase with the development of centralised state information centers”.

2 See Baer op cit at 134-135.

224 For instance, the Income Tax Act (No 56 of 1962, as amended by Act 19 of 2001), the Statistics Act (No
66 of 1976) as amended by Act No 6 of 1999). See below Chapter 7.

2% See Neethling op cit at 296; McQuoid-Mason op cit at 196-197. See also Roos op cit at 660fT.

226 See South African Government Information; Media Statement by the South African Law Commission
Concerning Its Investigation into Privacy and Data Protection. http://www.info.gov.za/speeches/2002
Accessed March 2007. Cf also Michalson’s Guide to Data Privacy Law in SA http.//
www.michalson.com/docs Accessed March 2007.
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both private and government agencies, but there is no data protection law or body in
Nigeria. However, there is legislation regulating the collection and publication of
information by specific government departments or agencies, and these protect data or

information collected by these bodies.”®

2.2.2 The Internet

The Internet is an international or global “network of interconnected computers”,229 by
which people around the world are linked across geographical boundaries. The Internet
provides two major services, which have bridged the gap of geographic borders and
revolutionised communication locally and internationally. The one is electronic mail,
which allows for the sending and receiving of information or mail electronically

anywhere in the world. Mail so sent is received within seconds or a few minutes of being

sent.

The other service offered by the Internet is the world wide electronic media, known as the
World Wide Web. It is a public “notice board” containing an aimost inexhaustible range

of information that virtually the whole world can access; read from, or write to as long as

27 No 2 of 2000 as amended by No 54 of 2002. See below Chapter 7. The data protection provisions in the
original draft Bill were unused and a separate Act will have to be passed to cover data protection.

28 For instance, The Income Tax (Authorised Communications) Act (Cap 175 LFN 1990) contains
provisions regulating the obtaining and disclosure of tax-related information; and the National Population
Commission Act (Cap 270 LFN 1990) contains provisions regulating the obtaining and disclosure of
information by the Commission. See below chapter 7.

2 J H Lipshcultz Free Expression in the Age of the Internet - Social and Legal Boundaries (2000) at 106.
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they are connected to the network. It has also been referred to as “the information

: 230
superhighway”.

The accessibility and ease of use of the Internet highly increase the likelihood of abuse.”!
Moreover, the effectiveness of the Internet in terms of speed and reliability with which
information can be published facilitates widespread and even universal publication or
disclosure. Generally in these ways, the Internet constitutes a potential threat to the right
to privacy. In addition, and in particular, names and other personal details of users are
sometimes required to obtain access to certain websites or programs. They are also used
to carry out purchase and other transactions on the Internet. Furthermore, Internet users

are often watched in different ways for different reasons.**

In South Africa, the Internet is widely used in both private and government offices and in
institutions of learning. Apart from this, many individuals and families have personal
computers and often send and receive electronic mail via these systems. In the business
world, computer-based transactions are fast increasing and Internet banking has become

possible. To further facilitate communication, certain types of cellular phones may also

be used to access the Internet.?>>

2% Lipschultz op cit at 10, 106.

B! See Lipschultz op cit at 10: “The Internet is both a ‘broadcast’ and ‘common carrier’ medium ...
[where] ... individuals have the power to be their own publishers. The openness of the technology
increases the possibility that information will be disclosed regardless of whether it is right or
wrong ... anyone can be a publisher of something that looks like a newspaper. Secondly, online
information is non-standard and can be distributed anonymously.”

232 3 P : s . .
For example, ‘cookies’ may be used to monitor ‘surfers’ and obtain other details about them and
consumers may be watched to determine their tastes. See above Para ].2.
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In Nigeria, the Internet is also used in government departments, private companies,
business concerns and banking institutions. Even though only a small percentage of
individuals have personal computers, there is a proliferation of “cyber-cafes” where
anyone may access the Internet, send and receive e-mail at little cost, and where

234 This is commonly used by a large

information may be downloaded from the Internet.
number of students and workers who cannot afford to have personal computers, but need

to be in contact with the outside world.>** The threat posed by the Internet to the right of

privacy is one that affects both South Africa and in Nigeria.

2.2.3 Identity Systems

2.2.3.1 Identity Cards

Different forms of Identity (ID) cards are used in virtually all countries of the world.?
The type of card and its function may vary. It has been observed that in some countries,
for instance Spain, Portugal and Singapore, identity cards have been linked to national
registration systems to be used as the basis of government administration.?’ It has also

been suggested that race, politics, and religion were at the heart of older identity

23 Cf above Para 1.2.

24 Cf above Para 1.3. See also Segun Aregbeyen “Nigeria Lacks Legal Protection Against Piracy on the
Internet” in The Comet October 25, 2000 at 22.

35 Cfabove Para 1.3.

26 D. Banisar & S Davies “Privacy and Human Rights: An International Survey of Privacy Laws and
Practice ” (1999) htp./fwww.gilc. org/privacy/survey/intro. html#idefining Accessed September 2000.

37 Ibid.
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238 With the advent of magnetic stripes and microprocessor technology, these

systems.

' i ices.”” Identity card
cards can also become an interface for receipt of government services. entity cards
can thus be a means of identification as well as to provide access to social services.

242 have official

While Germany,m South Africa®®' and many developed countries,
compulsory national identity cards or books that are used for a variety of purposes, a
considerable number of developed countries such as the United Kingdom, the United
States of America, Canada, Ireland, Australia, and New Zealand do not have such

cards.**® Until February 2003 when the issuing of identity cards began officially in

Nigeria, Nigeria did not have an official identity system.

Where there is no national identity system in place, there are alternative methods of
identifying oneself and establishing one’s citizenship. In the United States for instance,

every citizen of the country has a social security card. Through the social security

28 See J Torpey The Invention of the Passport: Surveillance, Citizenship and the State (2000) at 76, 971T;
see also D Banisar “Privacy and Human Rights” (2001)
hiip://www.privacy.org/pi/summary/phr2000/threats. himl#heading? Accessed October 2002. Cf D
McQuoid-Mason The Law of privacy in South Africa (1978) at 159, 235, where he notes that Identity

Systems were used in South Africa during the apartheid regime under the Population Registration Act to
identify different races.

 Banisar & Davies (1999) op cit at http:/fwww.gilc.org/privacy/survey/intro himltidefining.

20 Gesetz tiber Personalausweise vom 21 April 1986, BGBI. ], S. 548; Cf D P Currie The Constitution of
the Federal Republic of Germany (1994) at 321.

*! Identity Act No 68 of 1977 as amended by Identity Amendment Act No 28 of 2000.

242 . . . . .
For instance France, Belgium and Greece. See generally Banisar & Davies op cit at
www.gilc.org/privacy/survey/intro. himltidefining.

3 See Banisar & Davies (1999) op cit at www. gilc.org/privacy/survey/intro.htmlidefining.
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- . 244 -
number, an enormous amount of personal information can be traced.”” In the United

245

Kingdom, a “tradition of personal liberty””™ where citizens are not subject to internal

checks or ID cards has been uphfcld.246

However, citizens of the United Kingdom have birth certificates, which are sometimes
used as means of identification.”” Driver’s licenses may also be used for identification in
the United Kingdom.**® There are however ongoing debates on the question of adopting
national identity cards in the United Kingdom.249 In Nigeria, drivers licenses, work
identity cards (issued by private companies, businesses, government departments and
parastatal bodies), and student identity cards have been commonly used. The national

passport may also be used for identification when outside the country.

The refusal to adopt or failure to have a national identity system in some countries has

been done to protect human rights.>* It has been observed that the existence of national

4 See H Henderson Privacy in the Information Age (1999) at 21& 22.

5 Alan Travis “ID Cards UN-British or Vital? The ID Debate” in the Guardian 25 September 2001 at
hittp.//politics.guardian.co.uk Accessed June 2003,

26 1bid.

247 . . . . . . e
For instance, production of a valid birth certificate by a person born in Britain may serve as proof that
such a person is a British citizen.

248 . . o
In traffic-related offences, drivers’ licenses are used for identification purposes.

 See generally Privacy International “National ID Cards” (2002)
http://www.privacyinternational.org/issues/idcard/Accessed November 2002; See also B Williams “Rulers

Discuss Issuing National 1.D. cards” in The Militant (2001) Vol 65 NO 39 at http.//www.themilitant.com
Accessed December 2002; Travis op cit.

% See Williams op cit; Travis op cit.
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2! The imposition of

identity documents appear to parallel increases in police powers.
identity card systems has been successfully challenged on grounds of constitutional

: . . 252
privacy in a number of countries.

In 1991, the Hungarian Constitutional Court ruled that a law creating a multi-use personal
identification number violated the constitutional right to privacy.253 In 1998, the
Philippine Supreme Court ruled that a national identity system violated the constitutional

24 In the United States of America, there is a strong opposition to a

right to privacy.
national identity card system.255 The American Civil Liberties Union is especially

opposed to the idea on the grounds that it threatens the right to privacy and would create

; 256
an easy tool for government surveillance.

In South Africa, the Identity Card system was in place under the apartheid regime and it

was essential for voting. Although the police could commit numerous invasions of

! Identity Cards were abolished in Britain in 1953, following a court ruling that the police powers that
went with them, which included the power to stop citizens at random and require that they present
identification, created an undesirable situation between the people and the government. See Williams op
cit; See also Banisar & Davies op cit at http:/www.gilc.org/privacy/survey/intro. htmlfidefining.

»* ACLU “National Identification Cards: Why Does the ACLU Oppose a National ID Card System?”
(1996) hiip:/fwww.aclu.org/library/aaidcard himl Accessed November 2001; ACLU “National ID Cards: 5

Reasons Why They Should Be Rejected” htp:/larchive.aclu.org/issues/privacy/National ID Feature.html
(2002) Accessed June 2003.

*3 Constitutional Court Decision No 15 AB of 13 April 1991,

4 Philippine Supreme Court Decision of the National 1D System, July 23, 1998, G.R. 127685 (1998)
http //bknet.org/laws/nationalid.html Accessed February 2000.

2% EPIC “National Identity Cards” http.//www.epic.org/privacy/id_cards/default.html (2002) Accessed
November 2002.

6 See ACLUop cit at _http-//www.aclu.org/librarv/aaidcard html .
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privacy, by virtue of certain laws, under the apartheid regime,257 with the institution of a

democratic government and Constitution, this is no longer the case.

The powers of the police and other security agencies must be exercised in accordance
with the Constitution, which expressly provides that national security must be pursued in
compliance with the law, including international law,*® and that the security services
(which includes the police services, defence force and intelligence services) and their
members must act “in accordance with the Constitution and the law, including customary
international law and international agreements binding on the Republic.” ** In the light
of this, acts that would be an infringement of human rights generally and the right to

privacy particularly are outlawed.

In March 1998, the South African Cabinet approved a plan to issue a multi-purpose smart
card that combines access to all government departments and services with banking
facilities. In the long term, the smart card is intended to function as a passport, driver’s
license, identity document and bankcard.?® It is noted that when this comes into effect,

there will be greater possibilities for invasion of privacy, as the card would allow access

57 For example, the Internal Security Act 74 of 1982 and the Criminal Procedure Act 510f 1977. Under the
security laws in particular arbitrary searches could be done and the police also had wide powers of

detention. See D J McQuoid-Mason “The right to privacy, honour and reputation” in M Robertson (ed)
Human Rights for South Africa (1991) at 89.

¥ Section 198(c), Act 108 of 1996.
2 Section 199(5), Act 108 of 1996.

¥ David Shapshak “SA Services Get Smart” Mail & Guardian, April 24, 1998.
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to a lot of personal information. Care will have to be taken to regulate and enforce the use

of these cards in such a way as not to infringe on privacy rights.

2.2.4 Biometrics

Biometrics is the process of collecting, processing and storing details of a person’s
physical characteristics for the purpose of identification and authentication.”®' The most
popular forms of biometric identification are retina scans, hand geometry, thumb scans,

fingerprints, voice recognition, and digitised (electronically stored) photographs.®

Biometrics schemes are being implemented across the world.?®

Finger print
identification is also used in South Africa and in Nigeria. Finger print information is

contained on the national driver’s license in both countries and for identity documents in

South Africa.

Biometric identification is however not as common as the other forms of technology
discussed in this chapter, therefore it is only intended to mention the technology briefly.

DNA identification is presently a controversial form of biometrics.?% It involves the use

% Banisar op cit at http://www.gilc.org/privacy/survey/intro. htmlfidefining.

*? Ibid. See also S Garfinkel Database Nation: The Death of Privacy in the 21° Century (2000) at 55-59.

263 . . .
In Germany and France, tests were put in place with equipment that put finger print information on
credit cards in 1998. Spain also has a national finger print system for unemployment benefit and healthcare
entitlement. Cf Banisar op cit at htip-//www, gilc.org/privacy/survey/intro.himifidefining .

2% Cf Garfinkel op cit at 46fT,
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of scanning technology, which can automatically match DNA samples against a large

o 265
database in minutes.

It is being used by police forces in several countries such as the United States, Germany,
and Canada that are creating national databases of DNA.?®® This has implications for the
right to privacy267 and as such, mention is made of it in view of the fact that this work
aims at bridging the gap between technology and the law of privacy, and placing the law

ahead of technology.

2.2.5 Surveillance devices

One major way in which the pattern of life has been affected by technological devices is
by the use of surveillance devices that specifically enhance eavesdropping and spying.2®®
Surveillance equipment has been commonly used by both private and government bodies

26
for over four decades.”®

Of the kinds of surveillance equipment used today, the Closed
Circuit Television Camera is the most ubiquitous. These cameras are very common in

developed countries like the United Kingdom and the United States of America.?”® They

265 1hid.

** Ibid. In People v Castro 144 Misc.2d 956, 545 NYS.2d 985 (SCt 1989), where the court accepted the
state’s DNA evidence, ruling that DNA testing was generally accepted by science. See also Cobey v State
80 Md. App 31, 559 A.2d3al ((Md) App 1989), where the Maryland State Supreme Court ruled that DNA

evidence could be admitted but should not necessarily be admissible in all criminal trials.
%7 A stored biometric may be copied. Cf Garfinkel op cit at 65.

?% See generally A F Westin Privacy and Freedom (1967) at 691f.

9 Westin, writing in 1967 said, “ Surveillance equipment is readily available and actively promoted for
use” op cit at 102,
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are also very common in South Africa, especially in shops, malls, supermarkets, banks

and other public places.

Closed Circuit Television Cameras are used in every aspect of urban life and is found in
residences, schools, car parks, railway stations and petrol stations. They are used to
monitor road traffic, the use of public telephones, cash machines, retail and commercial
enterprises, shopping malls, and even hospitals and stadiums.””" In the United Kingdom,
there are internal codes of conduct established by local authorities, police forces and
other bodies responsible for managing schemes, which specify how systems should be
used. However, these are inadequate as many schemes that border on invasion of privacy

are left un-addressed.?’?

It has also been noted that few of these codes specify the basis on which tracking should
occur, what constitutes suspicious behaviour and the kind of limitation that should be
placed on the length of time a camera is trained on a single person or group in the

273

expectation of an incident occurring.””” In Britain, the Local Government Information

Unit has published a model code of conduct in 1996 and existing codes of conduct have

been amended to safeguard the privacy of individuals.?”

% C Norris & G Armstrong The Maximum Surveillance Society (1999) at 42.

" Norris & Armstrong op cit at 42-55.

22 Ibid at 100 &101.

M Bulos & C Sarno Codes of Practice and Public Closed Circuit Television Systems (1996) at 24.

274

Bulos & Sarno op cit at 101ff,
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In South Africa, the Closed-Circuit Television Camera is very common in public places
like shopping malls, and generally in the cities as a crime prevention measure. The reality
regarding closed circuit television and other surveillance technology however is that,
while they are being used as a deterrent for crime, they are also a means of invading

privacy and gathering information.

Generally in the United Kingdom and the United States, there appears to be no specific
law regulating such questions as who may be watched, for what reasons and for how
long, neither does the Common Law or Human Rights Act provide a proper basis for a

challenge based on infringements of the right to privacy in a public place. 275

In South Africa however, the law recognises the right of a person not to be followed
about or stalked in a public place.’® Legal action may be brought where a person has
been stalked, watched or followed “unreasonably” and the test of reasonableness will be

applied to determine whether in the circumstances, a claim to protection of the plaintiff’s

privacy should be upheld.?”’

% Norris & Armstrong op cit at 100,

276 Epstein v Epstein (1906) TH 87, see Wessels J at 88, R v Ferreira (1943) NPD 19 at 21. See generally
McQuoid-Mason op cit at 871f, 154, where he points out that the test to be applied is the test of

reasonableness, and that the question is whether the shadowing complained of was reasonable in the
circumstances.

7 Cf McQuoid-Mason op cit 154.
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In the United States of America, it has been held to be actionable to shadow a person
openly and persistently, in a “rough” and “overzealous” manner.”® In Nigeria, although
people are watched by law enforcement agents in public places, the use of surveillance
cameras is far less common and there is no legislation governing or regulating their use.

It is suggested in this regard that the Constitutional*”

provisions guaranteeing the right to
dignity,** right to personal liberty,®' and freedom of movement>*> should be relied on to
regulate such watching, and on the basis of these provisions, where a person has been
roughly, openly, over-zealously, or unreasonably followed or watched, so as to cause him
or her inconvenience or embarrassment, such conduct should be unconstitutional. It is
submitted that, what constitutes ‘“rough”, “open”, “over-zealous” or ‘“unreasonable”
following or watching will have to be determined by the courts from the manner,
intensity and other factors involved in the “watching”, based on the circumstances of
each case.”®

It must be noted that government use of surveillance devices and intrusions into a

citizen’s privacy falls into a separate category from private invasions of privacy. In their

duty to maintain law and order and protect persons, property, and national security,

?78 p Keeton & R E Keeton Cases and Materials on the Law of Torts (1977) 2™ ed at 1102; See generally
McQuoid-Mason op cit at 155.

79 1999 Constitution FRN.

80 Section 34,

8! Section 35.

282 Section 41,

* See also McQuoid-Mason op cit at 154ff.
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government law enforcement agencies have a legitimate claim to the use of physical
surveillance, within the limits set by law. Police surveillance, for instance, has been

practised for decades.”®

However, the development of technology in the twentieth century has brought greater
effectiveness to the practice of subversive activities and crime and governments have
attempted to keep pace with them. Surveillance cameras are located in strategic positions,
and other scientific techniques and instruments such as ballistics, fingerprinting, DNA
analysis and spectrographic analysis have been adopted to increase the accuracy of

. . 285
Investigations.

Regulations that promote surveillance have been made in a number of countries. In July
2000, the United Kingdom approved the Regulation of Investigatory Powers Act, which
requires that Internet Service Providers provide a reasonable interruption capability in

their networks (to be forwarded to government).?

In June 2001, the South African
Cabinet approved the Interception and Monitoring Bill**’ requiring that telephone

companies build in surveillance technology.?® Furthermore, the South African.

34 Cf Westin op cit at 117 where he observes that “from the early days of police enforcement and

investigation, law and public opinion have accepted such police techniques as shadowing, simple

eavesdropping, using informers, planting agents in conspiracies.”
285 - .
Cf Westin op cit at 118.

%6 D Banisar op cit at htip.//www.privacy.org/pi/summary/phr2000/threats. html#fnd.

*7 The Interception and Monitoring Bill [B50-2001] August 2001 (introduced in the National assembly as
a Section 75 Bill).

%8 Section 7.
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289 allows for the interception,

Interception and Monitoring Prohibition Amendment Act
with a court order, of mobile telephone communications and widespread surveillance for

the purpose of protecting national security.**

It is submitted that in spite of the undesirability of the fact that such laws permit a degree
of invasion of privacy, it is advantageous to monitor the use of technology to prevent

21 11 this case, and in all

subversive and criminal acts, such as the detonation of bombs.
other cases involving government use of technological surveillance, it has been said that
the two important interests of public safety and individual liberty must be balanced.?*? In

democratic societies surveillance devices should be used within the ambit of the relevant

Constitution and other laws.

2.3 Conclusion

It is clear from the above brief overview that modern technological devices and immense

improvements on the older technology (for instance, photography)293 greatly facilitate

invasions of privacy, and that no one is excluded from potential intrusion and disclosure.

0 gee generally the Preamble, Sections 3, 6 & 7.
! For instance the London bombings of July 7, 2005.

2 See Westin opcitat 117f

293 . . . . .
Although invasions of privacy involving photography have been an issue for over a century, as

evidenced in Pollard v Photographic Co (1 889) 40 Ch.D. 345, they remain relevant in the present day,
supra.
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Moreover, there is no aspect of life that is completely protected from such unwanted
intrusion and disclosure.

Disclosures are made possible by the use of the above technological monitoring and
surveillance devices, data processing networks, pools of information and the Internet,
which readily provide a convenient and effective means of publication to “the whole
world” since there is hardly any limit to the distance that information can travel via the

Internet.

In addition to the threats to privacy posed by the use of the Internet,”>* computers in
Internet cafes may be regarded as depositories or banks of varying amounts of personal
information relating to the internet café users.”® As these computers are available for
public use, there is a risk that personal information contained in and/or obtained from the

computers may be accessed, disclosed or used in some other way by a third party.

The need for adequate legal machinery for the protection of privacy in the face of
continuing technological advancements is a pressing issue. It is now intended to examine
the protection of the right to privacy generally, as well as data protection in the

technologically advanced countries of the United Kingdom, the United States of America

and Germany.

294

Cfabove Para 1.2ff,

 Cfabove p 21.
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CHAPTER THREE

PROTECTION OF PRIVACY AND DATA IN THE UNITED KINGDOM

3.1 Introduction

The right to privacy is expressly guaranteed in a number of international and regional
conventions. The Universal Declaration of Human Rights,296 The International Covenant
on Civil and Political Rights,297 The European Convention on Human Rights,298 and The
American Convention on Human Rights.?®® The African Charter on Human and Peoples’
Rights does not expressly recognise the right to privacy, but does refer to dignity.300 The
provisions of these conventions are applicable to party or signatory nations and the courts

are bound to uphold and enforce them whenever they are invoked. **'

3.2 Protection of Privacy and Data in the United Kingdom

%6 Article 12.
27 Article 17.
%8 Article 8.

9 Article 11,

30 Article 5.

%% See for instance Klass and Others v Germany (1978) 2 EHRR 214; where five German lawyers sought
to challenge the compatibility with the ECHR of Article 10 (2) of the German Constitution and another Act

which provided authority for the German intelligence services to intercept communications; See also
Halford v United Kingdom (1997) 24 EHRR 523.



64

Until the coming into effect of the Human Rights Act,*®? there was no general right of
privacy in the United Kingdom.303 The United Kingdom does not have a written
constitution and the general liberties of its citizens are theoretically protected by
Parliament.*® The Common Law protection of privacy and data in the United Kingdom
will be examined first, thereafter reference will be made to the Human Rights Act and its
effect on the right to privacy in the United Kingdom.

3.2.1 Substantive and Informational Privacy Rights’”

Privacy rights have been generally classified as either substantive or informational.

3.2.1a Substantive privacy rights

Substantive privacy rights relate to human beings and their right to personal autonomy.”%

They permit individuals to freely act, choose and make their own decisions about matters

392 1998 Chapter 42, The Act came into effect in Scotland on 1 October 2000, and in England on 1 October
2001.

33 Kaye v Robertson [1991] FSR 62; Malone v Metropolitan Police Commissioner [1979] Ch 344, [1979] 2
All ER 620.

)] Banisar & S Davies “Privacy and Human Rights: An International Survey of Privacy Laws and
Practice” (1999) hittp:/fwww.gilc.org/privacy/intro.html at
http:/fwww.gilc.org/privacy/survey/surveylz. html#united kingdom Accessed September 2000.

305 . . . . . . . . - . .
The classification of privacy rights into substantive and informational privacy rights is better recognised

in the United States than the United Kingdom. Apposite cases and examples from the United states have
thus been used here.

*% See Cf D McQuoid-Mason “Privacy” in M Chaskalson, J Kentridge, J Klaaren, G Marcus, D Spitz, S
Woolman (eds) Constitutional Law of South Africa (2004) at 38-22 ff.
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of a personal nature without interference by the state.’®” Such matters include the home,
family or personal relationships, marriage, cohabitation, procreation, education,
contraception and other such rights of a personal nature.’®® Substantive privacy rights are
exercisable by persons basically by virtue of the fact of being human. As substantive
rights relate to matters of a human nature, it is reasonable that the protection they offer be

limited to natural persons only.*%

English Common Law has recognized the protection of privacy rights that may be
classified as substantive especially in protecting the right not to disclose confidential

information in family relationships.’"°

Where the interest of the state necessitates an infringement of a privacy right, such
infringement will be justified if that state interest is shown to be of a compelling
nature.”! Further to this, it has been said that it is not sufficient for a statute infringing on
the right to privacy to be reasonably related to the carrying out of a permissible state

312

policy.” ” The infringing statute must be shown to be necessary. In this regard, a law

%7 See W P Keeton, D B Dobbs, R E Keeton & D G Owen Prosser and Keeton on the Law of Torts (1984)
5" ed at 866. See also 16A American Jurisprudence 2d Constitutional Law (1979) Articles 601-606.

*% Bowers v Hardwick (1986) 478 US 186, L Ed 2d 140, 146, 106 SCt 2481.

% 16A American Jurisprudence 2d Constitutional Law (1979) 606.

310

*! See du Plessis & J de Ville “Personal Rights” in D Van Wyk, J Dugard, B de Villiers, & D Davis (eds)
Rights and Constitutionalism: The New South African Legal Order (1994) at 244.

32 Goldberg J in Griswold v Connecticut supra at 523, See also Hill v National Collegiate Athletic

Association (1990 6" Dist) 1 Cal App 4™ 1398. See generally Van Wyk et al op cit at 243-244.
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which gave a restrictive definition of family and then limited the occupancy of any
dwelling unit to members of the same family was declared invalid.*"® Similarly, a
Connecticut statute which criminalized procuring an abortion except for the purpose of
saving the life of the mother,’'* and a state law which criminalized interracial marriage’"”
were considered infringements of substantive privacy rights in the absence of compelling

state interests and declared invalid. 316

3.2.1b Informational Privacy Rights

Unlike substantive privacy rights which relate essentially to human beings and protect
their choices, informational privacy rights relate directly to and protect (personal, private

or confidential) information by regulating access to and the use of personal information

317

relating to others.” " Although it has been held that juristic persons generally do not have

318

a right to privacy,” " it has been established that they have a right to claim protection in

respect of certain rights analogous to informational privacy rights.*'®

33 Moore v East Cleveland (1977) 431 US 494, 52 L. Ed 2d 531, 97 SCt 1932.
314 Griswold v Connecticut supra.

¥ Loving v Virginia (1967) 388 US 1, 18 L Ed 2d 1010, 87 SCt 1817.

*1% Cf du Plessis & de Ville in Van Wyk et al op cit at 244 ff,

*17 See generally McQuoid-Mason in Chaskalson et al op cit at 38-25ff.

816 Am Jur 2d Constitutional Law (1979) Article 606; See also California Bankers Association v Schultz
(1974) 416 U.S. 21, 65; U.S. v Morton Salt Co., (1950) 338 US 632, 652.

*1% For instance under the Restatement (Third) Unfair Competition (1995) Section 43, confidential business
information is treated as property and corporate espionage may be prosecuted as an improper acquisition of
a trade secret. Similarly, under trademark laws, a business can own a product name and prevent others from
using the same product name. Under the category of appropriation, where a business name or product name
has been appropriated, a juristic person can successfully bring an action for “invasion of its privacy”. Cf
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Informational privacy rights provide protection against intrusions and unauthorised
disclosure or publication of personal information relating to others.*?® The United States
Privacy Act of 1974*?! and the United Kingdom Data Protection Act’® both provide
extensive protection for informational privacy in the form of data. English Common Law
also upholds the right not to disclose confidential business information and punishes
unauthorised disclosure of the same and as such, recognises informational privacy

rights.*?’

Privacy of communication is generally guaranteed under informational privacy rights, 324
and cases of invasion of electronic mail privacy in Internet cafes will fall into this general
category. Informational privacy rights will be relevant in Internet cafes in upholding
customers’ right to privacy in respect of any information processed on computers in

Internet cafes by regulating access to and the publication or disclosure of such

information.

In United States v Little’™ the practice of asking census questions concerning personal

and family characteristics and threatening a refusal to reply with criminal sanctions was

also the English cases of Technograph Printed Circuits Ltd v Chahoyn [1967] RPC 399 at 344 and
Exchange Telegraph Co v Howard [1906] 22 TLR 375 (Cf below at 82ff).

320 ¢f Roos op citat 41,
21(1974) 5 USC Section 552a.
2 Cap 29 of 1998.

3 Cf below Para 3.2.2.1.1.2.

2 See du Plessis & de Ville in van Wyk et al op cit at 244,

25 (1971) 321F Supp 388 D Del; See also United States v Miller supra.
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upheld. This was because the answers could only be used statistically and would never be

disclosed so as to identify any individual.

As in the case of substantive privacy rights, when weighing the right to privacy against
other interests, public interest may override informational privacy rights. In Nixon v
Administrator of General Services,”*® the Supreme Court established that although the
President had an interest in the informational privacy of his official records, his interest

was outweighed by the public interest in those records.

3.2. 2 Common Law Protection of Privacy and Data in the United Kingdom

3.2.2.1 Common Law Protection of Privacy

In the 19" century, an English writer had observed:

“The laws of the land are intended not only to preserve the person and
material property of every citizen sacred from intrusion, but to secure the
privacy of his thoughts, so far as he sees fit to withhold them from others.
Silence is as great a privilege as speech, and it is as important that
everyone should be able to maintain it whenever he pleases, as that he

should be at liberty to utter his thoughts without restraint.”>’

3% (1970) 433 US 425.

*¥ ] Holbrook Ten Years Among the Mail Bags (1855) at xviil.
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This suggests that there was an awareness of the need for individual or personal privacy
during the 19" Century, even though the Common Law did not recognise a specific right
to privacy. However, notwithstanding the absence of a Common Law right to privacy, an
infringement of privacy could be actionable at Common Law, if the plaintiff could bring
his or her complaint within one of the existing nominate torts, or in equity, under the

rules of confidentiality for breach of confidence.’”®

Under the rules of ‘Equity’, one who receives information under express (or implied)
conditions of confidence’*’is under a duty not to reveal it.>** Thus private and personal
confidences were protected by the law relating to breach of confidence based on misuse

of information.

Under the rules of Equity, an action may also be brought for breach of commercial
confidence where a person uses another’s confidential material for his own commercial
gain.>>! This equitable remedy protects confidential information in general including

business interests, and information which a company or business generates about its own

activities.>*?

28 See generally McQuoid-Mason op cit at 49ff.

*® Saltman Engineering v Campbell Engineering [1948] 65 RPC 203; Terrapin v Builders’ Supply Co
(Hayes) Ltd [1967] RPC 375.

3See Lord Goff of Chieveley in Attorney General v Guardian Newspapers (No 2) [1990] 1 AC 109 at
281; See also H Pearson & C Miller Commercial Exploitation of Intellectual Property (1990) at 30-31.

Bt Mor.ison v Moat [1851] 9 Hare 241, Saltman Engineering v Campbell Engineering supra; See also
McQuoid-Mason op cit at 53
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In Thomas Marshall (Exporters) Ltd v Guinle®> such information as the names and telex
addresses of the company’s manufacturers and suppliers and their individual contacts;
details of the company’s current negotiations; information as to the requirements of the
company’s customers; the company’s new ranges actual or proposed; the company’s
samples and negotiated prices paid to the company by customers were held to be capable

of being confidential ***

A duty of confidence has also been held to arise out of a professional relationship.*** The
law imposes an obligation to maintain the confidentiality of disclosures made to certain
persons in their professional capacity. Such professionals include lawyers®*®, medical
practitioners,”” and bankers.**® It has been held at Common Law that a prisoner has the

right to communicate with his or her lawyer with almost no interference.>*

2 See generally F Gurry Breach of Confidence (1984) at 92ff.

3311978] 3 WLR 116.

334 Per Megarry V.C. at 136.

¥ Prince Jefri Bolkiah v KPMG [1999] 1 All ER 577. See generally Gurry op cit at 143f .
Y In Lord Ashburton v Pape [1913] 2 Ch 469, it was established that a solicitor has a duty of

confidentiality in respect of any information received directly from a client, such as letters. See generally
Minter v Priest [1930] AC 558.

7 In Hunter v Mann [1974] 1 QB 767, the duty of a doctor not to disclose [voluntarily] information

obtained in his professional capacity without the consent of his patient was affirmed. See also 4B v CD
(1851) 14 Dunlop 177.

**In Tournier v National Provincial and Union Bank of England [1924] 1 KB 461, it was held that it was

an implied term in the banker’s contract with the customer that the banker shall not disclose the account, or
transactions relating thereto, of his customer except in certain circumstances. Per Scrutton J at 480.

¥® Golder v United Kingdom (1975) 1 EHRR 524; See generally Minter v Priest supra at 581ff.
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Where a person employs improper methods to obtain information that the owner has not
made public, or consented to the publication of, action may also be brought to protect the
form in which the ideas are expressed for breach of copyright.340 Under the Common
Law, personal confidences were also protected by the law of contract, where there was an
express stipulation as to confidentiality in the agreement of the parties, the plaintiff could
sue for a breach of contract.>*' There is however no liability on the part of defendant for

. 342
breach of contract where no contract exists.

In classifying the cases where the right to privacy has been protected by the Common
Law courts, two broad categories have emerged. The first category consists of cases

where a broad duty of good faith exists and is breached.”**

In the other category, the
litigant fits the invasion of privacy into one of the traditional areas of tort and the courts
give a remedy based on the breach of duty protected by that tort. Here, the courts have
usually classified the information revealed as property and protected the property rights

of the plaintiff.*** However, the law of privacy, as it stands at Common Law today

appears to have evolved from cases relating to confidential information.>*®

3 Millar v Taylor [1769] 98 ER 201.

*' Thomas Marshall (Exports) v Guinle supra where the defendant was employed under a contract of
employment which forbade disclosure of confidential information while employed, and disclosure or use

afterwards; See also Robb v Green [1895] 2 QB | where confidentiality was emphasised in the defendant’s
interview for the job; Cf Morison v Moat (1851] 9 Hare 241.

*2 In Sports & General Press Agency Ltd v “Our Dogs" Publishing Co (1917) 2 KB 125 (CA), it was held

that a photographer may sell photographs taken at a dog show if there is no restriction on the taking of such
photographs.

** See Argyll v Argyll supra; See also Lord Denning in Seager v Copydex [1967] RPC 349 at 368; [1967] 1
WLR 923 at 931. (Cf below).
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3.2.2.1.1 Breach of Confidence

The Common Law action of breach of confidence is founded on Equity.346 For an action
in breach of confidence to succeed, three criteria must be satisfied:

(a) The information allegedly protected by the obligation of confidence must be
legal and of a kind which the law will protect.3 4

(b) The information must have been obtained by some party other than the
“owner” of the information in circumstances under which a duty of good faith will be
imposed.348

(¢) The other party must have acted, or be about to act in a manner not compatible
with a duty of good faith, or in a manner which was a breach of some other duty, (i.e.
there must be an actual or imminent breach of good faith or other legal duty).**

In Attorney General v Guardian Newspapers Lid. (No 2),>*° Lord Goff of Chieveley laid

down the conditions under which a duty of confidence would be held to exist as follows:

** See Herbert Morris Ltd v Saxelby [1916] 1 AC 688 at 714; Technograph Printed Circuits Ltd v
Chahoyn supra at 344,

** Lord Denning, apparently referring to Albert v Strange [1849] 2 De G & Sm 652, 64 ER 293 (Ch)
during the debate on Lord Mancroft’s Right of Privacy Bill: “So in 1848, the courts of this country were
ready to give a remedy for the infringement of privacy.” House of Lords’ Debates (1961) Vol 229, Col
638. Cf McQuoid-Mason op cit at 49ff. See also S D Warren and L D Brandeis “The Right to Privacy”
(1890) 4 Harvard Law Review 194 at 202ff.

6 Cf Lord Denning in Seager v Copydex supra at 931: “ The law on this subject ... depends on the broad

principle of equity that he who has received information in confidence shall not take unfair advantage of
it.”

7 See for instance Khasoggi v Smith [1980] 130 NLJ 168 (CA).

348 Seager v Copydex supra; Terrapin Ltd v Builders’ Supply Co (Hayes) Ltd supra.

* 1 Phillips & A Firth Introduction to Intellectual Property Law (1995) 229fF,

350

Supra.
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“A duty of confidence arises when confidential information comes to the
knowledge of a person in circumstances where he has notice, or is held to
have agreed, that the information is confidential, with the effect that it
would be just in all the circumstances that he should be precluded from

disclosing the information to others.™!

It has also been suggested that a duty of confidence will be imposed in situations where a
person innocently acquires information that is obviously confidential, even though there

is no fiduciary relationship between them.**>

In Francome v Mirror Group Newspapers
Ltd,*> where the defendant eavesdropped on telephone conversations by means of a
radio-telephone device under circumstances where the plaintiffs obviously intended their
conversation to be private, the court held that the defendant was under a duty not to
disclose the information so obtained. It appears that the courts are more likely to impose

liability, or, a duty of confidence, where information is acquired by improper or unlawful

means.354

31 At 281.

3 Ibid. In X Ltd v Morgan Grampian (Publishers) Ltd [1991] 1 AC 1, it was suggested that a thief who
steals a document, which is obviously confidential may be impressed with a duty of confidence. Hellewell v
Chief Constable of Derbyshire [1995] 1 WLR 804, where it was suggested that a photographer with a long-
range photo lens would owe a duty of confidentiality to a subject who was engaged in a private act and not

expecting to be photographed. (Per Laws J at 807). See also Barrymore v News Group Newspapers Ltd
[1997] FSR 600, Stephens v Avery [1988] 1 Ch 449.

353 [1984] 1 WLR 892.

354

In Douglas v Hello! Ltd [2001] QB 967; [2002] 1 FCR 289; [2003] EWHC 786 , where the defendants
unlawfully took pictures of the plaintiffs, in awarding judgement for the plaintiff, the court took into

account the fact that the taking of the photographs by the defendants must have involved a trespass. See
also Shelley Films v Rex Features [1994] EMLR 134,
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3.2.2.1.1 (a) Relevance to Internet Cafes

Although the sending of e-mail in Internet cafes has only become popular within the last
six years, and is probably practiced more in Nigeria than in the United Kingdom,***
English Common Law contains cases of misuse of information tantamount to invasions
of privacy. Some of the principles applied by the courts in these cases may provide

guidance for the protection of privacy and data in Internet cafes in Nigeria.

The English law of confidentiality does offer valuable principles, applicable to the
protection of e-mail in Internet cafes. It is trite, and Internet café owners ought to be
aware, that information sent and received in Internet cafes may be personal, and of a
confidential nature. On this basis, it is submitted that, following the English Common
Law, a fiduciary relationship ought to be implied between an Internet café owner and his
or her clients with regard to information processed in Internet cafes, and a corresponding
duty of confidence should be imposed on Internet café owners and their staff concerning
information processed by customers in their Internet cafes.

In this regard, it is submitted that where an Internet café owner accesses, publishes or
otherwise uses personal information relating to a client by unlawful means and, or,

without lawful authorisation or justification, the Internet café owner will be in breach of

the duty of confidence owed to that client.

%> The United Kingdom is a developed economy as opposed to Nigeria therefore computer, e-mail and

Internet facilities are likely to be more accessible to the individual for instance, at home, at work, in public
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It may be argued that given the nature of Internet cafes, Internet café users ought to be
aware of the threat to their privacy posed by the sharing of computers in Internet cafes
and the additional risk of Internet café staff coming into contact with personal
information, and as such, the principle of volenti non fit injuria should be applied

generally to Internet-café related cases of invasions of privacy.

However, it is submitted that the proper position should be that Internet café customers
will be deemed to give their consent and authorisation to Internet café staff for access to
personal information:

(a) where the staff come into contact with such information in the ordinary course of
duty or,

(b) where download is necessary strictly for purposes and under conditions clearly
set out and made known to the customer prior to such download for the direct
benefit of, or, in the interest of customers and, or, for the effective running of the
facility.

In this regard, it is recommended as an effectual measure towards providing Internet café
privacy that Internet café owners be required to clearly and unequivocally set out the
activities as well as conditions which in the course of their duty usually require or involve
access to and the downloading of information relating to customers. This list of
conditions should be made available to every first- time customer in the form of a printed

document or as the first page on any Internet cafe computer, together with a requirement

libraries and in academic institutions, than in Ni

' : . geria. As such, there will be far less need for Internet cafes
in the United Kingdom than there is in Nigeria.
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that customers should read and signify their consent to these conditions in order to

proceed with their use of the computer(s).

The conditions set out by Internet café owners will outline the boundaries for access to
and use of personal information relating to customers by Internet café staff and, or,
owner(s). Any use by staff (or owner/s) of personal information relating to customers
falling outside of these specified perimeters will prima facie constitute an invasion of
customers’ privacy for which Internet café staff and, or, owner(s) will be liable, unless

proved otherwise.

We shall proceed to examine English law breach of confidentiality cases in greater detail

for a more in-depth analysis of the courts’ construction and application of the principle.

For present purposes, we shall classify breach of confidentiality cases into two broad

categories:

(a) Invasions into personal and family matters
(b) Invasions into business matters.**°

Bearing in mind that a specific right to privacy was not recognised in any of the

following cases, instances of invasions into personal and family matters will, for our

purpose represent cases upholding substantive privacy rights, while cases on invasions

156 . . . ap s .
For present an_d further purposes in this work, “business matters” will include invasions not strictly
domestic, or family related (e.g. invasions into civic and political li

: . ( fe, the affairs of customers, invasions
relating to professional, business or educational institutions e.t.c.).
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into business matters will be used as examples of instances where informational privacy
rights have been upheld.

We shall now examine cases on breach of confidentiality concerning family matters.

3.2.2.1.1.1 Breach of Confidence Concerning Family Matters

In Argyll v Argyll*" an injunction was granted based on marital confidence to restrain
publication of letters containing secrets and confidences exchanged between the Duke
and Duchess of Argyll during their marriage. The court was of the opinion that the
mutual trust and confidences shared between husband and wife within the relationship of

. o . 58
marriage were intimate and confidential.?

. . 435
However, in Lennon v News Group Newspapers and Twist,”>®

the application of the
plaintiff to restrain a newsgroup from publishing an article by his ex-wife was refused. In
this case, Lord Denning was of the opinion that the relationship of the parties had “ceased
to be their own private affair” as it had been put into the “public domain.”*®

The courts have also actively upheld the public interest in allowing the exposure of a

wrong.”®! In Mrs R v Central Television PLC*** a photograph was obtained on private

37 Supra.
35 per Ungoed Thomas J at 619.
% [1978] FSR 573 (HL).

360 At 574-5.

*''In Gartside v Outram [1857] 26 LINS Ch 113, Wood V.C. said: “The true principle is that there is no
confidence as to_ the disclosure of iniquity.” See also Lion Laboratories v Evans [1985] 1 QB 526;[1984] 3
WLR 539. In this case, information about the doubtfulness of the accuracy of the Lion Intoximeter breath-
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property without the consent of the owner in circumstances where the publication might
have been thought to seriously prejudice the welfare of a child. The court upheld the

publication of the photographs in the interest of freedom of speech.

In English law, it appears that where a newspaper or news agency publishes details of a
person’s private life, an action based on breach of confidence, will ordinarily, not
succeed.*®® In Woodward v Hutchins,®* the plaintiffs, who were pop stars applied for an
injunction restraining publication of articles revealing information about their behaviour
and private lives. The court held that since the plaintiffs had sought publicity in respect of
their private lives, they could not complain about the truth being publicised about them.
365 The injunction was refused.

In 4 v B PIc*® where the claimant, sought an injunction to prevent the publication of
information about his extra-marital affairs, the court of first instance granted the claimant

an injunction on the grounds that the law of confidence should protect sexual

testing apparatus was revealed to the press by a former employee of the company. The public interest
defence succeeded. The court, in this case, distinguished between matters of public interest and matters of
interest to the public (at 537). Similarly in Initial Services v Putterhill [1968] 1 QB 396, a former employee
of the company revealed information about alleged illegal price fixing concerning the company. The public
interest defence succeeded. Although the Lion Laboratories and the Initial Services cases were business-
related cases, the reasoning of the court in allowing the disclosure of confidential information is relevant.

362 1994] Fam 192.
363 Cf R Wacks The Protection of Privacy (1980) at 84.

** [1977] 2 All ER 751; [1977] 1 WLR 760. See also Khasoggi v Smith supra where the plaintiff, a
wealthy woman and public figure sought an injunction to restrain her former housekeeper and a newspaper

from disclosing confidential information involving allegations of criminal misconduct and sexual affairs.
The injunction was refused.

%% See Bridge LJ “...those who seek and welcome publicity ... so long as it shows them in a favourable
light are in no position to complain of an invasion of their privacy by publicity which shows them in an
unfavourable light.” [1977] 1 WLR 760 at 765; See also Lord Denning (MR) at 763-4.

3661200171 1 WLR 2341.
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relationships within and outside marriage,’®’ and that there was no public interest in the

publication of the information.

On appeal, a distinction was made between the status accorded by law to a marital
relationship on the one hand, and the nature of the relationship that the claimant had on
the other hand. The court was reluctant to enforce or protect a right to privacy when there
was public interest in exposing a wrong or, where the information, which was the subject
of the protection was already public knowledge or to uphold the right to freedom of
speech.’®® The defendants’ appeal was allowed on the basis that they had lawfully

exercised the right to freedom of the press.

Generally, it appears to be an acceptable principle, which has also been upheld by the
English courts, that people who are considered to be “public figures” give-up a degree of
the privacy to which they might otherwise have been entitled.”® However, it has been
contended that the fact that the plaintiff has “courted publicity” should not be a reason to
deny him or her redress for breach of confidence since the action is based on the

equitable principle that the defendant should not take unfair advantage of the plaintiff’s

confidence.>”®

37 Per Jack J at 2354,

368 12003] QB 195.

** Warren & Brandeis op cit at 215-6, Prosser at 823-830. In New York Times v Sullivan, (1964) 376 US

254,_ the Supreme Court held that a public figure is entitled to less protection by the law of defamation than
a private person. Cf McQuoid-mason op cit at 219ff.

7% Wacks op cit at 85.
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3.2.2.1.1.1 (a) Relevance to Internet Cafes

In English law it is clear that information relating to marital relationships will be
protected under the law of confidentiality and it is suggested that marital information
should be so protected when processed in Internet cafes in Nigeria. However it appears
that the English Common Law has been reluctant to extend the same protection to

information relating to extra-marital relationships.>”"

Nonetheless, it is suggested for Nigerian purposes that, a duty of confidence should
prima facie be extended to all information (including information concerning extra-

marital relationships) processed in Internet cafes in Nigeria.

Given the relative ease of access to, and widespread publication achievable through, the
Internet, the potential for irreparable damage to privacy (as well as reputation) is far
greater today. It is thus suggested that to ensure effective protection, the focus of data and
privacy protection laws should be the prevention of unlawful disclosure rather than the
award of damages or redress after the fact. Furthermore, the denial of legal protection for
information relating to extra-marital relationships may, unintended by the law, give a
license for unreasonable intrusions, sensational news scavenging and the spread of

gossip, which, though of interest to the public, must be distinguished from publication in

the public interest.*”*

' 4 v B Plc supra; Cf above Para 3.2.2.1.1.1.

372
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However, in line with the English Common Law position, it is agreed that no one should
be bound to conceal illegality.373 Thus it is suggested that disclosure of information
processed in Internet cafes in Nigeria should be permissible and justified where such
disclosure is made to law authorities in the performance of their duty or for the service of

other legal ends.

Thus where, for example, information concerning smuggling or any other unlawful
activity is processed in an Internet cafe, while there will be justification for disclosure of
such information to relevant law enforcement agents, there may be liability for disclosure

to other Internet café users.

As in the case of extra-marital relationships, it appears that English Common Law
protection of the privacy of public figures is narrow. This may however change’’* with

the adoption of the Human Rights Act.*””

With regard to the protection of information processed in Internet cafes in Nigeria, it
must first be noted that, knowing the challenge that they face to keep their affairs private
and given the semi-public nature of Internet cafés, it is unlikely that information relating
to public figures will be processed in Internet cafes by them or their agents. However,

given the fact that Nigeria is a developing nation where infrastructure including

374

Cf Douglas v Hello! Ltd supra.

375 Chapter 42 of 1998.
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communication devices may not always be reliable or sufficiently stable, the use of

Internet cafes by public figures might occasionally become necessary.

In such cases, it is suggested that (in line with the general duty of confidence imposed on

Internet café owners and staff)376

a duty of confidence should be implied between the
Internet café owner and staff on the one hand, and the customer who processed the
information on the other hand (whether it be the public figure him/herself or an agent),

especially where the plaintiff has taken any steps indicating that he/she intends to keep

the information private.

Thus Internet café owners and their staff will be liable where they publish or disclose
information relating to public figures processed in their Internet cafes. It is further
suggested that in such cases, as in Albert v Strange,377 even where they did not process
such information in the Internet café by themselves, the public figure concerned should
be able to successfully bring action against the Internet café owner and or staff in respect

of a threatened or actual unlawful disclosure or publication.

The principle stated by Wacks®® is applicable here, namely that Internet café owner and
or staff should not be allowed to take unfair advantage of their customers’ confidence,

and there should be no exceptions with regard to public figures.>”

Y76 Cf above Para 3.2.2.1 1(a).

378 Cfabove Para 3.2.2.1.1.1.
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As for cases of publication by the press, it must first be asserted that public interest may
validly override a claim to privacy in respect of unauthorized disclosure or publication of
information processed in an internet café. However, here again, it is reaffirmed that there
should be a clear distinction between matters of public interest on the one hand and

matters of interest to the public on the other hand.*®

In this regard it is submitted that the mere fact that publication or disclosure would
interest, or be entertaining to the public is not sufficient reason to deny a claim for
confidentiality; publication must be positively beneficial to the public, and the denial of a
claim to privacy must achieve more good than the satisfaction of the public’s insatiable

appetite for sensational news.*®!

3.2.2.1.1.2 Breach of Confidence Concerning Business Matters

In Albert v Strange,*® etchings made by Prince Albert for private use that had been sent
for printing were surreptitiously copied by one of the printer’s workmen. When they were
subsequently about to be put on public exhibition the defendant printed a catalogue of the

works. An injunction was issued by the Lord Chancellor, restraining the defendant from

doing so.

3™ Ibid.

380

382
Supra.
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The decision was based on the use of the plaintiff’s property in the etchings as well as

3% In this case, an action for breach of confidentiality was successfully

breach of trust.
brought against a third party with whom the original ‘owner’ of the confidential

information had no direct connection.

In Morison v Moat,** the defendant passed on confidential information between the
plaintiff and himself regarding the formula for making a medicine. The plaintiff
succeeded in obtaining an injunction restraining the defendant from selling his medicine
and from using his secret. In English law, there are many cases dealing with confidential

information, particularly trade secrets, where such information is classified as property.*®’

In Exchange Telegraph Co v Howard,*® the Court granted injunctions to restrain the
surreptitious obtaining of information by the plaintiff, and also to restrain the plaintiff
from disseminating such information, based on the defendants’ right of property in

confidential information.

In Herbert Morris Ltd v Saxelby,387 Lord Shaw of Dumferline remarked that “trade

secrets ... may not be taken away by a servant, they are his master’s ‘property’.”

** Per Lord Cottenham LC at 40.
384 Supra; See also Robb v Green [1895] 2 QB 315.

385 . ST .
Ccf Gm op cit at 25, where he observes that the jurisdictional basis of an action for breach of
confidence is a mixture of contract, equity and property.

3
86 Supra.

a Supra at 714,
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Similarly in Rolls Royce Ltd v Jeffrey,388 Lord Radcliffe saw no objection to treating
“know-how” as a corporate “asset”, distinct from the physical records in which it was
contained. In Technograph Printed Circuits Ltd v Chahoyn,”® Plowman J classified the
plaintiff’s “proprietary interests” as confidential information, which they were entitled to

have protected.

As to the question of whether the protection of confidential information under Common
Law should be extended to artificial persons or was limited to natural persons, it appears,
from the above cases relating to trade secrets, that the Common Law protected property
rights. Thus the information given under circumstances where a duty of confidence exists
would be held as confidential irrespective of whether the plaintiff was a natural or an
artificial person.390 In addition, under the law of contract, the Common Law courts have
upheld conditions stipulating confidentiality in a contract whether the plaintiff was a

natural person or juristic person.*”’

3.2.2.1.1.2 (a) Relevance to Internet Cafes

From the cases, it may be asserted that English law provides ample protection for

confidential information relating to business, especially as it allows artificial persons as

%% [1962] I All ER 801 at 805.

** Supra at 344,

390 : . ,

See also Tefrapm v Builders” Supply Co supra, Seager v Copydex supra, Saltman Engineering v
_C'ampl?ell Engineering, supra, where the courts implied a duty of confidence in commercial relationships
involving companies.

*' See Thomas Marshall (Exports) v Guinle supra. See also Morison v Moat supra.
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well as plaintiffs, who may not in the circumstances have a direct business link with the
defendant, to successfully bring action. It is suggested that the same broad measure of
protection should be adopted for the protection of business- related information processed

in Internet cafes in Nigeria.

Although it may not be accurate to adopt the courts’ reasoning in classifying information
as property,392 it is argued that in the absence of any clause excluding artificial persons,
the general duty of confidence that Internet café owners and staff should owe to clients in
respect of information processed in their Internet cafes® is sufficient to cover both
natural and artificial persons. Thus artificial persons should be able to successfully bring

action for breach of confidence concerning information processed in Internet cafes.

As for cases where information relating to a person is processed in an Internet café by
another resulting in a threat, or actual case, of misuse of that information by the Internet
café owner or staff, it is suggested that, following Albert v Strange®™ the person to whom
the information relates should be able to successfully bring action against the Internet

café owner or staff for breach of confidence in respect of the unauthorized use or

disclosure of the information.

3.2.2.1.1.3 Conclusion on the Utility of the English Law of Confidentiality for the

Protection of Privacy in Internet Cafes

392

*3 Cf above Para 3.2.2.1.1(a).
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It is submitted that generally, English law breach of confidence cases and some of the
principles laid down in them provide functional guidelines for the protection of privacy in

Internet cafés in Nigeria. Relying on breach of confidentiality, an Intemnet café user may

96

. . . . . . 3
prevent or have recourse against wrongful intrusion,”®* disclosure or publication,”” and

397

- - . 399 .
other unlawful use™" of personalmor business information,””” by an Internet café owner

or staff, thus exercising privacy protection rights.‘m0

The protection afforded will cover information relating to family and business
relationships, and extend to artificial persons. An extension of the traditional breach of
confidence laws will also permit certain categories of plaintiffs who were denied
protection under the English breach of confidence laws to successfully bring action in

401

similar Internet café cases in Nigeria.™ Overall it is submitted that English breach of

confidence laws provide a good basis for the recognition and provision of privacy

protection in Internet cafes in Nigeria.

394

Supra. Cf above Para 3.2.2.1.1.2.

ef Exchange Telegraph Co v Howard supra.

%6 Cf Albert v Strange supra, Morison v Moat supra.

7 For instance, publication that could place the plaintiff in a false light.

8 Cf dlbert v Strange supra.

%9 Cf Morison v Moat supra, Rolls Royce Ltd v Jeffrey supra.

Y0 Cf above Para 1.1.
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3.2.2.1.2 Common Law Torts Involving Family and Business Matters

The following is a list of torts under which the right to privacy has been recognised under

English Common Law.

3.2.2.1.2.1 Trespass

Where there is “direct and immediate”*?

physical contact or interference with the
plaintiff’s person, property, or land, in violating a person’s rights, or a threat of imminent
harm to the plaintiff, an action may be brought under this head. In Sheen v Clegg403
where the defendant secretly installed a microphone over the plaintiffs’ marital bed, the
court awarded damages for trespass against the defendant. The tort of trespass has three
categories: trespass to person, trespass to chattel (goods), and trespass to land.**

Traditionally, Common Law recognised the following three causes of action as
categories of trespass to person: assault, battery and false imprisonment.*®®> In McCarey v

Associated Newspapers (No 2),*% damages were recovered for loss of reputation as a

result of false imprisonment.

‘R F V Heuston and R A Buckley (eds) Salmond & Heuston on the Law of Torts (1992) at 6.
“S Daily Telegraph June 22, 1961.
“* Heuston & Buckley op cit at 5.

M Lunney and K Oliphant Tort Law Text and Materials (2003) at 29.

% 1196512 QB 86.
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Trespass to land consists of entering, remaining, or placing or projecting any object on
land in possession of the plaintiff.*”’” However, in the case of trespass to land, if the
intrusion takes place without direct contact with the plaintiff’s property, and from off the
person’s land, the action will fail. In Bernstein [of Leigh (Baron)] v Skyways & General
Ltd*® the plaintiff’s property was photographed from an aircraft by the defendants, the
plaintiff’s claim for trespass failed because his right to use and enjoy his property had not

been infringed.

However, in Anchor Brewhouse Developments v Berkley House (Docklands
Developments) Ltd,*® the plaintiff was granted an Injunction to restrain the defendants
from further over-sailing the plaintiff’s property by crane booms. The defendants’ act

was regarded as an “invasion of airspace”.

In the Anchor Brewhouse case, the defendants had erected tower cranes on their own land
with the booms of the cranes swinging over the plaintiff’s land, thereby taking into the
defendant’s possession airspace to which his neighbour (the plaintiff) was entitled,

whereas in Bernstein’s case, the airplane did not make direct contact with any structure

on land.

“ See Heuston & Buckley op cit at 44.
“%1978] QB 479.

“[1987] 38 Building Law Review 82.
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: . 410 -
Generally, the tort of trespass protects possession and not ownership.”~ However, in
certain cases, where the plaintiff is not in exclusive possession of the property, the action

. 411
will not succeed.

Where the invasion of a person’s privacy involves interference with his or her person, or
property or land in his or her possession, redress may be obtained at Common Law by
bringing an action for trespass. Many Common Law cases of interference with property
that may now be classified as invasion of privacy have been decided on grounds of
trespass to property*'? (or breach of confidence).*'® It must be noted in this regard that,
although the courts have classified information as property in some cases, the
characterization of information as property is not universal and has been variously

criticised and rejected.*

% Thompson v Ward [1953] 2 QB 153 at 158-159, Attersoll v Stevens [1808] 1 Taunt. 183, 190, See
generally Heuston & Buckley op cit at 51.

' For instance, a lodger or boarder at a house or in a hotel, a guest at a house, or a patient in a hospital.
Allan v Liverpool Overseers [1874] LR 9 QB 180 at 191-192. In Kaye v Robertson supra where the plaintiff
was a patient in a hospital, his action for trespass failed. See generally Heuston & Buckley op cit at 51. See
also R Wacks Privacy and Press Freedom (1995) at 129, McQuoid-Mason op cit at 50.

12 See Herbert Morris Ltd v Saxelby supra (above at 53), Technograph Printed Circuits Ltd v Chahoyn

supra (above at 53). In Albert v Strange (supra), the decision was based on grounds of breach of confidence
as well as the plaintiff’s property in the etchings.

W Argyll v Argyll supra, Morison v Moat supra. See above Paras 3.2.2.1.1.1 & 3.2.2.1.1.2.
" Latham C.J. in Federal Commission of Taxation v United Aircraft Corporation [1943-1944] 68 CLR
525: “Knowledge is valuable, but knowledge is neither real nor personal property... ” See also Lord
Upjohn in Boardman v Phipps [1967] 2 AC 46 at 127ff, dissenting from the notion that information was
property said: “ ... it is not property in any normal sense but equity will restrain its transmission to another
if in breach of a confidential relationship.” Both Jurists adhere strictly to the traditional classification of the
action of breach of confidence under the laid down rules of equity. See also Stuckey “The Equitable Action
for Breach of Confidence: Is Information Ever Property?” [1981] 9 Sydney Law Review 402 at 404.
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The more accurate view appears to be that the cases in which information has been
treated as property do not necessarily establish a general classification of information as
property.415 It is suggested that information has been characterised as property to protect
the interests of the plaintiff in cases where the courts are of the opinion that the plaintiff
has a valid claim, but such claim does not fall strictly under any of the nominate torts.*'°
In South Africa, the Constitutional Courts regard the right to privacy as an aspect of the

right to dignity,4l7 instead of property.‘”8

3.2.2.1.2.1a Relevance to Internet Cafes

The tort of trespass will be useful for the protection of Internet café privacy where the
defendant enters the internet café unlawfully or, where the tortfeasor enters lawfully in
order to do an unlawful act. Here, the tortfeasor may be liable for trespass ab initio.*"
Action may also be brought for trespass to property where invasion of privacy involves
the unlawful touching of computers, floppy discs, flash drives or any other storage device

in order to access or use information.

** N Palmer Confidentiality and the Law [1990] at 89.

416 . . i ;5 : s
Cf Palmer op cit at 89, where he describes the cases as “suis generis”, and, is of the opinion that a

proprietary analysis was adopted in those cases as a convenient legal method of reaching a conclusion
which may now be achieved without such analysis.

417

See National Coalition for Gay and Lesbian Equality & Others v Minister of Justice & Others 1998 (6)
BCLR 726 (W) at Para 30.

“1% See above at 3 & 4. See also J Neethling, J M Potgieter, P J Visser Law of Delict (2006) at 352 ff,
where the right to dignity is discussed.

“® Cf G Kodilinye The Nigerian Law of Torts (1982) at 177ff.
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However, since the tort of trespass protects possession, in order to succeed, action may
have to be brought by the Internet café owner or staff and not the person to whom the

information relates who, in the circumstances, would be a mere licensee.

3.2.2.1.2.2 Nuisance

Where there is an undue interference, (for a substantial length of time), with the use or
enjoyment, of a person’s property, an action in nuisance will lie.*?® For an action based
on nuisance to succeed, the plaintiff must have a legitimate interest in such property, in

. 421
most cases, ownership.

However, in Khorasandjian v Bush,*? where the plaintiff was constantly disturbed by
persistent and unwanted phone calls, the Court of Appeal gave judgment for the plaintiff
in respect of the defendant’s harassment, based on the tort of private’” nuisance. This
was in effect an extension of the tort of private nuisance, to cover an instance where the

plaintiff has no interest in the land. This decision has however, been overruled in part. In

*2 Bone v Seale [1975] 1 WLR 797, Cunard v Antifyre Lid [1933] 1 KB 551 (See Talbot J at 556-7). See
generally M R Brazier, D Alexander, R A Buckley, A S Burrows, H F Carty, A M Dugdale, M Mulholland,
A Tettenborn, Lord Wedderburn of Charlton (eds) Clerk & Lindsell on Torts (1995) at 889,

! Malone v Laskey [1907] 2 KB 141. In Oldham v Lawson [1976] VR 654, the action was brought by
husband and wife for nuisance, even though he had a legitimate interest as a licensee, the husband was held
not eligible to sue as the house was owned by the wife.

2 19931 QB 727 (CA).

“2 While any member of the public affected by the act complained about may bring an action for public

nuisance, only a person with interest in property can successfully bring an action for private nuisance. Cf
Hunter v Canary Wharf Lid [1997] AC 655 at 690-4.
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Hunter v Canary Wharf Ltd,*** the House of Lords re-established the principle that only a

person with an interest in land can sue for private nuisance.

In Read v J Lyons & Co Ltd,*® nuisance was described as an “invasion of proprietary or
other interest in land”. It has been said that any act of interference that amounts to
intimidation, obstruction or violence will be an actionable nuisance and that to subject a
person to watching and besetting so as to compel him to act in a particular way would be

. . 426
an actionable nuisance.

The question would be whether such an act would qualify as an interference stricio sensu
if the plaintiffs were not aware of its presence. It is suggested in this regard that the
approach of the courts in Christie v Davey'”” and Hollywood Silver Fox Farm Lid v

Emmett **® should be followed in affirming liability. In both Christie™™ and Hollywood

424 Supra. See also Lord Goff at 698, and Lord Hoffmann at 706, who were of the opinion that instead of
altering the elements of the tort of nuisance in Khorasandjian, the Court of Appeal should have tried to
develop a new tort of harassment. Harassment is now actionable under the Protection from Harassment Act,

(Chapter 40 of 1997), which came into force on June 16, 1997. See below at 68 & 69 for details on the
Protection from Harassment Act.

42311947] AC 156, per Lord Simmons at 169-170.
“2% See Brazier et al op cit at 893, Heuston & Buckley op cit at 86. In South Africa both the civil and
criminal law recognise a cause of action for stalking: See Epstein v Epstein 1906 TH 87 (where the plaintiff
was followed in public for a week); R v Jungman 1914 TPD 8 at 10,11 (where the complainant was
continually and intentionally followed for ten minutes and also stared at); R v Van Meer 1923 OPD 77
(where the complainant was followed from place to place in a public library, followed out of the library and
also stared at). See generally McQuoid-Mason op cit at 86-87.

27118931 1 Ch 316.
“211936] 1 Al ER 825.

% Supra.
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: . . . 431
Silver Fox Farm,” the defendants had acted deliberately and with malicious intent

and they were held liable for private nuisance in respect of acts that ordinarily would not
constitute nuisance in the circumstances. This was because their conduct was an “abuse

of rights.” **2

In sum, where there has been interference with the quiet use and enjoyment of a person’s
land by invading his or her privacy, for instance, watching from neighbouring premises
or consistently telephoning the person’s home, protection may be found under the
Common Law tort of nuisance. The tort of nuisance is usually associated with a
continuing wrong or the maintenance of a state of affairs, and not a single act of the

433

defendant.””” However, it has been held that in some instances, an action for nuisance

- - - 434
may succeed where the act complained of is an isolated occurrence.

0 Supra.

' In the Law of tort, except where there is an abuse of rights, motive or malice is generally irrelevant and

does not ordinarily create liability where there would otherwise be none. Cf Hollywood Silver Fox farm Cf
Lunney and Oliphant op cit at 604.

2 See generally R Owen Essential Tort Law (2000) at 103. See also Lunney and Oliphant op cit at 604. In
South Africa, action in such cases would be brought for abuse of rights. See MacDonald ACJ in King v
Dykes 1971 (3) SA 540 at 545 “an owner must not use his land in a way which may prejudice his
neighbours or the community in which he lives” See generally J C Van Der Walt Delict: Principles and
Cases (1979) at 41-43. See also McQuoid-Mason op cit at 107, 112.

3 SCM (UK) Ltd v Whitall & Son Ltd [1970] 2 All ER 417, 430. In carrying out earth removal operations
required in the construction of an aqueduct and reservoir for the city and the local water authority, a
mechanical digger operated by one of the defendant’s men damaged an electric cable as a result of which
current to the plaintiff’s business was interrupted. It was held that the escape of something on a single

occasion would not necessarily constitute a nuisance unless the nuisance arose from the condition of the
defendant’s land.

3% See British Celanese Ltd v AH Hunt Capacitors (Ltd) [1969] 1 WLR 959, Spicer v Smee [1946] 1 All ER
489. See also Heuston & Buckley op cit at 59-60.
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3.2.2.1.2.2a Relevance to Internet Cafes

The Common Law tort of nuisance will be useful in the development of general
principles for the protection of privacy in Nigeria as well as for the protection of Internet
café privacy. Although the requirement for ownership excludes ordinary internet café
users, (who are licensees) from successfully bringing action for acts occurring on the
Internet café premises that may amount to nuisance, Internet café users may successfully
bring action for nuisance where, for instance, they are being beleaguered at home with

phone calls concerning information processed in an Internet café.

Internet café owners may also enjoy protection under the law of nuisance where they are
being harassed with mail or phone calls in respect of any information processed in their

Internet cafes.

3.2.2.1.2.3 Defamation

Defamation is concerned with injury to reputation® resulting from words or images

written, spoken, published, or otherwise expressed and also resulting from acts.*® It is

5 Parmiter v Coupland [1840] 6 M7 W 105 at 108, where Parke B laid down that the test as to whether a

statement is defamatory is, whether the words complained of were calculated to injure the reputation of
another. See also Lord Atkin in Sim v Stretch [1936] 52 TLR 669 at 671.

Y5 In Hird v Wood [1894] 38 Sol J 234, it was held that sitting near a placard and pointing at it with the

finger amounted to (defamatory) publication. See also Heuston & Buckley op cit at 143-144, Brazier et al
op cit at 1013.
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the publication of a statement, which reflects on a person’s reputation and tends to lower

him or her in the eyes of right-thinking members of society.*’

Liability for defamation may be divided into libel and slander.**® Slander is defamatory
: - 439
matter published in a transient form, often through the medium of spoken words,
utterances or gestures,440 while libel consists of defamatory statements or representations
. .. . 444

in permanent form, such as writings,*' paintings,*** plctures,443 films™" and other forms
. 445 - - . 446 447 21d oth

of print, " marks or signs exposed to view, waxwork effigies,” " statues, " and other

forms**® of publication.449

7 per Lord Atkin in Sim v Stetch supra at 671. See also Youssoupoff v Metro-Goldwyn-Mayer Pictures Ltd
[1934] 50 TLR 581, where the court held that to say that a woman had been raped would lower her in the
eyes of right thinking members of the society, even though she was morally blameless. Cf Byrne v Deane
[1937] 1 KB 818, where it was held that to suggest that someone had reported illegal activities to the police
would not lower a person in the eyes of right thinking members of the community, as such the defendant’s
statement was not defamatory.

¥ King v Lake [1667] 1 Hardres 470: See also Heuston and Buckley op cit at 143 & 144, Lunney &
Oliphant op cit at 585.

% Gray v Jones [1939] 1 All ER 795, where the defendant called the plaintiff a convicted person. See also
Bloodworth v Gray [1844] 7 Man & G 334, where it was held to be slander to infer that a person has a
contagious veneral disease; See also Houseman v Coulson [1948] 2 DLR 62.

“9 In certain cases, it may not be easy to determine whether the appropriate cause of action is slander or
libel. In Youssoupoff v Metro-Goldwyn-Mayer Pictures Ltd supra, where defamation was in form of words
acted out in a film, it was held to constitute libel. Cf Heuston & Buckley op cit at 144,

“ Sutcliffe v Pressdram Ltd [1990] 1 All ER 269, where the defendants published false allegations that the

plaintiff, who was the wife of a murderer, had agreed to sell her story to a newspaper for 250,000 pounds.
See also Blackshaw v Lord [1984]1 QB 1.

“2 Tolley v J S Fry and Sons Ltd [1931] AC 333. Cf McQuoid-Mason op cit at 209,
“ Cassidy v Daily Mirror Newspapers Ltd [1929] 2 KB 331.

e Youssoupoff v Metro- Goldwyn- Mayer Pictures Ltd supra, where the defendants implied in a film, that
the plaintiff had been raped by a monk.

5 In Godfrey v Demon Internet Ltd [1999] 4 All ER 342; [2001] QB 201, an Internet service provider was
held responsible in libel for material carried on its computers. Cf Zeran v America Online 129 F. 3d 327
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In Godfrey v Demon Internet Ltd, ™ the posting of defamatory material on the defendants
website was held to be an actionable publication. The originator of defamatory material
will also be liable for the repetition of defamatory information based on his or her
defamatory publication, where such originator authorised the republication, or could have
reasonably foreseen the repetition of the allegations contained in the original

publication.*”'

In this regard, it has been established that where defamatory material is accessed on an
Internet Service Provider’s newsgroup or stored in a newspaper’s Internet archive, for
each time that the material is accessed, there is an actionable publication for which the

Internet Service Provider or newsgroup will be liable.**?

The tort of defamation affords protection for the right to privacy where a person is

portrayed in a false light or in cases where a person’s name, image or likeness is

(4™ Cir. 1997) where a United States court held that an Internet Service provider was not liable for
defamatory messages published on its website by an unidentified third party.

¢ Monson v Tussauds Ltd [1894] 1 QB 671 where an effigy of the plaintiff against whom a charge of
murder was “not proven” was placed close to those of convicted murderers.

“7 See Lopes J in Monson v Tussauds Ltd supra at 692.

“* See Hird v Wood supra.

“® See Huth v Huth [1915] 3 KB 32, Cf Theaker v Richardson [1962] 1| WLR 15].

4 0Supra.

45]

In Slipper v British Broadcasting Corporation [1991] 1 QB 283, the defendants, a television company
were held liable for defamatory comments contained in newspaper and magazine reviews of aspects of the

life of the plaintiff, which were based on allegations contained in a preview that the defendants had shown
to the press. Cf McManus v Beckham [2002] | WLR 2982.

452

Godfrey v Demon Internet Ltd supra; Loutchansky v Times Newspapers Ltd (No 2) [2002] QB 783.
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appropriated in a manner that lowers their reputation.**’It has been observed that,
although the tort of defamation mainly protects pecuniary interests, the interests of

dignity are also weighted heavily by the law in giving protection based on defamation.***

In Archbold v Sweet,*>® where the defendants published a third edition of the plaintiff’s
work on criminal law without stating that it had not been edited by him, the plaintiff
recovered damages on the grounds that the publication was capable of a defamatory
meaning which could damage his reputation. Similarly in Tolley v J S Fry **¢ the plaintiff
was awarded damages on the grounds that the publication was capable of a defamatory
meaning, which could damage his amateur status as a golfer. In these cases, it is clear that

the main interest protected by the law was the plaintiff’s dignity and name.

There are, however, circumstances under which there will be no liability for defamation,
and the court will not restrain publication of an article even though it is defamatory.

These include cases where the plaintiff has consented to the action of the defendant,**’

3 John V MGN [1997] QB 586, where a newspaper article alleged that the plaintiff, a well- known
entertainer, was addicted to a dangerous diet, and to support their claims, the defendants stated that the
plaintiff had been watched at a Hollywood Christmas party.

454

Cf McQuoid-Mason op cit at 209.

*°[1832] 5 C 7 P 219; See also Ridge v The lllustrated English Magazine [1913] 29 TLR 592.

456Supra. Cf McQuoid- Mason op cit at 209.

457

Cookson v Harewood [1932] 2 KB 478n; 101 LJKB 394n, where the plaintiff had submitted to the rules
of a club, one of which was that the stewards of the club might warn off anybody. The defendants
subsequently published a true statement that the plaintiff had been warned off all pony racing tracks under

their control. The defendants were held not liable as they had published a true statement and the defendants
had authority to make the publication.
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where there is justification for the defendant’s comments,”® where it is a fair comment
SRR 460

on a matter of public interest**’ and where the statement made is privileged. ™ It must

also be noted that the Defamation Act *°! contains extensive provisions regulating the law

of defamation. **

3.2.2.1.2.3a Relevance to Internet Cafes

In applying the above, it may be affirmed that an Internet café owner will be liable for
defamatory material where s/he is the originator of a defamatory message, authorizes
such defamatory message, or refuses to remove a defamatory message from their website,

or from their archives.

Although Internet cafes in Nigeria do not usually function as Internet Service
Providers,*®® or have personalized websites and as such, may not ordinarily be liable for
publication in these respects, the principle in Godfrey v Demon Internet Ltd® is

relevant in extending liability to Internet café owners for publication where they carry

% Williams v Reason [1988] 1 WLR 96.

% Bonnard v Perryman [1891] 2 Ch 269, CA, see also Lord Finlay in Sutherlands v Stopes [1925] AC 47
at 62, 63.

% Minter v Priest [1930] A.C. 558, Angel v Bushell Ltd [1968] 1 QB 813.
“" Chapter 66 of 1952 as amended by the Defamation Act (Chapter 31 of 1996). See below Para 3.2.2.1.2.

*2 See below Chapter 3.

463 .. . . .
All the Internet cafes visited relied on third party Internet Service Providers; none were, themselves,
Internet Service Providers.

4 Supra.
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defamatory matter and do not act to remove it. For instance, where a library or bookstore
knows it is carrying defamatory matter and does not act to remove it, if the material is
subsequently circulated and or published directly through the library or bookstore, they

may become liable for publication.

Thus, although Internet café owners will ordinarily not be held liable for defamatory
messages sent or received by third parties in their café if the Internet caf¢ owner did not
authorize or originate the defamatory message, they may become liable for a defamatory
message not originating from, or authorized by them, if, after being instructed to delete or

remove the message, the owner does not comply.

3.2.2.1.2.4 Malicious Falsehood

The tort of malicious falsehood is closely related to the tort of defamation. However the
elements to be proved for the two torts are different. While malice must be present and
the statement complained of false, before an action in malicious falsehood can succeed,®
injury to reputation, and not malice, must be proved in a defamation action.*®
Conversely, in an action for malicious falsehood it is not required that the plaintiff suffer

injury to reputation. Economic harm to the plaintiff is sufficient.*¢’

*S Joyce v Sengupta [1993] 1 All ER 897 (CA). Cf Brazier et al op cit at 1157.

“6ct Godfrey v Demon Internet Ltd supra.

%7 Cf Brazier et al op cit at 1157, 1160.
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In Joyce v Sengupta,'®® the plaintiff’s action for malicious falsehood in respect of
newspaper reports that she had stolen personal letters from her employers succeeded. The
tort also provides limited protection for the right to privacy where false or misleading
information is intentionally and wrongfully, or, maliciously published about a person in

circumstances that they cause economic harm to the plaintiff.*®

In Kaye v Robertson,”’® where the plaintiff was interviewed and photographed when he
was not in a fit condition to do the interview or give informed consent to the interview,
the court granted an interlocutory injunction to prevent the defendants from publishing
anything that might be understood to mean that the plaintiff had voluntarily consented to
the interview and the taking of the photographs. The tort of malicious falsehood protects
interests similar to those protected in false light privacy cases. However, for the tort of

malicious falsehood, malice must be shown in the defendant’s action.

3.2.2.1.2.4a Relevance to Internet Cafes

This tort may be relied on by Internet café users where the defendant maliciously or
wrongfully publishes false or misleading information about the plaintiff on the basis of

information obtained through Internet café sources, resulting in economic harm to the

plaintiff.

8
463 Supra.

“ See generally Brazier et al op cit at 1157, 1160.
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3.2.2.1.2.5 Passing-off

The tort of passing-off is also similar to the tort of defamation. An action for passing-off
will lie where in the course of his or her business a person represents his or her goods as
those of another in a manner calculated to deceive members of the public into thinking

that such goods are those of that other.””!

In Reckitt & Colman (Products) Ltd v Borden Inc. ,472 it was held that the shape, colour,
decoration, packaging, by means of which goods or business premises are identified,
could become well enough known as those of a particular trader for use of that get-up to
amount to passing off. Passing-off is however limited to persons engaged in a field of
common business activity.*’? The tort of passing-off protects the right to privacy where

the defendant’s action of passing-off places the plaintiff in a faise light.

3.2.2.1.2.5a Relevance to Internet Cafes

This will only be relevant where both parties process business information via computers

in Internet cafes. Where an Internet café user processes information relating to his or her

“%11991] FSR 62.

"' Hines v Winnick [1974] Ch. 708, see Vaisey I at 713; Lord Bryon v Johnston (1816) 35 ER 851 where
Lord Bryon was able to prevent the publication of poems falsely attributed to him on the basis of this

action. See also Brazier et al op cit at 1403, Heuston & Buckley op cit at 395. See also Sim v Heinz[1959] 1
AllE.R. 547.

“211990] 1 WLR 491 (HL).
B Sim v Heinz supra where the action could not be invoked by a well-known actor to restrain another from

imitating his voice in a television commercial. Cf Sim v Stretch (1936) 52 TLR 669; See also Kaye v
Robertson supra, Granada Group Lid v Ford Motor Co Lid [1972] FSR 103.



103

business, for instance, the design or label for their products, or a business logo, in an
Internet café and another user copies or imitates the label, design or logo, the first party
may successfully bring an action for the tort of passing off in respect of the unlawful use

of business information by the latter.

3.2.2.1.2.6 Intentional Infliction of Emotional Injury

The tort of intentional infliction of emotional injury may be said to be a type of trespass
to person for which relief is available where the plaintiff’s peace of mind or emotional
well-being is disturbed by the action of the defendant.*”® In Wilkinson v Downton,*” the
plaintiff’s peace of mind was disturbed by a false report that her husband had been badly
injured in a collision. Similarly, where the plaintiff was told, by private detectives, that
unless she procured certain letters from her mistress, they would publicly disclose that
her fiancée had been interned during World War 1 as a traitor, the defendants were held

liable for intentional infliction of distress.*”®

It must be noted that, although the first few cases on this tort involved false statements, it
would appear that successful action can be brought for intentional infliction of harm,

where the defendant’s statement is true; the law does not weigh the veracity of the

¥ See Wilkinson v Downton [1897] 2 QB 57.

4
» Supra.

78 Janvier v Sweeney[1919] 2 KB 316.
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defendant’s statement, but the result of his or her action.”’” This tort affords some

protection for the right to privacy where the act of the defendant threatens the plaintiff’s
health.”’® Thus in Burnett v George®”® where the plaintiff was relentlessly harassed by a
former boyfriend, the court held that the defendant’s conduct fell within the tort defined

) iy 480
in Wilkinson v Downton.

3.2.2.1.2.6a Relevance to Internet Cafes

This tort will be of utility for the protection of privacy in Internet cafes where there is
increased potential for Internet café owners, their staff, and, or, other users to access
information relating to others. The tort will afford protection where an Internet café
owner or any other person uses information obtained via an Internet café to threaten,

blackmail, or otherwise harass the plaintiff, resulting in physical or psychological harm to

him or her.

3.2.2.1.3 Conclusion on Common Law Protection of Privacy in the United Kingdom

Y77 See Lunney & Oliphant op cit at 54,55. According to them, this tort is available in respect of

“Intentional acts the inevitable consequence of which is physical (or psychological) harm” (at 54). CfW V
H Rogers (ed.) Winfield & Jolowicz on Tort (1994) at 17, 74.

78 See also McLoughlin v O’Brian [1983] 1 AC 410; Vernon v Bosley [1997] 1All ER 577. See generally
Lunney & Oliphant op cit at 56, 275ff.

7911992] 1 FLR 156.

480 (Supra).
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It can be seen that Common Law torts cover both areas of family/domestic, and business
situations. While the torts of trespass and nuisance afford protection for privacy in family
situations, such torts as passing-off and defamation protect the right to privacy in
business situations. Furthermore, the equitable remedy of breach of confidence affords
protection for the right to privacy in both family and business situations. More
specifically, breach of commercial confidence protects the right to privacy in business

. . 481
situations.

It is nevertheless clear that Common Law protection of the right to privacy is limited. It
must be noted however, that the position concerning the protection of privacy in the
United Kingdom has changed with the coming into effect of the Human Rights Act*®? and
it is expected that better privacy protection will be available in the United Kingdom as

the courts uphold the principles in the Act. ***

With regard to the protection of electronic mail privacy in Internet cafes, it has been
shown that the law relating to breach of confidence and certain torts will be useful. The
applicable torts and breach of confidence principles will be referred to later in this work
to formulate general principles for the protection of e-mail privacy in Nigeria. However,
the English Common Law torts and the breach of confidence laws considered above do
not provide comprehensive protection for e-mail privacy. Thus, the need remains to look

further for better protection for this in the context of data protection laws.

481

Reckitt & Colman (Products) Ltd v Borden Inc supra.

482

Chapter 42 of 1998.
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3.2.2.2 Common Law Protection of Data in the United Kingdom

There are no direct provisions on data protection under the English Common Law.”® It
does not contain any provisions regarding information contained in a data bank,
computerised pools of information, who may collect data and for what purposes, neither

485

does it provide for the accuracy or accessibility of such data.”> Where, however, the use

or disclosure of information amounts to a breach of confidence or falls under the purview
of certain nominate torts, a plaintiff may find redress.*®® There is an obvious lacuna here.

It is therefore necessary to look at statute law for solutions.

3.2.3 Statutory Protection of Privacy and Data in the United Kingdom

3. 2. 3. 1 Statutory Protection of Privacy

3.2.3.1. 1 The Human Rights Act

. 487 - . .. .
The Human Rights Act™" incorporates certain provisions of the European Convention on

Human Rights into the domestic law of the United Kingdom. Prior to the coming into

“ See below Para 3.2.2.1.1fF.
% See McQuoid-Mason op cit at 551,
* Ibid.
¢ Ibid.

“7 Chapter 42 of 1998.
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effect of the Human Rights Act, an applicant could appeal to the European Court of

Human Rights provided he or she had exhausted the available domestic law remedies.

In Earl and Countess Spencer v United Kingdom,488 the European Commission held that
the application was inadmissible because the applicant had not exhausted the available
domestic remedies. The court said that the applicants had not demonstrated that the
remedy of breach of confidence, which was available, was insufficient or ineffective. The

plaintiffs’ application was inadmissible.

In Winer v United Kingdom,"® the applicants sought protection under Article 8 for the
publication of a book containing both true and false information about them. The
Commission denied the applicants’ claim partly on the ground that there were sufficient
causes of action in national law for the plaintiffs to bring action. In this case, the
Commission was of the opinion that law of defamation was sufficient to provide remedy
in respect of the publication of the information that was false. (The Commission was
reluctant to grant remedy for publication of the true information as this would curtail the

right to freedom of expression provided for in Article 10.)

*8% Applications Nos 28851/95 and 28852/95. Commission decision of 16 January 1998 (DR 92-A p56).

9 (1986) 48 DR 154,
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In line with this decision it has been suggested that the action for breach of confidence is
sufficiently broad to accommodate cases of invasions of privacy, and accordingly may be

developed to protect privacy.490

With the coming into effect of the Human Rights Act,”! there is no longer a need to rely
on the nominate torts for the protection of the right to privacy, as it is now provided for in
the domestic law.** Section (2) 1 of the Human Rights Act provides that the courts must
consider judgements, decisions, declarations, and advisory opinions of the European
Court of Human Rights, as well as other relevant opinions and decisions as set out in
Section (2) 1 (b)-(d). In essence, the courts must recognise and give effect to the right to

privacy as set out in the Convention.

Article 8 of the European Convention on Human Rights, (subsequently referred to as the
ECHR) expressly provides for the right to privacy. Article 8 guarantees the right to
respect for private and family life, home and correspondence,*®® and also prohibits the

interference of public authorities with the exercise of this right.**

G Phillipson & H Fenwick “Breach of Confidence as a Privacy Remedy in the Human Rights Act Era”

63 Modern Law Review (2000) at 693.

“1 Chapter 42 of 1998.

2 See Douglas v Hello! Lid [2001] QB 967, [2002] 1 FCR 289, [2003] EWHC 786. Cf below at 110.
% Article 8(1).

“4 Article 8(2).
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It has been said that the scope of protection of Article 8 of the ECHR is wide and covers
control over personal information and freedom from intrusion;495 identity;496 sexual
intimacy (with regard to the protection of private life) ’; children born out of wedlock
(with regard to the protection of family life), 498 and the place where one intends to live

(with regard to the protection of the home).*’

The provision protecting correspondence has been interpreted to protect both personal
and business correspondence,500 and includes telephone correspondence, as well as
post.5 %1 It has also been suggested that the provision may be extended to cover electronic

mail >%

5 Niemetz v Germany (1992) 16 EHRR 97, Malone v United Kingdom (1984) 7 EHRR 14 (on unlawful
police searches and telephone tapping).

%6 See B v France (1992) 16 EHRR 1, Cossey v United Kingdom (1990) 13 EHRR 622, Rees v United
Kingdom (1986) 9 EHRR 56 (on the rights of transsexuals to have their change of identity recognised by
the State).

491 Dudgeon v United Kingdom (1981) 4 EHRR 149 (on the rights of homosexuals to engage in consensual
acts between adults in private); See generally Niemietz v Germany supra at para 29. It has been observed, S
Foster “The Right to Private Sexual Life under Article 8 of the European Convention on Human Rights:
ADT v U.K.” 35 Law Teacher, (2001) No lat 81f, that the courts in the United Kingdom have shown a
tendency to interpret Article 8(2) conservatively with regard to privacy involving homosexual acts; Cf
Laskey, Jaggard & Brown v United Kingdom (1997) 24 EHRR 39, Smith & Grady v U.K (2000) 29 EHRR
493. In Laskey, the court held that the presence of other people during the consummation of the sexual acts

and the fact that the sexual acts were video-taped took the acts outside the scope of “private life” as
provided by Article 8.

“% Marco v Belgium (1979) 2 EHRR 330, where the court found legislation that discriminated against
children born outside wedlock to be in violation of Art. 8.

“® Gillow v United Kingdom (1986) 11 EHRR 335; Buckley v United Kingdom (1994) 18 EHRR 191,

500 a7:
Niemetz v Germany supra.

501
Klass v Germany supra.

*% A Nicol, G Millar, A Sharland Media Law and Human Rights (2001) at 88,
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In the light of the above, decisions such as Kaye v Robertson,503 R v Brent London
Borough Council, ex p Peck,™ and R v Khan®® which rejected a right to privacy in

English law, are likely to be overruled.

In Douglas v Hello! Ltd® the defendants took un-authorised photographs of the
plaintiffs’ wedding and they attempted to publish the pictures. The Court of Appeal,
stating that it had taken into account the provisions of the Human Rights Acts and

Section 8 of the European Convention on Human Rights,*®’

affirmed that the plaintiffs
had a right to privacy, which English law would recognise and protect.’®® The plaintiffs

were granted an interdict prohibiting publication of the wedding photos.

However, the scope of the right to privacy guaranteed in the Convention is also limited
by the recognition of other rights, especially the right to freedom of expression, which is
guaranteed in Article 10 of the ECHR. In this regard, the European Court of Human

Rights has said that freedom of the press is an essential foundation of a democratic

society.’®

5% Supra. Although, in this case, the plaintiff found some protection under the tort of malicious falsehood,
the protection was limited as the defendants were still allowed to publish the information. See above Para
3.2.1.24,

504 (1997) Times Law Reports 18 December; See above Para 2.3.1.1.

%5 11997] AC 558.
506 Supra.
507

At Paragraph 3.

5% per Sedley L.J. Para 125

* See Sunday Times v United Kingdom (1979-80) 2 EHRR 245.
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In Campbell v MGN Ltd, 310 \where the defendant newspaper unlawfully published
personal information about the drug addiction of a famous fashion model, the Court of
Appeal ruled that the publication of the story and picture were in the public interest and
that the defendants had acted justifiably in the light of their right to freedom of
expression guaranteed in Article 10. Here, it appears that the plaintiff would have been

able to recover had the publication not been in the public interest.

It has also been observed that under the provisions of Article (8)2 which prohibit
interference by public authorities,”'' liability for infringements may be avoided where
there is justification, and this has raised a doubt as to whether the provision can be
invoked where there is a violation of privacy by the media or a private investigator.’'? In
this regard, it has been suggested that the positive obligation imposed on states by Article

8 may require legal regulation of the collection and use of personal information by

. . 13
private agenc1es.5

This is illustrated in Halford v United Kingdom,”"* where the applicant’s office telephone

was monitored. The court held that the absence of Civil law regulation of the monitoring

519120031 QB 633.

! This has been described as negative obligation (to refrain) imposed by the Act. See generally J
Wadham & H Mountfield Blackstone’s Guide to the Human Rights Act 1998 (1999) at 92. In Dudgeon v
United Kingdom supra the court found legislation that criminalized all homosexual behaviour to be in
violation of Article 8. See also X v United Kingdom. (1997) 24 EHRR 143,

*12 E Barendt “Privacy as a Constitutional Right and Value” in P Birks (ed.) Privacy and Loyalty (1997) at
12.

" D Feldman “The Developing Scope of Article 8 of the European Convention on Human Rights” [1997]
EHRLR 266 at 272.
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of internal telephone systems, (even though there were police internal codes of practice),
did not comply with Article (8)2 of the Convention, and that there had been a violation of
the applicant’s right under Article 13 to have an effective remedy in national law for
breach of her rights under Article 8"

In addition to section 2(1) which the courts , Section 8 of the Human Rights Act also
provides that the courts may grant any relief or remedy or make any order that it
considers just and appropriate for breaches of the ECHR as long as such remedy, relief or
order is within the powers of the court to award. Section 8(4) of the Act provides that in
determining whether to award damages or the amount of an award, the courts must take
the principles applied by the European Court of Human Rights into account. In effect, it
appears that the courts in the United Kingdom have a measure of freedom to develop a

law of privacy using cases from the European Court of Human Rights as a foundation.

The European Court of Human Rights has held’'® that Article 8 imposes a positive
obligation to respect privacy and that the obligation imposed extends to protect an
individual from the acts of other private parties.’'’ Thus, it appears that the provisions of

the Human Rights Act will apply both vertically (between the State and individuals) and

horizontally (between individuals).

514

(1997) 24 EHRR 523 at Para 51, See also Malone v United Kingdom supra.
*'5 It must be noted that the Interception of Communications Act (1985) regulates the monitoring of calls

on public networks, and does not apply to internal monitoring of calls. The Act creates criminal offences,

but does not directly affect the law of tort. See A M Dugdale (General ed.) Clerk and Lindsell on Tort
(2000) at 1527; Heuston and Buckley op cit at 37.

> X and Y v The Netherlands (1986) 8 EHRR 235 Para 23.

" Cf Douglas v Hello! Ltd supra; Campbell v MGN Ltd supra.
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It has however been noted’'® that Convention rights cannot be directly enforced in
proceedings against private litigants. The only effect that the Act will have in such cases
is an indirect one arising from the interpretative obligations imposed on the court by

section 3.

Section 3 of the Human Rights Act provides that all legislation (past and future) must be
read and given effect to in a way that is compatible with the Convention. This section,
however, further provides that the obligation to interpret legislation compatibly with the
Convention “does not affect the validity, continuing operation or enforcement of any
incompatible” primary or subordinate legislation. In essence, although the provisions of
the Human Rights Act may effectively override and change existing Common Law,”" the
courts are bound to uphold and apply Acts of parliament and other subordinate legislation

even where they are inconsistent with the provisions of the Convention.

In support of the position that the courts may be bound to uphold legislation that is
incompatible with the Convention, Section 4 provides that where it is not possible to give
effect to the obligation in a way that is compatible with Convention rights, a competent
court must consider the option of making a declaration of incompatibility.520 Such a

declaration does not affect the validity, continuing operation or enforcement of the

5'® Wadham & Mountfield op cit at 3.

*"% Cf Douglas v Hello! Ltd supra.

520 Section 4. See generally S Grosz, J Beatson, P Duffy Human Rights The 1998 Act and the European

Convention (2000) at 28ff. Incompatibility with the Convention rights occurs “where it is impossible to

comply with both the requirements of a UK. statute and those of the Convention”; For example, “where
there is express contradiction between statute and Convention rights”. (Grosz et al op cit at 39).
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provision in respect of which it is made.*?' It may however prompt Parliament to consider
amendments in respect of the legislation in question.5 22 In effect, the courts cannot on
their own apply or effect any amendment to legislation where such legislation is
incompatible with the provisions of the Convention; they are bound to apply legislation

“as is” until an amendment is made by parliament.

Further to this, Section 6 provides that all public authorities, including the courts, must
comply with the Convention unless a statute positively prevents this. In essence, the
courts will only be able to apply the principles in the Convention and the Human Rights
Act to effect any change to the existing law of privacy where there is no legislation
providing to the contrary. Where there is any inconsistency between the provisions of the
Convention and those of a statute, the statute shall override the Convention to the extent

of the inconsistency.

Where, however, there has been an invasion of privacy in breach of the principles of
human rights, in circumstances where United Kingdom legislation prevents compliance
with the Convention, (or essentially disregards or detracts from the protection available
for a complainant in accordance with international human rights principles) an aggrieved

person would be able to institute action in the European Court of Human Rights.

521 Section 4(6). See also Grosz et al op cit at 56.

*2 Grosz et al op cit at 56, Wadham & Mountfield op cit at 193.
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From the above, it is clear that parliamentary sovereignty will not be compromised in the
United Kingdom and that validly-made legislation overrides all other laws, including the
international human rights principles that have been incorporated into local law, and

o - 523
provisions of International Conventions.

It is submitted that this situation constitutes a breach of the Convention and detracts from
the force of the incorporated provisions of the Convention and the Human Rights Act.
The principle of parliamentary sovereignty whereby Parliament has unlimited powers has

been greatly criticised.”**

With regard to the right to privacy, it has been suggested that the restrictions contained in
sections 3, 4 and 6 of the Act, should not narrow the scope of the protection afforded to
privacy beyond those recognised by the ECHR, and that since the right provided for in

Article 8 is qualified, issues of incompatibility should hardly arise.’*’

It is submitted that whether the right guaranteed in Article 8 of the Act is qualified or

general, the possibility remains of enacting parliamentary laws that are incompatible with

52 The Human Rights Act is intended to maximise “the position of human rights without trespassing on
parliamentary sovereignty” (Hansard, H.L., November 3, 1997, col.1229), and to “be consistent with the
sovereignty of parliament as traditionally understood” November 18, 1997, col. 522; See also Hansard,

H.L. February 5, 1998, col 89 “The sovereignty of parliament should not be disturbed.” See generally
Grosz et al op cit at 30ff. See also Wadham & Mountfield op cit at 3 & 4.

524 See Grosz et al op cit at 31, Cf P Craig “The Courts, The Human Rights Act and Judicial Review” 117

Law Quarterly Review October (2001) at 596fF.

525 Grosz et al op cit at 39, where it is observed that the provisions of Article 8(2) of the Act are not likely

to give rise to contradictions arising from the text of the provision as the right guaranteed is qualified and
not general (or absolute).
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the provisions of the Convention such that the rights guaranteed by the Convention are
rendered of virtually no effect.’”® The position therefore is that although past
acknowledgement of a need for privacy law>?’ and recent application of the Human
Rights Act’ 28 by the courts are positive indicators, it still remains to be seen what impact
the restrictions in sections 3 and 6 of the Human Rights Act will have on the right to
privacy, and, to what extent the rights guaranteed in Article 8 will be limited by these

provisions.

3.2.3.1.1a Relevance of the Human Rights Act to the Protection of Privacy in

Internet Cafes in Nigeria

With regard to the protection of electronic mail in Internet cafes, it is noteworthy that the
Nigerian Constitution contains privacy protection provisions comparable to those in the
Convention. These provisions have however not received much attention in terms of
litigation or, and, judicial interpretation. The generous interpretation of Article 8 of the
European Convention on Human Rights, which covers control over personal information,

freedom from intrusion,”” as well as other sensitive aspects of private life>*® will be

526 Cf the United States of America PATRIOT Act below Para 4.3.1.13.

" Laws J in Hellewell v Chief Constable of Derbyshire supra at 807; Glidewell L] at 66, Legatt LT at 71 in
Kaye v Roberison supra; See also Lord Denning House of Lords’ Debates (1961) Vol 229 Col 638.

52 Douglas v Hello! Supra; See above Para 3.2.2.1.1.

%2 Malone v United Kingdom supra.

> For instance, children born out of wedlock: Marckx v Belgium supra; sexual intimacy: Dudgeon v
United Kingdom supra. See above Para 3.2.3.1.1
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useful and should be referred to for guidance in construing and applying the Nigerian

provisions.

Although Nigeria is not a signatory to the Convention and as such, the courts may not
ordinarily be bound to consider and apply the Convention principles, based on Nigeria’s
history of reliance on English Common law, it is suggested that changes in English
(Common) law reflecting advance or progress should at the least be considered of
persuasive import in Nigeria. In this regard, it is suggested that the privacy provisions of
the European Convention as adopted into the United Kingdom Human Rights Act should

be given due consideration and applied where relevant in Nigeria.

The broad interpretation given to the provision protecting correspondence®' will be
particularly instructive for the protection of electronic mail privacy and for the protection

of data generally.

3.2.3.1.2 Other Statutes

There are other statutory provisions in which protection of the right to privacy may be

found. Some of these are the Interception of Communications Act of 1985,%** the Police

31 Cone§pondence has been interpreted to protect personal as well as business
and possibly e-mail correspondence. Cf above Para 3.2.2.1.1

correspondence, telephone

2 Chapter 56.
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Act 1997,53 the 1952 Defamation Act,”>* the 1996 Defamation Act,” and the Protection
from Harassment Act 1997.536

3.2.3.1.2.1 The Interception of Communications Act of 1985

5938 sets limitations on surveillance of

The Interception of Communications Act of 198
telecommunications. The Act makes it an offence to intercept communications sent
through the post and telecommunication system, without authorisation by the Secretary of
State.*® The Act also specifies conditions under which a warrant may be issued.>*® The
Police Act 1997°*! also contains provisions regulating police interception of confidential

4
1.4

material.”” The Act requires authorisation from a Commissioner for the use by the police

of listening devices.’**

53 Chapter 50.

53 Chapter 66.

%3 Chapter 31.

336 Chapter 40.

7 Chapter 56.

538 Chapter 56.

 Section 1. See Christie v United Kingdom (1994) 78-A DR 119.
54 Section 2(2).

sl Chapter 50.

542 Section 97.

3 Ibid.
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3.2.3.1.2.1a Relevance to Internet Cafes

The regulation of interception of communications is a germane issue in the protection of
Internet communication. Legislation regulating interception, not only of Internet
communications, but all radio communication is a necessity for effective privacy and data
protection. As of July 2006, it was estimated that there were about 16 million cellular-

. . . . . 545
phone users in ngerla544 and, as established earlier on,

the processing of information
in Internet cafes is common in Nigeria. Until 2005, Nigeria had no general legislation
equivalent to the Interception of Communications Act of 1985 in terms of the protection

of privacy and data.>*® Recently however, a bill™*’ for the protection of information

contained in computers has been passed.

The Computer Security and Critical Information Infrastructure Protection Bill**® contains
provisions regulating access to computer records. Section 2 of the Bill criminalizes
unlawful or unauthorized access to any computer in order to secure access to a program

or data held in the computer. Section 12 deals with interception of communications and

**Research and Markets; MobileAfrica http.//www.mobileafrica.net/aZ0.htm Accessed January 2007.

545

Chapter | Para 1.4.

***The earliest telecommunications legislation in Nigeria was the Telegraphs Ordinance 19 16, which
provided for the regulation of the construction and the working of telegraph lines. This and subsequent
legislation (The Wireless Telegraphy Ordinance [Cap 233 1948 Revised Edition of the Laws of Nigeria]
have since been abolished/repealed. The Wireless Telegraphy Act No 31of 1961 (as subsequently
amended) replaced the Wireless Telegraphy Ordinance. Apart from the Wireless Telegraphy Act which
contains some provisions limiting the obtaining and disclosure of information with the use of wireless
telegraphy equipment (above at Para 7.2.2.2.3), none of these laws contains detailed or substantial
provisions for the protection of privacy and data.

**7 The Computer Security and Critical Information Infrastructure Protection Bill 2005.
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makes it an offence to intentionally and without lawful authority, or in excess of authority
intercept any communication processed in Nigeria.

The Bill also provides for the circumstances under which Service Providers, their
employees and authourised agents may intercept communication.’® It also permits
interception by law enforcement agencies™° and provides for circumstances under which

551

such interception can be carried out.”" Relevant provisions of the Computer Security

and Critical Infrastructure Protection Bill will be discussed in greater detail below.>*?

353 will be useful as a reference

The United Kingdom Interception of Communications Act
point and provide some guidance in enacting effective legislation for the regulation of

interception of communications in Nigeria.

3.2.3.1.2.2 The 1952 Defamation Act>>* and the 1996 Defamation Act™™

The 1952°°° and 1996 Defamation Acts contain detailed provisions on defamation. The

1996 Act repeals certain sections of the 1952 Act>® and also contains new provisions

>4 2008,

%% Section 12(2).

%9 Section 12(3).

! Section 12(3)(a).

%2 Chapter 7 Para 7.2.2.1.
353 Chapter 56 of 1985.
554 Chapter 66 of 1952.

555

Chapter 31 of 1996.

%% Chapter 66 of 1952.
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regulating certain aspects of defamation.”*® By virtue of Section 1 of the 1996 Act, an
Internet Service Provider, or Internet café owner may escape liability for the publication
of defamatory materials on its system if such service provider or café owner can show
that:

(a) he [she, or it, in the case of an Internet service provider] was not the author,

editor or publisher of the statement complained of;
(b) he [she, or it ] took reasonable care in relation to its publication; and
(c) he [she, or it] did not know, and had no reason to believe, that what he [or she]

did caused or contributed to the publication of a defamatory statement.*®

Sections 8-10 of the 1996 Act provide for summary disposal of a plaintiff’s claim. Where
in an action for defamation the court is of the opinion that the defendant has no defence
that is reasonably likely to succeed, and there is no other reason why the case should be

tried, judgement may be given for the plaintiff.’®’

Summary relief as set out by the Act includes a declaration that the statement was false or
defamatory, an order that the defendant publish a suitable correction and apology, and an

award of damages to the plaintiff.’*> Thus where a person’s privacy is invaded by the

%7 Chapter 31 of 1996.

5% For instance, Section 4 of the 1952 Act, which provides for a defence of unintentional defamation, has
been repealed by Sections 2-4 of the 1996 Act.

¥ Sections 2-4 of the 1996 Act create a defence of offer of amends by a person who has published a

statement alleged to be defamatory. Sections 8-10 of the 1996 also provide for summary disposal of
defamation claims.

%% Section 1 (a) «(c) Defamation Act Cap 31 of 1996.

38! Section 8.
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publication of material that may be regarded as defamatory under circumstances that fall
within Section 8 of the 1996 Defamation Act, the plaintiff can obtain expeditious relief

for such invasion of privacy under these provisions.

3.2.3.1.2.2a Relevance to Internet Cafes

63

Although the action for defamation is recognised in Nigerian tort law,”® it exists

essentially in the form of old English Common Law applicable prior to the Defamation

Acts.”®

The Defamation Acts®® provide guidance for the protection of privacy in
Internet cafes where an Internet Service Provider or Internet café owner is the author,
editor or publisher of defamatory material, or did not take reasonable care in relation to
the publication of defamatory material published. The Act will also be useful in cases

where an Internet Service Provider or Internet café owner does an act or omission that

contributes to the publication of defamatory material.

The provisions of Sections 8 to 10 of the Act on summary disposal of claims and
summary relief may also be informative for the provision of expeditious relief in cases of
Internet café publication of defamatory material where the court is not convinced that the
defendant has a defence reasonably likely to succeed and in the absence of any other

reason to proceed with the hearing of the case.

%62 Section 9.
563 Cf below Para 6.2.1.5.
564 Cf below Para 6.2.1.

%% Chapter 66 of 1952, Chapter 31 of 1996.



123

3.2.3.1.2.3 The Protection from Harassment Act 1997766

This Act creates a statutory tort that gives a right of action for harassment. The Act does
not contain a definition of “harassment”. To harass a person has however been defined to
mean “to annmoy or worry somebody by putting pressure on them or saying or doing
unpleasant things to them.”*®” Section 1(1) of the Act provides that a person must not
pursue a course of conduct that amounts to harassment of another and which he or she

knows or ought to know amounts to harassment of another.

Section 7 (2) of the Act provides that harassing a person includes alarming a person or
causing the person distress. There are however circumstances under which there will be
no liability under the Act, for instance, where the course of conduct is pursued for the
purpose of preventing or detecting crime, or under any enactment or rule of law or where
the course of conduct was reasonable.”®® The Act imposes both civil® %% and criminal®”

sanctions in respect of conduct that amounts to harassment. The Act is a useful remedy
where, as has been mentioned, a person annoys or worries another “by putting pressure

on them, or by saying or doing unpleasant things to them.””"

366 Chapter 40.
367 A S Homby Oxford Advanced Learner’s Dictionary (2001) at 541. Cf Epstein v Epstein supra where the
plamtlff was followed about in public and had her door knocked on every evening for a week. The learned
_]que (Wessels J) described the acts of the defendants as “a most vexatious nuisance.” However, it has been
said that the conduct of the defendants amounted to an invasion of privacy. McQuoid-Mason op cit at 87.

368 Section 1(3).

389 Section 3.

570 Section 3(3) - (9). These are later provisions, which came into force on September 1,1998.
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3.2.3.1.2.3a Relevance to Internet Cafes

This Act offers valuable guidance for the protection of electronic mail privacy where
bothersome, annoying, or unpleasant mail which puts pressure on another is sent via an
Internet café. It will also be applicable where, on Internet café premises, a person worries,
annoys or causes distress to an Internet café user by putting pressure on them or doing or
saying unpleasant things to them, for instance, where a person verbally threatens another

on Internet café premises.

3.2.3.1.2.4 Other Laws Protecting Privacy in the United Kingdom

Other laws with significant privacy components include, the Rehabilitation of Offenders

573

Act,”” the Telecommunications Act,>” the Broadcasting Act,””* the Theatres Act,”” the

576

Copyright, Designs and Patents Act’” and the laws protecting rape victims and children

in court. These include the Children Act,”” the Adoption Act,””® the Children and Young

7 See Khorsandjian v Bush supra. See also in Hunter v Canary Wharf Ltd supra, Lord Goff at 698, Lord
Hoffnan at 706. Cf Epstein v Epstein supra, where the plaintiff was persistently followed.

*7 Chapter 53 of 1974.
*7 Chapter 12 of 1984,
%7 Chapter 42 of 1990.
%7 Chapter 54 of 1968,

%7 Chapter 48 of 1988,

> Chapter 41 of 1989. In Re X [1984] | WLR 1422, the High Court granted an injunction prohibiting

disclosurg of the _identity and whereabouts of a child and her mother who had as a Juvenile, been sentenced
to detention for life for manslaughter and was later released on licence as a ward of the court. The

application was made on the ground that the disclosure would threaten the family’s new- found peace and
stability.
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580 the Criminal Justice Act,>®

Persons Act,579 the Sexual Offences (Amendment) Act,
and the Magistrates’ Courts Act.” The following are relevant sections protecting privacy

in the above listed Acts.

Section 4(1) of the Rehabilitation of Offenders Act makes evidence about a spent
conviction inadmissible.’®* Under Section 8 of the Act, damages may also be obtained
where a person maliciously publishes details of the plaintiff’s spent conviction.”® Section
43 of the Telecommunications Act makes it an offence to use a public

telecommunications system to send grossly offensive, threatening or obscene material.

The Broadcasting Act®® contains a provision to the effect that defamatory words, visual

images, pictures, gestures and other forms of broadcast on radio or television or any other

587

programme service are actionable as libel.**¢ Similarly, under the Theatres Act,’®’ it is an

actionable libel to publish defamatory words in the course of a performance of a play.’**

57 Chapter 36 of 1976.
*" Chapter 12 of 1933 (23 & 24 Geo.5).
%% Chapter 82 of 1976.
581
Chapter 33 of 1988.
%82 Chapter 43 of 1980.

58 Section 4 (1).

584

See Herbage v Pressdram Lid [1984] 1 WLR 1160. See also generally Heuston & Buckley op cit at 162.

585

Chapter 42 of 1990.
%8 Section 166.

%87 Chapter 54 of 1968.
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Under the Copyright, Designs and Patents Act,’® limited protection for privacy i1s
provided, where a person’s proprietary interest in literary™° or artistic>' work has been
infringed.*®” The Act also gives a cause of action for false attribution of authorship.””

Under the Children Act,”® proceedings are required to be held in chambers unless the

court directs otherwise. >’

Similarly, section 64 of the Adoption Act’*®

provides that proceedings under that Act
should be held in private. Section 49 of the Children and Young Persons Act™’ restricts
reporting of the proceedings of juvenile courts, and section 39 also provides for the
obtaining of a court order prohibiting newspaper reports from publishing personal details

such as the name, address, school or any detail “calculated to lead to the identification of

any child or young person” concerned in proceedings in any case.

3% Section 4(1).

%% Chapter 48 of 1988.

% Section 3(1).

*! Section 4(1).

2 See generally Heuston & Buckley op cit at 38.

593 Sections 83- 84.
%% Chapter 41 of 1989.
* Rule 4.16(7) Family Proceedings Rule (1991).
% Chapter 36 of 1976,

*7 Chapter 12 of 1933 (23 & 24 Geo.5).
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Section 4 of the Sexual Offences (Amendment) Act™® grants anonymity to victims of
rape, and a subsequent amendment’ % makes it possible to extend the protection of section

%09 protects the

4 of the 1976 Act to all cases of sexual offences. The Criminal Justice Act
anonymity of victims in cases involving conspiracy to rape and burglary with intent to

rape.®! Section 69 of the Magistrates’ Courts Act® provides that the public is excluded

from family proceedings in the magistrates’ courts.

The protection guaranteed for privacy in the above statutes is necessarily limited to the
subject matter dealt with by the relevant statute, and the specific circumstances provided

for and specified in the relevant provisions.

3.2.3.1.2.4a Relevance to Internet Cafes

Although, none of the Acts discussed above focuses directly on the protection of e-mail
in Internet cafes, each of the Acts covers a sphere of life that is not excluded from
Internet-café related invasions of privacy. For instance, the publication of original poems,

songs or other artistic work or composition, disclosure of the names or other protected

information relating to victims in rape cases, or the disclosure of information relating to

%% Chapter 82 of 1976,

%% The Sexual Offences (Amendment) Act; Chapter 31 of 1991,

% Chapter 33 of 1988.

50! Section 158.

502 Chapter 43 of 1980.
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adoption proceedings are all possible via e-mail. These statutes provide useful guidelines

in similar Internet café related cases.

The above Acts have been cited to demonstrate the utility of specific individual Acts in
the protection of privacy®” and they are instructive as examples of details that may be
included either in general legislation for the protection of Internet café privacy, or

subject-specific Acts as above.

While it is expected that a general Privacy Act or Law will provide a framework and
contain general guidelines for the protection of privacy as well as contain several
provisions guaranteeing the right to privacy, separate subject-specific privacy legislation
afford a degree of detail and depth of legislation on a subject matter that may not be

available in a general Act.®

When read together with a general Act, subject-specific
Acts provide more extensive, thorough and effective protection on any matter and ensure

maximal protection in the relevant area.

With specific reference to the protection of electronic mail privacy in Internet cafes in
Nigeria, for instance, although a general Privacy Protection Act may provide protection

for the infringement of original work processed on Internet café computers, Nigeria also

605

has a Copyright Act™ which contains extensive provisions on the protection of artistic

3 Cf below Para 5.

% Cf the 1952 and 1996 UK. Defamation Acs. (Chapter 66 of 1952 and Chapter 31 of 1996 respectively)
Above at Para 3.2.3.1.2.2.

% Cap 68 LFN 1990, See below Chapter 7.
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and literary work and as such should also be referred to for protection in cases of

copyright infringement.

3.2. 3.2 Statutory Protection of Data in the United Kingdom

Prior to 1998, the Data Protection Act of 1984°%°

regulated the collection and use of
automated data in the United Kingdom.®”” The 1984 Act was repealed by the Data
Protection Act of 1998 %% which came into force on March 1% 2000. The 1998 Act was
approved to make the United Kingdom law consistent with the European Union’s

Directive on the protection of individuals with regard to the processing of personal data

and the free movement of such data.’”

3.2.3.2 1 The European Union Directive on the Protection of Individuals with regard

to the Processing of Personal Data and the Free Movement of Such Data®'’

In 1981, the Council of Europe issued the Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data.®'' This was an international

document formulated specifically to safeguard the right to privacy with regard to the

612

automatic processing of personal data” ~ and generally to regulate national data protection

8% Chapter 35 of 1984.

%97 See the Preamble to the Act.

5% Chapter 29 of 1998.

% Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection

of individuals with regard to the processing of personal data and on the free movement of such data.
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standards and to improve and guarantee the free flow of data internationally.®” The
Convention was followed in 1995 by the Directive on the protection of individuals with

- 614
regard to the processing of personal data and the free movement of such data. '

The 1995 European Union Directive contains extensive provisions regulating data
practice among its member nations. It provides a general standard that the data protection

15

laws of its member nations should attain,®"® and it prohibits data transfer between its

members and other countries that do not provide for “adequate” privacy protection.616

The EU Directive provides for strong control over the collection and use of personal data

among its member nations.

In 2002, the EU adopted a directive which translates the principles set out in Directive
95/46/EC into specific rules for the electronic communications sector.’” This was

followed in March 2006 by a directive on the retention of data generated in connection

%1% Directive 95/46/EC (subsequently referred to as the Directive, the EU Directive, the European Union

Data Directive or Directive 95/46/EC).
S Council of Europe Convention for the Protection of Individuals with Regard to Automatic Processing of
Personal Data Strasbourg 28 January 1981. No 108/1981.

%2 See Chapter 1 Article 1 of the Convention.

53 Cf A Roos The Law of Privacy (Data) Protection: A Comparative and Theoretical Study (2003) at 152.

8 Directive 95/46/EC.

513 Article 6(1).

816 Article 25. See the Preamble to the Directive.

817 Diref:tive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector
(Directive on privacy and electronic communications),
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.. . . . . . . 618 1~ .
with the provision of publicly available electronic communications services.” = Directive

2006/24/EC amends Directive 2002/58/EC.

3.2.3.2.1a Guidelines Governing the Protection of Privacy and Transborder Flows of

Personal Data®"’

Mention must also be made here of the Guidelines Governing the Protection of Privacy
and Transborder Flows of Personal Data.®*® The Guidelines preceded the European Union
Directive®®' and have been significantly instrumental in shaping contemporary data
protection law.?*? The Guidelines were developed by the Committee of Ministers of the
Organisation for Economic Co-operation and Development (OECD) against the
background of increased international transfer of information and the problems of data

violations and misuse.®?

Their purpose was to support member nations in the prevention of human rights

violations relating to the storage, disclosure, use or abuse of personal data by

%% Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention
of data generated or processed in connection with the provision of publicly available electronic
communications services or of public communications networks and amending Directive 2002/58/EC.

%1% (The OECD Guidelines) 1980.
520 Tbid.

%! Directive 95/46/EC.

22 cf Roos op cit at 152-154,

¥ Cf the Preface to the Guidelines. See also Roos op cit at 151ff.
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harmonising the national privacy laws of member states, and also to prevent interruptions

in international flows of data.®%*

The OECD Guidelines set out eight principles625 for effective data protection. These have
been summarized viz: the principle of limitation of collection, data quality principle,

purpose specification principle, use limitation principle, security safeguards principle,

openness principle, individual participation principle and accountability principle.®®® Tt

has been suggested®?’

that the principles should be read as a whole as they are inter-
related and a clear or absolute distinction might not exist in the activities and processes

involved in complying with the principles.

Although they are not listed or highlighted in the same form in both documents, the

OECD data principles are affirmed and reflected in the EU documents.®?® This will be

9

seen in the following examination®” of the United Kingdom Data Act®® where the

principles are shown to overlap. With reference to the foundation of the data protection

% Ibid.

623 Part Two sections 7-14 of the Guidelines.

626 See generally Roos op cit at 161-169.

627Paragraph 50 of the Explanatory Memorandum to the OECD Guidelines.

628 Cf Roos op cit at 152. See also below Paras 3.2.3.2.2.2 ff particularly Para 3.2.3.2.2.5.

629 Paras 3.2.3.2.2 21f

630 Cap 29 of 1998.
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631

principles, both the OECD and the EU documents™" will be referred to concurrently in

this work.

3.2.3.2.1.1 General Data Protection Features of the European Union Directive

The European Union Data Directive contains several features and provisions that enhance
effective data protection. The Directive covers all manual®*? and electronic records.®*® It
applies to personal data processed wholly or partly by automatic means as well as
personal data processed otherwise than by automatic means, where such data “form part
of a filing system or are intended to form part of a filing system”.** In other words, both

computer-stored records and data stored on paper are covered by the provisions of the

Directive.

The Directive provides generally that “data capable by their nature of infringing
fundamental freedoms or privacy should not be processed unless the subject gives
explicit consent”.®* 1t also specifically forbids the processing of special categories of
data except under certain conditions.®*® These include data revealing racial or ethnic

origin, political opinions, religious beliefs, as well as data concerning health or sex life.%*’

831 Being the latter and more prominent (Cf Roos op cit at 153) of the two documents, particular focus in
this work will be on the EU Directive rather than the Convention.

832 Article 2(b).

3 Article 2(b), (c); Article 3(1); See also P Marett Intellectual Property Law (1996) at 150-151.

834 Article 3(1).

835 See the Preamble to the Directive.
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The Directive also contains provisions preventing personal data protected under the
Directive from losing its protection when transferred to a third country. Where
information is protected under the data protection laws of a Member State, unless one of
the exceptions set out in Article 26%°% is present, such data will enjoy the protection it had

in the Member State when transferred to a third country.

The European Union Directive sets out the definitions of certain key terms relating to

. 2 639 : 9 640 : 2 641
data protection such as “personal data”, “processing”’, “filing system”,

1 642

s 643
“controller”,”* and “processor’.

3.2.3.2.1.2 Data Protection Principles in the Directive

36 Article 8.
37 Article 8(1) & (2).

8% These include consent of the data subject or other lawful justification for such transfer. (Article 26(1) a-

f).

839 Article 2(a): Personal data is defined as “any information relating to an identified or identifiable natural
person” who is also known as the “data subject”.

840 Article 2(b): Processing includes “collection, recording, organisation, storage, adaptation, alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available” and it

includes “alignment or combination, blocking, erasure or destruction” either by automatic means or
otherwise.

' Article 2(c): “Personal data filing system” “Filing system” is defined as “any structured set of personal

data which are accessible according to specific criteria, whether centralised, decentralised or dispersed on a
functional or geographical basis”.

42 Article 2(d): “Controller” is defined as “the natural or legal person, public authority, agency or any other

body which alone or jointly with others determines the purposes and means of the processing of personal
data”.

43 Article 2(e): “Processor” is “the natural or legal person, public authority, agency, or any other body
which processes personal data on behalf of the controller”.
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Several principles of data protection are affirmed under the Directive. These include the
right to know where the data originated,®** the right to know the identity of data

controllers or their representatives,**’ the purposes for which data is being processed,**®

647
d

the categories of data being processe as well as the recipients or categories of

8

recipients of data,®*® the right to withhold permission to use data in some

649 d 650
K

circumstances, ~ the right to have inaccurate data rectifie and a right to recourse in
the event of unlawful processing.”®' The Directive also provides for the confidentiality of

. 652
processing.

3.2.3.2.1.3 Liability under the Directive

Article 4 of the Directive makes a controller subject to the law of a Member State in

which it has an establishment and undertakes processing.’> It also makes a controller

4 Article 12 (1).
% Article 10(a), Article 11(a).
%6 Article 10(b), Article 11(b).
47 Article 11(c).
648 . :

Article 10(c), Article 11(c).
9 Article 14.
50 Article 12(2).

651

Article 22, Article 23.

652 . . <. o .
Article 16. This provision prohibits the processing of data by data controllers, processors and others

I’icting under the authority of the processor except under instruction from the controller or authority of the
aw.

553 Article 4 (1)(a).
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from outside the European Union who makes use of data processing equipment within
the European Union other than for the sole purpose of data transit data through the

654

Member State, subject to the law of that Member State.””" In essence, on-line traders

dealing with customers within the European Union must follow European Union

. . . . . R 655
regulatory principles since they process information via customers’ computers.

The provisions in the Directive are not directly enforceable by citizens as the Directive is
addressed to the member states, which are required to incorporate and reflect the
Directive principles in their national law.*® Thus, the protection for privacy and data
provided for by the Directive is dependent on, and directly enforceable only through the

national laws of the country in which the infringement of privacy occurred.

3.2.3.2.1.4 Relevance to Internet Cafes

Several aspects of the EU Directive will provide valuable guidelines in enacting

legislation for the protection of electronic mail and data processed in Internet Cafes in

Nigeria. The Preamble to the Directive sets out a fundamental aspect of data or privacy

654 Article 4(1)(c).

%33 The Directive was written prior to the Internet Revolution and it has been observed that there is very
little jurisprudence on this provision. Cf Wikipedia Contributors Directive 95/46/EC on the protection of

personal data http./len. wikipedia.ore/wiki/directive 95/46/EC_on_the_protection of personal data.
Accessed February 9, 2007.

6% See the Directive Recitals generally and at Paras 68 and 69. See also Articles 4 and 10 of the 198]
Convention for the Protection of Individuals with regard to Automatic Processing of personal Data.
CfRoos op cit at 155. See also Wikipedia Contributors_Directive 95/46/EC on the protection of personal

data http://en. wikipedia.org/wiki/directive 95/46/EC _on_the protection of personal data Accessed
February 9, 2007.
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protection, which is the prohibition of data capable of infringing on personal liberty,

autonomy, self-determination or the right to choose.

The Directive further provides certain aspects or spheres of life in respect of which there
ought to be freedom from intrusion.®®” These provisions are instructive not only for the
protection of electronic mail or Internet café related privacy invasion cases, but for

general data protection.

Further to this, the data protection principles detailed in the Directive®® represent general
data protection standards applicable for the protection of any processed information.
They have been identified as the foundational principles of data protection.’® These
principles and their relevance for the protection of electronic mail and other data
processed in Internet cafes will be discussed in greater detail in the examination of the

1998 Data Protection Act.®*°

Lastly, the definition, in the Directive, of key terminology provides a clear and consistent

reference point. The above features are all elements to be included in any law for the

657 Article 8. Cf ] Neethling, J M Potgieter, P J Visser Law of Delict (2006) at 335; D McQuoid-Mason
“Privacy” in M Chaskalson, J Kentridge, J Klaaren, G Marcus, D Spitz, S Woolman (eds) Constitutional
Law of South Africa (2004) at 38-1. See also Roos op cit at 555 & 556.

5% Cf Roos op citat ] ff.

660 See below Para 3.2.3.2.2 .
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protection of electronic mail and other information processed in Internet cafes, and will

form a solid foundation for a Nigerian data protection law.

3.2.3.2.2 The 1998 Data Protection Act®®'

The major difference between the 1984 Act®®? and the 1998 Act®® in the United
Kingdom is that while the former regulated the use of only automated files about
individuals, the 1998 Act applies to paper-based records as well as automated or
electronic records,”® in line with the EU Data Protection Directive.®® However, many of

the basic provisions of the 1984 Act and the 1998 Act are similar.

3.2.3.2.2.1 Definitions

The 1998 Act defines such terms as “data”, “personal data”, “data subject”, “data

controller”, “data processor”, and “processing”, among others®® as set out below.

3.23.2.2.1.1 Data

661 Cap 29 of 1998.

52 Cap 35 of 1984,

663 Cap 29 of 1998.

6% Section 1(1).

85 Article 3, See also Para 27 of the recitals of Directive 95/46/EC.

666 See generally Part I Section 1.
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In the Act, "data" is defined as

“information which:
(a) is being processed by means of equipment operating automatically in response
to instructions given for that purpose,
(b) is recorded with the intention that it should be processed by means of such
equipment,
(c) is recorded as part of a relevant filing system or with the intention that it
should form part of a relevant filing system, or
(d) does not fall within paragraph (a), (b) or (c) but forms part of an accessible

record as defined by section 68”

3.2.3.2.2.1.1a Annotation

This definition of data covers manually recorded as well as automatically processed
information and applies whether the information is in the process of being recorded, or
already exists in recorded form or it is being processed. In Nigeria, a substantial amount
of records exists in handwritten or typed format. By the definition above, such
information, including information contained in a temporary form, for instance a jotting

on a note-pad will be regarded as data.

Information relating to curriculum vitae, personal data, family information, business and
other information processed by means of a computer will also qualify as data under the

Act. Thus, information processed in Internet cafes will ordinarily qualify as data.
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3.2.3.2.2.1.2 Personal Data

“Personal data” is defined in the Act as “data which relate to a living individual who can
be identified from those data, or from those data and other information which is in the
possession of, or is likely to come into the possession of the data controller.” 57 The
definition of personal data in the Act includes “any expression of opinion about the
individual and any indication of the intentions of the data controller or any other person

in respect of the individual.”®®

3.2.3.2.2.1.2a Annotation

The definition of personal data to include facts as well as opinion and intentions relating
to an individual reflects the various forms in which data exists and may affect individuals
today. This definition of personal data guarantees a wide range of protection for
individuals in respect of the varieties of information held about them. It is noteworthy
that data must relate to a living person. This means that action cannot be brought on
behalf of a deceased person for instance to straighten records 669

From this definition, it can be affirmed that where a person processes information relating
to him or herself, or any other living person in an Internet café, if the person to whom the

information relates can be identified, the data processed qualifies as personal data. Thus,

%7 Section 1(a) & (b).

%8 Ibid.

%9 Cf the German Mephisto case where a son successfully brought action with regard to information
published about his deceased father. Cf below Chapter 5.
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such information as curriculum vitae and information contained in certain personal and

family letters processed in Internet cafes qualify as personal data.

3.2.3.2.2.1.3 Data Subject

“Data subject”, according to the Act, “is an individual who is the subject of personal

data 29670

3.2.3.2.2.1.3a Annotation

With regard to Internet cafes, it may be deduced from the preceding that it is not
necessary to personally process information in an Internet café to qualify as a data
subject. It will suffice if information relating to the individual, from which, that
individual may be identified, is processed. This definition allows third parties about
whom personal information (data) is processed in Internet cafés by others to be regarded

as data subjects and as such, to exercise the rights accruing to data subjects under the Act.

For instance, where personal information (or data) concerning family members is
processed by another family member in an Internet café, even where the other family

members are not present at the Internet café at the time of the processing, they may

qualify as data subjects under the Act.
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3.2.3.2.2.1.4 Data Controller

The Act defines “data controller”, as “a person who (either alone or jointly or in common
with other persons) determines the purposes for which and manner in which any personal
data are, or are to be, processed.”671 This includes persons required by law or under
regulation to process personal data for specific purposes or pursuant to certain

2
enactments.67

3.2.3.2.2.1.4a Annotation

Internet café owners and their staff determine the manner in which information is
organised and stored in their computers. They hold personal data, allow clients to keep a
code or password that gives access to their accounts and files, in which information is
stored, and in some cases they know the customers’ passwords. Internet café operators

also keep custody of computers that store messages and are able to access client files if

left open.

By electing to retain, or, not to delete certain information processed on their computers,
they also determine what information is retained and the purposes for which such
information is held. In addition they are in a position to determine the manner in which

and purpose for which data in their possession may be obtained, retrieved, consulted or

670 Section 1(1).

7! Ibid.
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disclosed. As such, Internet café workers are data controllers within the meaning of the

United Kingdom Data Act.

3.2.3.2.2.1.5 Processing

“Processing”, with regard to information or data in the Act, means “obtaining, recording
or holding the information or data or carrying out any operation or set of operations on
the information or data.”®”® This includes organisation, adaptation, alteration, retrieval,

. . 674
consultation, use or disclosure. 7

3.2.3.2.2.1.5a Annotation

The definition of processing given by the Act is wide and generally covers the categories
of interests protected by the right to privacy as identified by Prosser (i.e. intrusions,

public disclosure, appropriation and false light).®”

Internet café owners and employees carry out many of the functions that qualify as
processing. They obtain, hold, record, organise, adapt and are able to alter, consult and

retrieve information contained in computers in their custody.®’®

872 Section 1 subsection 4.
573 Thid.
57 Section 1(1)(a) to (d).

875 See above Para 1.1.
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3.2.3.2.2.2 Rights of Data Subjects under the Act

Part II of the Act deals with the rights of data subjects and provides specifically for the
right of access to personal data.®’’ Under this section, a data subject is entitled to be
informed by any data controller whether personal data concerning him or her is being
processed by, or on behalf of that data controller.®’® The data subject is further entitled to
a description of the data, the purpose of processing such data, and the recipient or classes

of recipients to whom the data has been, or may be disclosed.®”

The provisions of section 7 (1) address one of the major privacy concerns arising from
the technology revolution, which is the fact that information can be acquired without the
knowledge and, or, consent of the individual.®® There can be no exercise or enjoyment of
privacy or data protection where there is no knowledge by the subject that personal data
regarding them is being processed. Thus, knowledge of the fact of processing is a
prerequisite for the exercise of privacy and data protection rights.

In addition, where the processing by automatic means of data relating to an individual for
the purpose of evaluating matters relating to him or her, (e.g. at work or

creditworthiness), has constituted, or is likely to constitute, the sole basis for a decision

56 Cf above Para 3.2.3.2.2.1 4a.
877 Section 7.

678 Section 7(1) a.

7 Section 7(1) b.

68 Cf above Para 1.2.
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defined by the Act, as “the communication (by whatever means) of any advertising or

marketing material which is directed to particular individuals.”®’

These provisions allow data subjects to determine and restrict the use, (including access
to, and disclosure or publication), of information regarding themselves, thereby giving

them a measure of control over such information.

Section 14 of the Data Protection Act provides that where processed data is inaccurate,
the court may order the data controller to rectify, block, erase or destroy the data as well
as any other processed data which contains an expression of opinion that appears to the
court to be inaccurate.®® Under this section, the Act also provides that where it is
reasonably practicable, the court may order the data controller to notify third parties to
whom data have been disclosed, of rectification, blocking, erasure or destruction of
data.%® This provision purports to prevent the disclosure, publication or usage in any

way, of inaccurate information or data, and in this way, protects the data subject’s
privacy.

690

The OECD openness principle®™ is upheld in the provisions requiring the data subject to

be informed of the fact of processing691 while the provisions relating to the data subject’s

%7 Section 11(3).
538 Section 14.
589 Section 14(5).

%0 Cf above Para 3.2.3.2.1.2.
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3 4

right of access,*™ right to reasons®” and right to challenge®® espouse the individual

participation principle.

3.2.3.2.2.2a Relevance to Internet Cafes

Generally, the provisions contained in Part II of the Act empower a data subject to
exercise control®’ over information and also provide checks and limitations on the power
of data processing authorities in the gathering, use and dissemination of information.
These provisions, and in particular, the principles they represent, are relevant for the
protection of privacy in Internet cafes and they will be examined in greater detail

below.5%

3.2.3.2.2.3 The Data Protection Commissioner

! Section 7(1)(a ) & (b) DPA. Cf Roos op cit at 165.
% Sections 7(1) & 7(2). Cf Roos op cit at 167.
6% Section 7(1)d. CfRoos op cit at 167.

%4 Sections 10, 11,& 14. CfRoos op cit at 168.

5 Cf 17 Sloan Law of Privacy Rights in a Technological Society (1986) at 13 (above Para 1.1) See also O
M Rueb.hausen. & O G Brim “Privacy and Behavioural Research” (1965) 65 Columbia Law Report at 1185,
Cf C Fried “Privacy” (1968) 77 Yale Law Journal 483 above Para 1.1

5% At Para 3.2.3.2.2.5.
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The Act makes provision for a Data Protection Commissioner,”’ whose duty includes
among others, promoting the following of good practices by data controllers®® and
assisting individuals in proceedings relating to data under the Act® A duty of
confidentiality is imposed on the Commissioner and any members of the Commissioner’s

staff, or an agent.

They are prohibited from disclosing information relating to an identified or identifiable
individual or business, which was obtained by, or furnished to the Commissioner under,
or for the purposes of the Act, and not previously available to, or known by, the public
from other sources except under certain circumstances without lawful authority.”® This is
in line with the Common Law duty of confidence arising out of professional

relationships.70 !

The Act makes provision for specific matters and duties to be performed by the Data
Commissioner.””? However many of the provisions that set out the general duties and

functions of the Commissioner’” also permit considerable latitude and discretion in the

7 Qection 6.
8 Section 51.

9 Section 53.

700 . . . . T
Section 59; This section effectively places responsibility on all who process data to maintain
confidentiality.

" Cf above Para 3.2.2.1.1.2.

702 S . . . . . . .
ection 19, which provides for register of notifications, section 20 on the duty to notify changes, and
section 22 on preliminary assessment by the Commissioner.
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performance of these duties. For instance, Section 45 (1) of the Act provides in part as

follows,

“Where... it appears to the Commissioner... that any personal data are not being
processed only for the special purposes, or ...with a view to the publication by
any person of any journalistic, literary or artistic material which has not
previously been published by the data controller, [the Commissioner] may make a

determination in writing to that effect...”

This means that the final determination as to whether or not personal data are being
processed in accordance with the Act’s requirements on purpose specification lies with
the Commissioner. Further to this, according to the wording of Section 45(1) the
Commissioner is not compelled to take further action in respect of any perceived non-
compliance. The use of the word “may”, instead of “shall” merely assents to the
Commissioner’s authority or permission to carry out the act, and may be read as implying

uncertainty, doubt or the absence of obligation. "**

In any case, the wording of Section 45 does not impose an obligation to act. In effect,

where there has been a violation of the Act relating to compliance with the provisions on

7% See generally, Part VI Section 51 which provides that the Commissioner shall “arrange for the
dissemination in such form and manner as he considers appropriate of such information as it may appear

to him expedient to give to the public about the operation of this Act, about good practice, and about other
matters within the scope of his functions under this Act”

7Cf the use of the wording “must” and “shall” in Sections 17 and 18 prohibiting processing without

registration and notification by Data Controllers. See also Dorling Kindersley, The Illustrated Oxford
Dictionary (2003) at 506.
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special purposes, the data subject must rely on the Commissioner’s discretion in taking
steps to rectify the situation. Where the Commissioner does not take any steps, he or she

cannot be compelled to take action.

It must also be noted that there are exceptions to the general provisions of the Act, and
that there may be circumstances under which the protection afforded by the Act may be

. T 705
denied an individual.

3.2.3.2.2.3a Relevance to Internet Cafes

There is no Data Protection Act or Data Commissioner in place in Nigeria. The Computer
Security and Critical Information Infrastructure Protection Bill’*® contains provisions for
the protection of computer processed information’”” but it does not provide for any
officer to administer, oversee or ensure compliance with the Bill, therefore it affords no
basis for comparison. More importantly, the Bill is yet to come into operation thus it

cannot be relied on for the present purpose.

7% These include reasons of national security (Section 28), crime and taxation (Section 29), and health,
education and social work (Section 30). This is in line with the principle that no right is absolute and that

the individual’s interest has to be balanced against other interests in deciding whether or not to uphold a
claim to privacy. (Cf above Para 1.1).

7% 2005,

77 See generally the Preamble to, and Parts ] & 11 of the Bill.
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It will be assessed below’®® whether data protection legislation is needed in Nigeria and,
if needed, whether there ought to be provision for an administrative officer similar to the

United Kingdom Data Protection Commissioner to oversee the Nigerian Act.

3.2.3.2.2.4 Data Controllers

The United Kingdom Data Act also contains provisions regulating data controllers.””

Section16 provides that data controllers must be duly registered with the Commissioner.
This section specifies that data controllers must give certain information pursuant to

registration. This information includes personal details such as the names and addresses

710 711

of the controllers,” "~ (and their representatives, where applicable),” the category or

categories of data subjects to which they relate,”'

a description of the purpose or
purposes for which the data is to be proce