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ABSTRACT

The 21%! century has come up with the increased usage of technology and this has
been welcomed by cyber stalkers for it has exacerbated cyberstalking. Cyberstalking
therefore has grown considerably within the contemporary environment.
Cyberstalking entails the inappropriate, uninvited social exchange behaviours
initiated by a perpetrator via online or wireless communication technology and
devices. Forms of cyberstalking includes sending threatening or obscene electronic
emails, harassing in chat rooms, spamming, tracing another person's computer and
internet activity, and posting threatening or harassing messages on blogs or through
social media. The study utilised qualitative research methods in which documentary
search was utilised as the secondary source of data collection. The study therefore
gathered that gender based offences have considerably increased online. The study
gathered that women (particularly young women aged 18-24) disproportionately
experience severe types of cyber harassment, namely cyberstalking and online
sexual harassment. The study also gathered that there are a number of ways which
have been documented to deal with cybercrime. Raising awareness, setting up and
supporting peer-support networks for the eradicating gender based offences
committed online and there is need for industry regulations such as punishment from
using twitter and YouTube if found to be offensive. The study also gathered that
cyber stalkers are motivated by a number of ways. The first category are those that
need to fulfil the psychological needs, wishes, or cravings regarding the victim on the
part of the perpetrator and the second category are those motivated by the need to
instil fear and gain control over the victim. The third group consists of those cyber
stalkers who are motivated with the need to seek revenge or punish the victim. And
the last group of cyber stalkers are those motivated by the need to build a
relationship with the victim. The study therefore recommends for the need to
implement cyber stalking regulations within South Africa for the ones that have been

acted are not being efficient in combating cyberstalking.
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CHAPTER ONE
INTRODUCTION AND BACKGROUND OF THE STUDY
1.1 Introduction

The 21% century has seen the rapid development, evolution and transformation of
cyber technology which has been rampantly advancing across the globe. In other
words, the internet is a marvel. Apart from things advancing positively, there has
been an emergence of a different type of crime, one that is virtual and conducted in
the domain of cyberspace online Lucks (2004: 2). Advancement in technology since
the 90’s has allowed for a simpler, convenient and effective lifestyle within the
comforts of a person’s current surrounding. It has become evident that there is an
escalation in the number of individuals that use the internet worldwide (Whitty &
Johnson, 2009: 1, 11) this has transformed the way people communicate (Shimizu,
2013). In this day and age it is virtually impossible to survive without technology as

people have become reliant on it Lucks (2004:13).
Some services that are offered online include but are not limited to:

¢ Individuals can perform online shopping, marketing and delivery of items;

e Banking institutions offer online services;

e Transactions can be conducted with confirmation of credit card details
electronically (King-Ries, 2011).

Life has become virtually convenient and easy with almost everything done
electronically. This is because the internet has made everything virtually possible at
the convenience of the user. Furthermore, the availability of gadgets and devices
such as computers, tablets and mobile gadgets have even made the whole process
of accessing the internet easy. Society is transitioning from paper to a digital and
individuals are provided with tools that increase creativity, innovations and
productivity (Lunker, 2012).



Individuals have access to emails stored on an online server. Applications and tools
are constantly being developed and upgraded; certain applications allow individuals
to use applications that send and receive information without leaving behind a
footprint. This excludes the user information which enables to perpetrator to do this
in anonymity as certain privacy laws apply depending on the country (Anderson,
2010). Applications such as Drop box, Google drive, One drive and Cloud was
developed to exchange documents, pictures and videos which can be accessed with
any device. However these applications are not secure as hackers use their

technological skills and access these accounts without consent from the individual.

The internet and social media provide opportunities for individuals to empower
themselves in a variety of ways. People maintain social interactions and connections
via networking applications such as Facebook, Myspace, Twitter, We chat,
Whatsapp and Instagram. The social networking sites have become an integral part
of society and everyday communication. It is a cost effective means of instant
messaging for individuals that are living both locally and internationally (Lenhart,
2007). It is used as a means to be informed on their family’s, friends’, colleagues’
and co—workers’ activities, achievements and places that they have travelled to.
Individuals enjoy uploading pictures and writing messages in virtual reality (King-
Ries, 2011). As convenient as this means of communication with family and friends
as it may be there is a downside to this, this leads to a more sinister type of
misdemeanors where individuals harass, threaten, involvement in spamming
activities, sending of viruses and flaming which is a form of online verbal abuse
(Shimizu, 2013 ; Chik, 2008; Lunker, 2012).

However, the internet has come with some disadvantages. Social decay is the chief
effect of widespread use of the internet as cultures are now intertwined, traditional
values and ethics are disrupted. Cyber-terrorism, cyber-crime and cyber-stalking are
also amongst the defects of a globalized inter-connected environment. It is the latter
part of cyberstalking that gives rise to this study. Since people across all walks of life
post their life status and the likes, there has been a consistent rise of cyber stalking.
It is within this regard that this study seeks to discuss on cyberstalking: a content

analysis of gender based offenses committed online.
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1.2 Background of the Study

According to the United Nations (2013), there are 2.3 billion people that have internet
access. The estimation from this report states that the above figure is total to more
than one third of the world’s population; further noting that 60% of internet users are
from developing countries and by the year 2020 the quantity of networked devices
will outnumber people by a ratio of six to 1. In a study conducted by Collin, Rahilly,
Richardson & Third (2011) in Australia, it was discovered that social networking
services play a positively uplifting role in the lives of individuals. Some of the benefits
found in the study include educational outcomes, identity formation, forming
supportive relationships and strengthening interpersonal relationships, developing

self-esteem and a positive well-being.

As integral and pivotal to society as the internet has become, there is a deeper,
darker, illegal side that comes along with it. The internet has also become a tool for
illegal activities (Siegel, 2011: 333). Due to the process of globalization, it has
become easy for an individual to commit a transnational organized crime and/or a
cybercrime. There are various definitions, different forms and types of cybercrimes.
Siegel (2011: 334) defines cybercrime as the following:

1. Cyber theft: it is the use of online cyber space that is used to distribute and
provide illegal services and goods. These include illegal copyright

infringements, identity theft, security fraud, pornography and prostitution.

2. Cyber Vandalism: is the use of cyber space for the purposes of revenge,
destruction, malicious intent and defamation of another individual. Cyber

stalking included here.

3. Cyber Terrorism: this type of cybercrime is when an enemy tries to destroy

secure networks including that on a national or international level.



1.2.1 Cybercrime

Muncie, Talbot and Walters (2010: 77) define cybercrimes under the following
categories:

1. Traditional cybercrimes: these are criminal behaviours that the justice
system is familiar with. This category is still classified as a criminal activity and
would still exist out of the realm of the internet. Technology has made ensured
the effectiveness of this activity. These crimes included: violent and
pornography, dissemination of malicious and hateful material, stalking,

bullying.

2. Hybrid cybercrimes: similar to traditional crimes as they would exist without
the internet however has created new opportunities for criminal activities in
cyberspace. These cybercrimes are: fraud, identity fraud, phishing, piracy and

distributions of copyrighted materials (songs, films, books).

3. True cybercrimes: this category of criminal activity would not exist without
the internet. It is contained within cyberspace. These include: hacking,
spamming and virtual reality theft that an individual has purchased in real

currency.
1.2.2 Cyberstalking

Regardless of the different categories and definitions; the types of cybercrimes are
still similar and is rapidly evolving. For the purpose of this research, the researcher
intends to focus on one particular type of cybercrime: Cyberstalking. However certain
aspects of cyber bullying maybe included in the study as the terms cyberstalking and
cyber bullying are synonymously and often used interchangeably in the media.
Following is an extract from the lyrics from a popular song that seeks to explain the

genesis and impact of cyberstalking.



“Every breath you take, every move you make,
Every bond you break, every step you take, I'll be watching you.
Every single day, every word you say,
Every game you play, every night you stay, I'll be watching you.
Oh can't you see, YOU BELONG TOME....”
The Police
Song Lyrics: Every breath you take.

The above song lyrics was popularized by the music band, The Police in the 90’s
describes and summarizes the actions of a traditional stalker. The song can be
applied to cyber stalking as the perpetrator would be watching and stalking the victim
online. Traditional stalking behavior is characterized by a direct physical threat or
attack on the victim. The stalker pursues the victim in the following way: verbal and
written communication; unsolicited single sided romantic involvement; surveillance;
harassment and loitering to an extent that the victim suffers from psychological
distress and fear (Boon & Sheridan, 2002: 201).

An article published by the Guardian Online state the British Crime Survey 2006
revealed that there are approximately 5 million people that experience stalking each
year (McVeigh, 2011). According to statistics from the Pew Research Centre
revealed that 73% of adult internet users have witnessed someone being harassed
online and 40% have experienced some form of harassment (Duggan, 2014).
Cyberstalking can be defined as an individual fearing for his/her life and safety due
to online threats, harassment, privacy invasion, reputation-harming lies, including
content and nude photos posted on revenge pornographic sites which publicly
shames and humiliates the victim (Quarmby, 2014), the same description above is
provided for cyber bullying including the terms cyber aggression, cyber violence,
internet harassment and online harassment that is repeatedly inflicted on a specific
person or group (Popovac & Leoschut, 2012). However cyber bullying is considered
as a violent, harassing, humiliating interaction between children and young
adolescents that use any device online. The difference between cyberstalking and

cyber bullying to some researchers is the age demographics. Adults may be involved



in cyber bullying on their own volition or proxy (Anderson, 2010; Anon., 2016;
Lipton, 2011).

According to the United Nations Broadband Comission for Digital Development
(2015) states that: Women who are more active on social media experience cyber
violence and cyber hate crime as compared to men. Women between the ages of
18 to 24 are more at risk of gender based violence online. There are seven types of

cyberstalking/cyber violence that have been identified:

1. Hacking: gaining unauthorised access to computer systems for the purpose
of acquiring personal information, altering or slandering the victim (Maat,
2009: 25).

2. Impersonation: is used to assume the identity of the victim in order to obtain
more personal information regarding the victim, this includes identity theft
(Roberts, 2008).

3. Surveillance/tracking: to stalk and monitor the victim’s activities in real time.
Using Global Positioning Systems (GPS) tracking via mobile phones, cameras
and specifically developed and designed applications. (Stalking Resource
Centre, 2009; Rosenwald, 2004).

4. Harassment / spamming: to constantly annoy, threaten and scare the victim,
by constantly leaving voice messages or flooding their inbox with emails or
messages. The other definition is Hyper-Intimacy, where the perpetrator may
try to repeatedly contact the victim via cyber communication with messages of
affection or pornographic messages (Welsh & Lavoie, 2012).

5. Recruitment: Luring victims online to violent situations. An example would be
online dating sites, employment opportunities. It also provides sex offenders
with unparalleled access to individuals through the anonymity that is made
available to them (Finkelhor, 2014).



6. Malicious distribution: of the victim’s intimate and private photographs and
or videos. The perpetrators may even contact the victim’s employers or
partners in order to destroy their relationship or have the victim fired from their
job (Maat, 2009: 27).

7. Flaming: engaging and being involved in verbal abuse and arguments online.
The perpetrator may also use offensive language. (Agosto, Forte & Magee,
2012).

Two more can be added to this commonly known as “revenge porn” and “sexting”
(UN Broadband Comission for Digital Development, 2015). Revenge porn consists of
the following aspects: the intention to commit harm to the victim, the perpetrator is
usually an ex-partner or spouse. Revenge porn falls under the category of malicious
distribution above however the perpetrator sends out the material to porn sites, chat
sites or any social network (Goldsworthy, Crowley, & Raj, 2015). Maple, Shart &
Brown (2011) argues that revenge porn has dominated cyberstalking.

1.3 Statement of the Problem

The increased rate of cyberstalking against women has increased in South Africa
and the rest of the developing countries. The evolution of internet has come with
cyberstalking in which women aged 18-24 have increasingly been affected.
According to Goldsworthy et al. (2015), there are increased numbers of females who
have reported the phenomenon even though a vast number of cases go unreported.
In other words, cyberstalking is difficult to document to a certain degree as
individuals are unaware of their legal aspect hence it often goes unreported.
Regardless of the overwhelming manifestation that cyberstalking has received over
the recent years; cyberstalking still continues to remain a sub group and functions as
a mere branch of stalking to the Criminal Justice System. The increasing number of
cybercrimes and cyberstalking against women therefore need to be documented so
that an enabling policy can be ratified to protect the victims of this crime (Lipton,
2011). This study therefore seeks to analyse the effects of cyberstalking amongst

gender lines in South Africa. Furthermore the study seeks to critically analyse the
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effectiveness of legislation and its practical application in protecting victims of cyber
stalking within South Africa.

1.4 Rationale of the Study

Due to the advancement in technology, societies have seen a growing number of
individuals with devices that are easily connected online. This leaves potential
victims to cybercrime at risk. This study therefore seeks to analyse gender based
offenses committed online. Currently there is a paucity of data in terms of
cyberstalking and cyber bullying that is available in South Africa. Victims suffer in
silence and are not aware of the laws that are in place to protect them. There is no
accurate picture in South Africa with regards to cybercrimes. The 2014/2015 crime
statistics report does not indicate any information regarding cybercrimes (South

African Police Services, 2015).

This study intends to explore and briefly identify the nature, extent and prevalence of
cyberstalking. The study also is significant for it explores and document existing data
on cyberstalking victims and the perpetrator characteristics. The study is also
significant for it seeks to examine and show how other countries have dealt with
cyberstalking and the cyber law legislations.

Furthermore, the intended study will focus on females being the victim of
cyberstalking. This study is relevant for it can inform policy development and
education awareness programs for organisations, interested stakeholders and the
government on how to combat gender based cyberstalking. Furthermore, the study
will help organisations, educators, members of society and the Police force in
identifying and assisting with issues relating to cybercrimes in South Africa. This
study will also contribute to the field of cyber criminology as there is limited research

available in South Africa.



1.5 Objectives of the Study

The study seeks to analyse the gender based offenses committed online and how
best can these offenses be combatted. The other also seeks amongst the main

objective:

e To briefly document the prevalence of cybercrimes.

e To determine on gender based offenses committed online and document the
strategies implemented in eradicating gender-based offenses in South Africa.

e To identify the motivations of cyberstalking perpetrators

e To identify any cyber law legislations that has been implemented.
1.6 Research Questions

Main Question

e What is the nature and extent of cybercrimes?

Sub Questions:
e What are the causes of the prevalence of cybercrimes?
e What is the nature of gender-based offences online and how has been this
offences combated within South Africa?
e What are the motivations behind a cyber-stalking perpetrator?

e What cyber law legislations have the government implemented?
1.7 Structure of the Dissertation
Chapter 1: Introduction and Background of the Study

The first chapter presents the introduction to the research problem. Furthermore, the
chapter discusses on the background of the study first describing on the emergence
of cybercrimes, cyberstalking and cyberstalking against women in particular. The
chapter also presents the research problem, the rationale of the study, objectives of
the study and related research questions. It provides insight on cyber-crimes and
aims to acquaint the reader with the research topic.



Chapter 2: Literature Review

The second chapter presents the literature review and theoretical framework
underpinning the study. Within the chapter, the overview of cybercrimes, types of
cybercrimes and cyber stalking will be presented.

Chapter 3: Theoretical Framework

The theoretical framework is of importance within this study and therefore, the
chapter will detail on relevant theories underpinning the study. Amongst these
include the Rational Choice theory, Space Transition theory, Lifestyle Exposure
theory. The reason why these theories were used is due to the fact that each theory
contextualizes different aspects of cyberstalking.

Chapter 4: Research Methods

Within any study, the methodology is of fundamental importance. Chapter three in
this regards presents on the research methodology utilized to be utilized within the
study. Due to the nature of the study, the study utilizes the qualitative research

approach structured by the descriptive research design.
Chapter 5: Research Findings

This chapter will discuss and present the results gathered from the study. The results
presented are in line with the objectives of the study and seek to conform to the
research problem

Chapter 6: Conclusion and Recommendations

This chapter will present the conclusions gathered from the study. Furthermore, the
chapter will present the recommendations on the research problem and also identify

areas for future study

10



1.8 Ethical Considerations

Due to the study being a content analysis of existing data in the public domain,
ethical considerations of informed consent, confidentiality, non-maleficence and
beneficence do not apply. There are no participants that the researcher will
interview. As this is a qualitative study, the researcher need to be aware of bringing
the researchers own frame of reference into the study, and the interpretation of the
data. The research however was conducted after ethical clearance from the
University of KwaZulu-Natal was given. All ethical procedures as prescribed by the
university’s ethical guidelines were followed to ensure that the study remained strictly
within ethical boundaries in its execution and reportage.

1.9 Definition of Key Terms

Cybercrime: According to Verdegem, Teerlinck and Vermote (2015), cybercrime is
an “umbrella term to describe different online threats such as mal-ware, scams and
hacking.” Within this regard, cybercrime is viewed as a criminal act dealing with
computers, networks and smartphones. Additionally, cyber-crime is inclusive of
traditional crimes conducted with the use of the internet (Blackwell, 2018).

Cyberstalking: Stalking entails the use of the internet and other electronic
communication devices to create a criminal level of intimidation, fear or harassment
in a target victim(s) (Petrocelli, 2005; Longman dictionary of Contemporary English,
2003: 390).

Cyberspace: is referred to as the “World Wide Web”, a virtual reality that is only
accessed by computers, mobile devices or any device that has the capability of
connecting to the internet (Cambridge Dictionary, n.d).

Gender Based Offenses Committed Online: Crimes committed online influenced
by the gender of an individual. According to Pathe (2002), more than 70% of crimes

committed online are against women and are committed by men.

GPS: Global Positioning Systems pinpoints a user’s location by triangulating the
radio signals that were emitted by the device. Satellites are used in pinpointing the
11



exact location of the person. This allows the cyber stalker to track the victims
movements (Stalking Resource Centre, 2009; Rosenwald, 2004).

Social networking site: a communication, sharing platform which allows individuals
to interact with each other (Cambridge Dictionary, n.d).

1.9 Conclusion

This chapter introduced the fundamental aspects underpinning the research. Within
this regards, this chapter presented on the introduction to the research problem in
which an understanding on what cyber-stalking relates to and the genesis of the
concept was presented on. The chapter also presented on the research problem on
the content analysis of gender based offenses committed online. Research
objectives and related research questions were also part and parcel of this study.
The rationale for the study, ethical considerations and the definition of key terms
were also constituent of this research. The following chapter therefore presents on

the literature review underpinning the study.
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CHAPTER TWO
LITERATURE REVIEW
2.1 Introduction

Within any study, the literature review is a fundamental component. This is because
literature review entails reviewing relevant published texts underpinning the research
problem. The importance of such is that it helps define the research problem and
also helps identify the research gap. This chapter is purposively structured so that it
first discusses on the overview of cybercrime and types of cybercrimes. All this is
introductory to a review of what cyberstalking entails, which is the major variable
within the study. This chapter therefore reveals literature underpinning cyber
stalking, its determinants and how cyberstalking is committed online against women.
Due to the dearth of literature on gender based cyberstalking, the chapter will

therefore identify literature gaps.
2.2 Cybercrime

The evolution of technology has come about with different changes, both negative
and positive. An interesting historical fact to note is that the first reported cyber-crime
was in 1820, as India, China and Japan has had access to a computer device since
3500 B.C (Mshangi, Sanga & Nfuka, 2014). During the evolution of technology, there
has also come the need to define and understand computer crime and how to tackle
it. However, different schools of thought have come forward with their own
understanding of cybercrime thus there is no unanimous understanding of the
concept. Scholars highlight different characteristics of the concept and also bring
about different propositions on how to tackle the phenomenon. Wall (2005) therefore
stipulates that this on-going war amongst scholars and lack of a clear cut definition is
problematic as it is impacting upon every need of prevention and remediation, while
a lot of people are being affected by various types of perceived cybercrime.

According to Parker (1976), the literal definition of cybercrime is that of computer
related crimes. In other words, cybercrime entails criminal and detrimental activities

that involve the attainment or manipulation of information for personal gain.
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Symantec (2012) offers a broad understanding of cybercrime. The notion is defined
as crimes involving the use of computer software, network or hardware devices.
Kshetri (2010) understands cybercrime from its characteristics and argues that it is
the use for computer network on the purposes of committing crimes related to
identity theft, spams, hacking or cyber bullying. Within all these definitions, the
fundamental notion is that a crime has to be committed online for it to be classified

as cybercrime.

Since cybercrimes have affected all societies, governments have defined the
concept in their own ways in a bid to counter the phenomenon. The Cybercrime Act
2001 in Australia defines the term cybercrime as crimes that target computer data
and systems however different acts apply to different cities (Parliamentary Joint
Committee, 2004).

Accordingly, the United Arab Emirates (UAE) Federal Law No 2 of 2006 on The
Preventive of Information Technology Crimes define cybercrime as computer related
crimes including aspects such as forgery, fraud, money laundering, bullying and
others that are a threat to the religion and the society at large (Gulf News, 2012).

The United States of America (USA) Department of Justice (USDOJ, 1999) further
defines cybercrime as computer crimes that include viruses, worms and other facets
that infringe on the proper use for network systems. It is imperative to note that the
definition of cybercrimes is interpreted differently according to that specific country.
However, this study adopts the understanding of cybercrimes as including crimes

involving the computer and internet.
2.2.1 Types of Cybercrime

In a bid to understand cybercrime and effectively come up with ways to combat this
ever-widening criminal activity, there is need to understand the types or categories of
cybercrime. Figure 2.1 presents on the types of cybercrime
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Figure 2.1: Displays the different types of cyber crime
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e Phishing
The major type of cybercrime is phishing. Wall (2005) defines this cybercrime as an
act of attempting to trick people into disclosing of their security information in the
form of card numbers, bank details amongst others through masquerading as a
trustworthy business online. Jahankhani, Nemrat & Hosseinian-Far (2014) argues
that these messages sent online may ask recipients to either confirm or validate their
account information. Generally, phishing goes two ways: first there is a stolen
identity of the company requiring information from respondents and then the stealing
of personal and confidential information from clients. The term phishing originates
from the fact that Internet scammers are using progressively sophisticated lures as
they “fish” for user’s financial information and password data related to these aspects
15



(Wall, 2005). In some cases the phishing message appears from a familiar or known
recipient which enables it to be more effective (Roberts, 2008). This crime often

works through the following procedures:

e Setting up a mirror image of a real web site
e Sending out a convincingly fake e-mail, luring the users to that mimic site

e Obtaining the required information thereafter redirecting users to the real site

There have been a relatively steady number of phishing cases reported however; in
2014 the United Nations reported a 12% decrease in cybercrimes related to phishing
(Jahankhani et. al. 2014). According to the State of the Phish Report (2019),
published by Wombat Security, 59% of an estimated 5.5 million reported emails were
classified as suspicious phishing emails. Regularly these phishing sites are from a

popular and familiar company, example Microsoft or UK Lottery.

e Spam
Another form of cybercrime is spam which is a product of the Internet’s ability to
place unprecedented power into the hands of a single person (Symantec, 2012).
Spam measures come in the form of advertisements or investment schemes which
are fraudulent. Usually sent via mail, the main purpose of spam is to offer a reduced
investment deal or price to the customer whom in turn the spammer asks for money
or confidential security numbers. According to Kaspersky (2012), after disclosing

personal information, the customer will never hear from the spammer again.

e Hacking
The most popular cybercriminal activity is hacking. Yar (2006) defines hacking as
unauthorized access into another user’'s computer system for particular items. Yar
(2006) further explains that hacking is just the same as traditional robbery in which
the robber will find all the relevant information of the target before carrying on with
their work. This is just the same as hacking in which the hacker gathers relevant
information, scans and finally enters into the hole and hack into personal computers.
Hacking is often one method that a perpetrator uses in order to execute the next
step, ldentity theft (Roberts, 2008). Hugo Cornwell published a book in 1985 name
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“The Hackers Handbook”, he is a self-proclaimed hacker and asserts that a hackers
only crime is his curiosity (Maat, 2009).

¢ |dentity Theft
The fastest growing cybercrime around the developed and the developing world is
identity theft. Jahankhani et. al. (2014) argues that identity theft occurs when a
person obtains private information about another individual without their knowledge
and uses this information to carry out fraud or theft. Generally, company databases
have been hacked by criminals who then impersonate their victims (Roberts, 2008).
The reason why there are alarming rates of identity theft can be attributed to the

ever-increasing and evolving methods of obtaining and utilizing personal information.

¢ Ransomware

According to Yar (2006), ransomware is also another form of cybercrime.
“‘Ransomware is a subset of crime ware that in most cases infects a victim's
computer via phishing attacks. Upon successful infection, the ransomware
commonly encrypts the victim's data. The perpetrator then demands a ransom
payment in exchange for the safe return of their data. There's no guarantee victims
will ever receive data back. There has been a decrease in this type of cybercrime.
The State of the Phish Report (2019) has reported that 10% of respondents had
experienced ransomware attacks in 2018 worldwide.

e Malware

Another form of cybercrime is malware. Accordingly, malware takes on many
different forms. Some are designed to specifically target users' financial information
by installing key loggers onto victims' computers (Kaspersky, 2012). Malware
samples are spread to users in a variety of delivery methods, including phishing
attacks and malicious software packages that exploit unpatched software
vulnerabilities. Once installed, attackers can use the malware to spy on online
activities, steal personal and financial information or hack into other systems.
Malware is one of the leading online threats and it's been used in some of the
world’s largest cyber-attacks including Cryptlocker, NotPetya and WannaCry.
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2.3 Cyberstalking

The rapid increase in the use of the internet has brought about with it a new breed of
individuals known as cyber stalkers. Generally, a cyber-stalker is that individual who
uses the internet as a tool to intimidate, threaten, harass, and generate fear upon
their victims through stalking tactics (McFarlane & Bocij, 2003). It is evident that the
use of internet via any connected device is the prerequisite to cyberstalking
(DreBing, Bailer, Anders, Wagner & Gallas, 2012). A question therefore arises, what

is cyberstalking?

There is no generally accepted definition of cyberstalking as the phenomenon
relatively lacks detailed knowledge. Most studies and laws have detailed on
cybercrimes in detail, with a little focus on its categories. Mustaine and Tewksbury
(1999) therefore laments that lack of the precise definition of this concept has often
made it difficult to document and structure the behaviour of cyber stalkers. Petrocelli
(2005) argues that cyberstalking entails the use of the internet and other electronic
communication devices to create a criminal level of intimidation, fear or harassment
in a target victim(s). This study concurs that there is relatively dearth information on
the whole concept of cyberstalking but there is a general understanding that the
phenomenon that the behaviour of the perpetrators of this crime vary from non-
threatening emails and texts to a potentially deadly encounter between the
perpetrator and the victim (Hutton & Haantz, 2003).

Hutton and Haantz (2003) are of the view that in trying to determine what
cyberstalking entails, there is need to study the behaviour of cyber stalkers. Cyber
stalkers primarily rely on the internet and other electronic related devices to threaten,
intimidate and harass intended targeted victims. Therefore, the first characteristics of
cyberstalking are the use of internet and the methods of cyberstalking include threats
and intimidation (Petrocelli, 2005). Furthermore, cyber stalkers have inherent
behaviour tendencies which are premeditated, repetitive and aggressive and they
are illegal. This kind of behaviour is regarded as illegal under statutory and
constitutional law in many countries, rendering cyberstalking, illegal (Hutton &

Haantz, 2003). However according to King-Ries (2011) law enforcement
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investigators are not trained and equipped with the necessary skills. Within this
regard, cyberstalking is a criminal offence motivated by interpersonal hostility and

aggressive behaviours stemming from power and control issues.

Campbell (2005) asserts that the whole notion of cyber harassment has often used
cyberstalking and cyber bullying as interchangeable terms; Roberts (2008) is of the
same view as there is no clear definition for these terms. In defining cyberstalking
and cyber bullying, Campbell (2005) argues that three distinct characteristics of
stalking behaviour helps determine the impact and understanding of the concept.
The first one is hyper-intimacy. Spitzberg, Marshall and Cupach (2001) are of the
view that aspects of hyper-intimacy include repeated, unsolicited efforts by the
perpetrator at cyber communication with the victim. This aspect therefore is
characterised by sending messages of affection, obsessive behaviour and at times
sending explicit messages (Spitzberg et al., 2001; Welsh & Lavoie, 2012). The other
form of cyberstalking is threats which in this regard includes invasion of privacy
through emails, messages and other forms of electronic sabotage. The last
characteristic is real-life transfer in which the initial contact was through online

contact but it would evolve to physical intrusions (Spitzberg et al., 2001).

Cyberstalking can be defined as an individual fearing for his/her life and safety due
to online threats, harassment, privacy invasion, reputation-harming lies, including
content and nude photos posted on revenge pornographic sites which publicly
shames and humiliates the victim (Quarmby, 2014). The same description is
provided for cyber bullying including the terms cyber aggression, cyber violence,
internet harassment and online harassment that is repeatedly inflicted on a specific
person or group (Popovac & Leoschut, 2012). However cyber bullying is considered
as a violent, harassing, humiliating interaction between children and young
adolescents that use any device online. The difference between cyberstalking and
cyber bullying to some researchers is the age demographics. Adults may be involved

in cyber bullying on their own volition or proxy.
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Suarez (2014) argues that cyber stalkers utilize a number of tools to perpetrate on
this crime. Amongst the tools include Global Positioning systems (GPS), cellphone
monitoring chips, spyware computer programmes and tracking devices to the
locations, activities and communications of their victims that are unwanted (DreBing
et. al. 2012; King-Ries, 2011). At the disposal of cyber stalkers is also the use of
technologies such as social-networking, chat rooms, e-mail and mobile phones
(Lenhart, 2009). Suarez (2014) and Bocij (2004) both argue that both traditional and
cyber stalkers have one desired intention, that is to accomplish having control and

power over a victims through all means necessary.

Cyber-harassment or bullying or stalking according to Wall (2005) “is the use of
electronic information and communication devices such as e-mail, instant
messaging, text messages, blogs, mobile phones, pagers, instant messages and
defamatory websites to bully or otherwise harass an individual or group through
personal attacks or other means.” Cyber-bullying and stalking according to Early
(2010), comes in the form of , “taunts, insults and harassment over the Internet or
text messages sent from mobile phones” and this phenomenon has become
widespread among young generation, in some cases with tragic disastrous

consequences.

In understanding the concept of cyberstalking, the academic community has come
with different types of cyber stalkers. Eterovic-Soric, Choo, Ashman, & Mubarak
(2017) present that cyber stalkers can be placed into three categories. The first
group is those that are influenced by simple obsession. These have a prior
relationship with the victim, mostly being a co-worker, ex-lover or ex-spouse. The
second group of cyber stalkers are those that are love obsessional driven by the
belief that contact with the victim will lead to a love involvement of some sought
(Eterovic-Soric et al, 2017). The last group of stalkers are erotomanic stalkers who in
the same sense with obsessional stalkers are motivated by love but however the
difference between the groups is that; these stalkers are deluded to think the victim
is in love with them. Generally, the erotomanic stalker is likely to be female as

different to other two categories.
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Mullen (2018) is of the view that cyber stalkers can be classified into non-mutually
exclusive categories based on their motivations. Mullen (2018) therefore stipulates
that the categories rank from those that are rejected by the victim, those that seeking
intimacy, those that incompetent, those that are influenced by resentfulness and
those that are predatory. Basically, this typology of cyberstalking approaches the
categorisation of stalkers from a psychological perspective and is intended for use in

treatment of the stalker.

Mohandie, Meloy, McGowan & Williams (2006) argues that since the internet has
exacerbated the issue of cyberstalking, the RECON (Relationship and Context-
Based) typology can be utilised to understand the motivation of cyber stalkers. This
typology categorises cyberstalking based on the context of stalking and the
relationship between the victim and the stalker. If these two have had any prior
relationship, these can be understood as either intimacy or acquaintance and cases
in which the two have no prior relationship in one of “Public figure” and “Private
stranger” (Mohandie et al., 2006). Mullen (2018) further asserts that this typology
therefore addresses some concerns with the typology as proposed and developed
by Eterovic-Soric et al. (2017) on aspects such as observation of stalkers

transitioning from the Love Obsessional category to the Erotomanic category.

2.3.1 Online Cyberstalking vs. Traditional Offline Stalking

There is need to distinguish between online cyber stalking vs. traditional offline cyber
stalking, for a clear and precise appreciation of cyberstalking and its characteristics
in the modern society. Petherick (2007) argues that cyberstalking relatively is an
extension of the traditional mode of stalking where the perpetrator utilises a set of
skills in committing the offence. Generally, cyberstalking behaviours are more of the
same with traditional stalking behaviours though the former represents a
comprehensive new form of deviant, criminal behaviour (Bocij & McFarlane, 2002).
Within these types of stalking, what is inherent is that offenders intend to harass,
threaten in some cases and intimidate the victims. Furthermore, Bocij (2005) further

states that both these stalkers have the same reaction when they are confronted,
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scorned, rejected or belittled by a victim that is an aggressive reaction. The only
difference within these stalkers is that cyber stalkers are more are white collar and
established members of the community whereas traditional stalkers are conventional
criminal offenders from all walks of life (Bocij, 2005).

Hutton and Haantz (2003) argue that the similarity between a traditional stalker and
a cyber-stalker is that both these perpetrators are driven by the desire to have
power, control and influence over their victim. Even though law enforcement agents
believe cyber stalking to be harmless, if left unattended, this crime has the potential,
just as the traditional stalking crime to lead to physical confrontation between the
offender and the victim. However, Bocij (2005) argues that the traditional stalker has
an intimate relationship or prior relationship with their victims and this is a distinctive
feature with a cyber-stalker who chooses their victims at random.

As far back as the 90’s, it was reported that nearly 50% of all cyberstalking incidents
involved complete strangers who were initially contacted in some perceivably
innocent manner via the Internet. What a cyber-stalker needs is a computer or
internet connection therefore the geographical proximity is not of effect. There are
cases in which cyberstalking is reported from people who live in different countries
(Reno, 1999). In the case of Gary Dellapenta, the victim had repeatedly rejected him
and he turned to social media. This case is off utmost importance as the above
person was the first person in history to be charged with cyberstalking. California
was the first state to ban cyberstalking or stalking with any electronic
communications in 1999 (History, 2019).

Cyberstalking however has drastically changed from the conventional traditional
stalking means. The reason for this is that traditional stalking is easy and effortless at
times for law enforcement agents to solve. Bocij and McFarlane (2002) argue that
perpetrators of traditional stalking follow their victims from work, school, shopping
malls and other related areas in which they leave a signature which is easy to track.
Furthermore, there cases where traditional stalkers leave notes or threatening
messages that are easy for law enforcement to analyse and apprehend the offender.

However, this is different when it comes to cyberstalking.
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Bocij (2005) is of the view that people search website such as Google, host a
plethora of sites that promote revenge and retaliation, which is always a welcome
harbour for cyber stalkers. An example of this is that cyber stalkers often send
anonymous emails and messages through websites such as Payback, a page which
also hides the sender’s details. Bocij (2005) further highlights that there a numerous
radical sites which cyber stalkers utilise, such as the Avenger’'s web page which

encourages visitors to seek revenge, and in some cases, incite violence.
2.3.2 The distinction between Stalking and Cyberstalking

Baum, Catalano, Rand & Rose (2009) and Spitzberg & Cupach, (2007) assert that in
majority of stalking cases reported, the stalker and victim had shared a certain
degree of acquaintance. As stated prior, a victim and a cyber stalker does not need
to be within close proximity. Social networking sites are the ideal places to find
information online about their victim, or even to post harassing pictures and
messages (Singh, 2008). According to the Stalking Resource Centre (2009), stalkers
obtained information from cyberspace and social networking sites; not all stalkers
may never engage in physical stalking behaviour outside the boundaries of cyber
space, therefore cyberstalking should not be regarded as an extension to stalking
(Sissing, 2016).

The main differentiation between stalking and cyberstalking are the main methods
used by perpetrators of these crimes. From the definitions stated above of stalking
vs. cyberstalking, it was established that the former represents a form of harassment
in close and physical proximity of the victim whereas the latter entails victimisation
through the use of technological and computer related systems. The downfall of
cyberstalking is that there are no restrictions and boundaries in terms of

cyberstalking a victim.

Reyns (2010:16) is of the view that there are focal determinants that distinguish
between stalking and cyberstalking. One way towards a clear understanding of the
difference between these crimes, one has to understand it from that specific country,

as different government’s legislations define the concept differently. Sissing (2016)

23



stipulates that within the United States (US) for example, uses the American case
studies where different states that have both the cyberstalking legislation, apart from
the traditional physical stalking legislation. There is therefore the need to investigate
cyberstalking as a phenomenon in its own right not as an extension of stalking as
there are current gaps in the research and literature regarding the different types of

cybercrime and most importantly cyberstalking.

2.3.3 Behaviours linked to Cyberstalking

The study highlighted that there is dearth of information allied with the concept of
cyberstalking meaning that there is little information documented on the behaviours
of cyber stalkers. However, from the common publications, this section details on the
behaviours of cyber stalkers for understanding the behaviours of these perpetrators

helps craft policies and initiatives that counter the crime.

e Sending consistent undesirable communications
Mullen, Pathe & Purcell (2009) is of the view that the sending of repetitive unwanted
messages is one of the methods utilised by cyber stalkers. Applications on social
networks such as Twitter, Facebook, Whatsapp, Instagram have created virtual
communities that allow people to share a plethora of information about their daily
lives and activities (Lenhart, 2007). Cyber stalkers overload a victim’s inboxes on
any type of networking site with unwanted and at times provocative messages.

A more traditional way is the flooding of emails in which victims become
overwhelmed to use those services (Mullen et al, 2009). Miller and Morris (2012)
argue that this type of method is utilised by cyber stalkers who have a competency in
technological services. The use of social network systems is mostly utilised by cyber
stalkers because it is relatively cheap and perpetrators can utilise fake accounts and
names so that their true identity is concealed. Other websites such as “The Payback”
are some websites utilised for it protects the perpetrators name and contact

information.
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e Terrorising and Intimidating
Another form of behaviour exhibited by perpetrators of cyberstalking is consistently
making threats. These threats can be made against the victim’s family, friends and
colleagues (Bocij, 2004:12). All social network platforms in recent days are utilised to
make threats. There are cases where victims have received offensive threats with
improper materials or pornographic materials attached. Mullen et al. (2009) argues
that the advent of technology which helps conceal the identity of cyber stalkers has
made it easy for them to attach such files and make consistent threats towards their
victims. As stipulated by Pittaro (2011:282), cyber stalkers aspire to create and
cause constant distress for the victim through a variety of intimidating and

threatening behaviours.

e Spreading fabricated allegations
Another form of cyber stalking behaviour is through the spread of false information
and accusations about the victim. Bocij (2004) identifies a number of cases where
cyber stalkers have even contacted the family, friends and colleagues of the victim
with false information. All this is intended to cause harm and humiliation towards

their victim.

e Impersonating the victim
Another behaviour associated with cyber stalkers is that they can attempt to
impersonate the victim through various social networks. Bocij (2004) argues that the
rationale of doing this by the cyber stalker is to gather information on the victim,
embarrass the victim and further encourage other people to participate in the abuse.
Bocij (2004) attaches an example of a situation where the cyber stalker will enter a
chat room, Facebook group and the likes using the identity of the victim and post
degrading invitations to the audience. There have been cases also of identity theft

through impersonating the victim.

e Distributing Private/ Embarrassing Information
As established within the study on cybercrime and perpetrators of such crimes, these
perpetrators are often close people to their victim. Within this regard, the behavior of

publishing embarrassing information is often associated with stalkers who act in

25



revenge. This is enhanced through circulating emails, pictures, videos and even
establishing websites containing the private information of victims (Mullen et al.,
2009). The recent case of the South African Home Affairs Minister Mr Malusi Gigaba
and the distribution of the video of his indiscretion can be utilized as a case study.

¢ Identity Theft
Identity theft is also another form of behavior associated with perpetrators of
cyberstalking. According to Willard (2006), to bring humiliation, grief and stress
towards the victim, accounts can be created online that are used to order
merchandise and services on behalf of the victim. An example of identity theft is that
of Australian businessman Tim Beban and Andrew Meagher, that had ringleader
Klaara Kodu use their stolen information to purchase goods for resale purposes
worth $17 000(A current affair, 2019). The perpetrator has admitted to the crime
however no charge has been laid as there is no clear current law to curb this type of
crime. This behavior is different from the usual identity theft due to reasons of
cyberstalking. For example, traditional identity theft is all about monetary gain
whereas identity theft under cyberstalking frameworks is more related to cause grief

and humiliation towards the victim.

Thomas (2019) published an article online about cyberstalking victim Alexis Moore.
As far back as 2004 law enforcement ridiculed her and did not take her seriously
when she complained of a physical and cyber stalker. An ex-partner of hers had
stolen her identity and went about humiliating her and causing grief and destruction.
The perpetrator had displayed the traits listed below.

2.3.4 Profiling a Cyber Stalker

There has been a general elusion on the classification of cyber stalkers, even though
there has been extensive research on the traits and characteristics of stalkers in
general. Bocij (2005) argues that the normal stalkers that have been characterised
around the globe include obsessive, psychotic, non-domestic or domestic stalkers.
Since there is no original study that describes the characteristics of a stalker, this
study therefore utilise elements that can be taken out from the general definition of

cyber stalkers. Anonymity is regarded as the attribute of cyber stalkers as this act is
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conducted in a private manner (Willard, 2006). Therefore, cyber stalkers are
criminals who are detached from societal norms and ethics and are unable to deal

with reality. These stalkers therefore are paranoid and self-absorbed in themselves.

Lucks (2014: 36) argue that cyber stalkers use the internet and related technologies
to perfect their wildest fantasises and deviant behaviours. The goal is to gain power
through manipulation, exploiting and trapping their prey. Smoker and March (2017)
and Spitzberg and Cupach (2007) are of the view that some offenders experience
rejection and seek revenge on the character of the victim through threats and
harassment. Bocij (2005) argues that the whole notion of stalking comes from the
feeling of being wronged thus cyber stalkers engage in a process of damaging,
destructive and detrimental restoration. These stalkers therefore cause havoc
whenever the opportunity presents itself.

Due to the nature of the digital world, the cyber stalker operates in a virtual office,
with the potential of causing harm to victims far away from them geographically
(Spitzberg et al., 2001). Lucks (2014) argue that the more far away the perpetrator is
from the victim, the more efficient they are for they feel comfortable physically
distanced from their victims so that they cannot get attached by the harm they cause.
Therefore, aspects such as violence, abnormal fantasy and aggression are
encouraged and practised within the cyber reality. In the context of virtual cyber
reality, aspects of aggression and abnormal behaviour are not condoned within this
world thereby giving a growing concern of ever combating this crime. Lucks (2014)
further mentions that anonymity plays a major role in the commission of
cyberstalking as the cyber stalker has the ability to avoid detection — fuelling their
destructive behaviour.

This study therefore utilises the classification of cyber stalkers as presented by Bocij
and McFarlane (2005). The first category comprises of vindictive cyber stalkers.
Within this category, threats, harassment and even violence are key methods, as
vindictive stalkers are malicious and spiteful. The second category is that of
composed cyber stalkers who prioritise on making the life of the victim difficult. Bocij

and McFarlane (2005) also identify the third category of cyber stalkers as including
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obsessive and infatuation behaviour with their victims, a group known as intimate
cyber stalkers. Lastly, the collective cyber stalker operates in such a way that there
is more than one individual cyber stalker. It often includes two or more offenders
stalking one individual Bocij and McFarlane, 2005).

2.3.5 Reasons why Cyber Stalking is Difficult to Document

As established within the study, cyberstalking lacks a precise understanding and
effective counter measures because there is dearth of information about the
phenomenon. This is partly caused by the fact that cyberstalking is difficult to

document. Following, are the reasons why cyberstalking is difficult to document
2.3.5.1 Nature and Extent of Stalking

Jenkins (2015) argues that within societies, there have been few if not at all, studies
measuring on the extent and nature of stalking. In a study conducted by the U.S
Bureau of Justice Statistics in 2010 as reported by Jenkins (2015), it was discovered
that current trends and evidence suggest that cyberstalking has become a serious
issue that will grow in scope and complexity as more people take advantage of the
internet and other telecommunications technologies. This has lived to be fulfilled in
present times as cyberstalking is increasing in frequency and most countries are still
struggling on the reality of this crime and how it can be stopped. Cyberstalking
according to Jenkins (2015) therefore comes in the form of unwanted phone calls,
sending unwanted letters and emails, spying on the victim, posting information or
spreading rumours about someone on the internet amongst other forms (King-Ries,
2011; Anderson, 2010; Ghasem, Frommholz & Maple, 2015). However, these forms
are far too conclusive in determining cybercrime and these actions are difficult to
comprehend due to the complex nature of the internet.

2.3.5.2 Digital Society

Another reason why cyberstalking is difficult to document is the increasing nature of
a digitalised society. Generally, a digitalised society therefore means that it is easy to
monitor and gather information about certain individuals or persons of interest. It is

generally easy therefore for a cyber-stalker to gather all the relevant information on
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their victim for all the general information is easily accessible on the internet.
Individuals freely divulge information. Thompson (2014) argues that there is an
increasing number of mobile phones equipped with GPS, the stalker can use the
easily accessible tools such as Foursquare, Google Buzz and SnapChat to
determine the exact location of their victim and track whatever they are doing.
Currently SnapChat uses a bitmoji (which is the actual replica of the individual but in
animation form). This bitmoiji is created by the user and enables other users to see
their exact location. Facebook and Instagram have sections that allow the user to
“check inn” to their current location which is then displayed for followers/ friends to
see. Cyberstalking is linked to the popularity of some of the social media sites listed
above (Hill, 2010).

The increasing number of offline trade has also exacerbated cyberstalking. Today,
one can shop online, make travel plans amongst other things. A cyber stalker can
therefore keep track of every financial transaction, every correspondence, and every
website visited by their victim. In a case study in South Africa in 2015, one particular
lady told the courts that the ex-husband who had been stalking her online, he had
produced her travel documents, plans and all her activities showing the potential
capability of harming her, despite residing in a different province (Thompson, 2014).

Therefore, the digital nature of society has made cyberstalking difficult to document.
2.4 Cyberstalking from a South African Perspective

Cyberstalking is a phenomenon that has affected both developed and developing
societies. South Africa is one of those communities in which there have been an
increasing number of cases of cyberstalking. Pretoria News (2015) is of the view that
South African statistics about the phenomenon are a bit patchy for studies have
been few and beyond on this crime. However, the enactment of the Protection from
Harassment Act which came into effect in 2013, stipulates that authorities have
taken the emergence of this crime seriously. The law generally stipulates that if an
individual is being relentlessly targeted with abuse on social media or via email, that
particular individual can apply for a protection order under the provisions of the act.
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Generally, the protection from Harassment Act provides civil remedy for cases of
cyber harassment and provides recourse for both domestic and non-domestic
relationships. Section 1 of the Act defines harassment as broadly including
cyberstalking and any other related electronic information that maybe be harmful.
This Act specifically target cyber stalkers, which were previously eluded from
prosecution under the 1999 Domestic Violence Act. Amongst the provisions of the
Act includes aspects such as lodging a complaint against being cyber harassed, and
to obtain the credible evidence that can be used to identify the offender. Ideally,
Section 4 of the Act stipulates that Internet Service Providers (ISPs) to help law
enforcement agencies by providing the relevant information to identify offenders
within five days of the request. Section 4 (6) of the Act obliges the ISPs to inform the
offender that information about their identity has been passed to relevant authorities.
Generally, this Act has been welcomed as it has certainly eased the burden of proof
placed on the complainant.

Accordingly, Section 5 of the Act stipulates that gives a court the mandate to
investigate and acquire the relevant information of the perpetrator. Conversely,
Section 6 of the Act empowers the South African Police Service (SAPS) to help in
tracking down the offender and for the laying of formal charges. The Act therefore
seeks to prove that the perpetrator by their actions ought to know that their actions
would cause harm to the complainant. Manyame (2018) argues that this makes it
easier for the accuser to prove non-patrimonial maltreatment, such as pain and
suffering, which are usually difficult to prove in harassment matters. Therefore, the
victim must establish that the communication caused an extent of psychological
impairments such as fear of bodily harm to person, property or serious mental
anguish. Finally, an objective harm must reasonably arise from the circumstances.
Manyame (2018) argues that even though the legislative arm of the South African
has done so well in combating cyber harassment even through there is need for

constant ratification of this Act due to changes in the digital sphere.
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2.4.1 Victims of Cyberstalking

According to Manyame (2018), there are different ways in which perpetrators of
cyberstalking identify their victims from. Generally, there similarities between the
victims of online stalking and those from traditional stalking, and these will be utilised
to generate themes on broad categories of victims of cyberstalking within South
Africa. The following figure presents on the general overview of the age relations of

victims of cyber stalking within the South African perspective

Figure 2.2 Victims of Cyberstalking by Age in South Africa
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(Source: Statistica Research Department, 2013)

Figure 2.2 presents on the proportion of victims of cyberstalking within South Africa.
The higher proportionate is that between the ages of 18-30 years followed by those
between 31-40 years. Within this regard, Manyame (2018) therefore analysed cases

of cyberstalking and gathered the following precepts as victims of cyberstalking.
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2.4.1.1 Ex-Partners

As established from the characteristics of cyber stalkers, rejection and denial often
stems up to cause this crime. Generally, there is no one best suited for that crime
other than previous partners. This form of cyberstalking therefore comes from a
break up in relationship. Manyame (2018) is of the view that signs of harassment
often show when the relationship is starting to be dysfunctional and aspects such as
jealousy, loss of control and intrusiveness starts to show. Since previous partners
often have in their possession personal information of their ex-partners, stalking is
often made easy. Lucks (2014: 36) argue that stalking comes in form of repeated
and excessive phone calls, e-mails and text messages that are threatening. All these
can be attributed to cyberstalking from previous partners. The South African
Domestic Violence Act however addresses this crime in effect. According to
Electronic Communication Harassment Observation (ECHO) (2011), an analysis of
the study that was conducted only revealed that 11% of cyber stalkers were ex-
partners and 18% was a previously dated ex, which totals 29% in this category.

2.4.1.2 Casual associates and friends

Victims of cyberstalking are also prone to be stalked by their friends or
acquaintances. Generally, the victim is identified when they have had some sort of
social and interactive encounter with the cyber stalker as either acquaintances or
friends. In most cases, victims may get the attention of the cyber stalker due to an
interaction they may have engaged into. The cyber stalker therefore would feel that
maybe there has been a connection between them and the victim. According to a
study conducted by Electronic Communication Harassment Observation (ECHO)
(2011), it was gathered that apart from cyberstalking from loved ones, this is the
most common form of stalking as the cyber stalker would have felt affection for their
victim, and feel that this affection is not mutual. Therefore, Sissing (2013) argues that
mostly, the other kind of cyber stalker may feel that their affections are not returned
and may therefore resorts to cyber harassment. ECHO (2011) reveals that 25% of

cyber stalkers fall under this category.
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2.4.1.3 Work colleagues

The phenomenon of cyberstalking is also not limited to office mates, but also
includes customers and clients (Sissing, 2013). Manyame (2018) argues that this
form of stalking often comes from resentment, jealousy and rejection. Within the
work environment for example, the offender closely monitors the work performance
of their victim so that empowers them create victimization against that individual. In
most cases, a victim has either been fired, suspended or fined for an offence that

they have not committed.

Sissing (2013) stipulates that there are different types of stalking that may arise
within the workplace setting. Amongst these include cyberstalking intruding into the
workplace from victimization outside work. In most cases, the victim may even lose
their job as the stalker will ensure that they attack on the work credibility. Another
form of cyberstalking that occurs in the work context includes that of clients stalking
staff. Upon their meeting with the staff, Manyame (2018) argues that there may arise
a form of interaction that topples the mind of the cyber stalker. Within the frameworks
of cyberstalking that ensues within the workplace, another form is of clients stalking
clients and lastly that of staff stalking co-workers. ECHO (2011), has revealed that
work colleagues fall under 6% in this category.

2.4.1.4 Strangers

The study established on the definition of cyberstalking that some offenders are
satisfied when they are victimizing strangers. Therefore, strangers are also a
potential target of cyberstalking. Victims therefore have no previous engagement
with their stalker (Sissing, 2013). Victims are usually targeted based on their social
status or attractiveness. Ideally, a stalker generally is an online stranger and they
may be anonymous and solicit involvement of other people online who do not even
know the target. Pitarro (2011: 280) therefore states that there has been an surge in
the number of cyberstalking cases perpetrated by strangers, as the Internet permits
cyber stalkers access to a relatively large amount of personal information whilst still
concealing the cyber stalkers identity. Strangers were classified as 22% by ECHO

(2011).
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2.4.1.5 Celebrities

Generally, celebrities due to the nature of their work and their popularity are victims
of cyberstalking. Celebrities in all walks of life including politicians, sportsperson,
actors, singers and the likes are targeted due to their fame. These victims are
tormented by cyber stalkers who have intimacy and psychologically obsessive issues
which results in dangers such as threats, defamation and incessant harassment
(Sissing, 2013). Ideally, stalking of celebrities is as old as the concept of celebrities
itself. In 1980, for example, fervent Beatles fan Mark David Chapman who shot John
Lennon dead on the outside of his Manhattan apartment building. This is not the only
case as there has been a surge in the number of malicious threats and texts that
have been forwarded to celebrities demanding that they either stop with their career
or they will face ultimate death.

To name a few of this celebrities are: Sandra Bullock, Miley Cyrus, Taylor Swift,
Madonna and Catherine Zeta-Jones. This has resulted in some celebrities petrified
to even conduct their day-to-day businesses. These stalkers had access to their
social media pages hence most of them had identified how to know the location and
whereabouts of their intended victim. According to Watt and Mclean (2012), the
Internet makes it easier with Youtube, Twitter and Instagram which leaves behind a
location tag; and because the cyber stalkers believe that the celebrities are actually
talking directly to them. Stalkers therefore think that they have a relationship, and
there's a lot more information out there about the victim thus ensuring cyberstalking.

Cramer (2014) brings to light the new trend amongst celebrities called Mean Tweets.
2.5 The Impact of Cyberstalking on Victims

Since there are limited studies based on the notion of cyberstalking, researchers
have alternatively adopted the impacts of stalking as detailing on the impact on
cyberstalking (Turvey, 2012). There is no bracket phase on determining the impact
of cyberstalking for it varies within the constitution of the victim as well as the
seriousness and extent of cyberstalking. Pathe (2002) is of the view that cyber
security produces psychological effects on the victims. This is because cyber

security consists of repetitive and consistent harassment from the cyber stalker.
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According to Bocij (2005), victims of cyber stalking experience numerous forms of
harassment and the stress related to this is more likely to occur when victims feel
like they are cornered and suffocated and there is no way of escaping. Pathe (2002)
argues that the consistencies and persistence of cyber stalkers create a phase in
which the victim feels helpless and powerless. Bocij (20004) therefore posits that
victims of cyberstalking often suffer from depression, anxiety, guilt, helplessness,

shame and post-traumatic stress disorder (PTSD).

Furthermore, victims of cyber stalking are subject to loss of control, seclusion, self-
blame, hyper vigilance and over activity (Bocij, 2004). This is because cyberstalking
has the potential and the capacity to produce distress and forceful sense of
infringement amongst victims. There is also a notion of secondary victimization since
the victims would not have had professional help and this lead to possible
detrimental dangers experienced by the victims. Although these effects are not
extended to all the victims of cyberstalking, when they do occur, they disrupt
lifestyles and create havoc in their intended victim’s life.

The impact of cyberstalking is not limited to psychological effects, but also produces
sociological consequences among its victims (Pathe, 2002). Another impact of cyber
stalking on victims is that it alters the lifestyle of victims in terms of interpersonal,
professional and general social functioning. There are cases where victims have
been forced to change their email addresses, telephone numbers, social media
usernames and in extreme cases, names in a bid to move away from the tarnishing
images created by cyberstalking. Pathe (2002) also argue that in some cases,
victims have even changed the schedules they used to enjoy and even relocate to
different locations. Bocij (2005) highlight that the effects caused by these changes
also translate into financial costs as the victim will have to spend a lot of money in
trying to effect these changes. Within cases of cyber stalking, victims may also resort
to restricted or discontinued access to online activities such as social networks, chat

rooms or e-mail services.
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The impact of cyberstalking may also transform into physical and tangible effects.
Insomnia is considered as one of the main physical effects of cyberstalking. Bocij
(2004) argues that in some cases, victims may stay awake for long hours and other
victims suffer from nightmares. In some instances, victims develop intimacy and
issues. Certain cases, victims may be exposed and left vulnerable to substance
abuse as a means of achieving relief from a hopeless situation. Pathé (2002: 52)
point outs physical effects such as weariness or panic and anxiety attacks, poor
concentration, feebleness, fatigue, nausea and headaches. Many physical
symptoms start to manifest in the victim. It is evident that such physical symptoms
are likely to interfere in all aspects of a victim’s life.

2.6 Cyberstalking: An International Perspective

This section seeks to present on the cyber-stalking within the international
perspective. This section seeks to present on how other countries are facing
challenges in relation to cyber stalking and the regulations on cyber stalking as
presented within these countries. This section is ideal for it presents a lesson that
South Africa can learn from these challenges and how cyber stalking is being
regulated. It has been argued that existing cyber stalking laws within countries need
to be revisited for the existing laws are not ideal in combating cyber stalking.

2.6.1 The United States

According to Valentino-DeVries (2018), there have been increasing calls for the U.S
to enact legislation that details with cyberstalking. This is because cyberstalking has
increased with the evolving nature of technology and therefore victims are not
adequately protected as current laws are too uncompromising to cover on-line
harassment. All the States within the U.S have passed legislation to detail with real-
life stalking but however, the implementation and maintenance of these laws have
proved to be difficult to achieve (Jensen, 2013). California was the first state to pass
cyberstalking laws in 1990 and other nations followed suit. For example, the

Michigan Criminal Code defines harassment as relating to:
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“Conduct directed toward a victim that includes repeated or continuing unconsented
contact, that would cause a reasonable individual to suffer emotional distress, and
that actually causes the victim to suffer emotional distress. “

Within the Michigan’s state understanding of cyber harassment, aspects such as
sending mail or electronic communication, sending uncontested text messages and

any other unwanted electronic communication relate to cyberstalking.

However, from a constitutional perspective, there are challenges in anti-stalking
legislation. According to Jensen (2013), cyberstalking legislation from a constitutional
perspective is too vague and too broad. The major challenge is that there is need to
prove physical contact in order for cyber stalking to generally become effective.
However, within the increasing nature of the internet by individuals, most of their
social security amongst other things is affected online thereby making cyber stalking
a major challenge yet laws are not effective in countering this phenomenon. Jensen
(2013) further postulates that in some instances, legal statutes also require a
“credible threat of serious physical injury or death.” In such cases, e-mail harassment
is unlikely to meet this standard, thereby making cyber stalking difficult to combat.

2.6.2 The United Kingdom

The U.K system is however different from that of South Africa and that of the U.S.
this is because the U.K laws are flexible and is effective in countering cyberstalking.
For instance, the “Telecommunications Act of 1984 in section 43 makes it an offence
to send by means of a public telecommunications system a message or other matter
that is grossly offensive or of an indecent, obscene or menacing character.” This Act
is explicit for it covers the means of electronic communication such as the sending of
offensive email messages and text messages as part of cyberstalking. Even though
the Act covers communication sent through public networks and not on private area
networks, the Act is still relevant as most cyberstalking is committed through the use

of public networks.

Another important piece of legislation within the U.K system in combating cyber

stalking is the Protection from Harassment Act which was enacted in 1997.
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According to Reidenberg (2006), this Act can also be invoked in cases of on-line
harassment. This Act is ideal in fighting against cyber stalking for it prevents on both
civil and criminal measures in dealing with cases of cyberstalking. The Act stipulates
on two criminal offences namely criminal harassment and indictable offence. The

latter presents on cases involving fear of violence emanating from cyberstalking.

“Under Section 2 of the Act, it is an offence if one commits online harassment of
another where the accused knew or ought to have known that the course of conduct
amounts to harassment. Section 4 of the Act stipulates that it is an offence if an
individual pursues a course of conduct which causes another to fear, on at least two
separate occasions, that an act of violence might be used against them.” The Act
further explains that it is sufficient that the accused ought to have known that his
course of conduct would cause the other to so fear on each of those occasions. This
vivid explanation goes further in trying to combat cyber stalking within the U.K

perspective.

Furthermore, the Protection from Harassment Act gives power to the courts to
execute restraining orders on convicted defendants, prohibiting the offender from
further conduct which may be injurious to the victim. If one is found guilty of
breaching that law amounts to a potential sentence of more than five years. The Act
therefore covers a number of factors that amount to cyberstalking. Amongst these

measures include:

e The sending of abusive messages
e The sending of threatening e-mails

e The distribution of aggressive offensive material (Chik, 2008).

All these cases whether knowingly and unknowingly constitute an offence under

section 2 of the Act.

It is important to note however that proving a case against cyberstalking within both
the U.K and the U.S system is difficult even though legislation on these acts exists.

Reidenberg (2006) argues that the use of these laws will necessarily be limited to
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relatively straightforward cases of an identifiable offender sending obscene,
offensive or threatening e-mails within the UK. This is because of the unique

enforcement problems involved in the legal regulation of the Internet.
2.6.3 Challenges in regulating cyberstalking

Reidenberg (2006) argues that:

Even with the most carefully crafted legislation, enforcing a law in a virtual community
creates unique problems never before faced by law enforcement agencies.

This is indeed true when the internet can be used as a medium to commit a certain
crime. A computer as a modem ensures that an internet related crime can be
committed from any part of the world, thereby making it difficult for law enforcement
agencies to maintain prescribed laws. The following are challenges faced when

regulating cyberstalking

¢ |nternational Stalker

The internet as stipulated by Reidenberg (2006) is a medium that can be accessed
by anyone who possesses a computer and modem from any part of the world. This
means that a potential offender may not be within the jurisdiction where an offence is
committed. Generally, the increased availability of smartphones and the cheap
nature of data and access to free Wi-Fi mean that distance is no obstacle to the
cyber-stalker. The Internet is not a “lawless place” but there are difficulties in
applying laws that are made for specific nation states and this would be also true of

applying national harassment and stalking laws to the Internet.

e The Anonymous Stalker

Another challenge in a swift regulation of cyberstalking is the potential that most
cases are perpetrated through the use of anonymous accounts. Known as an
anonymous stalker, the identity of a cyber-stalker may, therefore, not be revealed or
found. Cyber stalkers therefore are attracted by the fluidity of the internet to

perpetrate their criminal offence. Offenders therefore may adopt an on-line persona
39



which bears little, or resemblance to his or her real identity. This therefore makes it
difficult to combat cyberstalking.

2.7 Gender Based Offenses Committed Online

The study has established that cyber stalking knows no boundaries as perpetrators
use the internet to carry out their threats and actions. Bocij (2005) argues that
anyone has the potential of becoming a stalking victim whether by intentionally or
non-intentionally divulging their personal information online. Accordingly, Purcell,
Pathe, and Mullen (2001) even though many related information is subjective, most
cyber stalkers are males and victims being women. There have been relative studies
of women being the perpetrators of this crime or cases of same sex harassment, but
there is an unprecedented growth of male stalkers against women. Purcell et al.
(2001) therefore argues that male stalkers in most cases have a history of criminal
offending or substance abuse.

The Working to Halt Online Abuse in 2002 conducted a study in which it was
discovered that 71% of cyberstalking victims were women. Furthermore, Hutton and
Haantz (2003) discovered that within this scenario, 59% of those women had a prior
relationship with the stalker. Within this regard, the motivational cause of
cyberstalking against women is motivated by the prior relationship of some sort.
According to Shackson (2016), there has been an increased in gender offenses
online. Within Sub Saharan Africa, 81% of the reported cases of stalking are also
motivated against women, with a healthy percentage of these crimes conducted by
ex-lovers. This specification therefore outlines that four out of five victims of
cyberstalking are females and females are eight times as likely to be the stalking

victims of ex-partners or acquaintances.

Accordingly, in a study conducted by Suarez (2014), there is a centrality of
cyberstalking with domestic violence and the relationship between cyberstalking and
the risk of physical violence against women. This stems from the fact that 80% of the
women who are victims of cyberstalking from their ex-partners at one point or many

cases had been physically assaulted by the partner. Suarez (2014) further states
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that 31% of these victims were once sexually assaulted by that partner. The worrying
figure is that of the reported gender based murders, 76% of these victims were once
stalked by their partners prior to the murder.

2.7.1 Effects of Gender Based Offenses Committed Online

Cyberstalking based on gender has different effects on the part of the woman.
According to Savait (2014), Gender based offenses infringes on the civil liberties of
women in the right to self-determination and bodily integrity. Furthermore, this type of
offence affects the free movement of women without fear and surveillance. Suarez
(2014) further states that cyberstalking of women denies them the opportunity to
create their own identity online and engage in social and political meaningful
interactions. Even though studies have concluded that the chances of physical harm
emanating from cyberstalking are minimum, women suffer from other forms of

harassment including emotional distress.
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Figure 2.3: Effects of Gender Based Offenses Committed Online
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Figure 2.3 presents on the various types of harm that are as a result of gender based
cyberstalking. Accordingly, Nyast (2015) identifies in general the types of harm

caused by gender based cyberstalking. Amongst the effects includes:

e Psychological harm
The first type of harm caused by online gender based offenses can be understood as
psychological harm. Nyast (2015) argues that within this form, victims experience
depression, fear and anxiety. At times, there have been records of victims being
suicidal especially when things such as revenge pornography and nude pictures are
shared online. According to Vitelli (2013), victims of gender based cyberstalking
suffer more fear and take more actions to protect themselves over time than those
who are stalked in the physical world. This is indeed a form of psychological harm.
Vitelli further posits that victims of gender based offences committed online report
psychological effects such as depressive and somatic symptoms, sleep problems,
and generally lower well-being than non-victims. Furthermore, these victims are also
far more likely to take defensive actions, such as taking time off from work or school,
changing jobs or schools, and even moving away from family and friends to avoid

contact with their stalker.

Effects on mental health are also another important aspect of psychological harm
that impact on victims of gender based offences committed online. Vitelli (2013) is of
the view that inherent with women that have been victims of cyberstalking include
denial, confusion, self-doubt, questioning if what is happening is unreasonable,
wondering if they are over-reacting, frustration, guilt, embarrassment and self-blame.
All these signs ideally lead to agoraphobia (frightened to leave the house and never
feeling safe).

Furthermore, victims of gender based offences committed online tend to find it
difficult to sleep. Nyast (2015) is of the view that nightmares and ruminating are the
critical psychological effects of cyberstalking. Furthermore, victims are easily
irritated, angry and have homicidal thoughts. Savait (2014) states, victims also
suffer from symptoms of post-traumatic stress disorder, mostly hyper vigilance

(always on the lookout), and flashbacks of frightening incidents and are easily
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startled. The effects may prolong into insecurity and inability to trust others and
problems with intimacy.

e Economic loss
Another form of harm caused by gender based offenses is loss of economic income
on the part of the victim. There are reports in which women have lost employment
because of their perceived behaviour which would have been posted online. Vitelli
(2013) is of the view that victims of cyberstalking take more self-protective
measures, pay higher out-of-pocket costs to combat the problem and experience
greater fear over time and all this impact on their financial status. According to Nyast
(2015), there are a number of financial costs that are as a result of gender based
offences committed online. Amongst these include legal fees which are unparalleled

as well as damage to property.

Furthermore, child care costs and moving expenses are also part of the financial
implications that come with cyberstalking of women. Of importance to note is that in
general, South Africa is the third highest country that loses money due to cybercrime
in general. According to the South African Banking Risk Information Centre
(SABRIC), South Africa is currently ranked as the third highest number that has
cybercrime victims. An estimated loss of about R2.2 billion a year is attributed to
cyber-attacks. Ideally, there is a significant amount that can be related to
cyberstalking, which amongst the forms of cybercrime, ranks highly in South Africa
(IOL, 2018).

e Social Isolation
Another related effect on gender based offences committed online is social isolation.
According to Nyast (2015), a common feature associated with victims of
cyberstalking is isolation from family members, loved ones and the community at
large. Women who have had their photos and videos circulated online without their
consent have at times been publicly humiliated and ridiculed. This therefore impact

on their confidence leading them to live a life of isolation (Nyast, 2015).
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According to Vitelli (2013), in most cases, women who have been stalked and their
personal information shared online suffer from isolation as the people around them
at times withdraw their company because they don’t have faith in the victim, they are
unable to cope with the victim’s psychological state or as a direct consequence of
third-party victimisation. Understandably, social isolation also comes through the
victim trying to isolate themselves in a bid to protect their loved ones from the
shame. Therefore in most cases, victims end up relocating to a new area where they
are unknown; changing their phone number, name or even their outward
appearance. Within this regard, social isolation is also another effect of gender
based offences committed online. Alexis Moore had been one of the many victims
that have experienced social isolation by losing everything listed above as others
have isolated her (Thomas, 2019).

¢ Limited Mobility
As discussed above, limited mobility is an effect of gender based cyberstalking.
Savait (2014) is of the view that victims of cyberstalking are not able to move freely
around and they are also limited to participate in online initiatives due to fear. Maple,
Shart and Brown (2011) emphasises that cyberstalking has repeated incidents which
aid in the victims sense of safety which cause, distress, anxiety and fear. In most
cases, victims tend to change their usual routine for they cannot cope with the
shame and embarrassment that would have been as a result of gender based

offences committed online.

Nyast (2015) is of the view that victims tend up avoiding their usual activities such
as going to the gym or going out amongst other routines. Victims therefore tend to be
confined in their comfort zones such as homes and work place and they tend to be
highly paranoid. According to Mullen (2018), victims of cyberstalking also have a
tendency of holding dear their personal belongings or loved ones such that they do
not want them out of their sight and tend to be highly paranoid if the normal routine
such as a child coming back from school is missed. Within this regard, limited

mobility is also an effect of gender based violence committed online.
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e Self-censorship

Defined as fear of further use of the internet and associated media, victims tend up
limiting their use of internet (Nyast, 2015). The major effect of removal of one-self
from the internet has wide and diverse effects including lack of access to information,
e-services, and social or professional communication. Self-censorship can also
result into personality changes as the victim may become more suspicious,
introverted or aggressive. Victims may also resort to self-medication, alcohol abuse
and in some cases; there have been suicidal thoughts and attempts.

e Effects on work and School
Gender based offences committed online also have an effect on school and work
performances of victims. The common effect is that of the deterioration of work and
school performance. Mullen (2018) argues that due to the effects, a victim may
increasing take sick leave or be absent from school which in turn risks on their
productivity. They are a number of victims who have been stalked online that have
lost their jobs due to under performance (Mullen, 2018). Some have even taken
different career paths for their reputation would have been hurt and thus they will be
facing challenges of sustaining within their career. Victims have also dropped from

school due to poor education results.
2.7.2 Female vs. Male Cyberstalking

There is generally a wide difference between male and female cyberstalking.
Following is a discussion on the causes, factors and other factors that contribute to
the difference between female and male cyberstalking. Accordingly, Mullen (2018)
conducted a study within the U.S on the difference between male and female victims
of cyberstalking. Mullen (2018) therefore gathered that more than one million women
and 370,000 men are stalked annually in the United States. This rate therefore
stipulates that women are prone to cyberstalking generally more than men. Mullen
(2018) further stipulated that an astonishing one in twelve women and one in forty-
five men will be stalked in their lifetimes. There is drastically a wide gap between

men and women in relation to cyberstalking. Mullen (2018) further stipulates that the
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average duration of stalking is nearly two years and even longer if the stalking

involves intimate partners.

Nyast (2015) further explained on the varying differences between male and female
cyberstalking from the US perspective but referencing them globally. Nyast (2015)
therefore gathered that female victims of cyberstalking tend to be females during
their college phase aged between 18-29 years but women are not the only targets. A
survey of 765 students at Rutgers University and the University of Pennsylvania
found 45% of stalkers to be female and 56% to be male (Saivat, 2015). Global
figures however presents on the fact that most stalkers to be male by overwhelming
margins (87%). The following figures presents on the history of cyberstalking

between male and females.

47



Figure 2.4: 2014 Statistics on the percentage of women and males who were
cyber stalked in Canada

Percentage of women and men aged 15 and over who were cyberstalked in the past five years, by aqe, 2014
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Figure 2.4 stipulates that there are varying figures between male and females who
are being cyber stalked. The figure confirms with the study conducted by Mullen
(2018) who argued that those aged between 15-34 years are mostly affected by
cyber stalking. The figures significantly drop however with the growing age of an
individual. The following figure presents on the varying reasons why men and

women are cyber stalked and the percentages related thereof.
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Figure 2.5: Men and Women experience different varieties of online

harassment

|Men and women experience different varieties of
online harassment
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Figure 2.5 stipulates that even though women have the considerable numbers in
being cyber-stalked, men also suffer from other forms of online harassment in their
high numbers. For example, the percentage of men who have been called offensive
names is significantly higher than that of women. Furthermore, those who have been
purposively embarrassed, men rank slightly higher than women. The important part
however is that women have been stalked more than men on the internet thereby
attesting to the fact that women are victims of cyberstalking rather than men. The
following figure therefore presents on the men and women between the ages of 18-

24 who experience different varieties of online harassment.
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Figure 2.6: Women and Men Aged 18-24 and the different forms of online
harassment they face

Young women experience particularly severe forms of online harassment
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The figure above presents on the fact that women between the ages of 18-24 are
more prone to stalking than any other forms of online harassment. Saivet (2015)
argued that these increasing numbers are probably due to the fact that these women
are in their discovery age and by nature, they attract attention. This explains the

reason why a large proportionate of women is cyber stalked as compared to men.
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2.8 Conclusion

This chapter discussed on the relevant literature underpinning the study. This
chapter therefore started by investigating on the concept of cybercrime. Developed
from investigations of this concept, the study reviewed relevant literature on what
cyberstalking entails its nature and relevant legislation underpinning the concept in
South Africa. Just like most studies, this study chapter is premised by the objectives
set out in chapter one therefore, the study did not exceed these boundaries. This
chapter therefore gathered that cyberstalking is a relatively new phenomenon that
requires extensive literature, for an understanding of the concept. Since the study
aims at understanding cyberstalking against women, the study aims to contribute to
the knowledge production of contemporary crimes such as cyberstalking and the
empowerment of past, present and future victims of cyberstalking.
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CHAPTER THREE
THEORETICAL FRAMEWORK
3.1 Introduction

Within any study, a theoretical framework is of great significance. This is because a
related theory helps understand the research problem and concepts underpinning
the study. Within this case, this study identifies the rational choice theory which
details on the assumption on human behavior, lifestyle exposure theory which is
premised on how people live their lives, space transition theory which detail on the
effects of cybercrime and the routine activity theory which details on the routine of
the life of individuals will be discussed in a bid to understand cyberstalking: a content
analysis of gender based offenses committed online. The study utilizes a number of
theories so as to have different insights and perspectives on the research problem.
The theoretical framework is essential for it seeks to explain from a theoretical
standpoint on how these theories helps to validate on the research problem. In
general, these theories therefore function as possible explanations for cyber stalking

against women.
3.2 The Rational Choice Theory

The rational choice theory is of fundamental use within this study. According to
Wright (2009), the rational theory and its assumptions about human behaviour is
useful in the study of criminology. Cesare Beccaria is attributed to have propounded
the theory and ever since its emergence in the 18™ Century, there has been an
expansion of the theory to cover wide areas such as situational crime prevention,
routine activity theory, deterrence and crime analysis (Wright, 2009). Within this
regard, the rational choice perspective has been applied to a wide range of crimes,
including robbery, drug use, vandalism, and white-collar crime. In addition,
neuropsychological literature shows that there are neurobiological mechanisms
involved in our “rational choices.”
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Wright (2009) argues that the fundamental aspect underpinning the rational choice
theory is that of individual preferences, beliefs and constraints. Preferences in this
case include the positive and negative outcomes that may come out of any situation,
beliefs entails the cause-effect relationship which translates into the cost-benefit of
doing a certain task and the constraints define the limits to the set of feasible actions.
As stipulated by Bransen (2001), the rational theory therefore stipulates the rational
behavior that is suitable for the realization of specific goals given the limitations that

is imposed by the given situation.

Acheson (2002) is of the view that the rational choice theory stipulates that in their
preferences, human beings are driven by selfish desires and the goal is attain
maximization of their goals. This relate to this study as cyber stalkers are all but
concerned with their ego and coming out on top in every situation (Bocij, 2004).
Furthermore, the rational choice theory prescribes that selfish act in the form of
opportunism lead individuals to break laws if only their objectives are met. This is in
relation with cyber stalker who breaks a plethora of legislation in trying to achieve

their goal of bringing suffering and embarrassment towards their victims.

Furthermore, the rational choice theory is premised on the fact that human beings
through their nature of being selfish, egocentric and brutal do things that maximize
their benefits (Siegel, 2011: 83). Bransen (2001) is of the view that the aim of the
rational choice theory is to explain and predict human actions in terms of laws that
causally relate expected utility numbers and ensuing actions. Adopted from the
economic field where organisations seek to maximize their profits with relative loss,
the rational choice theory assumes that human beings behave in a way that best suit
their interest.

Initially classical criminology was believed to be the works of sins and demons which
was later replaced by explanations of rationality (Siegel, 2011: 85). Cornish (2010)
argue that criminals rationalize and weigh the benefits and consequences of a crime
before they commit it. Cyber stalkers therefore are argued to weigh their prospective
benefits against the potential risks and act upon it. In the case of cyber stalking the

benefits are destruction. The use of the Rational Choice Theory in this study
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therefore helps since the study attempts to understand and explain social
phenomenon regarding cyberstalking and cyber bullying against women.

The theory understands that for a crime to happen there should be a motivated
offender or perpetrator. According to Davis (2005), a motivated offender is an
individual who has the motive to commit a crime and is capable of doing so. There
are reasons why an individual is motivated to commit a crime and relevant to this
study, in cyberstalking, perpetrators are motivated by one of the many factors such
as rejection, obsession, vengeance or power (Mullen et al., 2009). These reasons

therefore motivate people to commit cybercrimes such as cyberstalking.

Secondly, another element that helps understands this theory and its relationship
with cyberstalking is that of a suitable target. When the theory was propounded,
value comes in the form of financial and material gains but in cyberstalking, value of
the crime comes in harassment and embarrassment of the victim. Furthermore, in
cyberstalking, there is no physically visibility of the stalker, but may have originated
its shape in an online encounter such as in a chat room. Davis (2005) describes
accessibility as an idea where an offender approaches the victim without suspicion
and cyber stalkers are highly intellectual beings when it comes to cyber technologies
and can thus effortlessly find and approach their victims in order to exploit and
manipulate them, often remaining unidentified due to the anonymity and
concealment of cyber space. Cyber stalkers can access information about their
victims effortlessly due to factors such as careless distribution of personal details as

well as the absence of protective software.

The last attribute is that of absence of capable guardian. Within any sphere, the
absence of a guardian makes the victim prone to attack. Guardianship is not only
related to people surrounding a person but refers to modern ideals such as security
system or alarm system. Therefore, Davis (2005) argues that the presence of a
guardian weakens the possibility of a crime ever happening. In relation to
cyberstalking, guardianship may come in the form of protective software or

responsible awareness of the dangers within the cyber
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3.3 Space Transition Theory

The study also utilizes the space transition theory in a bid to understand the research
problem. Accordingly, Professor K. Jaishankar (2008) a Criminologist that has
researched cybercrimes and cyber bullying proposed for a theory, “Space Transition
Theory.” The theory ever since its development in 2008, it has gained widespread
attention in criminology and as off date, the theory is the most frequently cited
theories in cyber criminology. According to Jaishankar (2008), the development of
the space transition theory brought about the new understanding on cybercrime and
the development of this model helped ease the understanding of cybercrime and
how it can be countered. All of this is related to the fact that the Space transition
theory was propounded where no other scientist could explain the overall discourse
on cybercrime.

The theory aims to explain and understand the causation of crime, nature of
behavior in terms of conforming and non-conforming behavior in cyber space and in
reality. Jaishankar (2008) stipulates that the space transition theory explains the
nature of individuals who bring out their conforming and non-conforming behaviours
in cyberspace and their actual physical space.

The first assumption of the theory is that a person with repressed criminal
behavioural tendencies may have a higher inclination to commit the act in cyber
space whereas they would not commit it in the physical space due to status quo and
position in society. In this proposition, Jaishankar (2008) borrows the assumptions of

Arbak’s (2005) model of crime and social status to explain that:

e “Individuals feel varying degree of self-reproach on engaging in criminal
activities,

e They are generally concerned with their social status in the society, based on
others’ perceptions of their values and,

¢ |n making their decision, they calculate the social and material risks of being a

criminal against the comfort of living as a law-abiding citizen. “
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To say in other words, people who are more sensitive to guilt may not endorse a
criminal lifestyle. The anticipation of the harm to one’s social status and the
subsequent embarrassment it will cause to them, generally inhibit the individuals to
act as if ‘they are moral’.

The second assumption of the Space Transition Theory is that identity flexibility,
dissociative anonymity and a lack of the deterrence factor contribute towards
committing a cybercrime. Jaishankar (2008) is of the view that aspects such as
anonymity lead people to sometimes act in unpleasant manner including
cyberstalking and cyber bullying. As stipulated by Suler (2005), when people are
under the bracket of anonymity, they are influenced to commit acts of crime in which
they have a feeling that it won’t be traced back to them. Apparently, one of the key
factors that urge most members in the society to carry themselves in an honest, non-
violent manner, is the fear of being caught — a deterrence factor. However, this
deterrence, however, is diminishing largely in the cyberspace thus leading to
cybercrime.

The third assumption within the Space Transition Theory is that if a criminal displays
behaviours that are criminal in nature in the physical space, then they would be most
likely commit it in cyber space as well. This is also true in the fact that criminals can
start exhibiting their behaviour online and then transform that behaviour into the
physical world (Jaishankar, 2008). For example, during the early 2000s, individuals
would operate on their own whilst scheming and committing cybercrime but in recent
past, there has been an increase in organisations which have since seen the
cyberspace as an avenue to make money. This is enhanced by the fact that cyber
space allows criminal gangs to facilitate and cover up their criminal activities. Today,
the ease with which the cyber criminals transfer money from one account to other, it
seems fairly difficult for the law enforcement to follow the financial transactions of

criminal gangs.

Another assumption within this theory is that strangers are most likely to unite
together in cyber space to commit a crime than in a physical space, these include

associates working together to commit a cyber space criminal act. Moore (2012) are
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of the view that the past few years have seen an increase in the use of the internet
as a recruiting platform of criminals. For example, ISIS has used this platform to
reach a wide number of youth within the Islamic State. This highlights the fact that in
real time scenario where like-minded people merge online to spread criminal

violence in physical space.

Furthermore, the Space transition theory posits that individuals that form part of a
closed society are more likely to commit a cybercrime as compared to individuals
from an open society. Within this aspect, Jaishankar (2008) argues that people who
live in open societies have the opportunity to express their feelings in demonstrations
and strikes. However, this is different from people who live in closed societies where
their feelings are suppressed. Such people, Jaishankar (2008) argued find solace in
the cyber space, as they engage in all sorts of criminal activities including but not
limited to ordinary online hate messages in social media, cyber terrorist activities,

and posting revenge porn images of ex-partner amongst others.

The last assumption underpinning the space transition theory is that due to
differences in norms and conforming behaviour in cyber space and physical reality,
this may create a conflicting matter for the individual committing the crime. Within the
cyberspace, people from different dimensions meet and conflicts that arise from the

cyberspace lead to the intention of committing cybercrimes.

This research believes that in cyberspace, individuals that harass other individuals
online do freely as they feel secure in the anonymity associated with being
connected online. A person can create any persona online, including multiple
accounts that aid them in cyberstalking and online harassment. There is a lack of
research and stringent laws regarding cybercrimes. Individuals make a rational
choice to commit these activities with the security of knowing their identity is private.
These individuals do not act out impulsively but rather in a well-planned and
calculating manner in order to disrupt, destroy and dehumanize, instilling fear in their

intended victims.
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3.4 Lifestyle Exposure Theory

The study also utilises the lifestyle exposure theory. The theory was developed by
Hindelang, Gottfredson and Garofalo in 1978. Generally, this theory was formulated
on data gathered during victimisation surveys conducted across America. In general,
lifestyle may be defined as “patterned ways in which individuals channel their time
and energy by engaging in a number of activities” (Fattah, 1991:319). However,
Hindelang et al (1978) define lifestyle as “routine daily activities, both vocational

(work, school, keeping house) and leisure activities.”

The general notion underpinning the lifestyle exposure theory is that the probability
of victimisation is dependent on the lifestyle of the victim. According to Davis (2005)
the theory attributes to the notion that people adhere to personal routines in living
their lives. Therefore, lifestyle and victimisation rates are related to individual's
demographic traits such as age and gender. Within the theory, younger and single
people are therefore prone to victimisation due to the lifestyle they lead. Siegel
(2004: 92) adds that the involvement of an individual with an on-going criminal
career enable the individual room for victimisation. Reyns (2010: 37) highlights the
lifestyle exposure theory by envisaging the degree of exposure to dangerous
situations and opportunities that are available and dependent on the activities that
comprise an individual’s lifestyle.

The fundamental principles underlying the lifestyle exposure theory as argued by
“Davis (2005) are:

e The uneven distribution of criminal victimization across space and time. This
translates to the occurrence of high-risk places and high-risk times

e Offenders do not constitute a representative sample of the general population.
This translates to the occurrence of high-risk persons

e Lifestyle determines the likelihood of personal victimization through the
intervening variables of exposure and association

e People are not equally exposed to high-risk places and times, and they vary in
the degree to which they associate with high-risk persons. This translates to a
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person’s lifestyle influencing the exposure and association with low-risk

persons”

In general, the theory is premised on the demographic characteristics of the victims.
It stipulates that demographic characteristics relate to the lifestyle of the individual
and within this aspect, they are prone to cyber victimisation. In detailing on the
lifestyle theory, Hindlelang et al (1978:242) argues that this is attributed to the
relationship between demographic characteristics and structural constraints ascribed
to groups whose members share those characteristics. In so far as people share the
characteristics with potential offenders, they face increased risk of victimisation.
From an offender’s perspective, personal characteristics and lifestyles contribute to
determine target suitability and desirability (Hindelang et al., 1978:242). The
personal characteristics which are relevant in the current study comprise age,

gender, marital status, family income and race

The theory is relevant in trying to determine cyberstalking and gender based
offences committed online. This is because the theory is premised on the lifestyle of
victims, the same lifestyle that invites cyberstalking. This is because one cannot
become a perpetrator or victim of cyberstalking if there are not active within the
cyber space (Reyns, 2010). However, when an individual is operating online and is
active in technologies, can they become a victim or become prone to cyberstalking.
Reyns (2010) in explaining the relevance of lifestyle theory in the discourse of cyber
stalking argues that the lifestyle of engaging in the online realm requires some
routine in daily activities as it could be needed for work purposes or be a part of
one’s social habits. Therefore, younger individuals and single people are more prone

to cyber victimisation as they are more familiar with cyber space.

A victim is more likely to become a victim of cyberstalking as the perpetrator
interacts with the victim anonymously or through an alias within the realms of
cyberspace. Individuals post an array of information online and perpetrators may find
personal information such as residential addresses, email addresses, contact
information that can be obtained by online search directories or a simple web search

(Chik, 2008). Cyberstalking is a distressing experience for victims; the repercussions
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could place the victim in psychological trauma and possibly physical harm as the
perpetrator has the advantage of exploiting their intended victim. The Lifestyle
exposure theory contributes to the offender being able to cyberstalk their intended
victim through information that is readily available online; or through the absence of a
protective software programme (Chik, 2008).

3.5 Conclusion

This chapter discussed on the theoretical underpinnings in reference to this study. A
theory is of vital importance for it produces an understanding on the research
problem. This chapter therefore discussed on relevant theories such as the rational
choice theory which stipulated on how individuals live their lives thus relevant in
structuring how people conduct their day-to-day lives on the internet. This chapter
also presented on the space transition theory which explains how the internet has
evolved and is now impacting on the lives of people, the lifestyle exposure theory
posits that certain information is accessible online that allows an individual to
become a victim of cyberstalking which may be psychologically distressing for the
victim. All these theories are relevant for they bring about their relevance in
understanding the research problem.
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CHAPTER FOUR
METHODOLOGY
4.1 Introduction

The research methodology plays a fundamental role in any research. This is
because the methodology presents a blueprint of the research techniques within this
chapter, the nature of the research design and the research approach utilized within
the study will be explained in detail. This chapter also focuses on the data collection
methods as well as data analysis methods. Important and integral within this chapter

are the ethical considerations for they give base to the study.

Accordingly, Taylor, Bogdan and De Vault (2015) are of the view that the overall
term methodology in research entails how researchers approach the research and
seek answers in relation to the problem. The general underpinning of methodology in
research is that it helps collect data within the research setting and helps
authenticate the findings for generalizations on the entire population. As stipulated
by Beng (2004: 32), research methodology entails systematic steps in order to form
a collaborative approach to issues that affect the communities and/ or issues of
study by applying a democratic, encouraging environment for individuals to share
their problems. This chapter therefore details on the understanding of research
methods utilized within the study.

4.2 Research Design

According to Van Wyk (2011: 1), research design entails ‘the overall plan for
connecting the conceptual research problems to the pertinent (and achievable)
empirical research.” Generally, the whole concept of research design brings about
the nature and type of information that needs to be collected, how that information
will be collected: all in a bid to answer the research question. Babbie (2010: 29)
argues that the research design is a main proposal of choosing the correct methods
and procedures for collecting, analyzing the data collected from the study. The
research design is rather a “framework that stimulates the choosing of research

approach in the research, how the sample was selected, data analyzed and the
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piloting” according to Flick (2014: 12). Accordingly, a research design is an
intentionally organized proposition for the conditions of the data collection and data
analysis in a way that ensures importance to the research objectives. Different
design logics are used for different types of study. Following is a brief discussion on

various research designs.

e Explanatory Research Design

Creswell (2014: 158) is of the view that “explanatory research design seeks to
explain the occurrence of certain phenomena and predict future happenings.” Within
this perspective, explanatory research designs seek to understand and characterize
the relationship between the dependent and independent variables within a research
problem. For example, explanatory research designs seek to understand the impact
of cyberstalking on victims of gender based violence committed online. Babbie
(2010) argues that this design is normally ascertained under probability means to
allow generalization of the results from where the sample or subset is selected.

e Exploratory Research Design

Flick (2014) is of the view that exploratory research designs are useful studies that
seeks to confirm to a hypothesis through hypothesis testing. Generally, exploratory
designs intend to formulate a research problem, elucidate concepts and create
hypothesis. Derived from the name of this design, exploratory research designs are
utilized in studies which are relatively new and where there is no studies that can be
referred to. From this understanding, exploratory research designs are normally
products of qualitative research approach.

e Case Study Research Design
Creswell (2014) argues that a case study research design is utilized in studies that
seek to understand a particular case study, the objective being the need to
understand present circumstances and realities. Babbie (2010: 29) defines a case
study research design as “an instrument that investigates a contemporary
phenomenon in depth and within its real-life context, especially when the boundaries
between phenomenon and context are not clearly evident.” The advantage of this
research design is that the researcher has the ability of understanding the research
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problem within the context or setting, where information is raw. Creswell (2014)
argues that case study research designs utilize a geographical area in which the
sample has the actual understanding of the research problem. Therefore, purposive
sampling is often used in case studies. Therefore, case studies, in their true
essence, explore and investigate contemporary real-life phenomenon through
detailed contextual analysis of a limited number of events or conditions, and their
relationships.

The general notion underpinning a research design is that both data and methods,
and the way in which these will be configured in the research project, need to be the
most effective in producing the answers to the research question taking into account
practical and other constraints of the study according to Van Wyk (2011). This
research therefore utilizes the descriptive research design.

4.2.1 Descriptive Research Design

The nature of the research question is best suited to be understood through following
the precepts of the descriptive research design. Van Wyk (2011) argues that the
descriptive research design is where the researcher observes or goes through
related information/research participants without intervening. Creswell (2014) argues
that the simplest type of descriptive research design is that one which seeks to
understand a single phenomenon, in this case cyberstalking based on gender.
According to Van Wyk (2011: 12), a descriptive research aims to provide a valid and
correct presentation that is relevant to the research question. The rationale of a
descriptive design is that it is structured making it easier to comprehend than other
research designs.

The rationale for utilising a descriptive research design is that it tells what is within a
research problem, thus useful in both qualitative and quantitative studies.
Furthermore, Babbie (2010) argues that descriptive research designs give an
accurate detail pertaining to a certain individual or research setting. Descriptive
studies therefore discover new meanings, describe what exists, describes the
frequency of why something exists and categorises meanings. The research design
that will be undertaken will be a descriptive design as it will describe and define the
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phenomena as accurately as possible; documenting the different types of cyber
criminology, the motivations of cyberstalking perpetrators, the prevalence of
cybercrimes and the content analysis of media coverage on cybercrimes (Struwig &
Stead, 2013: 7).

4.3 Research Approach

There are various research approaches utilised by researchers. The most common
types include qualitative and quantitative research approaches. However, modern
research scholars such as Flick (2014) and Neuman (2014) have identified mixed
methods as one of the emerging approaches that researchers are now utilising.
However, this study due to the nature of the research problem: Cyberstalking-a
content analysis of gender based offenses committed online, will utilise the

qualitative research approach.
4.3.1 Qualitative Research Approach

The study will follow a qualitative research method. This method allows the
researcher to gather and provide explanations of the social phenomena and create
an understanding of cyberstalking from a criminological perspective (Joyce, 2009:
101). Accordingly, Bouma and Atkinson (1995) suggests that qualitative research is
that research that seeks to understand the lives of people, their stories, their
perception about life and generally how they behave. The rationale behind this
approach is that it allows for the detailed gathering of rich descriptive data from the
owners of their own story therefore first-hand information is always reliable. Neuman
(2014) asserts that qualitative approach leads to the broadest and most descriptive
information that is useful within research. It is therefore essential for the study to
utilise qualitative research for it will bring into light cyberstalking based on gender. In
comparison with a quantitative study, the quantitative study is not capable of
producing detailed information on the experiences and perceptions of research
participants due to the methods of data collection it uses. This is however different
with a qualitative study as it is rooted into views and perceptions of research

participants (Neuman, 2014).
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Babbie (2010) defines qualitative research as that approach that seeks to define the
relationship amongst the research variables. In other words, qualitative research
entails how a phenomenon under study is impacted or how a phenomenon under
study is related to its social setting. Therefore Neuman (2014) stipulates that
qualitative research is primarily exploratory research and is utilized to gain an
understanding of underlying reasons, opinions, and motivations. Qualitative research
is also used to uncover trends in thought and opinions. Creswell (2014) states that
this research method is mainly designed to reveal a target population’s range of
behaviours displayed and the perceptions that drive this behavior with reference to
specific topics or issues. It uses in-depth studies of small groups of people to guide
and support the construction of hypotheses. The results of qualitative research are
descriptive and inductive rather than predictive and deductive, thus useful in this
research.

The study utilized the qualitative research approach for a number of reasons. Firstly,
the qualitative approach seeks to understand the connotations and emotional value
of things that people attach in their lives (Babbie, 2010). Generally, qualitative
research seeks to understand a phenomenon from people’s perspectives therefore
the researcher should tap into the reality of the research participants if a detailed
understanding of the phenomenon seeks to be understood. It is of paramount
importance that the researcher understands the views, perceptions and experiences
of victims of cyber stalking so that a detailed understanding of cyberstalking against

women is understood and methods and means to counter this cybercrime framed.

The study utilizes qualitative research for it is inductive. Babbie (2010) asserts that
inductive reasoning for it is a form of logical thinking that comes from making
generalizations based on shared or specific incidents that have been observed or
experienced. Strauss (1967) is of the view that researchers utilizing the qualitative
approach create concepts, insights and understandings from patterns of data.
Deductive reasoning therefore is premised on creating new ways of thinking through
building up to a theory. This is in contrast with a quantitative research which utilizes

deductive reasoning which starts with a theory and seeks to confirm to that theory.
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This study therefore utilizes inductive reasoning where the research questions are
the base of analysis.

This study also utilizes qualitative research for it is naturalistic in nature. According to
Neuman (2014), qualitative research is concerned with how people react and act in
their daily lives. To ascertain information in relation to the research approach,
qualitative research uses methods that interact with individuals in their natural
setting. Within this research for example, women who have been subject to gender
based cyber bullying have a higher chance and probability of giving detailed
information which helps understand the research question. The rationale of this
method therefore is that information is gathered from knowledgeable individuals is
beneficial to the study because the researcher gathers information of real-life

experiences.

Qualitative researchers emphasize the meaningfulness of their research as the
approach gives the researcher the space to make sense of the empirical world. It
ensures that there is a close connection between the data and what the people do
and say in real life (Steven, et al., 2016). Furthermore, for the qualitative researcher,
there is something to be learned in all settings and groups. Steven et al. (2016)
propose the argument that no social life is too mundane or too trivial to be studied.
The setting in which Respondent A and Respondent B were victims of cyberstalking
is different so by understanding the setting on a participant, a more detailed and
generalised understanding of the phenomenon can be established. This becomes

the rationale of utilising a qualitative study.

Lastly, the study utilised the qualitative research due to its nature of utilising different
methods, suitable within the research context (Creswell, 2014). In other words,
qualitative research is a craft. Qualitative research is structured by guidelines not
rules, meaning that the researcher is flexible, using methods that best suits the
situation. In other words, qualitative research methods are subjective to the
researcher. As stipulated by Steven et al. (2016), qualitative research does not entalil
rigid procedures but allows the researcher to utilise methods that helps better
understand the researcher problem. This is the reason why the study utilise the
qualitative research approach.
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4.4 Data Collection - Secondary

Data collection instruments are essential in trying to create a framework that helps
the researcher to gather data. There are basically two types of data collection in
research. These are primary sources and secondary sources of data. According to
Creswell (2014), primary sources include the information gathered directly from the
research participants whereas secondary sources include that information gathered
from published text. Due to the nature of the study, secondary sources of data
collection will be utilized. This is because the behavior of victims of cyberstalking has
been tabulated in published texts within South Africa.

This study utilises secondary sources of data collection. Secondary sources of data
collection entails gathering informed and relevant data from published texts, journals
books and other relevant sources. Within this regard, a search will be conducted on
all online databases in relation to the data material required for the analysis. Online
databases that will be searched include Ebscohost, Google Scholar, Psychinfo,
Psycharticles and Departmental websites. Books published, peer-reviewed articles
and dissertations will also be analysed. The media coverage will be assessed on the
related topic on cybercrimes. Keywords that will be used to identify data material will
consist of the following: cybercrimes, computer crimes, cyberstalking, online identity
theft, stalker perceptions, cyber victimology, online harassment, stalker tendencies

and characteristics.
4.5 Data Analysis

After data has been collected or gathered within any research, data analysis follows.
Generally, data analysis entails making sense of the collected data. In line with the
qualitative research approach, the collected data needs to be reviewed to generate
initial codes for catching features of the entire data set (Maree, 2010). Van Wyk
(2011: 23) argues that data analysis within a qualitative study entails explanation,
understanding and interpretation of the intended subjects and documents that were
investigated; which is from the qualitative data collected. The idea of data analysis

therefore is to examine the meaningful and symbolic content of qualitative data.
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There are various types of qualitative data analysis. However, this study utilizes
content data analysis. Maree (2010) defines content analysis as the process of
categorizing verbal or behavioural data to classify, summarize and tabulate the data.
This research utilizes the descriptive content analysis which seeks to makes sense
of the data that is there. Within this regard, content analysis will be conducted on
existing literature, media coverage, Newspaper articles, Television shows; online
media education from cyber security portals and specific YouTube channels will be
researched (Bachman & Schutt, 2008: 16). The channels that will be analysed will
be:

ABC news — American Broadcasting Company;

ABC Action News;

CBC News — Canadian Broadcasting Centre;

HLN — Headline News — United States,

KXLY - Washington,

WXII — United States,

The fifth Estate — Canadian News Network,

WPRI — Rhode Island, USA,

. WXYZ - Detroit, USA,

0.WESH 2 News — Florida, USA.
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Qualitative content analysis is categorised under the descriptive design that this
study intends to follow. The analysis of contextual data will be conducted. According
to Vaismoradi, Jones, Turunen & Snelgrove (2016), the ability of the researcher to
generate ideas and themes depends on the immersion of data. This is obtained

through careful reading, recurring items or ideas and key issues (Maree, 2010).

The characteristics of the cyber stalker and the type of study that was conducted will
be analyzed. The researcher will seek out explicit and implicit ideas that are
available in the literature through reflexivity. Due to qualitative research being
complex in nature, the researcher needs to take cognizance of the researchers own
reasons for conducting the study. A reflective journal will be kept in order to prevent
a flawed biased study. The researcher needs to have a sense of openness and

flexibility to data that is gathered is obtained (Watt, 2007).
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The researcher will adopt these steps in the analysis of data as identified by Terre
Blanche, Durheim & Painter (2006):

Step 1: Data collection and organisation.
Step 2: Study the collected data.

Step 3: Inducing categories and themes.
Step 4: Coding.

Step 5: Data is interpreted.

Step 6: Interpretation and checking.

4.6 Ethical Considerations

Ethical considerations or ethical issues play a significant part in any research. This is
because these issues give credibility and dependability of the information gathered.
Due to the study being a content analysis of existing data in the public domain,
general ethical considerations of informed consent, confidentiality, non-maleficence
and beneficence do not apply. This is because there are no participants that the
researcher will interview. However, as this is a qualitative study, the researcher need
to be aware of bringing the researchers own frame of reference into the study, and
the interpretation of the data.

4.7 Limitations of the Study

Babbie (2010) argues that limitations of the study are those characteristics of the
research design or methodology that have an impact on the interpretation of the
findings within the research. The basic limitation of this study includes the use of
secondary sources of data collection as the only collection method. Furthermore,
another limitation of the study includes the tabulating and making sense of vast data
collected through secondary sources. This process is time consuming and has the

ability of leaving some information.
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4.8 Conclusion

The research methodology is an important, a vital part of the research project. By
abiding to the research ethics from the institute, this chapter presented on the
research methods, approaches and determinants utilised within the study. The study
utilises qualitative research methods for they help ensure a content analysis on
cyberstalking is effectively conducted. Qualitative research methods were used
within this study for they help present a perspective that qualitative forms can utilise
to gather relevant and related information. The descriptive research design was also
utilised within the study for it helps understand the nature of the research problem.
Ideally, a research design presents the blueprint and design of the actual study. The
study also utilised secondary sources of data collection thus no interviews or focus
group discussions were conducted. The study therefore utilised content analysis as a
data analysis method. The study also presented on the limitations of the study, and

through accepting these limitations, only a study can be reliable.
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CHAPTER FIVE
RESEARCH FINDINGS AND ANALYSIS
5.1 Introduction

The previous chapter detailed on the research methodology utilised within this study.
The study due to the nature of the research utilises qualitative research in which
secondary sources of data collection will be utilised as a data collection instrument.
This chapter therefore presents the findings and further analyses and discusses on
those findings. The findings are in turn related to the objectives of the study to
empirically achieve the aim of the study. The study is premised on cyberstalking: A
content analysis of gender based offenses committed online, therefore  content
analysis will be utilised as a data analysis tool. Content analysis is the process of
categorizing verbal or behavioural data to classify, summarize and tabulate the data,
thus this will be used in relation to the research objectives of the study. The study
therefore collected, sorted and compared relevant information in order to come up

with a summary relating to the study.

Since the study utilised content analysis, the following stages were utilised to

understand the research problem:

¢ ldentifying data sources
The study identified relevant and up-to-date data sources in relation to the research
problem. The data sources were identified through a comprehensive and systematic
way. According to Creswell (2014), data within a content analysis need to be
transformed into written text before analysis can start. In doing a content analysis,
the data reviewed was in reference to the research questions. The following
channels were therefore identified as the data sources:

e ABC news — American Broadcasting Company;
e ABC Action News;

e (CBC News — Canadian Broadcasting Centre;

e HLN — Headline News — United States,
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e KXLY - Washington,

e WHXII - United States,

e The fifth Estate — Canadian News Network, WPRI — Rhode Island, USA,
o WXYZ - Detroit, USA,

e WESH 2 News — Florida, USA.

By identifying data sources, the study therefore determined on the information to be

used within the study

e Categorising and coding the information

After data sources were identified, the study therefore categorised and coded the
information gathered. As stipulated by Babbie (2010), categories and a coding
scheme can be derived from three sources: the data, previous related studies, and
theories. Within this regard, the categories and codes were derived from the relevant
literature visited as the secondary sources of data. Since the study utilised qualitative
research methods, the coded themes were developed inductively. In ensuring the
consistency of coding, the study developed a coding manual, which consists of
category names, definitions and rules for assigning codes, and examples

e Assess reliability
Reliability is of paramount importance and the study ensured that where there was
disagreement in information, reliability was put into effect. This was done after the
coding of the entire data set. This was done because it is not safe within any
research to assume thus there was need to ensure that the whole corpus of text was
also consistent. Furthermore, the study assessed reliability for the researcher
understood that the categories and coding rules may change subtly over the time,

which may lead to greater inconsistency
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e Analyse results

Based on the coding process, the study therefore analysed the results gathered and
their relevance to the research study, determined. This process was enhanced
through making sense of the collected themes and categories identified within the
research. The study therefore presented inferences and presented reconstructions of
meanings derived from the data. In analysing the results, the study ensured that
there was the identification and discussion of the relationship between variables
within the study as presented by the categories and the testing of categories against
the full range of data.

5.2 Presentation and Analysis on the Research Findings

The following is a presentation of the content analysis on the findings of the
research. This will be presented in relation to the research objectives for easy
comprehension. The steps used in data analysis in this study included data reduction
during which data were selected and focused, and clarified to develop coding
categories. Coding categories were refined and defined as the researcher interacted
with the data. As presented above, the study followed a critical content analysis path
in which sources of data were identified, data was coded and categorised into
themes, reliability was ensured and an analysis on the data was conducted.

5.2.1 Objective One: The prevalence of cybercrime

The turn of the new millennium has seen a lot of people increasingly using the
internet and its related sources. However, the use of the internet has also come with

the increased prevalence of cybercrime.

According Zaharia (2019), information from the Imperva Cyber threat Defence
Report shows that Spain has the highest rate of cybercrimes reported at 93.7%.
South Africa has been placed 7" on the list out of 17 countries coming in at 80.9%
for general cybercrimes that were reported. South Africa was placed 5™ on the list of
ransomware crimes for having 66% reported however Spain was placed 4" and was
in tie with South Africa. Ransomware was reported to have declined since 2017

however cryptojacking has begun taking over. The cybercriminals infect the user’s
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computer with malware and use their processing power to mine cyptocurrency. An
example of cryptocurrency is Bitcoin. According to Internet Security Threat Report
(Symantec 2019) almost 700 million people In 21 countries have experienced some
type of cybercrime. Within the gathered information in relation to the research
question, various definitions, historical development, impact and ways to combat
cybercrime were gathered. A content analysis of these aspects follows in the next
paragraphs.

5.2.1.1 Understanding of cybercrime

According to Verdegem, Teerlinck and Vermote (2015), cybercrime is an “umbrella
term to describe different online threats such as mal-ware, scams and hacking.
Within this regard, cybercrime is any criminal act dealing with computers, networks
and smartphones. Additionally, cyber-crime also includes traditional crimes
conducted through the internet “(Blackwell, 2018). Under the “Cybercrime Act 2001
in Australia, the term cybercrime is defined as crimes that target computer data and
systems.” Accordingly, the “UAE Federal Law No 2 of 2006 on The Preventive of
Information Technology Crimes” define cybercrime as computer related crimes
including aspects such as forgery, fraud, money laundering, bullying and others that
are a threat to the religion and the society at large. The USA Department of Justice
further defines cybercrime as computer crimes that include viruses, worms and other
facets that infringe on the proper use for network systems. Of importance to note is
that cybercrimes are interpreted differently according to a country. However, this
study adopts the understanding of cybercrimes as including crimes involving the

computer and internet.

Blackwell (2018) further understands that the common types of cybercrime within the
South African perspective include: “

e Ransom ware

e Hacking

e Identity theft

e Phishing scams

e Electronic funds transfer fraud
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e Online child sexual abuse (child pornography)
e Cyber-bullying
e Cyber-Impersonation

e Social Media profile cloning”

From the articles that were reviewed, it was gathered that the most common forms of
cybercrime are hacking and identity theft. This is because identity theft for example
ensures that one utilising all the stolen information from the victim and exploit it
towards their advantage. Furthermore, on hacking, a vast number of accounts have
been hacked and information stolen and all this have been exacerbated by the
increase in the use of technology. Within this regard, cybercrime can be understood
as including aspects such as web hacking and malicious software such as computer

worms and viruses.
5.2.1.2 Historical development of Cybercrime

Ghosh and Turrini (2010) argue that the first known virus for a personal computer
was traced back to 1980 but the idea of cybercrime became more relevant in 1999
when the Melissa virus began to infect millions of computers in the USA. However,
the most documented genesis of cybercrime can be alluded to the disseminated
denial-of-service attacks in early 2000 that brought down E-commerce sites in the
United States and Europe, including Internet notables Yahoo!, Amazon.com, and
eBay (Liptack, 2017). From then onwards, the prevalence of cybercrime has spun
across borders and has affected all communities.

In the UK in 2016, the Office for National Statistics produced a report outlining that

there were rampant increase in cybercrime within the country. It outlines that:

“The inclusion of 5.8 million fraud and other online offences in official statistics for the
first time meant there were 12.1 million crimes in England and Wales up to the end of
March 2016. The previous official annual total was 6.3 million.”

This figure as reported by the Office for National Statistics (2016) meant that within
the UK, every one in 10 people is becoming a victim of fraud or cyber offending.
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According to Verdegem et al (2015), in 2010, the German Federal Police reported
that there were 59,839 cybercrimes in Germany, up 20% from 50,254 in 2009.

Furthermore, in 2017, cybercrime reached new statures with the ransomware attack
“WannaCry” for example infecting more than 200,000 computers in approximately
150 countries with more than 10,000 organizations being affected (Liptak, 2017).
WannaCry was not the only major ransomware attack, Equifax, one of the largest
credit agencies, suffered a cyber-security breach where cybercriminals accessed full
names, addresses and highly sensitive information like social security numbers. It
took Equifax more than five months to report the hack that compromised the
personal information of more than 143 million people (Lynley, 2017). Cybercrime is
not however affecting developed countries as this crime has also been reported in a

number of cases within developing countries.

According to Blackwell (2018), the number of South Africans that have had access to
the internet through internet devices such as laptops, PC, tablets and smartphones
totalled to 36 million in 2017. Of this increased internet users, 19.6% reported
cybercrime in 2017 alone and the law enforcement agencies gathered that 48.8% of
the perpetrators were locals (Blackwell, 2018). This shows that cybercrime has not
been perpetrated by outside criminals but has been utilised by locals as well. From
the above statistics presented, the nature of cybercrime is that all societal classes

and areas across the world are all prone to cybercrime.
5.2.1.3 The Impact of Cybercrime

Individuals, business organisations and even governmental institutes have all been
affected by the increasing rise of cybercrime. Potential economic loss is the major
impact of cybercrime. According to Coleman (2011), within the US for example, over
74 million people were victims of cybercrime in 2010 alone. These acts of cybercrime
resulted in the direct losses of $32 billion (Coleman, 2011). This economic impact of
cybercrime has further been exacerbated by the fact that contemporary businesses
have increasingly become dependent on computer networks in storing and
preserving information. Hancock (2012) argues that cybercrime impact on the
economy of countries because the reliance on the internet exposes all systems to
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threats posed by cyber-criminals. Aspects such as stock trade, bank transactions,
purchases and other processes are done online and if these processes are

tempered with, the economy can be adversely affected.

Cybercrime has also wide and diverse societal effects. Cyber-bullying is amongst the
impact of cybercrime. As stipulated by Blackwell (2018), cyber-bullying entails the
continuous harassing nature of personal bullying in cyberspace. However, not
everyone bodily assaulted, but rather psychologically harassed and tormented. The
aim of cyber-bullying therefore is to display the power and command of the
perpetrator over the casualty or victim, as well as to disgrace and humiliate the
victim. Another social impact of cybercrime is cyber-pornography where in recent
years there has been an increase in progeny pornography on the internet, usually
engaging those less than 18 years of age (Hancock, 2012). Generally, the increase
of the internet has helped a new and expansive kind of bullying and has been
directed to the expansion of progeny pornography. Therefore, various websites have
become repositories of related to sex explicit images of young children, where the
pictures are acquired and traded. This has damaged social phenomenon thus a
societal impact of cybercrime.

Within this regard, economic and societal impacts are the major effects of
cybercrime. On an economic level, cybercrime affect the monetary, banking and
market value all of which have diverse effect on the economy of a state.
Furthermore, cybercrime has become a threat to societal values as there has been a
prevalence of social misconduct such as child pornography as well as cyber-bullying.
This is indeed affecting human life as victims are living in fear and at times this is
leading to distress and suicide.

5.2.1.4 Ways of Combating Cybercrime

Cybercrime has affected every society and every nation and it has taken both an
individual and collective action by countries to combat this phenomenon. Since
cybercrime came into effect with the dawn of the new millennium according to Ghosh

and Turrini (2010), there have been different legislations, conventions and treaties
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within countries across the globe in trying to combat cybercrime. According to Dobos
(2016):

“Legislation determines what actions are deemed cybercrimes, how such actions
should be investigated and what penal measures should be taken. International
conventions and other intergovernmental agreements are an important way of
coordinating the various sets of rules. They are also essential to facilitating
cooperation between the police and prosecuting authorities in different countries.”

Within this regard, the most important international convention that has occurred in
combating cybercrime is the “Council of Europe’s Convention on Cybercrime
adopted in 2001” which establishes a comprehensive set of rules for the formulation
of national regulatory policies on cybercrime in relation to substantive and procedural
law. In 2005, the United Nations (UN) conducted a workshop in trying to combat
computer related crime in which the results of the workshop were that the UN should
assist in fighting cybercrime in as much as there should be collaboration between
local law enforcement authorities and the UN. The UN also initiated the International
Telecommunications Union (ITU) where member countries were given the
framework for a more established framework in fighting cybercrimes (Dobos, 2016).
However, the ITU is facing challenges of the evolved nature of cybercrime thereby
limiting on the success rate in combating cybercrime.

Various countries have also stipulated on legislation in a bid to combat computer
related crime. In the USA for example, the Computer Fraud and Abuse Act of 1986
rests as the main legal instrument combating cybercrime. The Act was amended
after the deadly 2001 terrorist attacks and it is relevantly amended to suit the
prevailing cybercrime environment (Kshetri, 2006). Within the UK system, there has
been legislation to combat cybercrime. The Data Protection Act was introduced in
1984 which stipulated on how computer data should be gathered, utilised and
disposed (Sukhai, 2014). The Computer Misuse Act of 1990 was further enacted to
define the law, procedures and penalties surrounding the unlawful use of computers.

The UK is argued to be one of the first countries to enact laws to fight cybercrime.
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The prevalence of cybercrime has also led to enactment of various laws and
legislation within the South African perspective. Laws such as the Electronic
Communications and Transactions Act, the Domestic Violence Act and the
Protection from Harassment Act have all been legislated to detail with cybercrime.
However, a detailed analysis on these laws will be discussed under the research
objective number four. Of importance however is to note that both the international

and domestic sphere has come up with laws to fight cybercrime.

5.2.2 Objective Two: To determine on gender based offenses committed online
and document the strategies implemented in eradicating gender-based
offenses in South Africa

Cyberstalking is one of the forms of cybercrime which has become prevalent within
the 21 century. The effective use of internet by various people and the increasing
use of social media networks have led to the increase of cyberstalking. Within this
section, the main objective of the study which is to determine the gender-based
offenses committed online and how these offenses have been combated will be
discussed in detail as gathered from relevant secondary sources. This section will
however present firstly on the nature and understanding of cyberstalking.

5.2.2.1 Nature and understanding of cyberstalking

According to Sissing (2016), cyberstalking is presently in its early stages but the
occurrence and frequency of cyberstalking is expected to increase as the Internet
continues enlist new users. There is no universal understanding of what
cyberstalking entails for various scholars define the concept in accordance with their
research context. According to Sheridan and Grant (2007), cyberstalking is:

“The inappropriate, unwanted social exchange behaviours initiated by a perpetrator
via online or wireless communication technology and devices. Cyberstalking therefore
includes the use of the Internet, e-mail, and other electronic communication devices
to stalk another person.”
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According to Merschman (2001), there are various forms of cyberstalking that
differentiate the phenomenon from traditional stalking. Amongst these forms include
sending threatening or obscene electronic emails, harassing in chat rooms,
spamming, tracing another person's computer and internet activity, and posting

threatening or harassing messages on blogs or through social media.

Cyberstalking is different from traditional stalking in a number of ways. Firstly
Sheridan and Grant (2007) argue that cyberstalking is not limited by distance for the
perpetrator can be from anywhere in the country or the world. Secondly, the internet
can be utilised as the medium for stalking (Merschman, 2001). Furthermore, the use
of the internet is a likely factor which limits the effort that the perpetrator must put to
effect cyberstalking. For instance, the traditional stalker would have to follow the
victim around but this is not the case within cyberstalking as the perpetrator can
commit the crime without following the victim around (Sissing, 2016).

It is imperative to note the fact that cyberstalking entails the use of computer
systems to cause distress on the victim. Cyberstalking is not limited to boundaries
and as stipulated by Blackwell (2018), 48% of cybercrimes committed in South Africa
in 2017 were caused by domestic perpetrators. This shows that 52%, which a
considerable number was conducted by international perpetrators. Cyberstalking can
be understood to be effected by persons close to the victims, particularly those they
were in intimate relationships with. This is because the use and target of personal
information refers to the idea that at one point, the perpetrator had access to their
confidential files. Therefore, today, cyberstalking has gained relevant attention from

both local and international spheres.

5.2.2.2 Gender based offenses committed online

As established in the previous section, perpetrators of cyber stalking once had an

intimate relationship with the victim (Sissing, 2016). Sissing (2016) further argues

that a study on gender-based cyber stalking found that “over half (54 %) of the cases

cyber stalking involved a first encounter in a real world setting.” Generally, across all

national boundaries and without exception, women and girls generally subjected to

deliberate forms of violence based on their gender. These acts of violence are not
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limited to dehumanising, aggressive and harmful acts that lead to either physical,
psychological sexual, and exploitative abuse. According to Rima (2015), the turn of
the new millennium came with the widespread use of the internet which has
evidently led to the new breed of crime against women including gender based

violence committed online.

According to a research by the Pew Research Centre (2015) in the United States, it
was discovered that that women especially young women aged 18-24, had
inexplicably experienced severe types of cyber harassment, namely cyberstalking
and online sexual harassment. Data that was extracted from the “2014 FRA survey
shows that 77% of women whom have experienced cyber harassment have also
experienced at least one form of sexual or/and physical violence from an intimate
partner; and 7 in 10 women (70 %) who have experienced cyber stalking have also
experienced at least one form of physical or/and sexual violence from an intimate
partner (Burney, 2009).” Rima (2015) therefore argues that there a number of types
of gender based violence caused online. Amongst these offences include:

e Hate speech
Hate speech is the most common type of gender based violence committed online.
Rima (2015) argues that within the context of gender-based offences committed
online, hate speech entails demeaning language that vilifies, offenses, threatens or
targets women based on their identity and sexual orientation. According to Burney
(2009), hate speech online entails the wild extension of hostilities online and is a
wide example of how technologies with a transformative and educational potential
such as the Internet also enlists opportunities and challenges; and it implies
multifaceted balancing between fundamental rights and principles of individual users,
including freedom of expression and the defence of human dignity. Hate speech

therefore rests as one of the forms of violence committed online.

A considerable number of women amounting to 77% of who have experienced
gender based violence online have at one point in time, suffered from cyberstalking
(Burney, 2009). Within this regard, cyberstalking, hate speech and cyber-harassment

is also another form of gender based violence committed online.
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e Cyber Harassment

Another form of gender-based offence faced by women online is cyber harassment.
There is no one way to define and understand cyber harassment faced by women
online but this study gathered that it includes aspects such as unwanted sexual or
explicit contact online, inappropriate advances on social network platforms, threats
for sexual violence committed online. As stipulated by UNESCO (2015), cyber
harassment also known as “violent online behaviour ranges from online harassment
and public shaming to the desire to inflict physical harm including sexual assaults,
murders and induced suicides. “ Cyber harassment therefore limits women rights to
free and unrestricted participation of online activities, freedom of expression and the
right to safety and to privacy. These are basic human rights which are being
infringed upon.

5.2.2.3 Strategies implemented to eradicate gender-based offenses committed
online in South Africa

There are a number of ways that can be identified to be curbing gender-based
violence committed online. Following is a discussion on these factors.

¢ Raising awareness
Before there is an inclusion of policies and frameworks to counter gender based
violence committed online, there is need to have an awareness that gender based
offence is a real phenomenon. Recently there has been a spate of articles in
magazines trying to create awareness in all types of cybercrimes. Articles have
different sections and topics that are published. Articles are not limited to academia,
but have been in wide array of magazines, for example, Pick and Pay — Fresh living,

Sanlam life, Good Housekeeping and many others.

The South African government in relation with other national governments, civil
society organisations and various stakeholders are therefore raising awareness on
this phenomenon. There has been a consensus that just like global efforts to raise
awareness against physical gender based violence, there is the need to raise

awareness and protect women rights online too.
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e Setting up and supporting peer-support networks
The most effective way of eradicating gender based offences committed online
includes the setting up and supporting of peer-support networks. According to Rima
(2015), in South Africa, there has the development of education programmes and
education in technical solutions that need to be implemented that can control
abusive behaviour is an appropriate role for online industry.

¢ Industry regulations
Industry regulations in combating cyber based offences against women have been
implemented and human rights activists have largely applauded these measures. Of
importance to note is that these industry regulations are not only South African
related but covers a wide range of clauses.

Certain application have guidelines for users to follow,; YouTube advises users to
‘use “YouTube without fear of being subjected to malicious harassment.” However, in
cases where an individual has been subjected to harassment into a malicious attack,
it can be reported and removed. Blackwell (2018) stipulates that in April 2015,
Twitter announced that a new filter would be introduced that would prevent users
from seeing threatening messages. In an attempt to curb abusive messages,
Instagram has a feature to report the message or picture, Twitter introduced
temporary suspensions for accounts that fall foul of its policies. Facebook and
Whatsapp, social media applications that people utilise to communicate with one
another, however places the burden on the users to refrain from abusive and
malicious use of these social platforms, but however, a majority of cases of gender
based violence are prevalent within these platforms (Blackwell, 2018). Feminists and
radical human rights activists therefore advocate for strict punishment and rules to
limit the use of these social platforms in a bid to protect the rights and freedom of

women.

5.2.3 Objective Three: To identify the motivations of cyberstalking perpetrators

The previous section documented and analysed on the nature of gender based

violence committed online and how to combat those crimes. Of importance is to

understand the reasons why cyber stalkers conduct these crimes. The motivations of
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cyber stalkers therefore focus on illustrating why the stalking behaviour is performed.
Based on the various stalking motivations listed in the relevant studies (Bocij, 2004;
Bocij et al., 2002; Bocij & McFarlane, 2002; Bocij & McFarlane, 2003) and the many
behaviours, this study summarize and reclassify the stalking motivations into four

groups. These are

e To fulfil cyber stalkers' psychological needs, wishes, or cravings regarding
another person

e To instil fear in or obtain control over a victim

e To seek revenge, vengeance or punishment of the victim

e To build any sort of relationship with the victim thereafter progressing to their
desired outcome.

5.2.3.1 The need to fulfil cyber stalkers' psychological needs, wishes, or
cravings regarding another person

The first category on the motivations of cyber stalkers includes the need to fulfil the
psychological needs, wishes, or cravings regarding the victim on the part of the
perpetrator. As stipulated by Bocij (2004), cyber stalkers possess in their capabilities
an innate curiosity about another individual and they possess feelings of wanting to
ridicule or vent out their bad mood gratuitously onto that individual. Bocij and
McFarlane (2003) also identify the motivations of this group of stalkers as predatory
in nature as cyber stalkers stalk for information gathering purposes or fantasy

rehearsal in preparation for a sexual attack.

As stipulated by Blackwell (2018), this group of cyber stalkers can be split into two
sub-groups. The first group is the one of ex-intimates who was predominantly ex-
partners or ex-acquaintances of the cyber stalker, amongst this category are
infatuates who individuals who were looking for intimate partner relationships. Ex-
intimates present a combination of behaviours ranging from messages aimed at
restoring their relationship to threats on their former significant other or friend, and
the harassment often starts online (Blackwell, 2018). Impersonating their ex-partner
or ex-acquaintance online is amongst the behaviours of this group of stalkers and in

some instances, there are cases of the stalker buying goods via credit card
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transactions. Of importance to note is that this group of cyber stalkers are only online
related and studies have never reported cases of offline stalking within this nature.

The other sub-group within this classification of cyber stalkers is the infatuates.
According to Mullen et al (1999), this group is motivated by the need to form a closer
partnership with the victim. Mullen et al (1999) further highlights that the nature of
their communication with the victim is much more intimate than the former sub-
group, but when they were rebuffed their messages were more threatening. In a
detailed analysis of this group of cyber stalkers, their motivations are the need to be

relevant in the life of the victim and their harassment is limited online.
5.2.3.2 The need to instil fear in or gain control over a victim

Another group of cyber stalkers as identified by Bocij (2004) are those motivated with
the need to instil fear and gain control over the victim. Bocij et al., (2002) also argue
that this group of stalkers are also called resentful stalkers for they live on harassing
their victims with the specific intention of causing fear and apprehension out of a
desire for retribution for some actual or supposed injury or humiliation. In most
cases, these cyber stalkers would have been in a relationship with the victim and

that relationship ended in terms of which the perpetrator feels uncomfortable with.

Issuing of threats is a major component within this group of cyber stalkers. Bocij
(2004) further highlight that their actions are aimed at causing constant annoyance
and irritation to their victims. This group of cyber stalkers are motivated by the
traditional definition of cyberstalking which is to instil fear on the victim and a
continuous harassment of the victim through the use of online technology. This
comes from the definition of cyber stalking according to Mullen et al (1999) which

entails:

“The repeated use of the Internet, email, or related digital electronic communications
devices to annoy, alarm, or threaten a specific individual or group of individuals.”

Within this regard, cyber stalkers are motivated by the use of technology in a bid to
threaten and instil fear on the victim. The use of the internet is used since there is a

high probability of anonymous and identity protection.
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5.2.3.3 The need to seek revenge or punish the victim

Bocij et al. (2002) is of the view that there is a group of cyber stalkers motivated with
the need to seek revenge or punish the victim. Ideally, this group of stalkers are
usually a result from negative emotions toward the victim, such as anger and
jealousy. Mullen et al (1999) argues that this group of cyber stalkers are mostly
rejected lovers or family members and resort to stalking as a means of getting back
to their victims. Bocij (2004) is of the view that on occasional basis, the victim may
be a close friend or family member and views the termination of the relationship as
unacceptable, incomprehensible and display signs of longing towards that individual.
Their behaviour therefore is characterised by a mixture of revenge and desire for

reconciliation.

Furthermore, Bocij and McFarlane (2003) argue that this group of cyber stalkers are
also motivated with the desire of being vindictive. In some texts, this group is called
vindictive stalkers and the name is constructed from their ferocity to which they
victimise those whom they pursue. Blackwell (2018) argues that the behaviour of
cyber stalkers who seek revenge often precede to offline stalking. Radebe (2010)
highlights that this group of cyber stalkers have in their possession have a medium
to high levels of computer literacy and therefore utilise the widest range of ICT
methods to harass their target. Examples of revenge seeking cyberstalking include

spamming, mail bombing, identity theft, revenge porn to mention just but a few.
5.2.3.4 The need to build a relationship with the victim

Some cyber stalkers are motivated with the need to build a relationship with the
victim. Mullen et al (1999) refer to this group of stalkers as hopeless suitors for they
tend to pursue and attempt to develop relationships but they fail to abide by social
silent rules governing courtship. They are usually intellectually limited and/or socially
incompetent on behaviours that should be displayed online and the acceptance of
certain behaviours, and therefore resort to cyberstalking as a means to build a
relationship with the victim. To Bocij et al (2002), this group is motivated by the need
to 'win' the feelings and gain the attention of their victims. The method of
cyberstalking utilised within this group of people is through the use of e-mail, Web
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discussion groups, and electronic dating sites. Inherent within their behaviour is a
demonstration of a detailed knowledge about victims (Bocij, 2004).

Of importance to note is that Pittaro (2007:188) sanctions that literature does often
identify a link between cyberstalking behaviour and psychological mental health
issues. This may late develop and lead into various psychopathological conditions,
including paranoid, suspicious and delusional maladies. It is apparent that there are
many motives as to the reason why cyberstalking may transpire. It is vital to
acknowledge that these reasons are specific to individual cases, regardless of

repeated patterns may be identified.

5.2.4 Objective Four: To identify any cyber law legislations that has been
implemented within South Africa

In a bid to counter cyberstalking and gender based violence committed online, South
Africa has enacted various legislation to combat this prevailing phenomenon.

Amongst the laws enacted include:

5.2.4.1 The Electronic Communications and Transactions Act

The major cyber law that has been legislated within South Africa is the “Electronic
Communications and Transactions Act 25 of 2002 (Guide to the ECT Act, 2005)” that
was drafted into South African law on 30 August 2002. As stipulated by Sissing
(2006), the principle enshrining the promulgation of this Act was the need by the
government to establish a formal structure that would define, outline and regulate e-
commerce within South Africa. “The Electronic Communications Act and the
Transactions Act” therefore have a direct impact to any illegal unlawful actions that
may be associated with electronic communications, data messages and transactions
online. Furthermore, the Act has a jurisdiction in electronic communications such as
text messages (sms), emails, and internet communications and even on phone and
digital camera communications. As stipulated by Ballard (2015), the Communications

Act serves as a legal instrument guiding the use of e-commerce.

Since this study seeks to understand cyber stalking against women, the Act is of

paramount importance for it contains profound definitions of various words and
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phrases relevant for the purposes of discussions within this study. Following, is a
discussion on these phrases as propounded within the Act.

e Automated transaction
According to the Act, this means “an electronic transaction conducted or performed,
in whole or in part, by means of data messages in which the conduct or data
messages of one or both parties are not reviewed by a natural person in the ordinary

course of such natural person’s business or employment”.

e Data
“The Act stipulates that data entails electronic representations of information in any
form. Within this regard, data can be understood as an online process where
application can get access to information in many forms or format. The concept and
understanding of data also entails definitions on online data which refers to the
practice of storing electronic data with a third party service accessed via the Internet.
It is an alternative to traditional local storage (such as disk or tape drives) and

portable storage (such as optical media or flash drives).”

e Data message
“Data message as stipulated within the Act refers to data generated sent, received or
stored by electronic means and includes voice, where the voice is used in an
automated transaction; and a stored record. ldeally, data message relates to
information generated, sent, received or stored by electronic, magnetic, optical or
similar means, including, but not limited to, electronic data interchange, electronic

mail, telegram, telex or telecopy. “

e E-mail
“Within the Act, electronic mail, a data message used or intended to be used as a
mail message between the originator and addressee in an electronic communication.
In other words, an E-mail entails the exchange of computer-stored messages by
telecommunication. E-mail messages are usually encoded in ASCII text. This text
comes in the form of texts and numbers. However, you can also send non-text files,

such as graphic images and sound files, as attachments sent in binary streams.”
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e Electronic communication
This refers to a communication by means of data messages. Electronic
communication is a broad term that encircles all kinds of computer-mediated
communication in which individuals exchange messages with others, either
individually or in groups. Electronic communication therefore relates to

communication by advanced technologies

¢ Information system
“The Act stipulates that information system means a system for generating, sending,
receiving, storing, displaying or otherwise processing data messages and includes
the Internet. An information system therefore is the information and communication
technology (ICT) that an organization uses, and also the way in which people
interact with this technology in support of business processes.”

¢ Internet
Internet ideally refers to the interconnected system of networks that connects
computers around the world using TCP/IP (a suite of communication protocols used

to interconnect network devices on the internet) and includes future versions thereof;

The notion of cybercrime within the South African perspective is introduced within
“Chapter Xlll of the Act. Sections 85 to 89 of the Act introduce statutory criminal

offences relating to information systems and it includes:

e unauthorised access to data;
e interception of or interference with data;
e computer-related extortion;
e fraud; and
e forgery.”
For example, “Section 86 (Government Gazette No. 29474, 14 December 2006)

regulates unauthorised access to, interception of or interference with data as follows:

Unauthorised access to, interception of or interference with data
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(1) Subject to the Interception and Monitoring Prohibition Act, 1992 (Act No. 127 of
1992), a person who intentionally accesses or intercepts any data without authority or

permission to do so, is guilty of an offence.

(2) A person who intentionally and without authority to do so, interferes with data in a
way which causes such data to be modified, destroyed or otherwise rendered
ineffective, is guilty of an offence.

(3) A person who unlawfully produces, sells, offers to sell, procures for use, designs,
adapts for use, distributes or possesses any device, including a computer program or
a component, which is designed primarily to overcome security measures for the
protection of data, or performs any of those acts with regard to a password, access
code or any other similar kind of data with the intent to unlawfully utilise such item to

contravene this section, is guilty of an offence.

(4) A person who utilises any device or computer program mentioned in subsection
(3) in order to unlawfully overcome security measures designed to protect such data

or access thereto, is guilty of an offence.

(5) A person who commits any act described in this section with the intent to interfere
with access to an information system so as to constitute a denial, including a partial

denial, of service to legitimate users is guilty of an offence.”

In Chapter XII and XIII of the ECT Act, (Guide to the ECT Act, 2005) provisions are
made for cyber inspectors and cybercrime respectively. This shows that the
government is serious in combating cybercrime. Inspectors therefore are equipped
with the right to search and seize property if there is reasonable conviction that
cybercrime has been committed. Activists have also applauded for the role of

inspectors as in recent times; they have assisted the police in combating cybercrime.

The Act is the major step within the South African perspective to fight against
cybercrime in all its forms. Firstly, the Act is relevant for it makes it an offence to
those people who hack or have unauthorised access to someone’s data.
Furthermore, the Act challenges computer-related extortion. Fraud, unlawful financial
gain, forgery all fall under this Act. In addition, the Act states that “any person

assisting another in the performance of any of the above crimes will be guilty as an
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accessory.” The penalties involved in these kinds of transgressions indicative of the
type of crime may be from a fine to imprisonment for a period not exceeding six

months (Electronics Communication and Transactions Act 25 of 2002).

5.2.4.2 The Domestic Violence Act

Relevant within this study and integral in combating gender based offences
committed online is the “Domestic Violence Act 116 of 1998.” The rationale for this
Act is to combat domestic violence in all its forms. Sissing (2016) argues that the
Domestic Violence Act was propounded after there was a rise in gender based
violence in all forms and that this phenomenon was discovered to be an evil against
the society. Victims of domestic violence are seen as vulnerable members of society
under this act. “The Act is strictly based on the South African Constitution, 1996
which offers the right to equality, freedom and security (Domestic Violence Act
(Republic of South Africa, Domestic Violence Act 116 of 1998).”

As stipulated within the Act, domestic relationship entails a situation where two
people share a relationship in various ways. Amongst the ways of the relationship
includes marriage, living together, Co-parenting in joint custody, family members,
dating, engaged or any intimate or sexual relationship. Relevant within gender based
offences committed online is the fact that the Act postulates that domestic violence
encompasses various abuses such as “physical, sexual, economic, emotional,
psychological, or intimidation, harassment and stalking.” The Act is all-encompassing
in protecting the rights of victims of domestic violence. This act goes as far and
beyond in including cyber harassment and stalking as a serious offence against
society. However, the downfall of this act is that, the Act is only suitable for
individuals who are or were in a domestic relationship with the accused. The
disadvantage is that it makes no allowances for victims of cyberstalking committed

by a stranger.
5.2.4.3 Protection from Harassment Act

Relevant within the study is the Protection from Harassment Act 17 of 2011 which

was promulgated in a bid to address harassment and stalking occurrences where the
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cyber stalker and victim do not any relationship whatsoever. As stipulated by
Blackwell (2018), the Act is more of a restructuring of the Domestic Violence Act,
addressing the weaknesses of such an Act. The ideal that the Protection from
Harassment Act includes harassment from persons not in a relationship with, it

protects women against all forms of stalking, whether traditional or online.

“In terms of Section 1 of Act 17 of 2011, "harassment" means directly or indirectly
engaging in conduct that the respondent knows or ought to know. In terms of the
same section, "harm" is defined as any mental, psychological, physical or economic

harm. "Sexual harassment" in turn is defined as any:

(a) Unwelcome sexual attention from a person who knows or ought reasonably to
know that such attention is unwelcome;

(b) Unwelcome explicit or implicit behaviour, suggestions, messages or remarks of a
sexual nature that have the effect of offending, intimidating or humiliating the
complainant or a related person in circumstances, which a reasonable person having
regard to all the circumstances would have anticipated that the complainant or related
person would be offended, humiliated or intimidated;

(c) Implied or expressed promise of reward for complying with a sexually oriented
request; or

(d) Implied or expressed threat of reprisal or actual reprisal for refusal to comply with
a sexually oriented request.”

As conveyed by Radebe (2010), the Act intends on dealing with stalking by means of
an immediate, quick and inexpensive civil remedy in the form of a protection order.

Section 1(2) of the Protection from Harassment Act states that:

This Act does not prevent a person who may apply for relief against harassment or
stalking in terms of the Domestic Violence Act, 1998 (Act No. 116 of 1998), from
applying for relief in terms of this Act

This clause stipulates that cyberstalking has become to be understood as a crime
and there are avenues to seek relief against this crime. Of importance to note is the
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fact that this Act identifies the gap left by other forms of legislation in detailing with
cyber stalking. In bridging that gap, the Act therefore makes provisions for
cyberstalking: making it a criminal offence. This is a development in fighting against
gender based offences committed online as a victim of cyberstalking can now apply
for a court order against the perpetrator even if the latter is a stranger. The South
African Police Service (SAPS) are also ordered by the court to help track the cyber
stalker and bring them to book. Perpetrators of cyberstalking can be persecuted if
found guilty of the act. Within this regard, this Act is a step forward in combating
cyberstalking within South Africa.

5.3 Conclusion

This chapter presented and discussed the findings of the study gathered from
relevant secondary sources of information. The study is premised on cyberstalking:
A content analysis of gender based offenses committed online; therefore a content
analysis on relevant sources of information was conducted to detail on the research
problem. The chapter detailed on the prevalence of cybercrime in the contemporary
times and the study gathered that the increased use of the internet and the evolving
nature of the internet is nurturing cybercrime into higher levels. Cyber bullying,
identity theft, revenge pornography and cyberstalking are amongst the forms of
cybercrime within the 21! century.

The chapter also detailed on the nature of gender based offences committed online
in which harassment, hate speech and cyberstalking are the major forms that women
are exposed to on the internet. There is therefore the need to raise awareness in
combating gender based offences committed online. Cyber stalkers are motivated by
a number of reasons and amongst these include instilling fear, threatening the
victims and gaining control over the victim. The South African perspective has
therefore seen the documentation of legislation such as the Communication Act and
the Domestic Violence Act in a bid to counter cybercrime, cyberstalking and gender
based violence committed online. Chapter six therefore follows and present a

summary of the findings, a final conclusion, and recommendations.
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CHAPTER SIX

FINDINGS, CONCLUSION AND RECOMMENDATIONS

6.1 Introduction

The previous chapter presented on the findings and made a comprehensive analysis
and discussion on the findings of the research. This chapter builds from that chapter
and presents a summary on the findings and relates these findings to the research
objectives. Furthermore, this chapter presents on the recommendations and
conclusions pertaining to the study: Cyberstalking: A content analysis of gender
based offenses committed online. The aim of the study was to critically understand
the nature of cyberstalking and gender based offences committed online within
South Africa. The study was therefore motivated by the increased number of gender
based offences committed online thus the need for relevant authorities and various

stakeholders to come up with laws and legislation to counter this phenomenon.
The study was guided by the following objectives:

e To briefly document the prevalence of cybercrime.

e To determine on gender based offenses committed online and document the
strategies implemented in eradicating gender-based offenses in South Africa.

e To identify the motivations of cyber stalking perpetrators

e To identify any cyber law legislations that has been implemented.

6.2 Summary of the Findings

Following is a presentation on the summary of the findings gathered within the
research. The summary of findings is presented from the related information
gathered from the findings within the study which was arrived at through a content
analysis on articles that detail on cyberstalking, gender based offences committed

online.
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6.2.1 The prevalence of cybercrime

The study gathered that the 21%' century has come up with the increased use of
technology and this has been welcomed by cyber stalkers for it has exacerbated
cyberstalking. Cybercrime can be understood as an overall universal term to
describe different online threats such as mal-ware, scams and hacking. Within this
regard, cybercrime is any criminal act dealing with computers, networks and
smartphones. In its form, cybercrime has wide and diverse impact on an individual,
community and a country as a whole. From a broad perspective, the study gathered
that cybercrime impact on the economy. This is because a number of world systems
are now reliant on the internet for purchasing, stocking and trading and an attack on
these systems has wide and diverse effects on the economy. On an individual and
society level, the study gathered that cybercrime impacts on the way of life. Effects
such as child pornography, sexual harassment all are evils within a society which

impacts on the way of life.

The study also gathered that both the domestic and international community has
reacted to cybercrime and there has been a promulgation of various laws,
legislations and norms in a bid to counter cybercrime. For example, the UN, the EU
and other international and regional bodies have all come up with legislation such as
Council of Europe’s Convention on Cybercrime adopted in 2001 and the 2005
International Telecommunications Union (ITU) by the UN, laws which establishes a
comprehensive set of rules for the formulation of national regulatory policies on
cybercrime in relation to substantive and procedural law. Various countries have also
stipulated on legislation in a bid to combat computer related crime, South Africa
included.

6.2.2 Gender based offenses committed online and the strategies implemented
in eradicating gender-based offenses in South Africa

The study gathered that cyberstalking has grown considerably within the
contemporary environment. Cyberstalking entails the inappropriate, unwanted social
exchange behaviours initiated by a perpetrator via online or wireless communication

technology and devices. Forms of cyberstalking includes sending threatening or
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obscene electronic emails, harassing in chat rooms, spamming, tracing another
person's computer and internet activity, and posting threatening or harassing

messages on blogs or through social media.

Gender based offences have considerably increased online. The study gathered that
women (particularly young women aged 18-24) disproportionately experience severe
types of cyber harassment, namely cyberstalking and online sexual harassment.
Women and girls generally subjected to deliberate forms of violence based on their
gender. These acts of violence are not limited to dehumanising, aggressive and
harmful acts that lead to either physical, psychological sexual, and exploitative
abuse. Forms of gender based offences come in the form of hate speech, sexual
harassment online and cyberstalking. The study also gathered that of the women
who have suffered from gender based offences committed online, over half (54 %) of
the cases of cyberstalking involved a first encounter in a real world setting.

There are a number of ways which have been documented to deal with cybercrime.
The first one is through raising awareness on gender based violence, both online
and offline. The study gathered that before there is an inclusion of policies and
frameworks to counter gender based violence committed online, there is need to
have an awareness that gender based offence is a real phenomenon. There is also
the need of setting up and supporting peer-support networks for the eradicating
gender based offences committed online. Furthermore, there have been industry
regulations such as punishment from using Twitter, Instagram and YouTube if found
to be offensive. However, there is still need for social media platforms to enhance

the continued fight against gender based violence committed online.
6.2.3 Motivations for Cyberstalking

The study also detailed on the motivations for cyberstalking. The motivations of

cyber stalkers therefore focus on illustrating why the stalking behaviour is performed.

The study therefore identified four distinct categories of what motivates

cyberstalking. The first category on the motivations of cyber stalkers includes the

need to fulfil the psychological needs, wishes, or cravings regarding the victim on the

part of the perpetrator. The motivations of this group of stalkers as predatory in
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nature as cyber stalkers stalk for information gathering purposes or fantasy rehearsal
in preparation for a sexual attack. The second group includes those who are
motivated by the need to instil fear and gain control over the victim. This group of
cyber stalkers group of stalkers are also called resentful stalkers for they live on
harassing their victims with the specific intention of causing fear and apprehension

out of a desire for retribution for some actual or supposed injury or humiliation.

The third group of cyber stalkers are those motivated with the need to seek revenge
or punish the victim. Ideally, this group of stalkers are usually a result from negative
emotions toward the victim, such as anger and jealousy and this group of cyber
stalkers are mostly rejected lovers or family members and resort to stalking as a
means of getting back to their victims. The last group of cyber stalkers are those
motivated by the need to build a relationship with the victim. These cyber stalkers
are usually intellectually limited and/or socially incompetent and resort to

cyberstalking as a means to build a relationship with the victim.
6.2.4 Cyber law legislations that have been implemented within South Africa

The study gathered that South Africa has passed on laws and regulations in
combating cybercrime and cyber stalking. The most celebrated legislation is “the
Electronic Communications and Transactions Act 25 of 2002 (ECT Act) “(Smit, 2015)
that was drafted into South African law on 30 August 2002. The Act is the major step
within the South African perspective to fight against cybercrime in all its forms.
Firstly, the Act is relevant for it makes it an offence to those people who hack or have
unauthorised access to someone’s data, it challenges computer-related extortion
such as fraud and forgery and the Act states that any person assisting another in the
performance of any of the above crimes will be guilty as an accessory. The Act also
aids assists cyber inspectors the powers of seizure and investigation over electronic
devices (Smit, 2015).

The study also gathered that the “Domestic Violence Act” is a relevant piece of
legislation that documents on gender based violence and offences. “The Act is
based on the South African Constitution, 1996 which offers the right to equality,

freedom and security. The Act goes as far as including cyber harassment and
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stalking as a serious misdemeanour against society. However, the Act is only
suitable for people who are or were in a domestic relationship with the accused. It
makes no allowances for victims of cyber stalking perpetrated by a stranger. To
bridge the shortcomings of the Domestic Violence Act, the Protection from
Harassment Act 17 of 2011 which was promulgated in a bid to address harassment
and stalking incidences whereby the assailant and victim do not have a domestic
relationship is of vital importance. The Act therefore makes provisions for cyber

stalking: making it a criminal offence. “

6.3 Recommendations

The study gathered the following recommendations:

6.3.1 Need to raise awareness on gender based offences committed online

The study recommends that there is need to raise continued awareness on the
impact and effects of gender based offences committed online. The conventional
wisdom is that gender based violence is an evil in a society and is only relating to
physical, psychological and other forms of harm against women in relationships.
What of cyberstalking and other forms of gender based offences committed online?
The study therefore recommends that the community at large need to be taught on
the ills and evils of hate speech, cyberstalking and cyber bullying as well as
harassment against women online. There is need for the community to instil a sense
of respect and dignity as well as acceptance on the choice of life lived by women and
respect that choice. There is also need to make sure that the punishment for gender
based violence is more the same with the convictions on gender based offences

committed online.

6.3.2 Increased role of international institutions in combating gender based

violence committed online

There is the need for increased roles of international organisations in combating
gender based offences committed online. The United Nations for example should
maximise its influential role as an organisations maintaining international peace and

security by also leading the fight against cyberstalking in all its forms. In 2016, for
98



example, the “United Nations Human Rights Council passed a resolution on the
protection and promotion of online freedom as a human right; a watershed moment
in the on-going struggle for universal access to the internet.” There is therefore the
need for countries to adopt such laws and procedures so as to influence the fight
against such a phenomenon and the UN can play an increasing part within this
initiative. The UN has helped craft policies such as the Convention on the Elimination
on all forms of Discrimination against Women (CEDAW) which have gone a further
step in combating gender based offences; therefore there is the need to create a

more influential policy combating gender based offences committed online.
6.3.3 Role of the government and various stakeholders in South Africa

The study also recommends that the government in South Africa in partnership with
civil society and various stakeholders have a role in public awareness and education
on informing women of their legal rights and how to implementation of them, while
making ensuring that general society understands the serious consequences of
online abuse. These stakeholders should therefore make it imperative that abuse
policies are clear, transparent and easy to find, with clear and consistent measures
for redress.

6.3.4 Accountability

The study recommends that there is need for enforced accountability on the part of
service providers and the government in combating gender based offences
committed online. Telecommunications companies and technology firms are always
competitive and should position themselves as consumers’ main points of access to
the internet, new forms of alliance and teamwork across sectors need to emerge.
Within this regard, a multi-sectorial approach to address online offences that are
carried out against females of all ages is essential for the mitigation of this ever
increasing phenomenon. The amount of females entering the online world is ever
increasing, it is imperative to create a safe that is more conducive productive for their
self-actualisation needs. Network providers and the government therefore need to
work hand in hand in ensuring that perpetrators of this crime are apprehended and in
some cases brought to book. In business, profitability is the key but there is also the
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need for enhancing the safety and satisfaction of consumers, and the safety and

satisfaction of women online is essential.

6.4 Conclusion

Cyberstalking has increasingly expanded within the 21

Century. Even though
studies have been conducted, documenting on the phenomenon, the discourse has
not received the widespread attention it should have. There is dearth of information
on the forms, types and also ways to combat this increasing phenomenon.
Individuals, the community, the governments and the international community at
large have a role to play in determining the impact and effects of cyberstalking as
well as in combating this crime. The collective action is all but necessary to ensure

online safety of persons across all political and social divide.

Cyberstalking entails the inappropriate, unwanted social exchange behaviours
initiated by a perpetrator via online or wireless communication technology and
devices. Forms of cyberstalking includes sending threatening or obscene electronic
emails, harassing in chat rooms, spamming, tracing another person's computer and
internet activity, and posting threatening or harassing messages on blogs or through

social media.

Gender based offences have considerably increased online. Young women aged 18-
24 disproportionately experience severe types of cyber harassment, namely
cyberstalking and online sexual harassment. One in three women who frequents the
internet is prone to gender based offences committed online and this is an alarming
rate of such a crime. Of importance to note is that of all the women who have
suffered from gender based offences committed online, over half (54 %) of the cases
of cyberstalking involved a first encounter in a real world setting. There is therefore
the need to counter gender based violence both online and offline. There is need to
come up with effective legislation both nationally and internationally to counter this
ever increasing challenge to societal security.
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