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Abstract

The information age presents many fears of security threats to the integrity, confidentiality and
availability of information systems and their associated data. Despite the advent of
countermeasures, such astivirus software, firewalls, security patches and password change
control systems, amongst others, to protect information systems, online attacks have increased
significantly. Vast sums are spent by both the government and business sectors on deflecting
mechanisms and on cleaning up after online attacks, which are becoming increasingly
sophisticated and diverse (Gartner, 2009). The aim of this exploratory study is to determine the
factors that influence online security and the current state of user assrenSouth Africa
amongst young adults. To guide this approach, Protection Motivation Theory (Rogers, 1983)

was used as a conceptual framework.

Significant findings of the study are that gender, race, community, language and employment
status affect .y awareness of online security. In terms of user awareness of online security it
was found that most of the respondents were aware of the dangers of online threats and
concerned about the state of online security in South Africa. The reasons why geoeler, r
community, language and employment status affect online security awareness can be explored

in further research.
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Chapterl: | ntroducti on

The September 11 attacks against the United States have prompted many new concerns for
physical security and information security. With the advent of the Information age, also known
as the computer age ette are increasing fears of security threats to the integrity, confidentiality
and availability of information systems. Actions have been taken and measures put in place,
however, to prevent these threats from materializing. These include antivirus epftwar
firewalls, password change control systems and security patches, as well as a variety of
techniques that are offered to protect information systems (Workman, 2008).

It has been found in research done by Cisco Systems (Cisco Sya#fkites Paper 2006)
regarding online security awareness in the workplace, that isolategserslseem to possess
security awareness but their practices are not consistent with this as they still indulge in risky
online behaviour. In this research study, participants belithetcthey were working securely.

What is important here is that, although arsgrs understand the importance of security, they

do not put it into practice. This shows that although users may be aware, they are not properly
educated about security threa®®, while users may be aware of security threats, they may not
understand the implications of their actions online. Some research states that users are not IT
professionals and thus have different priorities (Brush, 2006). Whileisgrd might be aware

of the importance of security, this knowledge is not enough to ensure safer habits by them. Just
because users think or say they are aware does not mean they know how to be safeisAn end
who is poorly informed about security best practices, yet baliteeis working safely, can

actually intensify security risks for an organisation.

It is assumed that the younger generation of users are mesauwt although a study about

how much personal information people reveal online has shown that the gtogefdtion is

not overly concerned about privacy and security issues (Little, 2008). This is due to the fact that
90% of individuals in the study revealed their real names and pictures online (Little, 2008). It
was thus concluded in this study that thiexyex need to develop awareness of personal and
professional risks due to the large number of online threats (Little, 2008). According to a recent
survey carried out in South Africa, just under 45% of respondents rated online security as a
priority. In tems of social networking, 46.32% of respondents share certain information on their

social network profile with everyone (Kayle, 2011). This shows that many individuals rate
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security as a priority yet do not view sharing certain information on their scefiabrking

profiles with everyone as a potential threat. This could be because they are unaware of the
potential security threats derived from this practice (i.e. identity theft) or that they are aware but
are not overly concerned about privacy, as stdtesiea

Using the Protection Motivation Theory (Rogers, 1983) this research investigates whether
demographic (inclusive of factors like employment status, gender, race, language, community)

factors play a role in usersd online security

1.1 Risky Online Behaviour

Recently, attention has been given to the amount of time that some users spend using social
networking sites and the risky behaviour of users on these sites (Price 2010). In a study by
Sophos (2007) it was found that users are careless whimg social networking websites

regarding who they invite into their circle of friends. A survey was done in 2007 where a false
Facebook profile was <created for a character
requests to determine how manypke would be willing to accept him as their friend and thus

per mit a complete stranger to have access to
profile (Sophos, 2007). The false friend requests received 87 responses, with 82 responses

gi ving oMFacccdedss to private information (Sophoc
do not seem to view their actions as possible security threats or are unaware that these actions

can result in identity theft.

A survey in the United States found thatgarlless of possessing a high level of awareness
about threats lurking on thHeternet young adults routinely engage in risky online behaviour. It
was found that seven out of ten admitted that they are not always as careful as they should be
when postingand accessing information online (TRU Research, 2010). It was also found that,
in spite of the incidence of online threats, young adults in the United States are doing very little
to protect themselves (TRU Research, 2010). It would be useful to resascld practitioners
involved in developing user education and awareness campaigns to see what the current user
awareness of online security of young adults in South Africa is, and whether demographic
factors impact on user sOitwoald berusdfuy is thav these ne s s .
researchers and practitioners will be able to see where the gaps are in terms of the demographic
groups who have the knowledge and those who do not and can therefore cater for the ones who
have less knowledge by designitigeir campaigns in such a way that it can be more
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understandable to those who lack awarerfeesearchers, practitioners and educators could use
the findings of this research to generate more effective messages in order to increase online

security awarerss

A study in Malaysia showed that demographic factors did impact online shopping behaviour.
Thesefactor are gender, age, marital status, employment status and daéstyirh, Ghani&
Said 2009). This study looked at whether demographic factorshada mpact on user s

security behaviour.

1.2 Protection Motivation Theory

To guide this study, Protection Motivation Theory (PMT) which was conceptualised by Rogers,

was consideredlhe reason for the use of Protection Motivation theory is that, althoigyan

older model, it has been used in other research over the years and has been effective,
particularly in the medical field (Grindle¥izzi, & Nasypany2008. This model has also been

adapted and used in the information security arena quitetieffigc(Acquisti & Gross, 2006,

Banks Onita, & Meservy 201Q Dwyer, Hiltz, & Passerini, 2007, Herath & Rao, 2009,

Johnston & Warketin, 2010,LaRose Rifon, & Enbody 2008 Milne, Labrecque & Cromer

2009, Lo, 2012 Pahnile Siponen& Mahmood 2007, Siponenet al, 2010, Youn, 20Q9,

Young & QuanHaase, 2009 This theory serves to explain the effect of fear on attitude change

and behaviour. Protection Moti vati on Theory
intentions to protect himself from harmne improved by four critical perceptions: the severity of

the risks; the personal vulnerability to the risks;seff f i cacy or assurance i
perform the riskreducing behaviour; and the response efficacy of thereidiuction behaviour

(Rogers 1983).

Due to the fact that Protection motivation theory was used successfully in the research discussed
above, it was applied to this study (More discussion on PMT in online security research is

discussed in sections 2.9 and 3.2).

1.3 Applying Protection Motivation Theory to the Online Security Domain

Some research has been done in the informat
Motivation Theory, mostly in empirical studies. It has beewduin researchio explain

information security compliamc because it was found to be theoretically solid as well as
empirically testable (Pahnikgt al, 2009.



Results from one study shdbat the visibility of athredt as a maj or ef fect on
to observe information security policies (Pahreleal, 200§. This means that information

system security must be promoted in the organization in a visible way, through education and
campaigns. In other words, the importance is in the visibility of thetthred the exact means

by which security mag¢irs arepromoted in organizations. External information system security
visibility also has an effect on the cognitive process of Protection Motivation Theory. Possible
sources of external visibility include news or media, such as newspapers, radio,Wall, @s

the Internet This entails reporting security incidents in the media and also making them visible

to employees in organizations (Pahmteal., 2008.

Protection Motivation Theory has also been used in a study by Pehaile(2007) to find at

why users are unmotivated to protect their computers against spyware. It was found in this
research that the perceived threat of an online security problem could lead users to protect
themselves. Thumternetusers who are highly knowledgeable abat threat of spyware and

believe in their ability to cope with a spyware threat are most likely to protect themselves and
adopt antispyware software.Internetusers who are not knowledgeable about the threat of
spyware and believe they are incapable agiieg with online security threatwill most likely

engage in unsafe computing behaviour and may appear to be indifferent to taking protective
action. In terms of PMT, whennternetu s er s 0 awar e nscusty tludat (i@n onl i
spyware)is high, thee is a strong positive relationship between the perceived ability to cope,
protection motivation, and behavioural intention to protect oneself. However, tegnet
userso awareness of the threat i's dabity t here
to cope and motivation and behavioural intention to protect oneself (Poston & Stafford, 2010).

A studyin the United Statekas also used Protection Motivation Theory to examine the role of
online selfefficacy of nonstudent respondentResuls of this study showed that demographic
factors, such as age, race amployment statyshave a differential influence on the type of
behaviours taken online (Milret al, 2009).

1.4 Problem Statement and Research Questions

Endusers who are poorly informeabout security practices, but who believe they are working

safely, present a potential to intensify security risks for IT organizations (Cisco Systems, 2006).

According to the 2012 report of security firm RSA, there is a reported number of almost 33,000

phishing attacks globally every month of the year, which results in a total loss of $687 million.
4



These numbers mark a glébacrease of 19% when comparedth the statistics for the first

half of 2011 (RSA, 2012). Cyber crime is a big problem in Souticédfaccording to the latest
figures from the South African Anrfraud Command Cent(&/olf Pack, 2013)South Africa is

the country, after America and Britaithat is experiencing the highest number of phishing
attempts. The latest report by tlmeernetCrime Complaint Centrer{ternetCrime Complaint
Centre 201 states that South Africa is ranked seventh in the top 10 cyber crime perpetrators
list (InternetCrime Complaint Centre2011).According toa recenteport South Africa has lost

more tharR1 billion in the past tiee years due to cyberime (Von Solms, 2011)

Online fraud is aggressively threatening individuals and some believe that it can turn into a
weapon of electronic warfare in the future (Jakobsson & Srikwan, 2008). One way ft® ensu
online safety is to make use of education and awareness campaigns or provide information to
users to increase their awareness levels. Lack of information security awareness is a problem
and finding more ways to educate users might be a step in thelingttion (Monk 2011, Van
Niekerk & Von Solms 2007). True security depends on assistance from the users concerned in
the security process (Van Niekerk & Von Solms, 2007). Each user involved in the security
process not only needs knowledge relating to whey should do, but also knowledge as to

how to perform their securitselated functions (Van Niekerk & VaBreunen 2006).

Despite efforts to generate awareness of online security, research has found that users still
indulge in unsafe practices onlin@nline fraud $ actually on the increase (Gaet, 2009) and

young adultsndulge in risky online behaviour, despite being aware of online security (TRU
Research, 2010). These factors gave rise to the problem statémeidentification of faars

thatinfluences young adwbawareness of online security.

The main focus of the studg whethertheepondent sé de nhavg amimppadgt c pr o

on their online security awareness.

1.5 Research Questions

What is the current state of user awareness of anke security in South Africa?
Since the subject of user awareness is being researched from the user perspective, what first has
to be established is how aware users are of online security threats. This will be done in the form

of a survey.

What factors influence online security awareness?
5



These were derived from the results of the
compared with how theanswered the survey. Analysesre performed by a statistician who
used SPSS software.

1.6 Research Methodolgy/Methods

The methodology for the exploratory study waseoiasn assessinte current levels of es
awareness of online securignd whether demographic factors had an impact on this. The

instrument that was used for this research was an online survey.

1.7 Sample and Method

The primary population in this study is young adults.

This online survey will inform the researcher of the following:
The demographic information of the users

Current level of online security awareness of users
Current user feanggarding online security

Measures users believe will keep them safe if taken

How much private information they reveal online

= =4 -4 -4 A -2

Where the users mainly hear/learn about online security

More detail about the survey and how PMT constructs were measured gilldbein chapter

three.

1.8 Sampling and Limitations

For this research study, a nprobability sampling method called convenience sampling was
used. With this method, the selection of population elements is based on their availability (i.e.
because they vohieered). The limitation here is that an unknown portion of the population is
excluded (e.g. those who did not volunteer). In this study, a combination of convenience
sampling and snowball sampling was used. The convenience sampling technique was used so
that the researcher could get a high response rate within the given time frame. This sampling
technique was used to get responses from the student population at the University of KwaZulu
Natal.

The snowball sampling technique was used so that the respirscould be expanded to reach
people from the target population which would otherwise have been difficult to locate. This

sampling technique was used to gain access to young employed adults. These methods were
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chosen as they seemed to be the leastiategt in terms of the response rate. Also, other
sampling methods require more formal access to lists of people from whom to select for a
survey. The researcher did not have the capacity or relevant authority to get access to these
types of lists from ta University.

Facebook and Twitter were the social networking websites of choice used for this study. The
reason that social networking websites were used to conduct this study is that many young

adults connect to these websites regularly (Pring, 2012).

1.9 Analysis of Results

Results were analysed by a statistician using SPSS sofi@eeeAppendix A for letter from the
statistician) To test user awareness, a categoricabghiare goodness of fit test was performed

to further validate the results. Theeascher used css tabulations to test tihgpotheses to see

if the above elements (i.e. gender, race, community, language and employment status) influence

online security awareness.

1.10Chapter Outline

Chapter 1: This contains the introduction. This secfioovides an overview of the research
study motivation section, as well as the study processes that will be followed throughout the
research study (This is the above chapter).

Chapter 2: This chapter comprises the literature reviéwiterature relatingto the factors
influencing usersd online security awareness.
trends and shows some of these statistics. In additiomotieeptual framework and modake

described.

Chapter 3: This section describes tlesearch design and methodology that are used andrfurth

explains how the modélas been adapted to this study.

Chapter 4: This section showsh e fi ndings for userso.Thiener al
section provides answers to the above rebeguestions, namely:
1 What factors influence online security awareness?

1 Whatis the current state of user awareness of online security amongst young adults?



Chapter 5: This chapter shows the results of the hypothesis testing for the factors race, language

and community.

Chapter 6: This chapter shows the results of the hypothesis testing for gender.

Chapter 7: This chapter shows the results of the hypothesis testing for employment status.

Chapter 8: This chapter gives the conclusions drawn in the,study the research study

evaluation and recommendations for future studies in this area.

Chapter 9: This chapter comprises possible strategies to enhance user awareness of online

security.

A bibliography section and appendidebow.

1.11 Conclusion

The esults of this study will be relevant to researchers and practitioners involved in developing
user education and awareness campaigns. Researchers and designers of online campaigns
require information on how they can improaeduserobservancef information security and,

in so doing, improve the security of their information.

Results of this study has been published inJbernal of Information Warfare (April 2013
edition) and an abstract has been accepted for the ISSA 2013 coni&eactppendix E In

addition all chapters of this thesis (Including the abstract) have been language edited (See
Appendix B)and results have been analysed by a statistician (See Appendi& Aurnitin

report is also included (Appendix D) and an ethical clearance letichwthe research
committee has provided tthe researchet(Appendix C) This letter was provided after the
committee reviewed the research instrument and the motivation for the study and thus allowed

the researcher ta@ceed withthe study.



Chapter2: Li trer at u

2.1 Introduction

Protection of data or electronic information from unauthorized access is known as Information

Security (Peltier, 2002). Information Systems are made up of hardware, software and people,

and need to be secured against urmighd access. ®re are controls in place to ensure

security for hardware, software and people. In terms of hardware, devices like firewalls assist in

securing information as they control and monitor access between two or more networks. In

terms of software programmingtandards make sure that developers create software which

supports a sufficient level of security. For people, there are policies and rules in place in

organisations that users of systems have to follow to ensure that security is maintained. The

users of lhe systm are often the main cause of Informati@t8ity breaches (Ernst & Young,

2008. Cyber criminals often target the users of the system to gain entry to it as the users are

frequently described as the weakest link in the security chain (Allen).2B06a system to be

secure, it must incorporate the following security goals (Pflegdg&teeger, 2003):

1 Integrity: The process of ensuring that the data in the system is not modified, intercepted or
deleted illicitly

1 Confidentiality: Ensuring that opllegitimate parties have access to data. It ensures that
computerrelated assets are accessed only by authorized parties

1 Availability: Ensures legitimate access to the system for authorized parties at appropriate

times

Fundamentally, information securitsan be seen as the protectionasketsfrom threatsby
launching controls to decrease thisks initiated by vulnerabilities (Monk, 2011) These

elements will be discussed in further detail below.

An assetis anything which adds value to a business.efssgan be classed into two groups,
these being tangible assets and intangible assets. Intangible assets are things like raw data,
licences, contracts and policies. Tangible assets, on the other hand, are servers, desktop

computers, switches, routers gislshboul, 2010).

Vulnerabilities are the weaknesses of information systems that provide opportunities for

attacks (Monk, 2011). These can be exploited accidentally or intentionally.



Threats exploit vulnerabilities to cause damage or loss (Monk, 200neats with regard to
computer systems are when hackers, viruses and destruction to computer and network resources

are involved.
A risk is the probability that a threat will exploit vulnerability and cause harm to or loss of an
asset (Pfleeger & Pfleege2003). When these elements (Assets, Vulnerabilities and Threats)

come together, a risk can be recognized and identified.

To mitigate risks, controls or countermeasures have to be implemented so that risks can be

reduced. The table below shows examplesll these elements.

Table 1: Examples of an Asset, Threat, Vulnerability and a Contro{Adapted)

Asset Threat Vulnerability Control
Data Firewall enabled tq The network Disable guest access
allow guest access on firewall. Strong
authentication
measues.
E-mails Interception of e| The network Encryption
mails
Password/s Staff sharing Unaware and Training progranmes
passwords untrained staff
Personal Computers| Theft of Personal Door Access control
Computer
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The information age presents many fearsexfurity threats to the integrity, confidentiality and
availability of information systems and their associated data. Despite the advent of
countermeasures, such as antivirus software, firewalls and password change control systems,
amongst others, to peat information systems online, attacks have increased significantly
(RSA 2012, Symantec 2012). Vast sums are spent by both the government and business sectors
on deflecting mechanisms and on cleaning up after online attacks which are becoming
increasinglysophisticated and diverse. Some of these are discussed further in the sections

below.

2.2 Types of Attacks

There are a variety of attackihese are described in the sections below.

2.2.1 Malware

Malware is code or software that is specially designed to destigypt, steal, or inflict an

illegitimate action on data, hosts, or networks (CiSgstems n.d). Viruses, worms, Trojans

and bots are all categorized as software called malware (malicious softw@re)ding to the

Symantec annual report, these attacsstinue to increase rapidly, despite efforts to minimise

them by the company (Symantec, 2012). Spyware is a type of malicious software (malware) that
gat hers data or information from a computer s
keep trackof keystrokes, screenshots, authentication credentials, personal email addresses, web
form datanternetusage habits and additional personal informationQERT, 2005).

2.2.2 Phishing and E-mail Scams

There are a large variety ofneail scams, one of the mopopular being phishing attempts.
Phishing attacks aim to trick users into exposing personal information like credit card details,

usernames, pin codes and passwordifernetservices.

Figure one (below) is an example of a phishing website. Orfeedypical signs of a phishing

website is that the web address in the address bar is unconventional (see below)
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Figure 1: Example of Phishing Atack (Pretorius, 2009)

Other popular types of-mail scams include 419 scams asgbofing.The term 064196
createdfrom 19D of the Nigerian Criminal Cod¢éChawki 2009). This scarstartedwith
offenders,normally working from Nigeia and targeting victims across thveorld, usually with

letters senbver the postal mailSmyth amnl Carelton, 2011)Thereafter, offenders moved to

using email. Basicallythe scam comprises ah unsolicited @nail that masquerades as a notice

from an unknown beneficiary or a request to help with charity or a business proposition
(Christensen, 2006).he scam involves a prolonged communication with the victim. The victim
becomes progressively drawn into the plot atedfraudedby t he sskilatmfoenr 6 s
sympathy, rapport and trusthile never meeting in persongmyth and Cateton, 2011).

Another canmon type of attack is called spoofing, which involves the sender ofraaile

altering parts of the-mail to make it appear as though it was sent by someone else (Gil, 2012).

2.2.3 Web 2.0 Dangers

Web 2.0 is a relatively new technology, which creates a hpgertnity for attackers to
exploit online resources. In addition, a number of vulnerabilities can be exploited, like
insufficient authentication controls, cresite scripting, crossite request forgery, information
leakage, injection flaws and insufiéeit antiautomation (Secure enterprise 2.0, 2009). In

terms of incidents, one of the wlliblicized ones is the brute force dictionary attack against a

12



Twitter administrator account that broke into 33 user accounts, including thoBarak

Obama and Btney Spears (Secure enterprise 2.0, 2009).

2.3 Controls

For the above attacks, there are controls in place to protect information systerAgirdmti
software products are designed to defend use
recognizing code siiatures that are unique to different types of malware (Heyman, 2007). A

firewall can be defined as hardware or software that serves as a barrier between networks as
well as other functions, such as providing access controls, filtering traffic and etheitys

features (Goertzel, 2011). Personal computer users also use firewalls that are -hatbedrs

prevent threats from tHaternet Password control mechanisms are also incorporated into many
systems to prevent unauthorised access to informattwselcan be further categorised or split

up into physical controls, technical controls and operational controls (van Niekerk & von Solms

2006, Pfleeger and Pfleeger, 2003) anddiseussed below.

1 Physical controlsprevent unauthorised access into ahess premises. These include

burglar guards, accessntrolled entrances and guards.

9 Technical controls on the other hand, resolve vulnerabilities that are technology
related. An example of this is forcing a user to authenticate himself before accessing
certain infemation (Whitman & Mattord, 20)1Encryption is another example of a

technical control.

9 Operational controls are controls for threats that occur due to human behaviour, either
accidentally or intentionally (Monk, 2011). An example of tlyet of control would be
educating users about online security threats and password mechanisms. These controls
are more difficult to regulate than physical and technical controls as they are reliant on
users of a system who are the weakest link in the isgchiain. Physical and technical
controls essentially depend on the application of operational controls (van Niekerk &
von Solms, 2006; Stephanou & Dagada, 2008). For example, a technical control can
force users to use a strong/secure password; howesess are likely to write it down

on a piece of paper, which is not secure behaviour.
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This study aims to find out what the current level of user awareness is and whether demographic
factors play a role in their awareness levels. It therefore focusesvombch the users know

about online security. Based on the findings of this research, practitioners and educators can
devel op awareness campaigns specific to diffe
then support t he c o now egntbé tamsformédatd exacee qorgréls b e h ¢
effectively if they obtain the proper education (Monk, 2011). The next section will show recent

online fraud statistics and current user perceptions of online security.

2.4 Cyber Crime and User Perceptions of Online Security

In terms of cyber crime worldwide, viruses, worms and malicious websites are the biggest
threats, as shown in figure 2 below (Turbotodd, 2012).

Top Cyber Threats in 2011
Based on IBM Monitoring on Average 13 Billion
Security Events a Day

WWorms/Viruses

W Malicious Website

W Probes And Scans

W Multl-Protocol Brutef orce
W SAL Ingection

W Trojan Access Attempts
W Unauthorized Access

W Botnets

®DDOS

Source: IBM

Figure 2: Top Cyber Threats in 2011

Sources show that in the international context, South Africaalsesere cyber crime problem
(InternetCrime Complaint Centr@011, RSA 2012)The most recent figures from the South
African Anti-Fraud Command Centre state that South Africa is one of the countries, after
America and Britain, undergoing the greatestuwa of phishing attemptd/6n Solms 2011,

RSA 2012). Von Solms (2011) reports that the founder and chairman of the Information
Security Group (ISG) of Africa, Craig Rosewarne, stated that the R1 billion reportedly lost in
2011 in South Africa due to cyberime was a conservative estimate. He further stated that this
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was because no law or regulation currently forced companies to report cyber crimes thus the
true scope of the situation in ShuAfrica is uncertain. Figure threbelow, shows where South
Africa is in relation to threst of the world with regatd phishing attacks.

muUSsS
20 2% 2% m Other Countries
3%
° UK

H India

m Canada

m Brazil
Australia
Italy
Netherlands
South Africa
China

Figure3:Sout h Africadés Hi g htacks@QroblenevanoMuureR Ranseh i n g
& Zaaiman, 2012)

Online fraud is aggressively threatening individuals and some believé tat turn into a
weapon of electronic warfare in the future (Jakobsson & Srikwan, 2008). One way to ensure
online safety is to provide information to users to increase their awareness levels and to make
use of education and awareness campaigns. Ldokoofation security awareness is a problem

and investigating more ways to educate users will be a step in the right direction (Monk 2011,
Van Niekerk & Von Solms 2007). True security depends on assistance from the users involved
in the security proces&én Niekerk & Von Solms, 2007). Each user involved in the security
process not only needs knowledge relating to what they should do, but also knowledge as to

how to perform their securitselated functions (Van Niekerk & Van Greunen, 2006).

Many Internetusers at present stay away from buying online, due to fears that their financial
information will be stolen (Jahankhani, 2008).the United Kingdom, 50% of consumers over

the age of 16 still do not purchase online (CyberSource, 2010). The study (Cyber210)
indicated that 71% of users were concerned about the level of risk when purchasing online,
which is an increase from 66% in 2008. Thi s

associated with online shopping is not improving.
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According to Jahankhani (2009) a primary negative perception revolves around the security
involved in electronic payment systems. Consumers are doubtful about providing personal
information, including credit card details, over timernetdue to concerns witprivacy and

fraud (Jahankhani, 2009). Another factor that makes consumers unsure of transacting business
online is that e&éommerce is borderless. Consumers are therefore unsure of their rights or
protection and jurisdiction if something goes wrong (On@30The next section will discuss

privacy and what it means in the online security context.

2.5 Privacy

In terms of thdnternet pri vacy refers to the userdés opini
will try to protect the confidential information collect from them during electronic
transactions from unauthorized use or disclosure (@ial., 2008). Thus, for numerouisternet

users, privacy loss is the key concern and the protection of information during online
transactions is vital (Sallest al, 2012). Examples of privacy abuses on th&ernetinclude

spamming, usage tracking and data collection, and the sharing of information to third parties
(Sallehet al, 2012). When users feel or recognize that their information privacy has been
violated, theywill avoid disclosing their personal information ¢me Internet(Dinev & Hart,

20086.

Several studies have suggested that a large numbmtenietusers have serious apprehensions
concerning privacy on thimternet(Barnard & Wesson, 2003). This leatsthe issue of trust.

The primary impediment to sustaineec@nmerce growth is winning public trust. Elevated
levels of trust and positive electronic commerce experiences add to the possibility of consumers
returning and establishing continuing relatioips (Jahankhani, 2009). Trust includes privacy,
easeof-use and credibility of information on tHeternetand is as important to consumers as
security (Barnard & Wesson, 2003). Trust is found to be an important precursor to perceived
risk (Pavlou, 2003).

A studyby Sallehet al. (2012) found that perceived risk decreases when atises Trust and

perceived risk are vital to all types of online transactions, suckcammerce (Pavlou, 2003),

e-governance (Belanger & Carter, 2008), émernetbanking (Casalceet al, 2007). In terms of

social networking websites, studies show that the majority students in university are more

inclined to trust Facebook (FB) than other social networking websites (MySpace, Friendster)

(Acquisti & Gross, 2006, Fogel & Nenad, 2009). There has, however, been some empirical
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research that has revealed that while users are occasionally aware of the privacy and security
concerns related to social networking websites, they do not have a good understanding of the
risks associed with disclosing their information on online social networks (Ragwdie,

2010).

Trust and security are linked. Unlike the real world, consumer trusicomenerce websites
depends on and is influenced by:

1 Having secure standard technologies
1 Beinga reputable, profitable business

To make users aware of the dangers online and to educate them about what they should and
should not reveal online, awareness strategies are being put in place. These will be discussed in
the section below.

2.6 User Awareness Strategies

Awareness campaigns are important to educate individuals on how to recognize and respond to
online attacks. As discussed below, government establishments, online operathne raued

Service Providers are currently developing educational toolsders. In the United States, the
Federal Trade Commission (FTC), the Department of Homeland Security, the Department of
Commerce, and other government and private sector partners have launched a website and
education campaign to help individuals be arargl againstnternetfraud. The campaign is

called OnGuard Online and is accessible in both English and Spanish. It consists of media as
well as articles that aim to help computer users protect themselves dg@imstiraud, as well

as secure their pgonal computers and defend their personal information. The materials on
OnGuard Online are available to anyone who is interested in using it (OnGuokmne, 2012).

This approach can be seen as inadequate as the Federal Trade Commission (FTC) informs
peqle they should forward emails suspected of threats with full headers yet there is no
explanation about what a full header is or how to forward it (Jakobsson & Srikwan, 2008).
Everyone with access can actually learn what a full headgetisnany may benadequately
motivated to find and read this information (Jakobsson & Srikwan, 2008. website thus
expects users to be more technologically swelbrmed than they actually are. On the other
hand, some initiatives oversimplify the message, for exarfipéacial organizations frequently

warn users that they should not click on hyperlinks in email messages.

In 2008, attackers started to adjust to users being cautious of clicking on links in email messages

so, in their attacks, actually recommended tgeated users that they should copy and paste
17



URLs into the address bar (Jakobsson & Srikwan, 2008). Other awareness andjiahgce
websites, such as Get Safe Online (Launched by the British Government) and Stay Safe Online
(Launched by the AustraliandBernment) also provide good resources for those users that are
aware of them. The challenge is that there needs to be a prompt or a trigger so that users look at
these websites in the first place (Furnall, 2008). The difficulty with information security
education, training and awareness is that most people are usually not motivated to learn on their
own. Online security awareness might create employee awareness of a security issue, but it does
not guarantee that the employees comprehend how that messadm ks put into practice

(Monk, 2011).

Another view is that users should not be solely responsible for information security. This is due
to the fact that ordinary users cannot be expected to keep up with sophisticated attacks launched
by career criminalsAs stated before, users and IT security professionals have very different
priorities and the user should not be expected to understand the complex issues surrounding
information security(Cisco SystemdNhite Paper 2006) In terms of this viewpoint, &
solution that is suggested is restructuring the technology as opposed to educating the users
(Nielson, 2004). Another solution is to apply more stringent laws regarding information security
crime (Nielson, 2004). Both these solutions are logical, bghtmiot be feasible. Changing the
technology might be worse as the user might be reluctant to learn a whole new system or
technology. Thus, the new technology might be met with resistance. In terms of more stringent
laws, different countries have diversiewpoints regarding online security. The reason for this

is possibly becauskternetusage in some countries are higher than otfletsrnet World

Stats, 2013)thus more online trans@ans will be performed by countries with higheternet

usage, thus increasing the susceptibility of these countries (i.e. countries with alrtigymet

usage) to attack.

As mentioned above, this study aims to find out what the current level ofwamress is and
whether demographic factors play a role in awareness levels. To derive a hypothesis, a review
of the literature was performed to see if there was previous literature that showed whether these

factors affected online security awareness sétere discussed in the sections below.

2.7 Factors That Influence User Awareness of Online Security

According to recent literature, it has been found that gender, ethnic background, the community
in which an individual lives or grew up and employment statnsingpact online security

awareness. Each of these factors is discussed below.
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2.7.1 Ethnic Background, Community and Language

The Internetis a dangerous place and users accidentally become victims of cyber criminals. A
large segment of the South African popigiathas not had regular contact with technology and
broadbandnternetaccess. This fact, in conjunction with the current dangers of cyber threats,
make local communities vulnerable to cyber attacks. Poor infrastructure in rural areas limits
Internetusageand thus a majority of Africainternetusers in these areas do not get access to
the Internet(Labuschagne & Eloff, 2012). Research done by the Council for Scientific and
Industrial Research and the University of Venda shows that local communitiest aipped

to deal with cyber threats. As a preventative measure to préviembetusers from these
communities from becoming victims of cyber attacks, a thorough awareness campaign is
essential to teach users basic security. According to a recentchesealy in terms of the South
African population (South African citizens from areas within the South African Gauteng,
Mpumalanga and Limpopo provinces participated in this study) the results show that only 50%
of the population has some level of cyberassness. This study showed that rural and semi
rural citizens were less aware of cyber threats and should be the focus of online security

awareness progranes (Grobleret al,, 2012).

In South Africa (where this study had taken place) there are 11 biinguages. According to

the 2011 census, the most common home langnageuth Africa is isiZulu with just over 20%

of the population speaking it. The second most common language is Xhosa, which is spoken by
16% of the population. This is followed by faans at 13.5%. and English and Setswana each

at 8.2% (SouthAfrica.info, 2013). This research will also look at whether language affects
online security awarenesccording to previous studies, another factor that influences online
security awareness imce (Milne 2009).This research will also look at whether race is an

indicator of online security awareness

2.7.2 Internet Usage in South Africa

In other countries, there have been a number of education campaigns and initiatives taken to
launch user awareneasd. The reason for this is possibly the fact thirnetusage in South

Africa is lower than in the United States and Eurdpée(netWorld Stats, 2013)Table two,

below, shows the South African population figures and the ldtdstnetand Facebookisage

statistics.
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Table 2: Internet Usage in South Africa(lnternet World and Population Stats,
2013)

SOUTH AFRICA

ZA - 48,810,427 population (2012 Country Area: 1,219,090 sq km

Capital City: Pretoria* population 1,815,889 (2012)

8,500,000nternetusers Dec/12, 17.4% of the population, per WWW.

6,269,600 Facebook subscribers on Dec 31/12, 12.8% penetration rate

Figure four below, shows the percentageslofernetusers in the world.

Internet Users in the World

6.2% 3.4%1.1%

H Asia

m Europe

= North America

m Latin America/Carribean
m Africa

= Middle East

Australia/Oceania

Figure 4: Internet Users in the World, Distribution by World Regionsi 2011 (nternet
World and Population Stats, 2013)

The data above shows that Africaaasvhole, has one of the lowdaternetusage statistics in
the world. As show in figure four above North America and Europeoth have the highest

number ofinternetusers.
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Top 10 Internet Countries in Africa: 31
December 2011

Tunisia
Sudan
Uganda
Algeria
Tanzania
South Africa
Kenya
Morocco

Egypt

Nigeria

45%

0% 10% 20% 30% 40% 50%

Figure 5: Internet Penetration Africa 2011 (nternet World and Population Stats, 2013)

In terms of AfricaSo ut h Afemndtusagedisonly theixth highest as shown in the graph

(Figure five) above.

2.7.3 Gender Influence on Online Security Awareness

Studies show that gendeas an impact ophishing susceptibilityln particular, vomen,tend to

click on links in phishing emki more frequently than meaio according to Shengt al (2010)

This study speculatebat women are more prone because they have fewer opportunities to learn
about phishing or are less motivated to learn about phishhig.study also states that issues
that would be worth lookingt in the future are the difference in the way men and women make

use of thdnternetas well as the difference in the way men and women make trust decisions.

A study by Fogel & Nehmad (2009) discovered differences between men and women in terms
of online privacy. It was found that women are reassured about privacy protection on social
networking websites (SNS) and are less likely to reveal real information about themselves when
compared with men. Another study was done at the University of Indianairtted o show
whether participants would fall for a phishing website by providing their persotalsden it
(Jagaticet al, 2007. This study found that 77% of female students fell for the phishing attack

as opposed to 65% of male students who feltiese attacks. Similarly, results from another
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study show that men are more likely to correctly differentiate between phishing websites and
legitimate websites than women (Kumaragetal, 2007). The above studies show that gender

does have an effect @mline security awareness.

2.7.4 Employment Status Influence on Online Security Awareness

Siponen (2001) identified fivelimensions of information security awareness. These are the
organisational dimension, the general public dimension, the -potitical dimension, the

computer ethical dimension and the institutional educational dimension.

The organisational dimension refers to the different categories of employees who need to be
aware of different aspects of information security. These categories inahpdeiainagement,
Information Technology/Information Systems management, information security staff,
computing/Information Systems professionals, -eadrs of various types (e.g., casual -end
users, parametric eagsers, sophisticated enders and staralone users). For example, IT
management should be responsible for implementing and creating information security policies,
while endusers need to be responsible for following these policies. More security training takes
place here than in the other dimensionhis study also looked at whether these users were
more aware of online security awareness (i.e. employed individuals) than student users; thus,

looking at whether organisational dimension users are more aware of online security.

Results of a study bidashimet al (2009) show that employment status does affect online
shoppingbehaviour The results indicate that respondents who had a higher income per month
and were in top management level jobs were more likely to do online shopping compared with
thoseemployed at lower levels. A reason for this, at as stated in the study, could be that these

respondents have easier access to credit cards which allowed them to do online shopping.

To guide this study, an appropriate framework had to be considered.th@dry that was
considered was a fear appeals model known as Protection Motivation Theory by Rogers. The
next section will discuss what fear appeal strategies are. This will be followed by sections

describing the model used for this research study.

2.7.5 Fear Appeals

One way to guide this study is to see whethel
security.There have beeaver 50 years of research on fear appéalmany different subjects

and these studies have collectively gathered mixed resulite(Rt al, 2001). Fear appeals are
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commonly used in health campaigns that are designed to change behaviour, for example these
would include campaigns against drug use, drinking and driving, and unsafe sexual practices. In
terms of the health context,deappeal messages have been used regarding condom use (Witte,
1992), the spread of sexually transmitted diseases (\&fited, 1998), AIDS (Dillard,et al,

1996), skin cancer (Stephenson & Witte, 1998), and breast cancer (Kline & Mattson, 2000).

Fear apeals normally begin with the appearance of the negative consequences of certain
behaviour, followed by a recommendation in which a solution to the health risk is offered. The
majority of empirical studies investigating the effects of fear appeals omasera have

established that more fear ¢tksato more persuasion (Das, 2D01

Fear appeal strategies essentially are made up of two components (Dillard and Anderson, 2004):

1 A threat is posed which is aimed at causing a negative awareness by way of showing
susceptibility and severity of aversive consequences to the receiver of the message who is
connected with a particular behaviour or belief.

1 Immediately following the threat is a suggestion of substitute action or belief that, if
followed, is perceived bythe receiver of the message to result in the decline of the

perceived threat.

2.7.6 Model of Fear Appeal Strategies
This model is made up of three main components.
1 The problem: which is a fear provoking statement to a certain behaviour.
1 The reaction: which eentially is the target audience who experiences anxiety
1 The solution: which is a suggestion designed to reduce fear through an alternative
behaviour or attitude (Dillard and Anderson, 2004).

Figure six below, shows the relationship between these coreptm

Problem H Reaction H Solution

Figure 6: Fear Appeal Strategies(Dillard and Anderson, 2004)
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Most fear appeal strategies have a dialogugcttre. There are essentially thre@mponents
that make up this dialogu€hese are:
1 The argument, in which proponent P actually eegammn communication with the

respondent Rwho is the audience.
The purpose of the dialogue is to get P to get R to carry out a particular action A.
This means of getting the conformity centres on a danger which is D, which is a very
bad out c o nperspéctivewh iRRbhs gener ally represents
continued safety or webeing. (Wilson, 2004).

The characteristic of D in the fear appeals argument is that P thinks that D is particularly fearful

of R. The basic dialogue structure foisthrgument would be:

If you get ( P ) to engage with ( R) to carry out ( A), then D will not occur (Wilson, 2004).

The next section will discuss the fear appeals strategy used in this study, this model is called
Protection Motivation Theory (PMT).

2.8 Protection Motivation Theory

To guide this study, the model considered was Protection Maotivation Theory (PMT) developed

by Rogers. This theory serves to explain the effect of fear on attitude change and behaviour.
Protection motivation theory states that a i ndi vi dual 6s moti vations
himself from harm are improved by four critical perceptions: the severity of the risks, personal
vulnerability to the risks, sef f f i cacy or confidence in oneobs
reducing behadeur, and the response efficacy of the #iskuction behaviour (Rogers 1983).

Application of these constructs in terms of this stuedgiscussed further in Chaptaree.

Protection Motivation Theory postulates that a fear appeal will provide a dritleef individual

to measure the severity of an event, the | i ke
the efficacy of the messageds suggestion. Th
presents the reason for change (Keller, 1999).Herother hand, there could be a boomerang

effect, that is, if individuals feel threatened but have no useful way to protect themselves, then
intentions to change behaviour are expected to be very low. In this instance, the individual will

resort to denialavoidance and wishful thinking (Roser and Thompson, 1995). Researchers
established that sef f f i cacy, whi ch i s basically an i ndi

perform a certain task, plays a significant role in the explanation of protectiveidaha
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(LaRoseet al, 2008, Youn, 2009). Protection Motivation theory has been used in other

information security research, as discussed below.

2.9 Protection Motivation Theory Used in Other Information Security

Research

Protection Motivation Theory has beens ed t o observe wuserso prote
transactions (LaRoset al, 2006 ; Youn, 20009) . Younds (2009
vulnerability and information revelation benefits affect online privacy protection behaviour.

This theory was alo used to observe employeesd awaren
security policies (Herath & Rao, 2009; Siponeinal, 2010). This model was also used to
examine individual sé use of security softwar
studiesused constructs from Protection Motivation Theory and incorporated them with other
factors connected to information disclosure behaviour, like privacy concerns (Yo@hgé

Haase, 2009; Acquisti & Gross, 2006), locus of control (Lo, 2010), and truste{Cainal,

2007).

Bankset al (2010) observed informatiesharing behaviour in Social Networking Websites by

using Protection Motivation Theory and the theory of social influence as a framework. This

study investigates how Social Networking users haveenzamental calculation by tradhodf

the possible vulnerability and severity of the threat with the rewards related to risky online
behaviour. The results of this study show that rewards offset the effect of perceived severity and
vulnerability which reslted in a lower threat assessment, which, in turn, led to elevated
motivation to employ the risky behaviour. Protection Motivation Theory was also used in
research that examined userso6 attitudes towar
are curently not motivated to adopt proper password practices. Users do not believe that they

can stop a hacker from getting into the system. They also believe that somebody getting in could

not cause them any serious personal harm.

2.10 Conclusion

Security technolgy may be getting more sophisticated, but that does not mean users are more
aware of security and they are often the last line of defence against viruses and other potentially
costly security threat@vitnick, 2002)
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Security is improved more effectivelyy designing for how users actually behave. In order to
achieve this, a process of user education in online behaviour could possibly assist to improve
online securityThis chapter discussed the factors that influence online security awareness and
discused the model of choice for this studylhis research will investigate whether or not
demographic (inclusive of factors like employment status, gender, race, language, community)
play a role in determining online security awareness. The next chaptabeesbe research

design and methodology of this study.
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Chapter 3: Research Design and Met hot

3.1 Introduction

This exploratory study is based on assessing what the current levels of user awareness of online
security are and whether demogrigptactors have an impact on this. The instrument that was

used for this research was an online survey.

3.2 Protection Motivation Theory

The reason for the use of Protection Motivation theory is that, although it is an older model, it

has been used in othesearch over the years and has been effective, particularly in the medical

field (Grindley et al, 2008). According to the Protection Motivation Theory, there are two
sources of information. These are: environmental and intrapersonal. Environmental sources
refer to verbal influence and learning by observing. Intrapersonal sources refer to information
obtained due to prior experience. This information is either an 'adaptive' coping response (i.e.
the intention to i mpr ove 'maladaptise’ copmd respansegesgc ur i t
avoidance, deni al AOnline threats do not af f
Theory (PMT) was originally developed for communicating fear in people. It was later used to
motivate people to avoid unaighy behaviour and it is thuapplicable to any attitudehange

behaviour (Rogers 1983).

Information systems research has theories relating to technology adoption. To guide this
approach, an appropriate framework had to be considered. In the Information Systems
discipline, there are theories such as Technology Acceptance Model (Davis, 1989), Unified
Theory of Acceptance Use of Technology (UTAUT) (Venkateishl, 2003), and Diffusion of
Innovation Theory (amongst others) (Rogers, 1995). The Technology Accepiiael states

that perceived usefulness and perceived ease of use determine an individual's intention to use a
system(Davis, 1989)Online security behaviour comprises more than just technology adoption.
Online security behaviour also includes other bahas, such as choosing strong passwords,
identifying and avoiding placing details on phishing websites and being cautious with
suspicious email attachments. These actions do not involve the adoption of any technology but
require the user to decide to fmem the right actions to prevent data from being lost or
compromised. For this type of research, Information System theories like the Technology
Acceptance Model, are not suitable as the primary focus of these models is the adoption of
technology by usersThere has, however, been new research which has showed that there are

considerable differences between positive technologies (used for designed utilities) and
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protective technologies (used to avert negative oenges) (Boon YuerKankanhallj & Xu,
2009). Security technologies belong to the category of protective technologies as they are used

to prevent incidents, such as virus attacks.

The above argument gives the motivation to look for theories that are more suitable for the
study of the usage of @tective technologies. According to recent research, there are similarities
between protective security behaviour and preventive healthcare behaviour (Booat¥lien

2009). An example of protective security behaviour would be the use of annaipteaic

password (or a strong password) to prevent someone from accassimige r 6 s account .
of preventative healthcare behaviour, an example would be avoiding smoking to prevent lung
diseases. Preventive healthcare refers to actions that will extenddahivi dual 6 s heal t
decrease the risk of diseases (Jayanti & Burns, 1998). Protective security behaviour refers to
actions that will decrease the risk of security occurrences (Boen et al, 2009). Both

involve taking action to prevent an untfeble situation. Success, in terms of protective online
security, will be achieved when users take action to prevent their information systems being
compromised. Success, in terms of preventative healthcare, can be regarded as individuals
taking actions d ensure that they stay healthy and thus avoid diseases. Basically, diseases

i nterrupt the nor mal functioning of an indiyv
security threats also interrupt the ystemr mal f
Similarly, computer viruses interrupt the normal functioning of a computer system and
preventative behaviour will avoid computers getting viruses (i.e. by installing antivirus and/or

anti spyware software).

Research in the onlineesurity domainhas made use of Protection Motivation Theory (See
Chapter 1). In a study by Youn (2005) higbhsol students were surveyed éstablish
teenagersd will i ngnes sintdrmet Tperstady found that the goeatena t | o n
the perception of risk ofnformation exposure, the less willing students were to provide
information. What was also found was that when teenagers perceived that theatioiorm
would be more beneficiathey were more likelyo disclose information about themselves. In
another sidy, Lee and Larsen (2009) applied Protection Motivation Theory to virus protection.
The findings show that perceived vulnerability, response efficacy and copineeffieihcy
projected intentions to use virus protection, vaéhi-efficacy being the mospowerful variable
influencing the resultsPerceived severity and response efficacy did not influence safety
intentions. Another study, which involved undergraduate student computer users, showed that

perceived vulnerability, perceived severity, resporiBeagy, and response cost impacted upon
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usersbo behavi our al-spywanet softwiare cas a protective stechnadogyt i
(Chenowetletal, 2009).

3.3Elements of PMT

Figure sevenbelow, shows that each of the elements would result in individuals taiahgn

to ensure protective behaviour. Severity looks at the level of harm of the particular unhealthy
behaviour. Vulnerability refers to the probability that an individual will experience harm from
the specific behaviour. Response efficacy andeféifacy come from a coping appraisal, which

is a component of Protection Motivation Theory (Rogers 1983; Rogers and RBumice

1997). Response efficacy refers to the belief that carrying out the coping action removes the
threat. SeHefficacy is the beliefthat the individual can successfully perform the coping
response (Rogers 1983). Coping appraisal consists of the individual's review of the response
efficacy of the suggested behaviour (Rogers and Preldtio@, 1997).

Self-Efficacy l

Perceived
Severity

'

Personal
Vulnerability

'

Response
Effectiveness

Protective Behaviour

Figure 7: Protection Motivation Theory (Rogers 1983)

An adaptation of the PMT to the study at hand yields the following variables:
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1 Selfefficacy (e.g. 'l am confident that | can change my behaviour online so that my
information is more secure')

Severity (e.g. 'Online threats are damgef)

Vulnerability (e.g.&he chances of my information being stolen/modified/used

against my will are high').

== =4 A -

Response effectiveness (e.g. '‘changing my online behaviour would help protect my

information resources’)

Figure eight, below, shows the effecof the above constructs on fear, on attitude and on

behaviour change.

Coping Behaviour

A 4

Severity ) .
Fear _ | Attitude/Behaviour | Response
Change :
Vulnerability 9 T Effectiveness

Self-Efficacy

A

A

Figure 8. Conceptual Framework of PMT (Rogers 1983jAdapted)

In terms of this research, Protection Motivation will be adapted to help determine whether
user sd de mo gpartcpldrly gendér,ahomedanguage, community and employment
status, has an impact on their online security awaremésschoice of these factors was based

on findings of previous studies that showed that they had affected online security awareness.
Below is a table that shows which studies these are, as well as the demographic factor/s that

impacted online security awareness.

Table 3: Literature of Factors That Impact Online Security Awareness

Study Demographic factor affected
Shenget al, 2010 Gencer, Age
Milne et al, 2009 Gender, Race, Age,

Employment status

Grobleret al, 2012 Community
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Jagaticet al, 2007 Gender

Kumaragurwet al, 2007 Gender, Age

Hashimet al., 2009 Gender, Employment status

The level of user online security awaren@sll also be determined in this resear€lyure nine
below, is the model based on Protection Motivation Theory tiet beeradapted forthis

research study.

Self Efficacy

Y

Online Security Safety

Online S ity Threats .
nline Security Threa Behaviour

Perceived A
Severity

Personal
Vulnerability

i

Response
Effectiveness $

(

Gender, Race,
Community, Language,
Employment Status

Figure 9: Conceptual Framework of PMT (Rogers 1983) (Adapted)

3.4 Hypotheses

Based on thanodel depicted above (Figure ¢he following hypotheses were derived. The
variables in these cases were the demographic factors, i.e. race, language, community, gender,
employment and physical security awareness. The constructs of the model are avavated a
self-efficacy, risk severity, vulnerability and response effectiveness. The effects that the

variables have on the constructs wil/| det er mi
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If a positive relationship exists between the constructs and the lesrighen it can be
concluded that online security awareness is higher. If there is a negative relationship between
the constructs and the variables, then it can be concluded that online security awareness is
lower. According to the literature (Section Z)/race or ethnic background was found in studies

to be a factor in influencing online security awareness, thus the constructs of protection
motivation theory will be used to test this variable. Linked to this variable, however, are
language and community

Hio: Usersod6 race does not influence their onlin
Hqa: Usersod® race influences their online securi
Hoo: Usersd | anguage does not influence their o
Hoa: Usersd | anguage i ndwaranessces their online se
Hao: Usersd community does not influence their
Hasa: Usersd community influences their online s

Similarly, according to the literature (Section 2.7.3) gender was found in studies to be a factor in
influencing online security awareness, thus the constructs of protection motivation theory were
also used to test this variable.

Hao: Usersd gender does not influence their onl
Haa: Usersod gender influences their online secu

It was also found that employment status did influence online security awareness, according to
literature (Section 2.7.4).RE constructs of protecth motivation theory werased to test this
variable.

Hso: Usersd empl oyment gonknesecurityfdawaenessiot i nfl uenc

Hsa: Userso employment status influences their

3.5 Sample and Method

The primary sample group for this research is students and young employed Bduits,, it
was mentioned thathe younger generatioaf userswere more netsavvy, although it was
revealed in a study by Little (2008) thée student population is not overly concerned about
privacy and security issue$his study concludes that there is a needeeelop awareness of

personal and profe®nal risks due to the huge number of online threkttés age range was
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chosen for this study because studentsd perc
employed adults. Also, this population was chosen to see if privacy concerns of stuthents at
University of KwaZuluNa t a | were similar to those in Littd]l

The primary population in this study consisted of young adults from the University of
KwaZulNa t a | as wel | as the researchero6s Facebao
friends). The target groupasyoung adults. In the South African context, the national youth

policy defines youth as people between the ages of 14 and 35 years old (National Youth Policy,
2009). This sample consisted of people in this age range. Ttimanthat was used was

surveying, which is the process of performing a study from samples of specific populations. In

terms of this research, the sample consisted of young adults.

The questionnaire wasrgailed to prospective participants at the Uniwgref KwaZulu Natal

where they could submit it electronicallyhis survey was mailed to all students, not just
students with an IT backgroundror the snowball sample, the survey was sent to the
researcherod6s Facebook f r ieshd eritermThd reasanifotr theer f ol
snowball sample was so that the researcher could gain access to young employed adults.

3.6 How Snowball Sampling through Facebok was Achieved

According to research, Facebook is a valuable tool for snowball sampling dtse dize

(Bhutta, 2012). Other studies state that the average adult user has 229 friends on their profiles
(Hamptonetal,2 01 1) . When person A posts on person |
person Bb6és friends. ey ewans dsttdd sometslkear cd
then shared by people from the researcheros
researcher did not know hadcess to the survey. Figure, bélow, shows a post that a friend

on t he r e skoakrfrende listdpet upE Asaan be seen, the researcher was tagged in

the post, thus peopl e from b o talile ta deeetheiposdi vi du
Figure 11 below, shows a post that the researcher put on Facebook that was sharethby ano
person on the researcherés friendsdé |ist to t

the researcherds Facebook page also posted th
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JohannesStephanus Godfrey Yan Wyk

Feel free to take part in Zahra Bulbulia's amazing masters project so that you koo
may become a statistic and be Forever remembered namelesshy,

An investigation of factors that influence young adult’s online
security awareness in the South Afri
docs,google.com

View Post * Thursday at 8:21pm

Figure 10: Survey Dstributed to Researcher and R s e a r cFhi eernédsseidds dn

Facebook

Zahra Bulbulia

Hi guys, if you are under 35 please do my survey, here is the link:
hittps: | /docs, google, comy'spreadsheet sk ormformbey=dEplLy QulUHUIZCU
YOWLIONzZ qanFCOWmeaMAs qid=0

An investigation of factors that influence young adult’s online
security awareness in the South Afri
daocs.goagle. com

Unlke * Comment * Share + Thursday ab 4:08pm -
1 You, Cbadiah Jeshuren Naidoo and Adila Moosa like this,

L) View all 4 comments [ 1share

Figure 11: Survey Di sriendsoh bBacebak artd Ghar®le sear cher 6s
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3.7How Snowbal Sampling through Twitter was Achieved

Twitter was also used to gather data. In this case, the researcher put up the link of the survey on
the respective Twitter profile thus allowing one of the followers to see it and respond. The post
with the link was thenre weet ed by the researcherds foll owd

their follower lists. This is shown in bofigure 12 and figre 13below.

13 speedz retwested vou

13 Aadil retwested vou

ﬂ

Aadil
ZahraBulbulia completed it
L @ Viow conversation

Figure12: Survey Distribut edolldvgrs Researcher és Twi't

Zahra Bulbulia

Hithere,| need your help, if ywou are under 35 can you please do my
survey and pass it on thanks!iHere's link:

docs. google. comfspreadshestii. .

Figure 13 Survey Distributed by the Researcher to Her Twitter Followers

3.8 Questionnaire

The questionnaire was an online questionnaire. Thus, the users that did not fitetti@ cr
(young adults) were not used in the sample and were thus not reflected in the results. This was
done by excluding the respondents who did not fit the criteria from the spread sheet that was
imported into SPSS for statistical analysis. This was eqdsby not including these responses in

the analyses, when running the data through SPSS. The questionnairemagsdeto

prospective participants, where they could submit it electronically.
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The table below shows the constructs that make up the queste in detail.

Table 4: Questionnaire Constructs

Contructs

Question

Demographic

information

Questions 110

Internet usage

questions

Questions 11 16

Perceived severity

Email attachments may contain viruses or other malware and care

be takerwhen opening them

Perceived severity

I am concerned about the current state of online security in §

Africa

Personal vulnerability

| feel safe about placing my credit card details online

Personal vulnerability

I have had my credit card details stoland used in an onlin

transaction

Personal vulnerability

Do you know of anyone else who may have had their credit ca

card number stolen and used in an online transaction

Personal vulnerability

| keep my property locked at all times as | fear geirvictim of crime

Personal vulnerability

| take significant precautions to ensure that my family does not be

a victim of a crime

Response | feel that installing artvirus software will keep my computer safe

effectiveness

Response | feel that installing antSpyware software will keep my computer sa

effectiveness

Self efficacy Under certain conditions | will give my username and password
friend

Self efficacy Under certain conditions | will give my username and password
stranger

Sdf efficacy I know the difference between a virus and a Trojan

Self efficacy | would be able to tell if my computavas hacked or infected

User Awareness

| feel that my computer is very secure

Self efficacy

Is the firewall on your computer enabled?
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Self efficacy Is your computer configured to be automatically updated?

Self efficacy | know what an email scam is and how to identify one

Self efficacy My computer has no value to hackers, they do not target me

Self efficacy I would be comfortable usg thelnternetto conduct business

User Awareness How often do you change the password on your computer?

User Awareness A phishing attack is...

User Awareness An example of an-enail scam is....

User awareness What it is that you fear most with regarth online banking?

User awareness What is it that you fear with regard to making online purchases? §

all those that apply to you

User Awareness What is it that you fear with regard to social networking?

User Awareness | get most of my informatioabout online security from

User Awareness What is your perception of online security training?

User Awareness | would like to learn about online security

User Awarenesy Tick each that apply, | provide the following information on so
(Privacy) neworking websites:

3.9 Pilot Study

The pilot study was carried out during a practical session for a first year module (ISTN100).
The total number of respondents to the survey was 46. The students were directed to a website
that allowed them to access the oalisurvey. The pilot was used to test the questionnaire for
omissions and/or inconsistencies. Those that were found were corrected, before sampling proper

was started. The pilot results were not used in the final analysis.

3.10Limitations and Strengths of Design

There were some limitations that, if eliminated, could have meant that more accurate results
would have been provided. Theajor disadvantage of thesampling methods was that there

was a possibility that the population being studied was not repegesaccuratelyThis
however, woul d not have i mpacted the results
population group was young adultShe strength of the convenience sampling technique was

that it enabled the researcher to attain a hegponse rate in the given time frame.
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Al s o, due to the fact t hat the researcher
lists, this could have causes biasthe response rate. That statdeg strengths of using the
snowball sample vi&acebook and Twitter made it possible to reach a larger segment of the
population that the researcher would otherwise not have had access to.
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Chapter 4: Results and Discussion

4.1 Introduction

The aims of this exploratory study are to discover the factat play a role in influencing user
awareness of online security and the current state of user awareness of online security. These

results are presented in this chapter as well as chapters five to seven.

This chapter will firstly show the age range reSpondents and response rate. This will be
followed by sections on the tests that were used as well as how analysis was performed. This
will then be followed by a section on how respondents answered, generally, and how the model
was used. Thereafter, siens on fears regarding online purchasing, online banking and social
networking will follow. All results for this study were analysed by a statistician (See Appendix
A).

4.2 Response Rate

The online survey ran from April 2012 to June 2012 with a total of ré8Bondents. The
sample included people from a diversity of backgrounds spread evenly across gender and race.

4.2.1 Age

The majority of respondents fell into the-28 age range; this is due to the fact that most
individuals who participated in the survey westadents. This does have an impact on the study
as most respondents in this age range are undergraduate students and will not be expected to

have the knowledge that other age ranges in the sample would have, regarding online security.
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m Under 23
m23-26
m27-30

m Over 30

Figure 14: Age Range of Respondents

4.3 How Analyses Were Performed

As the questions required categorical responses, normality does not apply. Thus normality tests
and t tests were not performed on the san\Wiéh regard

to questions dealing with online security awarenessvher e t he opti ons wer e
0strongly di s ag-sqeaeetoodness af fiteegtavasiperfarimed ashiti was more
appropriate than atest if the distribution of the responses is not normal. This test was
performed to showhethe options were selected equally or nbie chi square goodness of fit

test is often used by researchers to determine the goodness of fit between theoretical and

experimental datéCentre for Innovation in Mathematics teaching. n.d).

To view the optionspresented by the questions discussed refer to the survey provided in

Appendix F For all statistical tables refer fgppendix G

4.4 General Online Security Awareness

This section shows the results for thtewnrespon
AHow often do you change your passwaquate on Yyo
goodnes®ff it test show that the responge=3Hhti ons
4) = 276.489; p < .0005). Specifically significant was that nudrthe respondents indicated

that they seldom change the password on their computers. Twelve per cent of respondents

stated that they change their passwords regularly, 28% of respondents stated that they
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sometimes change their passwords, 36% of respandéaiied that they seldom change their
passwords and 25% of respondents stated that they did not change their passwords at all. From
this result, it can be deduced that the majority of respondents do not change their passwords
regularly(Appendix F queston 11) Good password practices inclu
regularly; the general rule of thumb is to change it once every three months (Hartley & Abrams,
2009). Therefore, most respondents in this study are not following this practice.

In terms ofrespondents feeling that their computers were secure, tkexjehie shows that
significantly (p<.0005) most respondents agree or are neutral and fewer are in disagreement
(Appendix F, question 17)Forty severper cenof respondents agreed with thistetaent,37%

neither agreed nor disagreed and 16% of respondents disagreed with this statement. Thus, more

respondents believe that their computers are very secure.

The responses to the user awareness question regarding phishing attacks showed that most
respondents are not aware of what a phishing attack is as most of them chose the wrong answer
for it. The question for fAa phishing attack i
T is an email masquerading as a message from a trusted source

1 is an attempt to ma&ka computer resource available to its intended users

1 is the art of manipulating people into performing actions or divulging confidential

information, rather than by breaking in or using technical cracking techniques

The first option is the correct deftitn of phishing, namely, that it is an email masquerading as

a message from a trusted source (Mailfrontier 2@@4 Sonicwall 2008 Club Norton 2013).

The second option is the definition of a denial of service attack, which is an attempt to make a
compuer resource available to its intended users (Solari 2808lam & Sabrina 2009). The

third option is the definition for social engineering, which is the art of manipulating people into
performing actions or divulging confidential information, ratheanttby breaking in or using

technical cracking techniques (Hall 2012, Apau 2011).

The chisquare showed that, significantly, (p<.0005) most respondents chose the third option,
which is the wrong answer to the question. Twenty nine per cent respondesestichdirst

option (which is the correct answer to the question), 17% chose the second option and 54%
chose the third option. This shows that the majority of respondents are not aware of what a

phishing attack is.
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The majority of respondents know what antivirus is and have it installed on their computers.
Thechisquare showed that significantly (p<.0005)
what an antvirus is and having it instild on their personal computess respondents stated

that trey have antvirus software installed on their computers, thirteen per cent stated that they

do not have amnwirus software installed on their computers, 6% stated that they do not know

how to tell if antivirus is installed or not and 2% of respondem#tesl that they do not know

what antivirus software igAppendix F question 22)

4.5 Self-Efficacy of Respondents

For the question fAUnder certain conditions |
the resultsof the chisquare test show that treelection of response options is not equal.
Disagreement responses were selected significantly more often than expected (p<.0005).
Twenty per cent of respondents agreed that they would give their username and password to a
friend under certain condition®20% neither agreed nor disagreed, 60% of respondents

disagreed with this statemg@tppendix F question 12)

Similarly, strong di sagreement was shown for
my username and pas s \hicqudre resalt inaicates a samfigamtrsttong The
disagreement (p<.0005). Three per cent of respondents stated that they would give their
username and password to a stranger under certain conditions, 1% of respondents neither agreed
nor disagreed, and 96% fspondents disagre€tppendix F question 13)This shows that in

terms of password security users are moresaety as they claim to protect their passwords. In

terms of Protection Motivation theory, the construct to which these questions areirethtes:

instances isseé f f i cacy, since the users6é6 were in st

revealing their password could result in negative consequences and therefore refrain from it.

Respondents were also confident in their ability toitéHeir computer is hacked or has a virus.

This showed in the results of the question dl
infected?0 which showed a si (@ppéndlix Fgaestibnlg). ( p<. 0
Forty eight per centfaespondents agreed with this statement, 27% neither agreed nor disagreed
and 25% of respondents disagreed with -this s
efficacy is high as most of them are confident that they would be able to tell if thgputer is

hacked or infected.
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The majority of respondents know what a firewall is and have it installed on their personal
computergAppendix F question 18) Sixty one per cent stated that they knew what a firewall

is and have it installed on their penal computers, 13% did not have it installed on their

per sonal computers and 20% did not knew what
efficacy is high as most of them are aware of what a firewall is and make use of it to prevent
online threats.

In terms of automatic updates, the-shuare test showed that significantly (p<.0005) more than
expected respondents stated that they have automatic updates configured on their personal
computers(Appendix F question 19) Fifty nine per cent of usersastd that they have

automatic updates configured on their personal computers, 22% stated that they did not have
automatic updates configured on their personal computers and 19% of users did not know what
automatic updat es wer eefficacy lad aswhadehwasvsgh dshmast of us e r ¢

them are aware of automatic updates.

There was strong agreement for the question i
one. 0 -Sqlaee shtowed that significantly (p<.0005) most of the respondeetsdagith

this statement. Sixty three per cent of respondents claimed to know whatahseam is and

how to identify one, 19% neither agreed nor disagreed with this statement and 18% disagreed
with this statemenfAppendix F question 21)This showed h at u -®fécacy Was Bigh hsf

most of them claimed that they are aware of what -amaié scam is and how to protect

themselves and identify such threats.

The majority of respondents stated that they would be comfortable usihgeteetto corduct
business, with 65% agreeing with this statement, 21% neither agreed nor disagreed and 14%
disagreed with this statemeg@ppendix F question 24)The chi square test shows the result as

significant as (p<.0005).

4.6 Perceived Severity

Withregardtote questi on AEmMmail attachments may cont
must be taken when opening themod results show
indicates that mo st respondents sel ecofed Ob6ag
respondents showed agreement with this statement, 16% neither agreed nor disagreed and 9%
were in disagreemerfAppendix F question 15)This indicates that users do have a level of
awareness of-mail viruses and malware. The construct to which thigliated in the Protection
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Motivation Theory model is perceived severity. In this instance, users do realise that care must
be taken when openingreails. This awareness of online threats shows that their perception of
the severity of these threats isig

Perceived severity amongst the majority of respondents was high, with 53% of respondents
being concerned about the state of online security in South Africa and 32% stating that they
were somewhat concerned. Sixteen per cent of respondents statbeéyhaéete not concerned
with the state of online security in South Afrigappendix F question 28)The chi square test
shows the result as significant as (p<.0005), with most respondents stating that they are

concerned with the state of online securituth Africa.

4.7 Personal Vulnerability

Personal vulnerability was found to be high in one question as the majority of respondents did
not feel safe about placing their credit card details online. Sixty two per cent of respondents
stated that they do notedl safe about placing their credit card details online, 18% of
respondents stated that they did feel safe about putting their credit card details online and 20%
neither agreed nor disagre@bpendix F question 25)The chisquare shows this result to be
significant as (p<.0005), with more respondents stating that they do not feel safe about placing
their credit card details online. On the other hand, the majority of respondents stated that they
would be comfortable using thimternetto conduct businessyith 65% agreeing with this
statemen{Appendix F question 24)So, although they have an interest in usingniternetto
conduct businesghey do not plae their credit card details onlinpossibly due to fears of
losing their money through onlineralud. Another point to note is that the majority of

respondents are students and therefore might not have access to credit cards.

For the question fl have had my <credit card
maj ority of r eoHp of NPFpeNdix & quediian &) The ¢hi square showed

this to be significant as (p<.0005). The number increases, though, when looking at the results of
the next question. The results for the quest:i
thera edit card or card number stolen and used
respondents sai d (Appendiddr qaestidn 28)Bhéchissquare shawadahis

to be significant as (p<.0005).
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4.8 Response Effectiveness

Response Effectiveess was shown to be significantly high (p<.0005) in both questions
regarding this construct as 69% of respondents agreed that installingrastsoftware will
keep their computers safe and 56% of respondents agreed that installisggyamie software

will keep theircomputers saf¢Appendix F question 32 & 3). A possible reason for this
discrepancy is that respondents possibly did not know whasywiare software igzigure 17
below, is a diagram showing a holistic pictuséthe relationship beveen the variables and the
constructs of the model.

All

High
Respondents .

Self Efficacy

Personal Vulnerability

L High { Personal Vulnerability

Response Effectiveness

Figure 15: Protection Motivation Theory Applied to General Online Security Awareness
(Adapted)
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4.9 Fears Regarding Online Purchasing

In terms of online purchasing fears, the following were foundhay d¢hi square test to be

significant (Seé\ppendix Gfor p values):

Money will be "lost" with no record of where it is and how it got there

In the event that a problem arises, you will experience great difficulty proving that you paid
for a product or a seice

Thelnternetmight be new to you so there is fear of the unknown

Fear of identity theft

| have no fears

Seventy two per cent of r e sipneynwllebe tlost" with act ed t h
record of where it is and how it got there. Fatiyee per cent of respondents stated that they
feared that Aln the event that a problem aris
you paid for a product or a service. o Fifty
of identiy theft.

Just 12% of r e s p o rintemet might be neavtte yibu sb it & tfear fofTthe e
unknowno and only 8% of respondents stated th
was how low the percentages were in terms of users stasinthdy have no fea(3o view all

the options for this question referAppendix F question 3Q)

4.10 Fears Regarding Online Banking

In terms of fears regarding online banking, it was found through the chi square test that there
were some significant fearSéeAppendix Gfor p values). These are:

An outsider will be able to access my account details and steal my money

Thelnternetmight be new to you so there is fear of the unknown

Fear of identity theft

Fear of being unsure of your rights or protectioroihgething goes wrong

If there is a problem, there will be no way to trace where your money went

| have no fears

Fifty eight per cent of respondents stated that one of their fears regarding online banking was
AAn outsider wildl beetahl Estandcestesal mmy amoanal
respondents are wary of hackers accessing their accounts and committing fraud. Forty eight per

cent of respondents chose the option Alf ther
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your mon ey respendent®who chdse this option are not confident about the systems

in place, for securing their transactions. Thus their fear is directed more towards the systems in
place than possible outsiders accessing their accounts. Forty three per cent dergsgiated

that they feared that Aln the event t hat a p
proving that you paid for a product or a serv
they had fear of identity.

For the ceinemamionhtii Tohe new to you so there is f
respondents chose this option. This makes sense as everyone in the sample is young adults and
will have been exposed to theternet Just 9% of responeemnts chi
fear so. What was significant here was how | o
that they have no featheft (To view all the options for this question referAppendix F

question 29)

4.11 Fears Regarding Social Networking

In terms of scial networking, the following were found through the chi square test to be

significant (Seé\ppendix Gfor p values):

1 Fear of identity theft
1 Fear of my account being compromised

1 | have no fears

It was found that 44% of respondents were afraid of theiowatt being compromised. Thirty
eight per cent of respondents have fear of identity theft. Twenty five per cent stated that they

have no fearéTo view all the options for this question referAppendix F question 31)

As can be seen from the result®a, respondents feared identity theft more in terms of online
purchasing than social networking. This makes sense as an individual would be at a greater risk

if their identity was being used fraudulently during anoenmerce transaction than if one of

thar social networking accounts was hacked. An individual is in danger of losing money in an

online transaction, whereas the individual would not lose any money if their social networking
account is compromised. R e s p o pateatially bk thera i n f e
money. Thus, the percentage of respondents who stated that they have no fears regarding online
banking and online purchasing was much smaller than the percentage of respondents who stated

that they have no fears in terms of socitworking.
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4.12 Privacy on Social Networking Websites

It was found that respondents did reveal a significant amount of personal information on social
networking websitesas shown in table five belovirhe chi square test found all to be

significant (SeéAppendx G for p values).

Table 5: Privacy on Social Networking Websites

| do not

My haveany

My real interests My My social
name and My real [My phone| My My e- | My work and education [relationship|networking

surname | pictures | number [address| mail [information| hobbies |information status accounts

81% 75% 35% 1294 67% 23% 67% 64% 43% 7%

Crosstabulations were then performed against this data to show whether demographic factors
influenced privacy on social networking websites. These results are shown in the dhapters

follow.

In terms of where respondents got information on online security, the following were found to
be significant (Seédppendix Gfor p values):

1 The media

1 Government websites

1 Social networking websites

Sixty two per cent of respondents statedlt tthey got their online security information from the
media. Only 10% of respondents got information on online security websites via government
websites(Appendix F question 35) In other countries, Government establishments, online
operators andntemet Service Providers are currently developing educational tools for users.
The United States, the FTC, the Department of Homeland Security, the Department of
Commerce, and other government and private sector partners have launched a website and
educatonc ampai gn call ed O60OnGuarddé to helntprnet ndi vi c
fraud. The Australian government has also launched an awareness campaign called
6StaySmartOnlined and is a website thBhe offer
website offers practical advice and tips esegurity for home users as well as small businesses
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and families. (StaySmartOnline, 2010). The challenge is that there needs to be a prompt or a

trigger so that the users look at these websites in th@lst (Furnall, 2008).

What was also found was that 34% of respondents got information on online security via social
networking websites. Many government establishments mentioned above (Stay Smart Online
and OnGuard), also have pages on Facebook anieTwihe issue again is that users need to
know where to go to find this information, thus a prompt or a trigger would be needed to direct

them to these websites.

In terms of how respondents rated online security training, it was shown that signiffearet
respondents rated it as not importgmt.0005). Fifty seven parent of respondents stated that
online security training was important, 37% of respondents stated that it was very important and
7% stated that it was not importdAppendix F quesion 36)

4.13 Conclusion

This chapter showed the responses of respondents as a whole. The results in this chapter show
that respondents have high sefficacy, which means that the majority of individuals in this

study have high user awareness. The resudtoal s how t hat usersod perso
perceived severity is high, which means that they are aware that they should be cautious and
should refrain from risky online behaviour. Response effectiveness was also shown to be high,
which means that usedo realise that they should take the relevant precautions to be safe
online. The chapters that follow will show what impact the variables (in this study the variables

are demographic factors) have on the constructs of the Protection Motivation Theoty mode
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Chapter 5: Ra c e, Language anfdf e@oomn@unnliitnye

Security Awareness

This chapter will firstly show the race demographics of respondents. This will be followed by a
section on the tests which were used as well as how analysis was performedll Th&woe

followed by a section on how the hypothesis was addressed and how the model was used.

Race demographics are shown in the figilBgbelow.

52.6

50 -

40 - 35.6

30 -

Percentage

8

10 - - 0a 3.1
- Y

African Indian White Other Coloured

Figure 15: Race Demographics of Respondents

5.1 Addressing the Hypothesis

The main objective of this styd i s t o determine what factors
awareness. According to previous studies, one of these factors is race (Milne 2009). Using the
constructs of the Protection Motivation theory model, it will be shown whether or not this

variable(race) influences online security awareness. The following hypothesis was derived:

Hio: Usersod6 race does not influence their onlin

Hia: Usersod® race influences their online securi
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5.2 How Analyses Were Performed

With regard toanalysis between the demographic variables and constructs of the model, cross
tabulations were performed. The duuare test of independence, which tests whether a
significant relationship exists between the two variables, was used fort@bogations Under

the null hypothesis, the variables are independent (i.e. no relationship). When the conditions for
achisquare were not met (e.g. >20% of <cell s wit
was appliedF o r  F iexadt testtlge hypothesi®f independence is evaluated between two
categorical random variableSgringer 2013).In this chapter, the demographic variable that

was tested was race.

5.3 Self-Efficacy (Race)

In terms of Protection Motivation theory, the results show thate$igtacywas the determining
factor in users6 online security awareness fo

in selfefficacy in a few of the questions.

| know the difference between a virus and a Trdfgmpendix F question 14)

| would be al# to tell if my computer is hacked or infecf@gppendix F question 16)
| feel that my computer is very secifgpendix F question 17)

Is the firewall on your computer enablgd@®pendix F question 18)

Is your computer configured to betamnatically uglated? Appendix F question 19)

= =4 -4 -4 A A

I know what an email scam is and how to identify ¢fependix F question 21)

Results for the question Al know the differen
of Africans stated that they knew the differenée; % o f I ndi ans al so respc
question, 85% of whites responded O6yesd6d and
shows that the difference between the gaps in knowledge of the African respondents is much
higher than in other group$he chi square test results indicate that significantly (p<.0005) most
Africans responded 6nod6 and I ndians and Whit

and Whites are more aware of the difference between a virus and a Trojan than Africans.

Reslts for thestatemenfil woul d be admpuwer i lackedeod infec@df s hmoyw
that 46% of Africans were in agreement, 50% of Indenesin agreement, 65% of Whites are in
agreement and 10% of Coloureds are in agreement. chhesquare test iridates that

significantly (p<.0005) mostAfricans strongly disagree; most Indians, Coloureds and Other
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disagree and Whites agreEhis indicates that Whites and Indians are more confident than

Africans and Coloureds about being able to tell whether theipater is hacked or has a virus.

In terms of the responses for the question fl
square test indicated that significantly (p<.
others (Whites and Indiansjma r t i cul ar ) ThisirglipatestdaeWhited gnd mdians

have an idea of whatfaewall is andpossiblyhave it enabled on their computeBémilarly, for

the question Als your computer configuwtred to
showed that significantly (p<.0005) mo s t Af 1
responded iflyeso. Thi s indicates that mor e |

importance of it. It was found that, when comparing both these results, if resperchow

what a firewall i s, t heir response t o t he
automatically updated?0d0 was Ayeso.
The results show that for tlstatementi | know what an email scam i s

significantly (p<.0005) mosAfricans are either neutral or in disagreement; results for the other
groups showed significant agreement (Indians, Whites and Other). This indicates that Whites
and Indians are more confident than Africans and Coloureds about knowing whamah e
scam § and identifying one.

5.4 Perceived Severity (Race)

In terms of race, the questions on perceived severity did not yield any significant results.
Therefore, it can be deduced that this construct did not play a role in determining user security

awareness.

5.5 Personal Vulnerability (Race)

Personal vulnerability was found to be low amongst all race groups. Most respondents stated
that they would be comfortable to use tidernetto conduct business, although the results
show that Whites are the most comfortablehvaibnducting business online compared with all

the other race groupg@\ppendix F question 24)The chi square test shows that significantly
(p<.0005)most Whites agree.

Personal vul nerability was shown t safetaeouthi gh i
pl acing my cr ed.i(AppeadixrF duestient2gmoktsesponudnts doenot feel

safe about placing their credit card details online, as can be seen in the table below. Thirty one
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per cent of whites were in agreement, followed B§020f Indians, 23% coloureds and 8%
Africans. This shows that personal vulnerability amongst Africans is the highest compared with
all other race groups. The chi square test shows that signifiq@esti9005) most Africans
strongly disagree. A possibleason for this could be that their user awareness is lower than the

ot her groups, as stated in the results above.

who may have had their credit card or card number stolen and used in an online tramsaction?

(Appendix F question 27) Whi tes and I ndi ans responded )
Col oureds. Forty t wo per cent of Whit e res,|
respondents responded fAyeso, 20% of Col oured

Affi cans responded fAyeso. This r elsdinh and Whites | d b
respondents have had more exposure to online purchasing than the African respondents in the

sample and, therefore, were more aware of online crime incidents.hisguare test shows

e

that significantly(p<.0005f ewer t han expected Africans sel ec

5.6 Response Effectiveness (Race)

Although all race groups had high response effectiveness, some were much higher than others.
Eighty per cent of African and Colowreespondents agreed that installing -&irtis software

will keep their computers saf@ppendix F question 32)Sixty five per cent of Indians agreed

that installing antivirus software will keep their computers safe while 50% of Whites agreed that
instdling antivirus software will keep their computers safe. Interestingly, 46% of white

respondents neither agreed nor disagreed that installingviargi software will keep their

computers safe. This is mar gi nal Ffoythishoptigrher t h

This could be because the respondents in this group do not want to commit to giving an answer
to this question or do not really see installing -®iris software as a fogroof method for

protecting their personal computers.

5.7 Discussion of PMT Model on Race

Figure 16,below, shows a holistic picture of the relationship between the variables and the
constructs of the model. Saifficacy was found to be high amongst Indian and White
respondents, whilst Africans and Coloureds had low-eftfacy. The difference in user
awareness, in this case, could be attributed to the differences iresociomic conditions for

all groups. African and Coloured respondents could have a lower knowledge base due to less
exposue to technology than the othewvo groups, and thus have lower confidence. Personal
vulnerability amongst all groups was low, as respondents stated that they felt comfortable with

using thelnternetto conduct business. Response effectiveness was found to be high amongst all
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race grops, but lower amongst white respondents. Why this is the case can be further

investigated in another study.

Indian ; ¥ African
——Hig Self Efficacy High————
High - )
l -+ Pt
) _ B Lo Low
Low 1= Personal Vulnerability - MLow
Low~T* L
- J
High n— =( W: 1 /IHigh
L Response Effectiveness J
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Figure 16: Protection Motivation Theory Constructs Affect Race(Adapted)

The results of this study show that race does affect online secuidiem@ssThe results of
these questions show that Indians and Whites have higheeffsedicy than African
respondents. Therefore, race does affect online security awareness as Indians and Whites were

found to be more aware of online security than Africaimus the null hypothesis was rejected.

5.8 Fears Regarding Online Purchasing (Race)

In terms of online purchasing, it was found that most Indian and White respondents had fears

that fisomeone el se wil/| gai n t he céneohledianst of t
answered fiyeso to this question, 46% of whit
Ayeso and 30% of coloureds answered Ayeso. An

iln the event that a p mgreabdiffeuty provingshatyou paddor wi | |

a product or a service.o Fifty per cent of In
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responded fAyeso, 33% Africans responded Ayeso

chi square showed significamcfor both these question®<.0005). There was marked

di sagreement from all t he Intemstrpighihbd Bew togoufsor t he
there is fear of the unknowno with 100% of Wh
thisquestion9 3% of | ndian respondents amswered fMimod

well (To view all the options for this question referppendix F question 3Q)

In terms of where respondents got information on online security awareness, numerous
respondente hose the option Athe medi ao. Fifty sev
this option, 69% of Indian respondents chose this option, 42% of Whites chose this option and

50% of coloureds chose this optigAppendix F question 35) The chi square shed

significance for this questiafp<.0005).

5.9 Privacy on Social Networking Websites (Race)

In terms of privacy on social networking websites, it was found that significantly fewer Indian
respondents place their phone numbers on social networking websteshe other race
groups. Forty four per cent of Africans stated that they have put their phone numbers on social
networking websites, 47% of Whites stated that they have put their phone numbers on social
networking websites, 80% of Coloureds stated liaae had put their phone numbers on social
networking websites and 25% of Indians stated that they have put their phone numbers on social

networking websites. The chi square showed significance for this qugsti@®05)

Most respondents stated that thewuld not place their addresses on social networking
websites, 19% of African respondent s responc
responded fiyeso to this question, 8% of Whi t e
Col our ed r e ® this gudsdoth. Many eespondents also stated that they would place
theirema i | addresses on soci al net wor king websit
question, 72% of I ndians responded Ayesodo to t
thh s guestion and 80% of <coloureds responded @
result, Africans seem to be more wary about placing theiaik addresses on social networking

websites than the other groups. Most of the groups did not waadalitheir work information

on soci al net wor ki ng websites, wi t h 11% of /
guestion, 28% of Il ndi ans responding fAyeso thi

this question and 40%saof tGoltdurseduerseas mandiArsg
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seem to be the most reluctant about revealing their work information compared with the other
groups. The chi square showed significance for this questipxd005)

There were varying responses for the giis;mm about whether respondents placed their
relationship status on social networking websites. Twenty six per cent of African respondents
stated that they would place their relationship status on social networking websites, 49% of
Indians stated that theyould place their relationship status on social networking websites, 62%
of whites stated that they would place their relationship status on social networking websites
and 90% of Coloureds stated that they would place their relationship status onetoaiaking
websites. The chi square showed significance for this questign<a®005) As can be seen

from all the above questions, the African respondents were less likely to place information
about themselves on social networking websites. This could the&they value privacy more

than the other race groups (lbo view all the options for this question refer Appendix F
question 34)

5.10 Language Effect on Online Security Awareness

This section will show the language demographics of respondentsaftberéhe results of the
analysis of this variable will be presented. The analysis for language was performed in the same
way that it was performed for the race variable.

Figurel?, below, shows the language demographics of the respondents. As can foersd¢ba

figure, the majority of the respondents were English speaking.
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Figure 17: Language Demographics of Respondents
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5.11 Self-Efficacy (Language)

In terms of language it was shown that English and Afrikaans speaking people had the highest
self-efficacy from all of the groupsAlthough this was found for this exploratory study and the
numbers of Afrikaans and Xhosa speaking people in the sample were too small to draw
adequate conclusionshis was shown for the following questions:

1 1'know the difference lieveen a virus and a TrojdAppendix F question 14)

1 Is the firewall on your computer enablg@®pendix F question 18)

1 Is your computer configured to be automatically updatégpendix F question 19)
1 Iknow what an email scam is and how to identify Ogpendix F question 21)

The results for the question dl know the dif-
65% of English speaking people stated that they knew the difference, 30% of Zulu speaking
respondents al so an sona88%a Xhfsg epsaking fpeople andwéred q u e
Afyesodo and 83% of Afri kaans speaking responder
difference between the gaps in knowledge of the Zulu and Xhosa speaking respondents is much
higher than other groups. Tleli square test results indicate that, significantly (p<.0005) most

Zulu and Xhosa speaking people answered finobo
responded fAyeso. This indicates that Engli sh

aware of thalifference between a virus and a Trojan than the Zulu and Xhosa speaking groups.

In terms of the responses for the question fl
square test indicated that significantly (p<.0005) most Zulu and Xhosa resnegponded
Adon6t knowo and the other groups (English a
indicates that the English and Afrikaans speaking groups know what a firewall is and have it
enabled on their c omput erysur coputeri configuredyto bef or t
automatically updated?0 the chi square test s
Xhosa respondents responded fAdonot knowo or
respondent s ans wer e dhat impre €iglish andh iAfskaans nsgeiaking t e s
respondents knew what this was and recognized the importance of it. It was found that when
comparing both these results that, if respondents knew what a firewall is, their response to the

guestion Al sonmnyfoiugurceodnptuad ebre caut omati cally updeé

The results show that for the question fl kno
that significantly (p<.0005) more English and Afrikaans speaking people are in agreement than

Zulu and Xhosa peaking respondentShis indicates that English and Afrikaans speaking

57



respondents were more confident than Zulu and Xhosa speaking respondents about knowing

what an email scam is and identifying one.

5.12 Perceived Severity (Language)

Perceived severity washown to be significantly high amongst all language gr¢pg005)

As shown in the question AEmail attachments 1
mu st be taken when opening themo, 81% of Eng
statement 61% of Zulu speaking respondents agreed with this statement, 63% of Xhosa
speaking people agreed with this statement, 100% of Afrikaans speaking people agreed with
this statement and 89% of respondents from t
(Appendix F question 15).

5.13 Personal Vulnerability (Language)

Personal vulnerability was shown to be high i
placing my credit card details onlineo, mo s t
credi card details online. Twenty four per cent of English speaking respondents were in
agreement, followed by 9% of Zulu speaking respondents, 13% of Xhosa speaking respondents

and 33% Afrikaans speaking respondgispendix F question 25)This shows thapersonal

vulnerability amongst Zulu and Xhosa speaking respondents was the highest compared with all

the other language groups. The chi square test shows that signifipan@905)most Zulu and

Xhosa speaking respondents strongly disagree. A possifen for this could be that their

user awareness is lower than the other groups, as stated in the results above. Also, for the
question fADo you know of anyone else who may
stolen and used in an online transactian s i g n(P<f000%) emnord Bnglish and Afrikaans
speaking people answered Ayesd than Xhosa anc
Engl i sh speaking respondent s answered Ayeso,
answered AyesvpedRBimngpfr Xshpesrmdent s answered fAye
respondent s (AppsndieR quabtioma7)d wisoresult could be attributed to the

fact that the English and Afrikaans speaking respondents had more exposure to online
purchasing tharthe Zulu and Xhosa speaking respondents in the sample and therefore were

more aware of online crime incidents.
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5.14 Response Effectiveness (Language)

All language groups had high response effectiveness. The resultstisio®4% of English
speaking respondentagreed that installing antivirus software will keep their computers safe.
Eighty per cent of Zulu speaking respondents agreed that installing antivirus software will keep
their computers safe. Seventy five per cent of Xhosa speaking respondents agriestaihng
antivirus software will keep their computers safe while 67% of Afrikaans speaking respondents
agreed that installing antivirus software will keep their computers(ggfieendix F question

32). Interestingly, a higher number of Zulu and X&hoespondents agreed with this statement
than English and Afrikaans speaking respondents. This could be because some of these
respondents do not really see installing-&itis software as a fogdroof method for protecting

their personal computers.

5.15 Discussion of PMT model on Language

Figure 18,below, shows a holistic picture of the relationship between the variables and the
constructs of the model. Sedfficacy was found to be high amongst the English and Afrikaans
speaking respondents, whilst Zulu axldosa speaking respondents had low-s#ltacy. The
difference in user awareness in this case could be attributed to the differences-@tsnoimic
conditions for all groups. Zulu and Xhosa speaking respondents could have a lower knowledge
base due tdess exposure to technology than the other two groups, and thus have lower
confidence. Personal vulnerability and perceived severity amongst all groups was high, which
means that they were wary of placing their information online. Response effectiveaess w
found to be high amongst all language groups, meaning that respondents from all groups did

realise that they should take the relevant precautions to be safe online.
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5.16 Fears Regarding Online Purchasing (Language)
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88% of Xhosa speaking people answering finoo
answer i ng (fowew all the optioesifar this question referAppendix F question
30). The chi square showed significance for both these quegtier3005).

5.17 Privacy on Social Networking Websites (Language)

In terms of privacy on social networking websites, it was found that significgmtiyp005)

fewer English an&Khosa speaking respondents place their phone numbers on social networking
websites than the other language groups. Twenty nine per cent of English speaking respondents
stated that they had put their phone numbers on social networking websites, 49% of Zulu
speaking respondents stated that they had put their phone numbers on social networking
websites, 13% of Xhosa speaking respondents stated that they had put their phone numbers on
social networking websites and 50% of Afrikaans speaking respondentstktdttdtky had put

their phone numbers on social networking websites. The chi square showed significance for this
question(p<.0005)

Most respondents stated that they would not place their addresses on social networking
websites. Nine percentof Englishp ea ki ng respondents answering
of Zulu speaking respondents answering fyesa?o
respondent s answering fiyesd to this question
answeri ng feseon Many @spdndents alsq stated that they would place their e

mail addresses on social networking websites. Seventy one per cent of English speaking
respondents responded Ayesd to this question
Ayeso que st hiosn, 25% of Xhosa speaking responde
100% of Afrikaans speaking respondents respon
this result, Zulu and Xhosa speaking respondents seem to be more wary abaogtthkicie

mail addresses on social networking websites than the other groups. The chi square showed

significance for both these questiongas.0005)

Most of the groups did not want to reveal their work information on social networking websites,

with 72% of English respondents stating no to this question, 89% of Zulu speaking respondents
answering fAnoo this question, 88% of Xhosa s
guestion and 67% of Afri kaans spearkAsgapbea espon
seen, Zulu and Xhosa speaking respondents seem to be the most reluctant about revealing their
work information compared to the other groups. The chi square shows significance for this as

(p<.0005) There were varying responses for the questsibout whether respondents placed
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their relationship status on social networking websites. Fifty two per cent of English speaking
respondents stated that they would place their relationship status on social networking websites,
25% of Zulu speaking respoewts stated that they would place their relationship status on
social networking websites, 38% of Xhosa speaking respondents stated that they would place
their relationship status on social networking websites and 50% of Afrikaans speaking
respondents stadl that they would place their relationship status on social networking websites.
The chi square showed significance for this questiofpa$005) As can be seen from all the
above questions, the Zulu and Xhosa speaking respondents were less likatg timformation

about themselves on social networking websites. This could mean that they value privacy more
than the other language groups(d@o view all the options for this question referAppendix

question 34)

5.18 Community Effect on Online Security Awareness

This section will show the community demographics of respondBetew are the definitions

of each community segment:

1 Urban areas: Can be defined in the South African context as places that have some
system of local authority (Demographicafbook, 2005).
Semi urban areas: Exhibits characteristics of both rural and urban areas (Collins, 2013).

Rural areas: These are areas outside of cities and toviarklfetwel 2013).

Thereafter, the results of the analysis of this variable will be pexkemhe analysis for the
community variable was performed in the same way that it was performed for the race and

language variables.

Figure 19, below, shows the community demographics of the respondents. As can be seen from

the figure, the majority of re@ndents were from urban areas.
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Figure 19: Community Demographics of Respondents

5.19 General Online Security Awareness (Community)

This section shows the results f oS$pecifidaly r espo
significant was that more of thegpondents indicated that they seldom change the password on

their computers. Fourteen per cent of respondents from urban communities stated that they
change their passwords regularly, 6% of respondents from semi urban communities stated that
they changeheir passwords regularly and 4% of respondents from rural communities stated that

they regularly change their passwordgppendix F question 11)From this result it can be

deduced that the majority of respondents do not change their passwords redhlarkhi

square shows significance for this(ps.0005)

The user awareness guestion regarding phishing attacks showed that most respondents were not
aware of what a phishing attack is, as most aitlebose the wrong answer for itlthough it

was foundthatmorerespondents from urban communities chose the right answettfianithe

other two communitiesThe chisquare showed that significantly (p<.0005) most respondents
chose the third option, which is the wrong answer to the question. Twenty erireemt of
respondents from urban communities chose the first option (which is the correct answer to the
question), 23% of respondents from semban communities chose the first option and 31% of
respondents from rural communities chose the first ofédgpendix F question 20/Chapter 4,

Pg. 42. This shows that the majority of respondents are not aware of what a phishing attack is,
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although it is interesting to note that more respondents from rural areas knew what a phishing

attack was than respondemntsrh urban and semi urban communities.

5.20 Self-Efficacy (Community)

In terms of community lived in, it was shown that respondents from urban areas had the highest
self-efficacy from all of the groups. This was shown for the following questions:

1 1'know the diference between a virus and a Trofappendix F question 14)

1 Is the firewall on your computer enabldd@®pendix F; question 18)
1 Is your computer configured to be automatically updat@&ipendix F question 19)

1 1 know what an email scam is and howderitify one(Appendix F question 21)

The results for the question dl know the dif-
60% of respondents who live in urban areas knew the difference, 54% of respondents who live

in semiurban areas also answered/ e s 6 f or this question, 23% o
areas answered fAyeso. This result shows the
respondents who live in rural areas compared with respondents in the other groups. The chi
square test re#ts indicate that significantly (p<.0005) respondents from rural areas answered
inoo and respondents from urban and semi ur b
respondents from urban and samiban areas were more aware of the difference betaeen

virus and a Trojan than respondents from rural areas. When this question waslriaged

with Aa phishing attack iséodo, results showed
who did not know the difference between a virus and a Trojan, chesgrong answer for the

guestion fAa phishing attack i séo.

In terms of the responses for the question Al
square test indicated that significantly (p<.0005) most respondents from rural areas responded
Adokmdowd and the other groups (urban and semi

the respondents from urban and se@ntian areas know what a firewall is and have it enabled on

their computers. Similarly, f o rto be hubomatically s t i o n
updated?0 the chi sqguare test showed that sic
communities responded fAdonodt knowo or finoo, !

communities answer ed 0 yesmordentsrdmiubaniamddambaat es t h

communities know what this is and recognized the importance of it. It was found that, when
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comparing both these results, that if respondents know what a firewall is, their response to the

guestion Als yyguredompuberacocbomatically updat

The results show that for the question il kno
that significantly (p<.0005) more respondents from urban and-sdran communities are in
agreement than respams from rural communitie3his indicates thatespondents from urban
and semurban communitiesvere more confident tharespondents from rural communities

about knowing what an-mail scam is and identifying one.

5.21 Perceived Severity (Community)

The queBons on perceived severity in terms of community did not yield any significant results.
Therefore, it can be deduced that this construct did not play a role in determining user security

awareness in terms of community.

5.22 Personal Vulnerability (Community)

Personal vulnerability was shown to be high i1
pl acing my <c¢credit card details onlineo, mo st
credit card details online. Twenty two per cent of respondents dirthban communities were in

agreement, followed by 8% of respondents from agman communities and 4% of
respondents from rural communiti€dppendix F question 25) This shows that personal
vulnerability amongst respondents from semban and rural gomunities was higher than

amongst respondents from urban communities. The chi square test shows that significantly

(p<.0005)most respondents from semniban and rural communities disagree.

5.23 Response Effectiveness (Community)

Although all groups had higtesponse effectiveness, some were much higher than others. Sixty
six per cent ofespondents from urban aresgreed that installing armgirus software will keep

their computers safe. Sixty four per cenr@$pondents from urban aresgreed that instatig
antivirus software will keep their computers safe, while 83%raedpondents from rural
communitiesagreed that installing artirus software will keep their computers séfgppendix

F, question 32)
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5.24 Discussion of PMT model on Community

Figure 20, bw, shows a holistic picture of the relationship between the variables and the
constructs of the model. Sadfficacy was found to be high amongst the respondents from urban
and semurban communities, whilst respondents from rural communities have ldw se
efficacy. The difference in user awareness in this case could be attributed to the differences in
sociceconomic conditions for all groups. Respondents from rural communities could have a
lower knowledge base due to less exposure to technology thamh#retwo groups, and thus

have lower confidence. Personal vulnerability was found to be high among respondents from
semiurban and rural communities, which means that they were wary of placing their
information online. Response effectiveness was foundetohigh amongst all community
groups, meaning that respondents from all these groups did realise that they should take the

relevant precautions to be safe online.
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Figure 20: Protection Motivation Theory Constructs Effect Community (Adapted)

5.25 Fears Regarding Online Purchasing (Community)

I n terms of online purchasing, a fear that we
problem arises, you will experience great difficulty proving that you paid for a product or a
serviceo. Rortofyf respopdentese from urban c¢comm
question, 52% of respondents fromsemi ban communi ties responded
and 20% of respondents from rural communities
responénts from rural communities did not seem to fear this. The chi square showed
significance for this questiorfp<.0005). There was marked disagreement from all the

respondent s f or Interheemigbttbea hee nceyou so finéré & fear of the
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unkmowno with 94% of respondents from urban cor
90% of respondents from semi urban communitie
rur al communi ti es (®orniswval the dptiofisnfar this questioefer Itol

Appendix F question 3Q)

5.26 Privacy on Social Networking Websites (Community)

In terms of privacy on social networking websites, it was found that most respondents from all
groups placed their real names and surnames on social networking wefighés.eight per

cent of respondents from urban communities stated that they place their real names and
surnames on social networking websites. Eighty seven per cent of respondents frambaami
communities stated that they would place their real nameésarnames on social networking
websites and 62% of respondents from rural communities stated that they would place their real
names and surnames on social networking websites. This result shows that respondents from
rural communities are more reluctart place their real names and surnames on social
networking websites than the other groups. The chi square showed significance for this
question(p<.0005)

Most respondents stated that they would not place their addresses on social networking
websites. Teper cent of respondents from urban comm
14% of respondents from semi urban areas an:
respondents from rur al areas answeredthdtyeso t
they would place their-mail addresses on social networking websites. Seventy per cent of
respondents from urban communities responded
fromsemiur ban communities respondedredpondent®fromo t hi
rur al communities responded Ayesd to this que
from rural communities seem to be more wary about placing theailkeaddresses on social

networking websites than the other groups.

Most d the groups did not want to reveal their work information on social networking websites,
with 26% of respondents from urban communiti
respondents fromsemir ban communi ties answer gadporidgnss 0 t hi
from rur al communities answered Ayesodo to this
communities seem to be the most reluctant about revealing their work information on social
networking websites compared with the other groups. Tihequare showed significance for

this question a§p<.0005)
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In terms of education information on social networking websites, respondents from urban and
semiurban communities revealed their education information on social networking websites.
Sixty six per cent of respondents from urban communities stated that they would reveal their
education information on social networking websites. 67% of respondents frorurdemi
communities stated that they would reveal their education information online andof38%
respondents from rural communities stated that they would reveal their education information
online. As can be seen, respondents from rural communities seem to be the most reluctant
about revealing their education information on social networking teshsiompared with the

other groups. The chi square showed significance for this questips.a805)

There were varying responses for the question about whether respondents placed their
relationship status on social networking websites. Forty severgmerof respondents from

urban communities stated that they would place their relationship status on social networking
websites, 38% of respondents from semian communities stated that they would place their
relationship status on social networking wiédds and 20% of respondents from rural
communities stated that they would place their relationship status on social networking
websites. The chi square showed significance for this questign<a3005) As can be seen

from all the above questions, thespendents from rural communities were less likely to place
information about themselves on social networking websites. This could mean that they value
privacy more than the othe@ommunities(To view all the options for this question refer to

Appendix F question 34)

5.27 Conclusion

The above results show that race, community @oskiblylanguage have an effect on online
security awareness. Thus, the null hypotheses were rejected in all these casesulEhefithe

study show that the awareness levelhaf African population group, in terms of online security
awareness, is not as high as it was for other sectors. It was also found that language and
community play a role in determining online security awareness. It is recommended that this
type of study beexpanded to determine reasons why this might be the case for all the above

elementsThe next chapter will look at the effect of genda online security awareness.
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Chapter6: Gendefrf et Online Security A

This chapter will show the gender demogtiaphof respondents. This will be followed by a
section on the tests which were used as well as how the analysis was performed. This will then

be followed by a section on how the hypothesis was addressed and how the model was used.

The results of this stly show that 58% of respondents were male and 42% were female

6.1 Addressing the Hypothesis

The main objective of this study was to deter
awareness. From previous studies, one of the factors that were shdwffuéace online

security awareness is gender (Kumaragiral, 2007, Jagatiet al, 2007, Milne 2009,Sheng,

2009).Using the constructs of the Protection Mativation theory model, it will be shown whether

or not this variable (gender) influences oalgecurity awareness. The following hypothesis was

derived:
Hao: Usersd gender does not influence their onl
Haa: Usersod gender influences their online secu

6.2 How Analyses Were Performed

With regard to analysis betweeretdemographic variables and constructs of the model,-cross
tabulations were performed. The dtjuare test of independence was used for tatmgations.

It tests whether a significant relationship exists between the two variables. Under the null
hypothess, the variables are independent (i.e. no relationship). When the conditions fer a chi
sguare were not met (e.g. >20% of <cells with

applied. In this chapter, the demographic variable tested was gender.

6.3 General Online Security Awareness

The user awareness question AA phishing attac
similarly, with slightly more male respondents getting the answer to this question correct
(Appendix F question 20/Chapter 4 Pg.)42The chi square test shows that significantly
(p<.0005) more than expected females and males selected the third option. The third option is

the wrong option, which indicates that both genders in the study are not aware of what a
phishing attack is. Thenajority of respondents answered this question incorrectly, with just

32% of male respondents choosing the correct answer and 24% of females choosing the correct

answer.
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6.4 Self-Efficacy

The results of the questions related to -seffitacy, in terms of thdProection Motivation

Theory Model,show that selefficacy amongst males is higher than among females. This links

to the literature where some studies found that females were more susceptible to online attacks
than males (Shergt al, 2010).

In terms & Protection Motivation theory, results showed that-séitacy is the determining
factor in usersd online securi-effcacaefarsteaess f
user's knowledge regarding online security, which works as a factor enii@ing his/her

online security awareness. In terms of gender, in at least five instances, males showed higher

self-efficacy than females. This was in terms of the following questions:

A | know the difference between a virus and a TrofAppendix F question 14)

A | would be able to tell if my computer is hacked or infedi&@pdpendix F question
16)

A Is the firewall on your computer enablgd®pendix F question 18)

A Is your computer configured to be automatically updaf@gendix F question
19)

A | know what an email scam is and how to identify ¢Appendix F question 21)

A My computer has no value tmckers, they do not target mippendix F question
23)

In terms of the significance results for the
Tr oj ano, t he chi sqguare test showed that sign
and females responded fAnoo. Sixty nine per o
between a virus and a Trojan as opposed to 37% of females who stated ythatetvethe

difference. This indicates that more males than females are confident about knowing the

difference between the two.

In terms of the next question fAil would be abl
chi square test shows thagsificantly (p<.0005) more males are in agreement than females

who are not in agreement. Sixty one per cent of males agreed with this statement as opposed to
31% of females who agreed with this statement. This again indicates that males are more

confidentthan females about being able to tell whether their computer is hacked or has a virus.
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When asked fils the firewal/l on your computer
60% of females answered fAyeso. Four 2% efn per
females answered Anoo. Thirteen per cent of m
is, while 28% of females stated that they do not know what a firewall is. There is a big gap
between male respondents knowing what a firewall is and fersp@ndents knowing what a

firewall i s. Al so, when compared with the q
automatically wupdated?d6 64% of mal e responde
answered fiyeso. Twenty siox pmsehri |l eenlt7 % fofmaleersa |
Ainoo. Ten per cent of mal e respondents chose

respondents chose this option. What can be seen, when looking at the results of these two
questions, is that if respondents knew wadirewall was then generally they seemed to be
aware of automatic updates. For the question
chi square test showed that significantly (p<.0005) more than the expected number of females

do not know what arfewall is. This indicates that more males know what a firewall is and have

it enabled on their computers.

For the question Als your computer configured
showed that significantly (p<.0005) more than thpested number of females do not know if

their computers are configured to be automatically updated. This indicates that more males
know what this is and recognize the importance of it.

A significantly higher number of male respondents stated that they wihat an email scam is

and how to identify one. Seventy five per cent of males claimed that they know whatan e
scam is and how to identify one, compared with 47% of females who claimed that they know
what an email scam is and how to identify on€he chi square test shows that significantly

(p<.0005) more males are in agreement than females who are not in agreement.

There was significant di sagreement (p<.0005)
computer has no value to hackers; they dotnatr g e t me 0 . Forty per <cen
with this statement as opposed to 24% of female respondents. Twenty nine per cent of males
neither agreed nor disagreed, while 46% of females neither agreed nor disagreed. Thirty one per

cent of males agreedt the statement and 30% of females agreed with the statement.

For all the above questions, males answered in the affirmative in more instances than female

respondents. This showed that they are more confident in their ability to identéyl scams
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and tell whether their computers have been hacked or infected. Also, more males know what the
difference between a Virus and a Trojan is and are aware of what a phishing attack is. A further
crosstabulation between these two questions showed that 57% les nmathe sample who

know the difference between a virus and a Trojan also (60%) know what a phishing attack is.
These results show that the male respondents in this study showed a higa#icaelf than

the female respondents.

6.5 Perceived Severity

Pereived severity amongst both males and females was high. Forty nine per cent of males
stated that they were concerned with the current state of online security in South Africa, 21% of
males were not concerned about the current state of online securitytin Adca and 30%

stated that they were somewhat concerned about the current state of online security in South
Africa. Fifty eight per cent of females stated that they were concerned with the current state of
online security in South Africa, 8% of female®re not concerned about the current state of
online security in South Africa and 34% stated that they were somewhat concerned about the
current state of online security in South AfriGappendix F question 28) Thus, perceived
severity seemed to be higghamongst the female respondents than the male respondents. This
means that more female respondents were concerned about the current state of online security in
South Africa than male respondents. This shows that, although females have a lower self
efficacy, their perceived severity is higher. With the male respondents, thegffgedCy is

higher but their perceived severity is lower than the female respondents.
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6.6 Personal Vulnerability

Personal vulnerability was higher amongst female respondentsnéilarrespondents. Seventy

per cent of males agreed that they would be comfortable to usgehgetto conduct business,

while 58% of females agreed that they would be comfortable to usktdraetto conduct
business. Seventeen per cent of males erilgreed nor disagreed, while 27% of females
neither agreed nor disagreed. Thirteen per cent of males disagreed, while 11% of females
disagreed(Appendix F question 24) The chi square test shows that significantly (p<0.005)

more males are in agreementidemales are not in agreement.

6.7 Response Effectiveness

The questions on response effectiveness in terms of gender did not yield any significant results.
Therefore, it can be deduced that this construct did not play a role in determining user security

awaeness in terms of gender.

6.8 Discussion of PMT Model on Gender

Figure 21, below, is a diagrathat shows a holistic picture of the relationship between the
variables and the constructs of the mo&alf-efficacy amongst males was high, whilst it was

low anongst females. It was found that sefficacy linked directly to user awareness, as it
seemed that respondents who had knowledge regarding online security also seemed to possess a
higher selfefficacy than users who did not. Personal vulnerability wasdaiw be high in

females; this could be attributed to the fact that their awareness and knowledge level was lower
than the male respondents. Thus their fear regarding online security would be greater as they do
not possess the ability to secure themselorkne. Personal vulnerability amongst male
respondents was low; this could be attributed to the fact that they are confident about being able
to protect themselves as they believe that they possess the knowledge to do so. Perceived

severity was high amosgboth males and females.
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Figure 21 Protection Motivation Theory Constructs Affect Gender(Adapted)

6.9 Privacy on Social Networking Websites

In terms of privacy on social networking websites it was found that significantly more males

placed their phoe numbers on these websites than females. 43% of males stated that they had

placed their phone numbers on these websites, while 27% females stated that they had placed

their phone numbers on these websites. The chi square test shows that signific@nd@Sjp<
more males than females have answered yes to this quéBtionew all the options for this
question refer té\ppendix F question 34)

6.10 Online Security Information and Training Importance

In terms of where respondents got their information omersiecurity, 72% of females named
ithe mediad compared with 54% of males who

that significantly (p<0.005) more females than malesse this option. With regatd online
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security training, it was found that thomales and females found it important. Fifty one per cent

of males stated that it was important while 67% of females stated that it was important. Forty

per cent of males stated that it was very important, while 32% of females stated it was very
importart. The chi square showed that significantly (p<0.005) few male and female respondents
view online secur ity Tdenmper cenmtiohngalesastatedithebitt was notp o r t «
important and 2% of females stated that it was not impof#ggendix F question 36)

6.11 Conclusion

The above results show that males are more aware of online security than females, thus gender
does affect online security awareness. Thus, the null hypothesis is rejected. As shown in the
results, male respondents had high-séfitacy, thus having higher awareness of online security
than female respondents. In addition, female respondents had higher personal vulnerability than
male respondents, which showed that male respondents, who had a higher awareness of online
security, werdess cautious online than female respondéeftte. next chapter will look at the

effect of employment status on online security awareness
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Chapter7:. Empl oymeltf &c¢tat Osl i ne Secur

Awar eness

This chapter will show the employment demographitrespondents. This will be followed by
a section on the tests which were used as well as how the analysis was performed. This will then

be followed by a section on how the hypothesis was addressed and how the model was used.

Employment demographicseasshown in the figure below. As can be seen, the majority of
respondents were students. The employed respondents were obtained from the snowball
sampling technique through Facebook and Twiidhough this was found for this exploratory

study and the nubers of selemployed and unemployed respondents in the sample were too

small to draw adequate conclusions.

Self-employed l 2.5

Unemployed . 3.7

0 10 20 30 40 50 60 70
Percentage

Figure 22: Employment Demographics of Respondents

7.1 Addressing the Hypothesis
The main objective of this study was to determine what factors affsace r s & onl i ne s

awareness. From previous studies, one of the factors that were shown to influence online
security awareness is employment status (Miéhel, 2009). Using the constructs of the
Protection Motivation theory model, it will be showulmether or not this variable (employment

status) influences online security awareness. The following hypothesis was derived:
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Hio: Usersd empl oyment status does not influenc
Hia: User s6 empl oy me n nlinessecarity@wsareneasf | uences their
Hio: Usersd employment status does not influenc
Hia: Usersodo empl oyment status influences their

7.2 How Analyses Were Performed

The results of this study show that employmeatus does affect online security awareness.
This was to be expected as the literature states that most security training is done in the
organizational dimension (Siponen, 2001). In order to address the hypothesesghttad®ns

have been made and ttig-square test of independence was performed.

When the conditions for a cBuare were not met (e.g. >20% of cells with expected values <5),

then Fisherés exact test was applied. I'n thi ¢

was employmenttatus.

7.3 User Awareness

The password protection question showed a difference in response rates between employed
respondents and student respondents. As can be seen from the table below, employed
respondents changed their passwords a great deal more aftenlttother respondents. This
could, however, be due to these respondents having to change their passwords regularly with the
systems they work with. The chi square shows that this result is significant as (p<.0005).

Table 6: Employment Status Effects Pasvord Change Bhaviour
How often do you change the password on your comp
Regularly Sometimes Seldom | Not at all Total
Employed 26% 29% 29% 16% 100%
Unemployed | 8% 0% 33% 58% 100%
Self 0% 25% 38% 37% 100%
employed
Students 7% 29% 38% 26% 100%
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In terms of knowing what a phishing attack is, most respondents from edjocegs chose the

wrong option. The correct option was option pakhough the majaly of respondents chose

option three(Appendix F, question 20/Chapter 4, Pg.)42The chi square test shows that
significantly (p<.0005) more employed respondents knew what a phishing attack was than
student respondents. Thirty nine per cent of employed respondents chose the correct option,
25% of unemployed respondents chose the coagtibn, 50% of selemployed respondents

chose the correct option and 23% of student respondents chose the correct option. This shows
that more employed and se&mployed respondents know what a phishing attack is compared
with students in the sample. tAbugh the big concern here is that user awareness across all

groups in terms of this question is still low.

7.4 Self-Efficacy

In terms of Protection Motivation theory, the results show thateggtiacy is the construct that
was a determining factorinused onl i ne security awareness for

employment status also showed differences ineféitfacy in the following questions.

1 1know the difference between a virus and a Tr¢fgppendix F, question 14)

1 Is the firewall on your comger enabled@Appendix F, question 18)

9 Is your computer configured to be automatically updat@&ipendix F, question 19)
T 1'know what an email scam is and how to identify Ogpendix F, question 21)

The employed people in the sample answered in firenafive to the above questions and thus

had a higher sekfficacy than the student respondents.

In terms of knowing the difference between a virus and a Trojan, 74% of employed respondents
answered fAyesodo to templeyedagesporedéns oans @8efed f Aysed d,
unempl oyed respondents answered fiyeso and 460¢
question #fl know the difference between a vi
significantly (p<.0005) that more than expected enpldy peopl e say O6yesb; S
This indicates that employed people are more aware of the difference between a virus and a
Trojan than students. In addition, more employed respondents knew what a firewall was than
student respondents. Seven perta# employed respondents stated that they did not know what

a firewall was, 17% of unemployed respondents stated that they did not know what a firewall

was and 26% of students stated that they did not know what a firewall was. In terms of having a
firewal installed on their personal computers, 84% of employed respondents stated that a

firewall was installed on their personal computers, 100% ofeseffloyed respondents stated
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that a firewall was installed on their personal computers, 75% of unempl@gEhdents stated

that a firewall was installed on their personal computers and 57% of student respondents stated
that a firewall was installed on their personal computers. The chi square shows that this result is
significant as (p<.0005).

As can be seen veln comparing these two questions, it seems that, if respondents knew the
difference between a Virus and a Trojan, they also knew what a firewall was and had it installed
on their per sonal computers. Si mi | artbpe for
automatically updated?0 8% of empl oyed respol
unempl oyed respondents stated that they fidon¢
Adonot knowo. The chi squar e t e set empdoed w s t h
respondents answered 6yesod; unempl oyed answer

indicates that more employed people know what this is and recognize the importance of it.

For the question il know whéay aneéeémat heschim |
indicates that significantly (p<.0005) more employed respondents were in agreement; students
were either neutral or strongly disagreed. Seventy seven per cent of employed respondents
agreed that they know what anmail scam isand how to identify one, 83% of unemployed
respondents agreed that they know what -am# scam is and how to identify one, 100% of
selfemployed respondents agreed that they know whatraailescam is and how to identify

one and 55% of student resplemts agreed that they know what amail scam is and how to

identify one. This indicates that employed people are more confident than students about
knowing what an 4nail scam is and identifying one and that their-sffitacy and awareness

is much hgher than the student respondents.

All groups seemed to believe that their computers have no value to hackers, the majority of
respondents chose to either agree or neither agree nor disagree. Twenty three per cent of
employed respondents were in agreenvtt this statement, 83% of unemployed respondents
were in agreement with this statement, 25% of-emlployed respondents were in agreement

and 31% of student respondents were in agreement. This is a potentially dangerous mindset in
the sense that thesespondents are possibly not aware of how hackers can potentially use their

information to commit fraud. The chi square shows significance as (p<.0005).

7.5 Perceived Severity

Perceived severity amongst students and unemployed respondents was found tdidansgigni

(p<.0005)high. Fifty three per cent of unemployed respondents stated that they were concerned
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about the state of online security in South Africa, and 58% of student respondents stated that

they were concerned about the state of online securitgouth Africa. Forty per cent of

employed respondents stated that they were concerned about the state of online security in
South Africa and 38% of sefimployed respondents stated that they were concerned about the

state of online security in South Afa¢Appendix F, question 28)rhis shows that perceived

severity is highest amongst student respondents, followed by unemployed respondents. Self
efficacy was the highest amongst employed respondents, yet their perceived severity is the

| owest . Bettieobs® was | ower than employed peo
was high. A possible reason why studentsd pe

group is less educated about online security, thus being less aware of online secteitgssva

7.6 Personal Vulnerability

Personal vulnerability was found to be low amongst all groups. Most respondents stated that
they would be comfortable to use tméernetto conduct business, although results showed that
employed, selfemployed and unemplogteespondents were more comfortable with conducting
business online than student respondents. Seventy six per cent of employed respondents stated
that they would be comfortable using thdernetto conduct business, 67% of unemployed
respondents statedaththey would be comfortable using thternetto conduct business, 88%

of selfemployed respondents stated that they would be comfortable usinigténeet to

conduct business and 59% of student respondents stated that they would be comfortable using
the Internetto conduct busineg@ppendix F, question 24The chi square shows significance

as (p<.0005).

Personal vulnerability was found to fluctuate in all categaoniésrms of credit card transactions

in online environmentsSelfemployed respondenteemed to feel safe about placing their
credit card details online. In terms of employed, the distribution of responses seemed to be equal
in terms of all responses. For the unemployed respondents and the student respondents, the
majority in these categs seemed to disagree, indicating that personal vulnerability was high

in these cases. Seventy five per cent ofeglployed respondents felt safe about placing their
credit card details online. Thirty three per cent of employed respondents felt saifeolaloong

their credit card details online, 8% of unemployed respondents felt safe about placing their
credit card details online and 10% of student respondents felt safe about placing their credit card
details online(Appendix F, question 25)A possiblereason for the majority of students
choosing fAndisagreed over the other options <co

unlikely to have a credit card or access to one. The chi square shows significance as (p<.0005)
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In terms of the questiofi | have had my <credit card detail
transactiono, the majority of respondents in
empl oyed respondents answered fAnoo, 100% of
ofselfe mpl oyed respondents answer ed fApmeaddixBnd 94 %
guestion 26) The reason why the number is lower in terms of employed aneraplbyed

respondents could be attributed to the fact that these respoadefitely tohavecredit cards

and thus there is a higher chance of their being exposed to credit cardTiauchi square

shows significance as (p<.0005)

7.7 Response Effectiveness

The questions on response effectiveness, in terms of employment status, did not yield any
significant results. Therefore, it can be deduced that this construct did not play a role in

determining user security awareness in terms of race.

The diagram below shows a holistic picture of the relationship between the variables and the
constructs of thenodel. SeHefficacy was shown to be high amongst all respondents, except the
student respondents. This could be attributed to students not having the same level of
knowledge of security as the other groups, thus a lower level of user awareness. Personal
vulnerability was high amongst all groups, except theealployed respondents. This could be
because the sedfmployed respondents within the sample often placed their credit card details
online and thus felt comfortable doing this. Perceived severigyngidher high amongst student

and unemployed respondents, and neither high nor low for employed arempédfyed
respondents. Student respondents perceived online threats as more dangerous than the other
groups; the reason for this could be their loweareness levels of online security. Response
effectiveness was high amongst all groups, exceptesgiloyed respondents. This could be
because these respondents do not believe that the controls in place to prevent online attacks or to

keep their personalomputers safe are adequate.

7.8 Discussion of PMT model on Employment Status
Figure 23 below, shows a holistic picture of the relationship between the variables and the

constructs of the modekelf-efficacy was shown to be high amongst all respondents ettezp
student respondents. This could be attributed to students not having the same level of
knowledge of security as the other groups, thus a lower level of user awareness. Personal

vulnerability was low amongst all groups. Perceived severity was low gshafl groups,
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except unemployed respondents. More student respondents perceived online threats as
dangerous, than the other groups; the reason for this could be the lower awareness levels of

online security.

Employed ; Student
—High Self Efficacy Low——1
High 4 )
| -+
High > Low Low
Personal Vulnerability - M ow
Low—* >
S5 =
Low P =( w: d M.ow
L Perceived Severity J
A
Low
Self Employed
Unemployed

High

Figure 23 Protection Motivation Theory Constructs Effect Employment Status (Adapted)

7.9 Fears Regarding Online Banking

In terms of online banking, the vast majority of respondents did indeed have fears in this regard
as very few respondents chose the opdyadon il
respondents stated that they had no fears, 50% eéreplfoyed respondents stated that they had

no fears, 8% of unemployed respondents stated that they had no fears and 4% of students stated
that they had no fears regarding online bankivegt (To view all the options for this question

refer to Appendix F, question 29s can be seen from this result, a higher percentage of self
employed and employed respondents have no fears as opposed to student respondents. This
could be due to the fact that teegroups make more use of online banking than do student
respondents and thus view it as relatively safer than students would. The chi square shows

significance agp<.0005)
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7.10 Fears Regarding Online Purchasing

In terms of online purchasing fears, one @thsi gni fi cant ones were AMo
no record of where it is and how it got there
that they feared this, 33% of unemployed respondents stated that they feared this, 25% of self
employed regondents stated that they feared this and 62% of student respondents stated that
they feared thisvell (To view all the options for this question refer to Appendix F, question 30)

In addition, the vast majority of respondents did indeed have fearsnageve respondents
chose the option Al have no fearso. Eleven pe
no fears, 50% of seémployed respondents stated that they had no fears, 8% of unemployed
respondents stated that they had no fears andf6%tudents stated that they had no fears
regarding online banking. As can be seen from this result, a higher percentageofidelfed

and employed respondents have no fears compared with student respondents. This could be due
to the fact that these gips make more use of online purchasing than student respondents and
thus view it as relatively safer than the students would. Looking at the above two questions,
there is a slight shift in terms of there being 3% of students who stated that they ha no fea
regarding online banking, while 6% stated that they had no fears regarding online purchases.
Thus, more students fear online banking than they fear online purchasing. The chi square shows

significance agp<.0005)

7.11 Privacy on Social Networking Websites
In terms of privacy on social networking websites, it was found that significantly more

employed respondents put work information online than the other respondents. In terms of
Awork information on soci al net wor $tdated that we b s i t
they placed their work information on websites, 25% of unemployed respondents stated that

they placed their work information on websites, 38% of-eglployed respondents stated that

they placed their work information on websites and 15% afesits stated that they placed their

work information on websites. The chi square shows significangg@<a6005) The above

result shows that all the other respondents (students, unemployed amah@elyed) are more

reluctant to put their work informatio on social networking websites than employed

respondents.

I n terms of the question on fArelationship s
employed respondents stated that they would put their relationship status online, 33% of

unemployed respondes stated that they would put their relationship status online, 75% of self
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employed respondents stated that they would put their relationship status online and 36% of
students stated that they would put their relationship status online. The chi sgoaee sh
significance agp<.0005) This result shows that significantly fewer students are willing to place
their relationship status online than any of other groups. Another theory is that both these
groups use social networking websites for different puipasel thus the information they put

up differs(To view all the options for this question refer to Appendix F, question 34)

7.12 Conclusion

The above results show that employment status does have an effect on online security
awareness. Thus the null hypotlsesias rejected. Results of the study show that the awareness
levels of the student respondents are not as high as those of the employed respondents. This
result was to be expected as the literature stated that most security training is done in the
organizgional dimension (Siponen, 2001).

The next chapter concludes this study and discusses how the model can be used in similar future
studies in this area. Strategies to improve online user awareness of online security are also

suggested.
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Chapter 8:Di scussi on

8.1 Introduction

The purpose of this exploratory study is to determine the factors influencing online user
security awareness using Protection Motivation Theory as a theoretical framework and
to determine the current state of user awareness afeos&curity. The context was
specifically limited to young adults. The study aimed to find out whether race,
language, community, gender and employment status influence online security

awareness. To this end, the following hypotheses were formed and tested

Hio: Users6 race does not influence their o
Hia: Usersd6 race influences their online se
Hoo: Userso6 |l anguage does not influence the
Hoa: Usersd | anguage i ndéwaenessces their onlin
Hyo Userso | evel of English does not influ
Ho1a: Userso | evel of English influences the
Hso: Usersd6 community does not influence th

Hsa:  Us e r s iy inluences their online security awareness

Hio: Usersd gender does not influence their
Haa: Usersd6 gender influences their online
Hso: Users6 empl oyment status doesssnot i nfl
Hsa: Usersd6 empl oyment status influences th

This chapter will discuss the framework and how it was used to interpret the results and
draw conclusions. Thereafter, the hypotheses and research questions will be discussed.
The chapter will conclude with limitations and further research suggestions for user
awareness of online security.
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8.2 Protection Motivation Theory and its application to this study

The above hypotheses assisted in providing answers to the research quekins,

were:

1 What factors influence online security awareness?

1 What is the current state of user awareness of online security in South Africa?
This study used Protection Motivation theory to determine the hypotheses. Results
showed t hat reficagy provddembe shé detereninifg factor in showing
di fferences in userso6 awareness | evels.
differently, depending on the variables being tested. It was found that there were lower
self-efficacy levels amongstertain groups of respondents who had a higher perceived
severity. Thus, respondents who had less online se@awiyenes$eared online fraud
more than respondents who were aware and more knowledgeable about online security.
This was seen to be the casgh gender, race and employment status. In addition, it
was found that, generally, respondents who had a lowereffielicy had higher
personal vulnerability. This indicates that users with lower-eféilfacy felt more

vulnerable to online threats tharers with higher sekfficacy.

When gender was tested, it showed that females had a lowffsgdcy and their

perceived severity and personal vulnerability was higher than male respondents. Thus,
their lower selefficacy (hence lower awareness) vaactor in making them feel more
vulnerable regarding online security and had a higher level of concern about online
security than the male respondents. There were marked differences when race,
community and language were tested, as low/highedffitfacy di d not affec
perceived severity and personal vulnerability. Likewise, with regards to employment
status, low/high selef f i cacy did not affect user so

vulnerability.

As described in chapters five to seven, thaults show that gender, race, community,
language and employment status affected online security awareness. In certain cases,
selfef fi cacy of mal e respondent s welfisacyhi gher

also proved to be higher in Indian and Whitspondents than in African respondents.
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Similarly, seltefficacy amongst English and Afrikaans speaking respondents was
higher than among the Zulu and Xhosa speaking respondents. In addition, respondents
from urban and semirban communities showed highself-efficacy than respondents

from rural areas. Employment status also influencede$ttfacy with results showing

that employed people had a higher sdficacy than student respondents. This study
can be expanded to explore the reasons why thesadmals have a higher self
efficacy and user awareness than the other groups and, in future, can possibly

investigate how to educate groups that are not as aware as others.

On the whole, user awareness of online security was low (See Appendix G for all
statistical analyses), as only 29% of respondents in the sample actualyvkmat a
phishing attack wasTo increase user awareness, user education strategies are

recommended. This section is expanded in chapter nine.

8.3 Limitations

In terms of limitations merging from the study, there were some weaknesses shown in
the model itself. One of these was that the model did not account for social factors that
could have influenced online security awa
friend/s behave/s ctd influence the way the individual would behave onlife
addition, the model did not take into account environmental factors. For example, an
individual could be less aware of online security because he/she has been less exposed
to technology than othg. This being stated, one of the aims of the study was to find if
individuals with different demographic backgrounds had different awareness levels of
online security, and the results showed that this was the case (i.e. individuals from rural
areas whereshown to have lower user awareness levels than individuals from urban
areas). So, in this sense, this limitation of the model did not affect the results of the

study.

Since this was an exploratory study, there was no need to show any representative
popukbtion groups. The focus group of this study was young adults and the majority of

respondents did fit within the relevant age range.

88



8.4 Further Research

This was largely an exploratory study to determine whether the issues needed further
examination. The stydcould now be extended to incorporate larger areas of the

country.

Other specific issues to explore might be the determination of reasons for the lower
awareness and sedfficacy levels of females compared with males in terms of online
security. In term of social networking and privacy, results showed that more males than
females place their phone numbers online. A study could be done to investigate the
difference between online privacy perceptions between males and females using

Protection Motivation fieory as a possible framework.

Other issues to explore might be the reasons whyeffathcy and awareness amongst
Whites and Indians are higher than in the African population. Other factors that were
found to influence online security awareness werggdage and community. This
means that security awareness programs should target rural areas as well as users who
do not speak English as a first language. The results showed that White respondents had
lower response effectiveness than all the other grolips. reasons for this can be

investigated further.

In terms of privacy on social networking websites, it was found that significantly fewer
Indian respondents place their phone numbers on social networking websites than other
race groups. Also, there wee varying responses for the question about whether
respondents placed their relationship status on social networking websites. This section
could be expanded to investigate the differences between online privacy perceptions of

all the race groups in Souifrica.

In terms of language and community, there were varying responses in terms of what
information different respondents placed online. These users also had varying fears
regarding online purchasing. These can be further examined by performingya stud

regarding privacy and trust in online environments.
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In terms of employment status, the varying -efficacy and awareness levels can be
further investigated. It was found that employed respondents were more likely than all
the other groups to put upetin relationship status. A comparative study can be done
showing the differences in attitudes on privacy behaviour on social networking websites

of employed individuals and students.

It was found that respondents feared online banking and online pughmasre than
social networking. Specific fears regarding each of these have been discussed in
chapters five to seven and an investigation can be done probing respondents about
exactly what they fear regarding each of these (online purchasing, onlinedamki
social networking) and possible reasons. Protection Motivation Theory can be used as a

theoretical framework for this investigation.

The next chapter will focus on possible strategies to improve user awareness.
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Chapter9: Rec ommetnrdaetde i es t o | mprove

Awareness of Onl i ne Secur.

This chapter explores the strategies that are available to assist in raising user awareness of
online security. Two of these are discussed in this chapter. These are:

- Using Web 2.0 to improve online@gity awareness

- Use of games to improve online security awareness

These two areas are recommended strategies for improving online security aw&ecEss.
2.6 in the literature chapter discusses strategies used by other countries to promote user

awaremss of online security. This chapter serves as an extension of this discussion.

9.1 User Awareness Strategy Using Web 2.0

Web 2.0 can be used as an avenue to increase online security awareness as it has worked well in
the elearning domain. Essentially, theivkrs are the users due to the fact that the users can
produce the content, individually or together (Hamburg & Hall, 2008). By using Web 2.0 tools
(Wikis, social networking, bookmarking tools, blogs etc.) everyone can be a learner or a teacher
as the baters to conventional ICbased training are removed (Hamburg & Hall, 2008). Web

2.0 makes a new level of communication possible which allows easier collaboration and sharing
of information. It was found in a study that clear communication between mendjeas
learning group is vital for success in training programnreglardless of whether the
communication was of a formal nature or informal (i.e. between colleagues). The tools and
structures that aided the communication in this study were Web 2.0 todke present time, it

seems that younger people have greater knowledge with these technologies than older people.
Due to this, it is assumed that the younger generation of users are msanetalthough a

study about how much personal information peagveal online has shown that the student
population are not overly concerned about privacy and security issues (Little, 2008). This is due
to the fact that 90% of individuals in the study revealed their real names and pictures online
(Little, 2008). Itwas thus concluded in this study that there is a need to develop awareness of

personal and professional risks due to the huge number of online threats (Little, 2008).

Web 2.0 tools combine both visibility and interaction; both these elements work vitryn we
terms of education. This can be seen by looking at the top 20 learning tools for 2009 (Hart,

2009). YouTube is one of the websites that offers a visual way of learning (by watching videos).
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Teampedia, StudyStack and many others provide an interagtiyeof learning. Awareness
campaigns using these tools can possibly be very strong as they appeal to the visibility element
as well as the interactive one. In terms of information security, it makes sense to use these Web
2.0 tools to raise awareness Be tiser interacts with them in the appropriate spaces (i.e. the
user interacts with them on a computer). There are currently many videos on YouTube that
cover online security awareness, as well as various groups on Facebook that discuss it. A
suggested witegy to help increase online security awareness using Web 2.0 can be derived
simply by creating a group on Facebook and sharing videos and articles on it and inviting users
to participate. The success of this group would be seen by the number ohatelecide to

join as well as seeing how much activity there would be in the group on a daily basis. An
experimental version of this type of strategy was carried out in 2010, as can be seen by the
screenshot below. The researcher posted up a video on &Wedearning website called
Edmodo, and invited a group of students

figure 24, below, after watching the video, students provided comments and created a

discussion around the topic.

l
I

Me 10 Online Security

Here is a video on Online fraud

YouTube - Online Fraud - How To Protect Yourself

—

q 4§ | youtube com

Nov 25, 2010 | Reply | Share | Tag~

-~ Ithink | like this, it enlightens peoples’into taking responsibilty

whenever using computers, especially iIfyou are 1o be working online

e One can never be too careful when it comes to online accounts,
especially those accounts that involve your personal Information f finances
FPersonally | would never reply f click on any emall’s relating to financial accounts, |

would rather go In physically or give them a call

Q _ E-mall has become an easy target 1or fraudsters. It is important thatwe ~

are careful Inthe a-malls we open and respond to. Simply clicking opening an &

matl can release a rojan to your system. Opening an emall also [ets the sender

know that your e-mail address is a valid one

Recenlly a mend of mine lost a few hundred rands in a phishing scam. it would
have been a few thousands ifthe bank was not alert to it quickly. So, online fraud is

happening in South Africa... and we all need to be careful

T cople need o be suspicious of any emall that requests

financlal/personal information. its extrem

mportant to personally get direct

vernfication from the company that requires your information

Show fewer replies

Figure 24: Suggested Online Awareness Strategy Using Web 2.0
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A possible framework to use, to investigate whether a Web 2.0 platform would be adequate for

user security awareness, is UTAUT.

The UTAUT model consists of 4 constts: Performance expectancy, effort expecy, ©cial
influence and facilitating conditions (Venkatestorris, Davis, & Davis, 2003). It alsadeals
with variables, such as age, gender, experience@uodtariness of use.

The elements that will be measured are listed below:

Performance expecancy (PE)is defined as the degree to which an individual believes that

using new technology will help with improving working performance. It will be measured by

the investigating the participantébés pmsceptio

of the benefits, speed, usefulness and productivity.

Effort expectancy (EE) is the degree of ease associated with the use of the system and is
measured by the perceptions of ease of using or understanding the operations of the different
educational @tforms.

Social influence (Shrefers to the degree to which an individual perceives how significant it is
that others believe he or she should use the technology. In this case, it would be the degree of
importance with which the respondents view eactfqria.

Facilitating condition (FC) refers to the degree to which an individual believes that an
organizational and technical infrastructure exists to support use of the system and is measured
by the perception of having the required resources or fasiltimwledge to use each of the
platforms(Venkatestet al., 2003)

The above elements are shown in figure 25, below.
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Figure 25 UTAUT (Flickr, 2009)

Since UTAUT deals with technology adoption dahid proposedstudydeals with what platform

us er spto guapeird terms of acquiring knowledge about online security, this model could
be used. In addition constructs from this model can be combined with some of the constructs of
Protection Motivation Theory to test user awareness of online security @addibly find out

what the best platform to learn about online security would be.

9.2 User Awareness Strategy Using Games

It is believed that users need to be properly educated about secure systems. In research done by
Nackros (2002) a method of educatingnssis suggested (using a computer game to educate
users).Thissuggestthat for users to effectively use information systems, they have to be aware

of security goals and threats before interacting with systems (Nackros, 2002). Some research
studies showthat scenaridbased programs can be used to educate users about information
security (Furnell, Gennatou & Dowland, 2000). Additional research has been carried out
showing the use of computer games to educate individuals about security issuedr¢@ene,
Thompson & Nguyen, 2007;Monk 2011 Sheng,Magnien Kumaragury Acquisti, Cranog

Hong& Nunge 2007).
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A possible strategy to develop a game like this, which could be successful in online security
education, is to introduce one scenario and ask sgealéted questions regarding it. For
example, Onguard.com has this type of game on
Smith has fallen asleep on a mission in Brazil, while details of his missiedesgticted in his

briefcase. Heisnownder scrutiny by headquarters. o Ther
| aptop securityo, the wuser answers a series

answered, they either fail to complete the mission or pass it (Onguard, 2012).

9.3 Conclusion

According to Kevin Mi tnick (2002) ACompani es

encryption and secure access devices, and it

address the weakest link in the security chai

Further research regarding thigove two strategies could possibly fill the gap in explaining how
enduser education and awareness can be i mprove

educating users about online security in the appropriate platforms, with the appropriate tools.
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Chapter 10:. Concl usi on

This chapter explores the research problem and its appliazftithe research objectiveShe

problem statement as stated in chapter one Was:identification of factors that influences

young adultsd awar donaldrass thefproemlstatangent the followingt vy .

research questions were derived:

1 What factors influence online security awareness?

1 What is the current state of user awareness of online security in South Africa?

10.1 Answering the Research Questions

The main foas of the studywas whet her the respondentsd demogi
on their online security awarenesgs identified in the literature (section 2.7) these factors were

gender, race, community, language and employment st#&tssdescribed irchapters five to

seven, the results showed that gender, race, community, language and employment status
affected online security awareness. This provided answers to the first resear@nquesti

As mentioned in Chapter Brotection Motivation Theoryvas sed as theheoretical
frameworkto guide thisstudyRe sul t s di scl os e-@fficachveas ther e s p o n
determining factor i n showi ndhisdshoivédehate nc e s
there is a direct link between user awareness of ordines r i t y a n-efficaey user 0
as shown by figure 26, below

Self-Efficac

Online Security

Figure 26. Self-Efficacy and Perceived Severity Influence Online Security Awareness
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The resultsalsoindicatad that construct®f the modelbehaved differently, depending

on whichvariableswere being tested. It was found that there were loweredéiifacy

levels amongst certain groups of respondents who had a higher perceived severity.
Thus, respondents who had less online secavitgrenesgeared online fraud more than

respondets who were aware and more knowledgeable about online security.

The second research question was partially answered as results showed that awareness levels of
respondents were varied. In terms of this exploratory study user awareness of online security
was low. To find out what the user awareness levels on online security would be in the South

African context, further research will have to be pursued.

10.2 Conclusion

This study has uncovered factors that affect online security awareness through the@pplicati
Protection Motivation Theory (i.e. a health belief model). The results of this study can help
organizations and practitioners involved in implementing online security awareness training
programme to take into account the different factors that afice awareness levels and thus

possibly improve the design of security awarempesgrammes.

This study set out to find the factors that influence online user security awarendsscAbked

in chapters 50 7, the results show that gender, race, coniiyulanguage and employment
status affect online security awareness. This was largely an exploratory study and could now be
extended to incorporate larger areas of the country (the other provinces) with a marginally

modified questionnaire to further intigmte the issues raised in this study.
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