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Abstract 

The new National Gambling Bill introduces a system of voluntary and court-ordered 
exclusion of problem gamblers from casinos. A wide range of exclusion techniques 
for access control could be applied to South African casinos. However, there are no 
clear criteria on which to base the decision of which system is to be implemented. 
Various role players need to be considered to determine what can be deployable in 
casino applications. 
A framework, from a business perspective, is proposed which allows multiple role 
players and varied criteria to effectively evaluate a range of possible solutions. The 
framework is applied to the role players affected by the proposed exclusion of 
problem gamblers from gambling. The main role players evaluated a number of 
possible exclusion techniques according to a range of important criteria. 
The current solution of a security guard at the entrance is superior according to the 
casino operations department. The casino marketing division places a high emphasis 
on ease of use for the pUblic. Of the alternative solutions, comparison-based solutions 
(using an identity book) were preferred by Gambling Anonymous while card-based 
solutions (proximity card) was found to be preferable by the public. The casino 
surveillance department preferred non-contact, overt, biometric acquisition (such as 
iris recognition). 
Covert biometric acquisition (face recognition) is found to be the most acceptable to 
all the role players, with fingerprint recognition being the least acceptable. The 
application of the framework allowed multimodal exclusion techniques (face 
recognition linked to casino loyalty cards) to emerge as a promising way forward. 

Key words 

National Gambling Bill, problem gamblers, casino, framework development, business 

perspective, evaluate, exclusion techniques, surveillance, face recognition 

- v -



Table of Contents 

PAGE 

Title Page i 
Confidentiality Clause ................................................................................................... ii 
Declaration .................................................................................................................... iii 
Acknowledgements ...................................................................................................... iv 
Abstract. .................................. .. ........... ........ ............. .................. ................... .......... ...... v 
Keywords ...................................................................................................................... v 
Table of Contents .......................................................................................................... vi 
List of Figures .............................. ............ ...... .... ......................................................... viii 
List of Tables ..................................................... ........................................................... ix 
Chapter 1 Introduction ................................... ....... ............................ ...... ................... 1 

1.1 Introduction ....................................... ............................................................ 1 
1.2 Problem Statement .......................... ... ......... ................................................ ... 2 
1.3 Objectives of the Study ...................... ............................................... .. .. ..... .... 2 
1.4 Background of the Research .............. ............................................................ 3 
1.5 Motivation for the Research .............. ..... ..... .................................................. 5 
1.6 Value of the Project .................. ......... ............................ ...... .......... ................ 8 
1.7 Establishing the Business Case .......... .......................................................... 12 
1.8 Limitations of the Project .................. .......................................................... 13 
1.9 Assessing the Casino Application ..... .......................................................... 14 

Chapter 2 Exclusion Techniques .................... ........ ................ ............ ...... ................ 17 
2.1 Introduction ....................................... .......................................................... 17 
2.2 Current Solutions ................ .............. ..... ........................ .. ....... ................. ... . 18 
2.3 Alternative Solutions ............ .......... ... ........ ..... ..... ............. ........ ................. .. 19 

2.3.1 Comparison Based Solutions ..... ................ ......... .... ......................... .. .. 19 
2.3.2 Card Based Solution .............. .... ..... ........... ..................... .... ................. 19 
2.3.3 Biometrics .................................. .......... .. .. ... ........... ............ ......... ....... .. 20 

2.3.3.1 Biometrics Defined ................ ......... ... ..... ................. .... ...... .. ............ 20 
2.3.4 Biometrics' Basic Components and Processes ................. ....... ............. 21 

2.3.4.1 The Generic Biometric System ........................................................ 21 
2.3.4.2 Data Collection ................ ..... ...................... .. ................................ ... 22 
2.3.4.3 Sensor (Acquisition Device) ............... .... ......................................... 24 
2.3.4.4 Transmission ................. ... ..................... ... .................... .......... .... ...... 25 
2.3.4.5 Feature Extraction ..... ............. ... ... ................................................... . 25 
2.3.4.6 Signal Processing ............................................................................. 26 
2.3.4.7 Decision ................................ ........................................................... 27 
2.3.4.8 Storage ............................................................................................. 28 
2.3.4.9 Template .. ............ ........... .... .... .......... ............................................. .. 28 
2.3.4.10 Contact Biometrics ........ ... ..... ..... ............. ...... .... ................ .......... 30 
2.3.4.11 Non-Contact Biometrics .............................................................. 31 

2.3.5 Which is the Best Biometric Technology? .... .. .... ... ........ ........ .... .... ..... 31 
2.4 Research Methodology ........ .. ..... ... ..... ... ............ ... .... ........................ ...... ..... 34 

- VI -



2.5 Key performance Metrics ... ..... .... ....... ...... .. .... .... ........ .. ..... .......... .... ... ..... .. 35 
2.5.1 Cost .. ....... .... .... ... ............ .. ..... .... .. ... .. .. ........... ......... .......... .... .... .... .... 36 
2.5.2 Ease of Use for the Public .. .... .. .. .. .... ... .. ... .. .. ........... ...... ...... .. ... ... ...... 38 
2.5.3 Physical Contact ... ..... .. ... .... ..... ... ..... ... ...... ...... ..... ... ... .... .. ... .. ......... .. . 39 
2.5.4 Accuracy ..... .. ........... ..... .... .. ... .... .. ... .... ... .. ...... .. ... .... .... .. ........ .. ... .. ..... 40 
2.5.5 Response Time .. .. .. .... .... ..... ..... ... .. ... .. .. ......... ..... .......... ...... .... ......... ... 43 
2.5 .6 Intrusiveness .......... .... ......... ..... .... ... .. ...... .... .. ...... ...... .. .. ... ... .. ... .. ...... . 43 
2.5.7 Distinctiveness (Unique Identifiers) .. ...... ....... ....... ....... .... ... .... ... ... ... .45 
2.5.8 Human Factor Limitations ... ... .. ........ .... ... ........ ..... ....... ......... .... ...... .. .45 
2.5.9 Environmental Affects .... ..... .... ....... .... .... ... .... .. .... ...... .. .. ...... ...... .. .. ... 46 
2.5.10 Stability ofTrait.. .. .. ... ..... .. .. ....... .. ..... ... ...... .. .. ... .. ... .... .... ... ...... ... .. .... . 46 
2.5 .11 User Acceptability ....... ... .. .... ... .... ... .. .... ... ... ... ... .. .. ... ... ... ....... .. ... .... ... 47 
2.5.12 Market Share by Technology ...... ........ ....... .. ..... .. ..... .. .. .. ... .. .. ..... ...... .47 
2.5 .13 Mature Technology ...... .... .... ... ....... .... ....... ..... .... ......... .. ... .. ... ..... .... .. .48 
2.5.14 False Acceptance ... ... ... .. .......... .... .. ... .. .. .. .... .... .. .... ..... ...... ..... .. .... ..... .48 
2.5.15 False Rejection .. ... .. .. .. ... ... .......... .. ... ...... .. ...... ........ .. .... .. .... .. ....... .... .. .49 
2.5.16 Template Size (bytes) ........ ..... ......... ........ ..... ........... ... .. ..... ....... .. ....... 50 
2.5.17 Remove Security Threats .. .... ... .... ... ..... .. .......... ............ .... ..... ..... .. ..... 51 
2.5.18 Level ofImpact on Existing System and Processes ..... .. .. ....... ..... ..... .. 52 
2.5.19 Compatibility with Existing Data .... .. .... ...... ... .............. ... ...... ... .. ....... 53 
2.5.20 Identification of High Rollers (VIP's) .. ..... ..... .... ... ....... ...... ...... ..... .. ... 53 
2.5.21 Verification / Identification .. ...... ..... ... .. ... ...... .. .... ..... .... .... .. .... .... .. .. ... 53 
2.5.22 Overt / Covert Acquisition .. .. ... ....... .... ...... ..... ........ ... ... ....... .. ..... .. ..... 56 
2.5.23 Behavioural / Physiological. .... ........ .... ...... .... ........ ... ....... .... .. .. ..... ..... 57 
2.5.24 Give / Grab Acquisition .. .. ..... .... .. ... ...... .... ......... .. .. ........... ........... .. .. . 57 
2.5.25 Privacy Risk Rating ...... .. .. ...... .... .... .. .. ........ ...... .. ..... .... .... ... ...... ... ... .. 57 

Chapter 3 Role Players .... ... ... .. ....... .. ... ........ ... ..... ....... .. ...... .. ..... ..... .. ...... ..... .. ... .. ... 59 
3 .1 Introduction .... ...... ..... .... .... .. ... .. .... ... .... ... ...... ... ........ .. .. ..... ... ..... .... .. ..... ..... 59 
3.2 Marketing ... ...... .... ....... .... .. ..... .. .. .... ..... ... .. .... .. ..... .. .. ... .. ......... .. ... .... ... .. ... .. 61 
3.3 Operations Management (Process control) .... ....... ... ......... ..... ... ... .. ... .. .. .. .. . 63 
3.4 Surveillance ... ..... .... .. ..... .... ......... ..... ....... .... .. ..... .. .. .. ... ... ...... .... ....... ..... ..... 64 
3.5 Security ...... ..... ..... .. .... ... .... .. .. ... ... .... .... .. ... ............ .. ........... .. .......... ........... 66 
3.6 Privacy Rating ... ... ... ... .... .. ... .. .. ...... ... .... .... .... ... .. ... ..... ... .... ... ..... .... .. ... .. ..... 67 
3.7 Gambling Board ....... ..... .. .. .... ....... ... .. .. .. ..... ......... .... ..... ..... ...... ... .. ..... .. .. ... 69 
3.8 Gambling Anonymous ........ ... ....... ... .. .. ..... .. ..... .... ..... ....... .. ..... .... .. .. ..... .. ... 72 
3.9 Public .. ...... .... .... ..... ...... .... ... ... .... ......... ....... .. ... ...... .... ....... ..... ..... ....... .. ..... 73 
3.10 Weighting of Role Player Importance ... ...... .. ..... ... .... ... .......... ... .... ..... ... .... 75 

Chapter 4 Results ... ... ... .. ..... .... .... ..... ... ... ... ... .... ... .. .. .... ... ... ... ... .. ..... ... .... ... .. ...... .. ... 76 
4.1 Role Player Rating of Exclusion Techniques .... .. ... .... ..... ....... .... .... .... ..... ... 76 

Chapter 5 Evaluation & Recommendations ..... .... .. .. .... .... ... .. ..... .... ..... ..... ..... ..... .... 83 
5.1 Most Acceptable Exclusion Techniques ..... ... ...... ............ .. ... ....... .... ... .. .. ... 83 
5.2 Multiple-Exclusion Systems ... ... .. .. ..... ... ..... .. ... .. ........ .... .... ....... ......... .... .. . 86 

Bibliography ..... ... .. .... ... ........... .... ......... .... .... ... ...... ... .... ..... .. ..... ......... ... .. ........ .. .... ... 87 
References ...... ... .... .. .... ...... .... .... .... ...... ....... .... ..... ...... .. ..... ... ... ..... ......... ..... ... .. .... ..... 88 
Definitions .......... ... .......... .... .... ..... ......... .. ........... ...... ... ... ..... .. .... .. ... .. .. .... ..... ... .... .. ... 93 
Appendices ... .. ... .. .. ..... .... ..... .. ... .... .... .... .... ........ .... ....... ..... ... ... .. .... ........ ...... ... .... .... .... I 

Appendix I - Results of Role Player Evaluation ..... .... ... .. ....... .. .. ... ....... .. ........ ... .. ... I 
Appendix II - Role Player Evaluation of Evaluation Techniques .. .... ... ....... ..... .... .. V 

- vii -



List of Figures 

Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 
Figure 

PAGE 

1. 1. Biometric Revenue, 2002-2007 ..... ......... .... ....... ...... .... ...... ..... ... ... .... .. 7 
. b· . 21 2. 1. Genenc lometnc system ........ .. ..... .. ....... .... ......... ...... ... .. ... .... ...... ... . 

2.2. Biometric Matches .. .. .... ... ... .. ... ... ... .. .. .... .. ... .. .... .. ... ...... .... ... ...... .... ... 29 
2. 3. Biometric template encryption ...... ....... .. ..... ..... ...... ......... ... ....... ....... 29 
2. 4. Fingerprint recognition proposed for US entry ........ ... ...... ......... .... .. . 31 
2. 5. Zephyr Analysis to detennine the "ideal" biometric .. ......... .. .... .... .... 32 
2. 6. Example of face and iris recognition ........ .. .... .... ... ...... ... ... .. .. ... .. ..... 37 
2. 7. Remote optical head for iris recognition .. ..... ..... .. .... .... ..... .... ..... ....... 37 
2. 8. Perfonnance matrix by biometric technologies .... ... .... ... ..... .... .. .. ...... 39 
2.9. Face recognition accuracy test.. ... ... .. ....... .. ....... .. .. ........... .. ..... ..... .. .. .42 
2. 10. Market Share by Technology ... .. ... .. .... ... .. ....... .... ..... .... ... ...... ..... .... .47 
2. 11. Detection error trade off: FAR VS FRR .... ......... .... .... ........ ........... .49 
2. 12. Failure to enrol rate (based on 3 attempts) ... ... .. .. ... ............. .... ...... . .49 
2. 13 . Biometric Template size .. ... ... ... ....... ... ..... ... .. ..... ... .. .. .. .... .... .. .... ...... 51 
3. 1. Casino marketing - weighting of selection criteria ...... ... .... ..... ... ... .... 62 
3. 2. Casino processing - weighting of selection criteria .. .... .. .......... .. .... ... 64 
3.3. Casino surveillance - weighting of selection criteria .... ........ .. ..... .... ... 65 
3.4. Hemingway' s casino excluding problem gamblers . ..... .. .... .......... ..... 66 
3. 5. Casino security - weighting of selection criteria ... ........ ...... .. ..... ....... 66 
3. 6. Privacy issues - weighting of selection criteria ...... .. ........ ... .. ... .. .. .... . 70 
3. 7. Gambling Board - weighting of selection criteria ... .... ........ .. .. .... .... .. 70 
3. 8. Gambling Anonymous - weighting of selection criteria ........ ... .... ... .. 73 
3. 9. Public - weighting of selection criteria .. ................ ... ..... ... .... .... .. ...... 74 
3.10. Weighting of Role Player Importance ... .. .. .... .. ..... .. ... .... .. ... .. .... .. .... .. 75 
4. 1. Casino marketing department evaluation of exclusion techniques ..... 76 
4. 2. Face recognition evaluation by casino role players .... .. ... ... .... .. .... ..... 76 
4. 3. Casino operations department evaluation of exclusion techniques .. .. 77 
4. 4. Guard at the entrance evaluation by casino role players ........ ... .. .... ... 77 
4. 5. Iris recognition evaluation by casino role players ...... ....... .. .. ..... .. .. ... 78 
4. 6. Casino surveillance department evaluation of exclusion techniques .. 78 
4.7. Casino surveillance department evaluation of exclusion techniques .. .. 79 
4. 8 Casino surveillance department evaluation of exclusion techniques .... 79 
4. 9. Gambling Board evaluation of exclusion techniques .... .... ... .... ... .... ... 80 
4. 10. Fingerprint recognition evaluation by casino role players ... ... .... .. .. . 80 
4. 11. Gambling Anonymous evaluation of exclusion techniques ... ... .. .. ... 81 
4. 12. Iris recognition evaluation by casino role players .. ... ... .. ........ .... .. .. . 81 
4. 13. Fingerprint recognition evaluation by casino role players .. .... ..... ... . 82 
4. 14. Iris recognition evaluation by casino role players .. .. .. ..... ..... ..... ..... . 82 
5. 1. Exclusion techniques calculated by role players ........ ........ ........... ... . 83 
5. 2. The most desirable exclusion technique for casinos ........... .. ... .... ... .. . 84 
5. 4. Surveillance Infonnation Network (Sin) Report ...... ... ... .. ..... ....... ..... 84 

- VIII -



Figure 
Figure 
Figure 

5. 3. Suspect demo graphics ................. .. ......................................... .. ........ 85 
5.5. Face recognition match - One of nine ............................................... 85 
5. 6. Multimodal solution - face recognition linked to a swipe card ......... 86 

List of Tables 

Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 
Table 

PAGE 

l. l. Benefits of Exclusion Technology in Casinos ...................................... 9 
l. 2. Accumulative Monthly Casino Tax .................... .................... ........... 1 0 
2. l. Sample types associated with each biometric technology .................. 22 
2.2. Acquisition devices associated with biometric technology ................ . 24 
2. 3. Common characteristics used in feature extraction ............................ 25 
2.4. Investigated Exclusion and Access Control Solutions ....................... 34 
2. 5. Biometric comparisons ............................................ ..... ..................... 35 
2.6. Biometric Technology Comparison ... .... ..... .. .. ..... ....... ...... ..... ..... ...... .41 
3. l. Law enforcement statistics .... .. ............................. ...... ....................... 71 
1. 1. Marketing evaluation ......................................... .... ............. ................. 1 
1. 2. Process evaluation ...................... .... ...... ...... ......................................... 1 
1. 3. Surveillance evaluation ..................................... .. ............... ................ 11 
1. 4. Security evaluation ............. ..... ........................................................... 11 
1. 5. Privacy rating evaluation ..................... ...... ............................... .. .. .. ... III 
1. 6. Gambling Board evaluation ... ...... ...... ........... ..... .................. .............. III 
1. 7. Gambling Anonymous evaluation .... .. ............. .. .... ... ........ ............. .. .. . IV 
1. 8. Public perception evaluation ............ .. .. .................. .. ........... .......... .... .IV 
11. 1. Weighted evaluation of multiple exclusion techniques ....... ................ V 

- IX -



Chapter 1 Introduction 

1.1 Introduction 

The new National Gambling Bill, introduced into parliament on 20 August 2003 

introduces a system of voluntary and court-ordered exclusion of problem gamblers 

from gambling. Parliamentary committee chairman, Rob Davies, says the effect of 

gambling goes beyond addictive or compulsive gambling and incorporates the social 

context. As such, the committee would want to strengthen the provisions for the 

exclusion of problem gamblers from casinos (Minister to get powers to issue casino 

licences, Business Day, Thursday 21 August 2003, Pg 2). The bill proposes the 

establishment of norms and standards for provinces as well as and standards for 

gambling premises. A wide range of exclusion techniques to remove problem 

gamblers could be applied in South African casinos. However, there are no criteria on 

which to base the decision as to which technology to apply. Various role players need 

to be considered to determine what solutions might be acceptable to deploy in casino 

exclusion applications. From a business perspective which modus operandi for 

excluding categorised gamblers from South African casinos would be the best to use? 

Surveillance and real-time screemng applications will inevitably see broader 

deployment, despite the inherent difficulties encountered in the casino environment. 

However, a biometric based exclusion technique is uniquely capable of identifying an 

individual in an automated fashion - and in some circumstances without the 

individual's knowledge or consent. Historically, decisions concerning exclusion 

techniques for casinos have been made according to either single criteria or multiple 

criteria. Single criteria are often legislative reasons while multiple criteria often do 

not take into consideration the multiple role players involved. A method to evaluate a 

large number of possible exclusion techniques according to a range of criteria 

important to the selected role players, is proposed. 
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1.2 Problem Statement 

Problem gamblers, gambling addicts and unwelcome customers are required to be 

removed from South African casinos. The South Africa casino industry is required to 

detect the presence of problem gamblers in casinos (National Gambling Act, 1098. 3 

of July 1996,33 of 1996). In addition to legislative requirements, it is also in the best 

interest of casino management to be able to identify certain already identified 

gamblers (patrons) in the following three categories: 

1) Those people with a gambling addiction, who ban themselves from the 

casino, (as required by Regional Gambling Boards); 

2) Those who are known card sharks / card counters (undesirables) and 

3) High rollers (VIP's). 

Exclusion techniques, in collaboration with access control, may assist in identifying 

addicted gamblers, recognise known casino felons and enhance the gambling 

experience for casino VIP's. Is there an effective substitute to current manual 

identification, possibly by creating highly accurate digital records of an individual's 

physiological features? Such a solution must not negatively affect a role player, 

which would either limit the effectiveness or result in reduced implementation. 

Furthermore certain criteria may be overlooked, rendering the exclusion technology 

and technique inefficient. These two aspects are addressed by the study. 

This study proposes a "scorecard" framework, which will facilitate casinos' (any of 

the existing 28 or 12 remaining licenses) selection of exclusion techniques appropriate 

for their contingent (business and industry) requirements. 

1.3 Objectives of the Study 

This study sets out to derive the pre-eminent exclusion technique for the casino 

environment, which would also be the most appropriate for access control in SA 

casmos. 
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No pre-developed instrument could be found. Therefore this study set out to develop a 

theoretical "scorecard" framework upon which the various available exclusion 

techniques and corresponding technologies) can be evaluated on the basis of clearly 

defined criteria, by the multiple role players, from an industry and business 

perspective. 

Then in practice to use the "scorecard" for evaluation of a number of possible 

exclusion techniques (13 in total) by the multiple role players (8 in total) according to 

a range of important criteria (25 in total). 

The "multiple role players" mentioned include the casino divisions, legislature and 

public affected by the proposed exclusion of problem gamblers from casinos and 

"exclusion technologies" include existing and novel access control technologies, used 

for the exclusion of problem gamblers, available to SA casinos. 

1.4 Background of the Research 

The system of voluntary and court-ordered exclusion of problem gamblers, which the 

new National Gambling Bill introduces, provides an incentive for the review of 

existing exclusion techniques in casinos. An increased understanding of the 

limitations of today's exclusion techniques is required, along with a clear definition of 

criteria which exclusion technologies must meet and exceed in order to be considered 

deployable in casino applications. Exclusion technologies have been subjected to 

unsubstantiated claims regarding accuracy, scalability, response time, and real-world 

effectiveness. Current technologies require a previously absent realism must be 

injected into the general discourse on exclusion systems. Therefore, an increased 

emphasis is placed on objective performance data, on real-world as opposed to 

laboratory-based capabilities, on adherence to standards, and on the ability to impact 

positively on current systems and processes. 

Exclusion techniques may offer effective, low cost solutions that could streamline 
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traditional, labour intensive processes in access control. All of the access control 

techniques vary in the degree of intrusiveness and user friendliness. These systems 

recognise features such as the presence of a card or identity document, an iris, a voice, 

a signature, a fingerprint, a hand or a face. Will the proffered techniques enable 

casinos to have control over problem gamblers without inconveniencing or 

embarrassing the customer? 

Determining which exclusion techniques to deploy in controlling access in the casino 

environment has become a major portion of a casino's overall access control 

implementation strategy. It is generally understood that access control techniques do 

not provide 100% accuracy, and are particularly prone to non-matching in one-to

many applications. Exclusion techniques are often difficult to use and operate, 

incompatible with legacy systems, and their performance often varies according to the 

gender, ethnicity, demographic group, and age group of the emolled user. This study 

will focus on what exclusion techniques can realistically deliver, both from the short 

and long-range potential, in access control for casinos. 

Independent, scenario-based, comparative exclusion technique testing to assess the 

real-world performance of leading exclusion technologies, and to provide casinos, 

integrators, technology firms, and government agencies with objective information on 

biometric system capabilities is required. Understanding exclusion technologies' 

accuracy and performance under real-world conditions is a precondition of effective 

deployment. Error rates encountered by actual users, including false match rates, false 

non-match rates, and failure to emol rates, often differ from error rates generated in 

laboratory tests using databases of biometric samples (Comparative Biometric 

Testing, Available online at: http : //www.ibgweb .com lrep~rts/public/ comparative biometric 

testing .html). 

Testing protocols need to emulate real-world conditions, focusing on cooperative 

users with little or no biometric experience. Careful control of the testing conditions 

should be an essential component ofbiometric testing. Environmental factors, such as 

background noise and lighting are controlled for different biometric technologies 

under varying conditions. In addition, systems should be tested at high, medium, and 

low security thresholds to determine their accuracy under different operating 

conditions. User perception data gathered during and after testing would provide an 
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independent, objective view of the public's view of various biometric technologies. 

Testing of exclusion devices requires repeat visits with multiple human subjects. The 

generally low error rates mean that many human subjects are required for statistical 

confidence. Consequently, exclusion testing is extremely expensive and generally 

affordable only by government agencies. Few exclusion technologies have undergone 

ngorous, developer/vendor-independent testing to establish robustness, 

distinctiveness, accessibility, acceptability and availability in real-world (non

laboratory) applications. All test results must be interpreted in the context of the test 

application and cannot be translated directly to other applications. Most prior testing 

has been done in cooperative, overt, habituated, attended, standard environment, 

private, closed application of the test laboratory. This is the application most suited to 

decision policies yielding low error rates and high user acceptability. Clearly, people 

who are habitually cooperating with an attended system in an indoor environment 

with no data transmission requirements are the most able to give clear, repeatable 

exclusion measures. Habituated volunteers, often "incentivised" employees (or 

students) of the testing agency, may be the most apt to see biometric systems as 

acceptable and non-intrusive. 

Performance of a device at a casino to assure the identification of problem gamblers, 

cannot be expected to be the same as in the laboratory. This use constitutes a non

cooperative, overt, non-habituated, unattended, non-standard environment, public, 

closed application. Performance in this application can only be predicted from 

measures on the same device in the same casino application. An increased 

understanding from a business perspective, of a framework in which to evaluate the 

vendor information, the possibilities, and inherent limitations, of exclusion techniques 

that could be applied to South African casinos, is required. 

1.5 Motivation for the Research 

The choice to gamble is just that . . .a choice. The majority of people in many 

communities choose to gamble responsibly. Gambling is one option among many 
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entertainment and recreational options. Problem gambling has an impact on entire 

communities. To better understand the impact, basic definitions will be helpful. 

Problem gambling refers to any gambling behaviour, which adversely affects 

significant areas of a person's life, including their mental health, physical health, 

employment, family relationships, financial and legal status. Pathological gambling 

may be defined as a progressive disorder characterised by a continuous or periodic 

loss of control over gambling; a preoccupation with gambling and with obtaining 

money with which to gamble; irrational thinking; and a continuation of the behaviour 

despite adverse consequences. Understanding problem gambling as an impulse 

control disorder provides one perspective on the nature of the condition. The impacts 

on the individual and upon community life are very real. Young adults, families, 

older adults, women and the community feel the impacts at large. The number of 

lives changed by problem gambling behaviour far exceeds the number of individuals 

identified in a prevalence rate. Entire families and employers are directly affected by 

changes that they did not choose to bring upon themselves. The choice to gamble, for 

some, is a choice to uproot and change forever a landscape of home and community 

(Ursel, 2001). The choice to gamble is a healthy and enjoyable option for many 

people. However, for some, the choice to gamble may strip away energy and options 

from a person's life. Hislher family and community will feel the repercussions for a 

lifetime. 

A technique to analyse and evaluate the complex relationships between the role 

players, the benefits and limitations of the exclusion techniques, and the rating of 

each, is proposed from a business standpoint. The technique could be applied to any 

of the new or existing casinos to determine the appropriate exclusion to apply from a 

business point of view. 

Casino security management are well aware that technology could assist with 

exclusion of problem gamblers (Cape casino security managers, Caledon Casino, 

Hotel & Health Spa, July 2003, personal communication). Casinos across Canada are 

installing facial-recognition systems and other biometric security measures to filter 

out customers due to legal pressures (Keeling, G, 2003). From videotapes and tough 

security guards to these hi-tech 'Mission-Impossible' style digital systems, is a huge 

leap. The selection of the correct technology for the South African casino is the 

crucial aspect that faces the casino security manager. All casino role players require 

- 6 -



nonbiased, vendor neutral, assistance in facing the challenge of selecting an 

appropriate exclusion technique for use in casino access control. The access control 

industry has historical baggage regarding its inability to deliver on promises and 

therefore it is important to focus on what exclusion techniques can realistically deliver 

today, identifying the short and long-range potential, as well as the immediate 

limitations of the technology. This is a worldwide problem, with the Mississippi 

Gaming Commission wanting to toughen the rules of its self-exclusion program for 

problem casino gamblers. Anyone who wants to join the self-exclusion program 

would have to visit a commission office rather than a casino to complete a consent 

form. The intention is for Mississippi's self-exclusion list to be shared with the 

Louisiana and the Choctaw Gaming Commission (Mississippi Wants Tougher Casino 

Self-Ban Rules, 2003, available online at: http://v,,\vw.casinowire.com /news.asp?id =5085). 
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Figure 1. 1. Biometric Revenue, 2002-2007 

2007 

The projected total revenues for 2002-2007 from the Biometric Market Report 

(Biometric Market Report 2002-2007, 2003, available online at http://W\vw. 

biometricgroup.comlreports/public/market report.html) of biometrics is shown in Figure 1. 1. 

While this does not indicate that casino applications will increase, it does indicate 

increased interest in the field of biometric solutions, which may translate to casino 
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applications. 

Despite biometrics' many weaknesses, sales could grow rapidly, according to Figure 

1.1 which predicts that global biometric sales will rise more than 500% from 2002 to 

2007, reaching revenues of $4 billion, driven by large-scale public sector biometric 

deployrnents, the emergence of transactional revenue models, and the adoption of 

standardised biometric infrastructures and data formats. Fingerprint-based 

technologies are projected to account for $467m of 2002 industry revenues, far-and

away the largest technology segment. This growth is attributable to the wide range of 

applications in which fingerprint-based solutions operate effectively. Among 

emerging biometric technologies, facial recognition is projected to reach $200m in 

annual revenues in 2005. Iris-recognition is projected to reach $210m in annual 

revenue in 2007 (Biometric Market Report 2003-2007, 2003, available online at 

http://www.biometricgroup.comireports/public/marketreport.html) . 

1.6 Value of the Project 

There has been growing use of digital fingerprint, face recognition and iris recognition 

systems to confirm identity. There are other technological solutions in the works 

some that have begun stirring privacy concerns. Casinos, and financial institutions, 

must now verify the identities of new customers and make records of customer 

transactions available to law enforcement and money laundering officials upon 

request. Some casinos are turning to commercial services to authenticate the 

identities of their customers; others are banding together to create their own 

verification systems. To date, business has been essentially trying to treat identity 

theft as a "cost of doing business" and hasn't really taken many serious steps to 

prevent it (Becker, P 2003a). Internet retailers and security companies have formed a 

group to battle on line identity theft, of which more than 48000 of those complaints of 

fraud and that the total dollar loss from those cases was $54 million, up from $17 

million in 2001 (Reuters, 2002). Identity theft is the most rapidly growing crime in 

the V.S. (Gilpin, 2003). 
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ROLE BENEFIT 
PLAYER 

For Reduced costs - less time required to compare suspect to wanted list 
employers Increased security - no shared or compromised photographs when a 

template is used 
Increased security - deter and detect fraudulent gamblers 

Competitive advantage - familiarity with advanced technology 

For Convenience - reduced need for staff to deal directly with problem 
employees gamblers 

Convenience - updates of problem gamblers and undesirable card 
counters automatically generated 
Security - much more difficult to remove a template from the system 

Non-repudiation - biometrical transactions difficult to refute 

For Convenience - can be banned from the casino remotely 
consumers Security - personal data can be secured 

Security - safer when enabled by biometric 

Privacy - ability to transact anonymously 

For the Reduced costs - biometric users less likely to commit fraud 
caSInO Competitive advantage - first to offer secure exclusion method. 

Seen to be addressing socio-economic issues of problem gamblers. 

Security - account access much more secure than via signing 

Table 1. 1. Benefits of Exclusion Technology in Casinos 

Table 1.1 proposes the potential benefits of exclusion technology in casinos. An 

increased understanding from a business perspective of the possibilities, and inherent 

limitations, of exclusion techniques or access control that could be applied to South 

African casinos is required, along with a clear definition of criteria which access 

control must meet in order to be considered deployable in casino applications. 

The Eastern Cape Gambling & Betting Board are the first jurisdiction in South Africa, 

if not the world, to introduce a provision for the exclusion of persons by third parties. 

Since its inception the Act (63 of the Eastern Cape Gambling & Betting Act, 1997 

(Act No. 5 of 1997) (Eastern Cape)) has had provision for the exclusion of prodigals 

(spendthrifts) but have found that, in general, families of problem gamblers do not 

have the finances to bring High Court applications, hence the procedure for the Board 
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to exclude via third parties. The Eastern Cape Gambling & Betting Board believe this 

is more practical than the provisions in the National Gambling Amendment Bill. In 

addition, all provinces except Western Cape and Mpumalanga presently provide for 

self-exclusions. The Eastern Cape presently has 49 persons who appear on this 

Board's exclusion list. In addition to this 213 people have, in terms of the contractual 

provisions between themselves and the relevant Eastern Cape casinos, had themselves 

excluded from specific casinos. This is a contractual arrangement rather than the 

statutory provisions contained in Section 63 (Kirton, S, 2003, Legal Affairs Division 

Eastern Cape Gambling & Betting Board, personal communication). 

TOTAL NUMBER NUMBER 
MONTH ADJUSTED TOTAL TAX OF OF 

GROSS REVENUE TABLES MACHINES 

IJun 2003 IIR 86,627,197.92 IIR 10,069,344.86 
11
91 112,525 

IMay 2003 IIR 93,920,747.14 IIR 11,073,895.07 
11
91 112,525 

IApr 2003 IIR 95,678,811.96 IIR 11,205,583.30 1191 112,525 

IMar 2003 IIR 89,995,233.62 IIR 10,406,974.79 
11
91 112,525 

IFeb 2003 IIR 74,909,131.70 IIR 8,174,072.36 1191 112,525 

IJan 2003 IIR 94,270,829.68 IIR 11,068,076.59 1191 112,525 

IDec 2002 IIR 107,669,280.43 IIR 13,111,077.31 1191 112,525 

INov 2002 IIR 76,989,741.30 IIR 9,045,040.57 1177 112,275 

IOct 2002 IIR 79,135,268.38 IIR 9,328,946.87 1177 112,250 

ISep 2002 IIR 70,512,256.99 IIR 7,832,803.44 1177 112,250 

IAug 2002 IIR 76,046,272.81 IIR 8,852,863.90 1177 112,250 

IJul2002 IIR 76,954,435.05 IIR 9,020,543.72 11 80 112,250 

[TOTAL [[R 1,022,709,206.98 IIR 119,189,222.78 II 

Table 1. 2. Accumulative Monthly Casino Tax 

Table 1.2 details the direct value attributed to the casino industry (last updated: 09 

July 2003), excluding the 50 000 direct jobs created and other positive and negative 

spin offs of the casino industry. Selecting an inappropriate exclusion technique or not 

utilising an exclusion technique effectively will either negatively affect the revenue 
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generated or not provide protection for problem gamblers. Casinos are the only 

businesses, which make money by beating their own customers at games of chance. 

The operators of the lotto and horse racing or sports betting do not care who wins or 

loses. With casinos, however, the house cares very much who wins. The casmo 

participates as a player covering the bets of the other players in every hand. 

Casinos spend an enormous amount of time and money attempting to foil card

counters. Some of these counter-measures are aimed not only at card-counters, but are 

part of the industry's continuous attempt to speed up the velocity of money. Among 

the many tactics casinos have used: 

1. Identifying known counters through photo books and face recognition computer 

technology. 

2. Linking computers with imbedded scanners in blackjack tables. The most 

sophisticated of these systems can even recognise which system a player is using. 

3. Dealing out only a few hands before shuffling. Dealers sometimes shuffle 

whenever players greatly increase the size of their wagers. 

4. Changing the rules, often in the middle of a game. These include lowering the 

stakes, and limiting the right to double-down, split or play more than one hand at a 

time. Sometimes the restrictions are imposed on the entire table and sometimes only 

on the card-counter. 

5. Harassing skilled players. Skilled players have been subjected to such crude tactics 

as having drinks spilled on them. One was even arrested in Atlantic City on trumped 

up charges, leading to a civil suit and a large jury verdict against the casino. 

6. Bringing social pressure against the card-counter. Casinos are social settings. 

Slowing up a game to measure where the cut card is can turn the other players at the 

table against the card-counter. 

It is highly doubtful that any well-run operation has been bankrupted by card

counters. But regulators and legislators do not talk to players; players are not 

organised, they have no spokespersons. They do hear regularly from casino executives 

and their lawyers . Government decision-makers thus tend to over-estimate the fiscal 

impact skilled players can have on a casino. The result is that casinos have sometimes 

been able to win by lobbying what they had initially lost through regulation (Rose 

2002, a). 
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1. 7 Establishing the Business Case 

All exclusion systems require the expenditure of time, energy and money. Casino 

exclusion systems are certainly no different in this regard. They are not free in any 

sense. Many failed exclusion efforts fail, not because of deficiencies in the 

technology, but because the business case was not sufficient in the first place to justify 

the required expenditures. Fascination with the technology is not a sufficient business 

case. For positive identification applications, alternatives to biometrics exist that 

might be faster, cheaper and more seamlessly integrated into existing systems. The 

most successful biometric implementations are those that replace existing systems 

deemed too expensive or problematic to the casino administrators, or too cumbersome 

to the users. Successful implementations occur when the system management has 

carefully assessed the alternatives and is prepared to do the work necessary to make 

the systems effective. 

There is tremendous value in educating the marketplace as there is not as yet broad 

public, casino and Gambling Board awareness about what exclusion techniques, and 

especially biometrics, can accomplish and how they operate. At best, this means that 

consumers might resist using the technologies in place of more antiquated, but 

familiar, processes. At worst, regulators and legislators may make ill-informed 

decisions that will stifle the use of exclusion techniques in casinos. The lack of 

common, and clearly articulated, industry positions on issues such as safety, privacy, 

and standards further increase the odds that regulatory bodies could react rashly to 

unfounded accusations about the functions and uses of exclusion technology. 

Typical, approximate ballpark costs for a new casino are around R38 million, with R8 

million being spent on capital expenditure for surveillance solutions. An exclusion 

solution, costing more than the entire casino or even the surveillance department 

capital bu~get is certainly not feasible. With thousands of people visiting the casino 

daily just a few Rand per person on an exclusion solution rapidly adds up to a very 

costly proposition (and few exclusion techniques exist which only cost cents per 

person). 
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1.8 Limitations of the Project 

An exclusion technique offers a competitive advantage to the casino, which has meant 

that casinos have not willingly shared the information leading to successes. 

The framework developed will be applicable only if the various role players will 

compromIse. 

It is not possible to test each access control exclusion technique in the casmo 

environment with a large enough population to determine either the effectiveness or 

the problems, so decisions are made based on manufacture tests, which are not 

necessarily valid for casinos. 

The small sizes of exclusion databases, which currently exist (less than 100 000) for 

large-scale projects, mean certain comparisons cannot be made. 

The selected solutions are not necessarily the only solutions possible. Others that may 

yield positive results, such as Palm-recognition, DNA, Ear shape, Odour, Vein

recognition, Finger geometry, Nail bed identification, Gait recognition, etc. do exist. 

The different possible exclusion solutions were evaluated, using a Likert scale of 1 - 5 

relative to the other exclusion techniques. This is selective, and a full survey of the 

neighbouring environment would be more applicable to the local situation. 

The selection criteria used were based on the relative importance of the different role 

players, which may not be necessarily the best way to select the systems. 

The role players selected, as affected by exclusion, may not be comprehensive. 

The weighted score system utilised is selective and should be based on a 

comprehensive survey of the local environment. 
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1.9 Assessing the Casino Application 

The first task in selecting an exclusion technology is to assess the application 

environment in a casino. The various technologies are strongly differentiated by their 

technical applicability to different environments. The conditions in a casino 

environment are particularly difficult for access control exclusions. The privacy 

issues in the casino environment are very sensitive, with the casino not wanting to 

inhibit, or deter, any potential clients. The casino does, however, want to stop known 

card counters, and con artists without interfering with legitimate gamblers. Most 

casinos have frequent user cards, which give the gamblers benefits for high usage. 

Preventing these cards from being used by anyone other than the owner is a beneficial 

way to introduce the concept of biometrics to the public and the casino. A reference 

site in an operating casino environment is required which would work over a long 

period in order to gain real-world experience in the application of exclusion 

techniques. The claims of vendors are frequently based on tests performed under 

optimal conditions, making it very hard to draw meaningful conclusions. 

Selecting the appropriate technology for a given application is crucial to the success 

of any exclusion-based deployment. Furthermore, at a conceptual level, exclusion 

systems can only confirm or determine a claimed identity - one established upon 

system emolment - as opposed to revealing a "true" identity. Exclusion systems also 

must be seen as but one component in an overall system, and do not provide increased 

security when implemented in conjunction with highly vulnerable or easily 

circumvented systems. 

The lack of information from the other tests and evaluations of exclusion systems in 

casino applications is disconcerting, as one does not keep a successful solution quiet. 

An investigation into the alternatives to the current solution to the casino problem 

may mean remaining with the current solution or some other solution. A system that 

partially assists could be beneficial, as seen in other cases where manual facial 

biometrics assisted in sorting through photographs (Miami Police Department Targets 

Prostitutes 2003 Available online at: http ;llwww. foxnews. comlstoryl O.2933.93749.OO.htmI) . 

Exclusion devices and software are non-intrusive technologies that have been 
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designed to work effectively under variable and demanding conditions. None of the 

products present health or safety risks to either users or operators. They do not leave 

marks or don't take physical samples, and require minimal or no contact by the user. 

Although biometric technologies are relatively new to the marketplace, they have 

already earned a reputation for effectiveness in a variety of demanding environments 

that require high levels of accuracy, robust security and solid customer service. On 

the customer service side, users have repeatedly expressed complete satisfaction with 

biometric solutions. Exclusion processes need to be quicker and simpler than those 

that they replace, and need to be set up to function reliably under difficult conditions. 

The savings from converting manual processes to those driven by exclusion devices 

can be significant. This is especially true in circumstances where safety and security is 

important, and customer service and accessibility are essential. Systems will certainly 

cost more than the current, ineffective systems, however, the benefits are much 

greater. Without knowledge of the current losses suffered by the casinos it is difficult 

to determine accurately the possible savings. The cost of saving just one problem 

gambling will never be to too high a price to pay, for some role players. 

Biometric technology works best in controlled situations, which are hardly the norm 

in the casino environment. Many examples exist where biometrics have been applied 

with success (Centre for Criminal Justice Technology 2003 Public On-Line 

Documentation available online at: http://www.ece.unh.edulbiometric/biometipublic docsO. 

At the same time, though, numerous biometric pilot projects around the country and 

the world have come up short. Many casinos have facial-recognition systems to spot 

known card counters, but rarely use them due to the high number of false-positive 

identifications. Plans to use biometrics in national ID cards in the United States did 

not even get off the . ground before concerned lawmakers scrapped them. While 

dozens of airports around the world have installed, or are running trials, with 

biometric systems to authenticate IDs for airline employees and even passengers, how 

many of these systems remain in use is an open question (McMillan, 2003). Trials of 

facial-recognition technology at Palm Beach International Airport (Willing, R, 2003) 

never made it to full installation after the airport decided it was not worth the cost. 

There has been too much hype surrounding the technologies, and as well as fear of the 

technologies (Krause, 2003). 
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Biometrics is losing some of its magic-bullet appeal, even among security zealots. 

Instead, the science and practice of measuring physical characteristics that are unique 

in each human - such as the sound of a voice, the shape of a hand, or the geography of 

a retina -- seem to offer limited, but significant hope to those seeking more order in an 

out-of-control world. All facial-recognition technology does is create a template of a 

face so we can store it and find it later (Bemard Bailey, CEO of facial-recognition 

company Viisage Technology (www.viisage.com)). That way, if I'm looking for 

someone with brown hair, brown eyes, and a wide nose, it will automatically narrow it 

down for me. I don't have to go through 20 million photos, maybe just 4 million. This 

is a technology for authentication and verification, not identification. 

The key is to understand how technologies and processes create opportunities for the 

casino to achieve its goals. Those who have focused on security have tended to miss 

the point that security has meaning only if it is in service of a larger business goal. 

Today, the market suffers, because neither the vendors nor the prospective buyers 

understand the value to the business (Becker, 2003b). This is a common failure when 

things are looked at solely from a technological point of view. This creates urgency 

for a "better" solution to a very narrowly defined problem, and neglects to see how 

technology makes business work better. Tends towards technology for technology's 

sake, not for the business's sake. There is a large overlap between what provides 

security and what provides tremendous business leverage in productivity, response 

times, empowering the individual closest to the problem, and reducing management 

overheads. Biometrics is a new language for security professionals, and it is beyond 

the comfort zone of most IT professionals. 
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Chapter 2 Exclusion Techniques 

2.1 Introduction 

The basic parameters of excluding problem gamblers from gambling - including 

requirements for accuracy, response time, cost, level of impact on existing systems 

and processes, and compatibility with existing data, and a host of others depending on 

the role player - define which access control techniques can be effectively deployed. 

Each exclusion technology has strengths and (sometimes fatal) weaknesses depending 

upon the manner in which it is used. Although each of the access control exclusion 

technologies is clearly different, some striking similarities emerge when considering 

applications as a whole. 

The exclusion techniques to be compared for access control were categorised into 

current solutions (either a guard at the entrance or surveillance operators with a file of 

photographs) or alternative solutions. The alternative solutions that were investigated 

were either comparison-based solutions (identity book or a drivers license), card

based solutions (swipe or proximity card) or a biometric. Biometrics was further 

divided into contact or non-contact biometrics. Contact biometrics were either based 

on physiological characteristics (such as fingerprint recognition or hand recognition) 

or behavioural characteristic (such as signature, voice or keystroke). The non-contact 

biometrics were based on either an overt acquisition (such as iris or retina recognition) 

or covert acquisition (such as face recognition). 

Of the multiple exclusion technologies listed above, all are available for 

implementation in South African casinos to meet the requirements of the new 

National Gambling Bill. The decision is rather which would be the most appropriate 

to exclude problem gamblers from gambling in South African casinos? 
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2.2 Current Solutions 

Current exclusion solutions include the use of a guard at the casino entrance trained to 

identify gamblers who have banned themselves. The guards would have at their 

disposal a photo file with which to compare the incoming people with those who have 

banned themselves. When the guard identifies someone who they think is a match 

they can confirm it with the identity number listed with the photograph. This 

technique is taken a step further when surveillance operator's use fixed or dome 

cameras focused on the gamblers and compare this to the file of photographs. This 

allows the surveillance operators to recognise compulsive gambles and compare these 

people to the photos in the files. The guard at the gate only has a single view of short 

duration of the person while the surveillance operator can zoom in and watch the 

person for some time from a number of angles. Both techniques suffer from the fact 

that the file images are taken in a sterile office environment while recognition has to 

occur under poor or variable lighting conditions. In order to use the current solution 

based on guards or surveillance operators, the user approaches the entrance, passed 

the guard and, only if recognised, is prevented from gaining access. The surveillance 

operator can examine the person from any of the multiple cameras present in the 

casino and, if recognised, would ask them to leave. Current solutions do not require 

that every person be enrolled into the system database, only those who wish to be 

excluded. If the problem gambler is not recognised by the guard or the surveillance 

operator, they .are allowed access. 
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2.3 Alternative Solutions 

2.3.1 Comparison Based Solutions 

Comparison based exclusion techniques use currently existing pictures, such as those 

included in an identity book, driver' s license or casino loyalty card, and compared 

with the person identifying themselves. This allows the identity number, or other 

unique number, to be used for exclusion, as well as a facial biometric, which together 

create a very powerful exclusion technique. Compared with current techniques this 

allows the casino to automate the unique number searching of exclusion control. The 

casino can search initially on the unique number for exclusion, confirm that the holder 

is identified and possibly search against logged problem gamblers. Comparison based 

solutions do not require that every person be enrolled on the system database, only 

those who wish to be excluded. In order to use the comparison based solution the user 

would approach the turnstile, place the ID book, driver' s licence or casino issued card 

in the scanner, which would read the document and check the database for unique 

numbers that are currently excluded. If allowed to proceed, the people presenting 

themselves would be compared manually to the picture in the ID book, driver's 

licence or card from the casino. If the user passes this comparison they are allowed 

access to the casino. 

2.3.2 Card Based Solution 

Access control solutions based on the use of cards, such as a SWIpe card or a 

proximity card, have the ability to control access, letting only those who have a card 

into the casino. Card based solutions require that every person who wishes to gain 

access to the casino be enrolled into the system database. However, the control of the 

cards and who can use them is the major limitation with this solution. In order to use 

the card based solution, the user swipes the card or bring it near the reader in the case 

of the proximity card, and gain access. If the card number was removed from the 

database the person could not gain access. However, there would be no way to 
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prevent the problem gambler from using someone else's card. Only an exclusion 

system based on biometrics can prevent the abuse of the card system by non

authorised gamblers. 

2.3.3 Biometrics 

2.3.3.1 Biometrics Defined 

Biometric (noun) - one of vanous technologies that utilise behavioural or 

physiological characteristics to determine or verify identity 

Biometric (adjective) - of, or pertaining to technologies that utilise behavioural or 

physiological characteristics to determine or verify identity (Association for 

Biometrics (AfB) and International Computer Security Association (ICSA) 1999). 

Biometrics can be used in a wide variety of applications, so it is very difficult to 

establish an all-encompassing definition. The most suitable definition of biometrics is: 

The automated use of physiological or behavioural characteristics to determine or 

verify identity (Association for Biometrics (AfB) and International Computer Security 

Association (ICSA) 1999). To elaborate on this definition, physiological biometrics is 

based on measurements and data derived from direct measurement of a part of the 

human body. Behavioural characteristics are based on an action taken by a person. 

The term "biometric authentication" refers to the automatic identification, or identity 

verification, of living individuals using physiological and behavioural characteristics. 

Biometric authentication is the "automatic", "real-time", "non-forensic" subset of the 

broader field of human identification. 

There are two distinct functions of biometric devices: 

1. To prove you are who you say you are (one-to-one matching). 

2. To determine who you are without knowing (one-to-many matching). 

The first function is the act of linking the presenting person with an identity 

previously registered, or enrolled, in the system. The user of the biometric system 

makes a "positive" claim of identity, which is "verified" by the automatic comparison 

of the submitted "sample" to the enrolled "template". Clearly, establishing a "true" 

identity at the time of enrolment must be done with documentation external to any 
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biometric system. The purpose of a positive identification system is to prevent the use 

of a single identity by multiple people. If a positive identification system fails to find 

a match between an emolment template and a submitted sample, a "rejection" results. 

A match between sample and template results in an "acceptance". In the latter 

function, it is suspected that you may be in the database and your biometric is 

compared to see if there is a match. This compares the suspects biometric to all other 

records looking for a match. The result may still need to be confirmed by the operator 

with reference to other information in the database. 

2.3.4 Biometrics' Basic Components and Processes 

2.3.4.1 The Generic Biometric System 

SIGNAL 
PROCESSING 

Figure 2. 1. Generic biometric system 

Biometric systems convert data derived from behavioural or physiological 

characteristics into templates, which are used for subsequent matching. This is a 

multi-stage process as described below in Figure 2.1 . Although these devices rely on 

widely different technologies, much can be said about them in general. Figure 2 .1 
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shows a generic biometric authentication system, divided into five sub-systems: data 

collection, transmission, signal processing, decision and data storage (Wayman, 

2001). 

2.3.4.2 Data Collection 

Biometric systems begin with the measurement of a behavioural/physiological 

characteristic. Key to all systems is the underlying assumption that the measured 

biometric characteristic is both distinctive between individuals, and repeatable over 

time for the same individual. The problems in measuring and controlling these 

variations begin in the data collection sub-system. 

The user's characteristic must be presented to a sensor. The output of the sensor, 

which is the input data upon which the system is built, is the convolution of the 

biometric measure; the way the measure is presented; and the technical characteristics 

of the sensor. Both the repeatability and the distinctiveness of the measurement are 

negatively impacted by changes in any of these factors . The process whereby a user's 

initial biometric sample or samples are collected, assessed, processed, and stored for 

ongoing use in a biometric system is called emolment, which takes place in both I : 1 

and I :N systems. If users are experiencing problems with a biometric system, they 

may need to re-emol to gather higher quality data. 

Technology Biometric Sample 

Fingerprint Fingerprint image 

Voice recognition Voice recording 

Facial recognition Facial image 

Iris-recognition Iris image 

Retina -recognition Retina image 

Hand geometry 3-D image of top and sides of hand and fingers 
Image of signature and record of related dynamics 

Signature-recognition measurements 
Recording of characters typed and record of related 

Keystroke-recognition dynamics measurements 

Table 2. 1. Sample types associated with each biometric technology 
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The identifiable, unprocessed image or recording of a physiological or behavioural 

characteristic, acquired during submission, is used to generate biometric templates. 

Table 2.1 lists the sample types associated with each biometric technology: 

Biometrics are much easier to use than one might expect as demonstrated in the 

following technology-by-technology summary of how one interacts with biometric 

systems (Are Biometric Systems Difficult to Use? 2003 available online at http :// 

www.ibgweb.com/reports/public/reports/difficultyofuse.html). 

Fingerprint. The user places his or her finger on a postage stamp-sized optical or 

silicon surface. The user must hold the finger in place for 1-2 seconds, during which 

automated comparison and matching takes place. After a successful match, the user 

has access. 

Typical verification time from "system ready" prompt: 2-3 seconds (Harrison, 2003). 

Facial recognition. The user faces the camera, preferably positioned within 50 cm of 

the face. The system will locate the face very quickly and perform matches against the 

claimed identity. In some situations, the user may need to alter his or her facial aspect 

slightly to be verified. 

Typical verification time from "system ready" prompt: 3-4 seconds. 

Voice recognition. The user positions him or herself near the acquisition device 

(microphone, telephone). At the prompt, user either recites enrolment pass phrase or 

repeats pass phrase given by the system. 

Typical verification time from "system ready" prompt: 4-6 seconds. 

Iris-recognition The user positions him or herself near the acquisition device 

(peripheral or standalone camera). User centres eye on device so as to see the eye's 

reflection. The user is between 5-40 cm away. Capture and verification are nearly 

immediate. 

Typical verification time from "system ready" prompt: 3-5 seconds. 

Retina-recognition The user looks into a small opening on a desktop or wall-mounted 

device. User holds head still, looking at a small green light located within the device. 

Typical verification time from "system ready" prompt: 10-12 seconds. 

Hand geometry. The user places hand, palm-down, on a 15 x 30 cm metal surface 

with five guidance pegs. Pegs ensure that fingers are placed properly, ensure correct 
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hand position. 

Typical verification time from "system ready" prompt: 2-3 seconds. 

Signature-recognition The user positions himself to sign on tablet. When prompted, 

user signs name in tablet's capture area. 

Typical verification time from "system ready" prompt: 4-6 seconds. 

Keystroke-recognition The user types his or her password or pass phrase. 

Typical verification time from "system ready" prompt: 2-3 seconds (Are Biometric 

Systems Difficult to Use? 2003 Available online at: http ://www.ibgweb.com !reports/ public 

/reports/ difficulty of use.html) . 

If a system is to be used in a covert, non-cooperative application, the user must not be 

able to wilfully change the biometric or its presentation sufficiently to avoid being 

matched to previous records. 

2.3.4.3 Sensor (Acquisition Device) 

The sensor is the different hardware is used to acquire biometric samples. The 

acquisition devices listed below in Table 2.2 are associated with each biometric 

technology (What Are Biometrics' Basic Components and Processes 2003 Available 

online at: http://www.ibgweb.comlreports/public/reports/componentsprocesses.htm l) : 

Technology Acquisition Device 

Fingerprint Chip or reader embedded in turnstile 

Voice recognition Microphone 

Video camera, surveillance camera, single-
Facial recognition image camera 

Iris-recognition Infrared-enabled video camera 

Retina-recognition Wall-mountable unit 

Hand geometry Proprietary wall-mounted unit 
Signature-recognition Signature tablet, motion-sensitive stylus 

Keystroke-recognition Keyboard or keypad 

Table 2. 2. Acquisition devices associated with biometric technology 
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2.3.4.4 Transmission 

Some, but not all, biometric systems collect data at one location but store and/or 

process it at another. Such systems require data transmission. If a large amount of data 

is involved, compression may be required before transmission or storage, so as to 

conserve bandwidth and storage space. Figure 2.1 shows compression and 

transmission occurring before the signal processing and image storage. If a system is 

to be open, compression and transmission protocols must be standardised so that 

every user of the data can reconstruct the original signal. Standards cUlTently exist for 

the compression of fingerprint (WSQ), facial images (JPEG), and vo ice data (CELP). 

2.3.4.5 Feature Extraction 

The automated process of locating and encoding distinctive characteristics from a 

biometric sample in order to generate a template is known as feature extraction. The 

feature extraction process may include various degrees of image or sample processing 

in order to locate a sufficient amount of accurate data. For example, voice recognition 

technologies can filter out certain frequencies and patterns, and fingerprint 

technologies can thin the ridges present in a fingerprint image to the width of a single 

pixel. Furthermore, if the sample provided is inadequate to perfornl feahlre extraction, 

the biometric system will instruct the user to provide another sample, often with some 

type of advice or feedback. 

Technology Feature Extracted 

Location & direction of ridge endings & bifurcat ions on 
Fingerprint fingerprint 

Voice recognition Frequency, cadence and duration of vocal pattern 

Facial recognition Relative position and shape of nose, position of cheekbones 
Iris-recognition Furrows and striations in iris 

Retina-recognition Blood vessel patterns on retina 

Hand-recognition Height and width of bones and joints in hands and fingers 

Signature-recognition Speed, stroke order, pressure, and appearance of si gnature 

Keystroke-recognition Keyed sequence, duration between characters 

Table 2.3. Common characteristics used in feature extractio n 
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The manner in which biometric systems extract features is a closely guarded secret, 

and varies from vendor to vendor. Common physiological and behavioural 

characteristics used in feature extraction are included in Table 2.3 . 

Selecting a biometric based on feature extraction (Table 2.3) would reqUIre that 

sufficient difference existed in the feature extracted to make an acc urate comparison. 

In a one-to-one comparison where the user presents a token or ID and cla ims to be 

someone, this is not a concern due to confinning claimed identi ty on a one-to-one 

basis. However in one-to-many identity applications where millions of users exist 

only iris recognition could be used. However, the largest database so far is just over 

100 thousand people, so this is still difficult to say for certain. Other biometrics 

simply do not have enough features for one-to-many comparison, without dividing the 

database into sub-categories, such as sex, race, age, etc, all of wh ich are di fficult to 

obtain from an uncooperative subject, who may be a problem gambler or a suspected 

card counter. 

2.3.4.6 Signal Processing 

Having acquired and possibly transmitted a biometric characte ri stic, it must be 

prepared for matching with other like measures. Figure 2.1 divides the signal 

processing sub-system into three tasks: feature extraction, quality control, and pattern 

matching. In feature extraction, the technology deconvolves the true biometric pattern 

from the presentation and sensor characteristics and preserves fro m the biometric 

pattern those qualities distinctive and repeatable, and discards those, which are not, or 

are redundant. Feature extraction is a fonn of non-reversible compression, meaning 

that the original biometric image cannot be reconstructed from the extracted features. 

After feature extraction, the system checks to verify if the signal rece ived fro m the 

data collection subsystem, is of good quality. If the features "don't make sense" or 

are insufficient in some way, it concludes that the received signal was defective and 

requests a new sample from the data collection subsystem while the use r is still at the 

sensor. The development of this "quality control" process gre[l tly improves the 

perfonnance of biometric systems. On the other hand, some users (known [I S goats) 

seem unable to present an acceptable signal to the system. If a ncg[l ti ve dec is ion by 
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the quality control module cannot be over-ridden a "failure to enrol" error resul t s. 

The feature sample, now of very small size compared to the original signal, is sent to 

the pattern matching process for comparison to one or more previously identi fl ed and 

stored features. The term "enrolment" refers to the placing of that feature sample into 

the database for the very first time. Once in the database and associated \V ith an 

identity by external information provided by the enrolee or others, the feahl re sample 

is referred to as the "template" for the individual to whom it refers. 

The purpose of the pattern matching process is to compare a presented fea ture sample 

to a stored template, and to send to the decision subsystem a quan titative mea sure of 

the comparison. An exception is enrolment in systems allowing multiple enrolments. 

In this application, the pattern matching process can be skipped. In the cooperative 

case, where the user has claimed an identity or where there is but a single record in 

the current database (which might be a magnetic stripe card), the pattern matching 

process only makes a comparison against a single stored template. In all other cases, 

the pattern matching process compares the present sample to mult iple templates from 

the database one-at-a-time, as instructed by the decision subsystem, sendi ng on a 

quantitative "distance" measure for each comparison (Wayman, 200 l). 

2.3.4.7 Decision 

The decision subsystem implements system policy by directing tile database search, 

determine matches or non-matches based on the distance measures recei ved fro m the 

pattern matcher, and ultimately makes an "accept/reject" decision based on the system 

policy. Such a policy could be to declare a match for any distance lower tha 11 a fi xed 

threshold and "accept" a user on the basis of this single match, or the policy could be 

to declare a match for any distance lower than a user-dependent, ti me-variant, or 

environmentally-linked threshold and require matches from mult iple mea sures for an 

"accept" decision. The policy could be to give all users three attempts to r ct lll"ll a low 

distance measure and be "accepted" as matching a claimed template. In the absence 

of a claimed template, the system policy could be to direct the sea rch of all. or only a 

portion, of the database and return a single match or multipl e candida te matches. The 

decision policy employed is a management decision that is spec ific to the operational 
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and security requirements of the casino. In general, lowering the number of [;t! sc non

matches can be traded against raising the number of fal se matcllcs. The opt imal 

system policy in this regard depends both upon the statistical char:l cteristics of the 

comparison distances coming from the pattern matcher and upon the relative penalties 

for false match and false non-match within the system. 

2.3.4.8 Storage 

The remaining subsystem to be considered, is that of storage. Ther will be one or 

more forms of storage used, depending upon the biometric system. F atme templates 

will be stored in a database for comparison to incoming feature samples by the pattern 

matcher. For systems only performing "one-to-one", match ing, the database may be 

distributed on magnetic stripe cards carried by each enrolled user. Depending upon 

system policy, no central database need exist, although in the applicati on a cen tralised 

database can be used to detect counterfeit cards or to reissue lost ca rd s withollt re

collecting the biometric pattern. The database will be centralised if the s\'stem 

performs one-to-N matching with N greater than one, as in the case of identification 

or "PIN-less" verification systems. As N gets larger, sys tem speed requirelllents 

dictate that the database be partitioned into smaller subsets such that any feature 

sample need only be matched to the templates stored in one parti ti on. 

2.3.4.9 Template 

A template is a comparatively small but highly distinctive fi le derived from the 

features of a user's biometric sample or samples, used to perfonn biometric ma tc hes. 

A template is created after a biometric algorithm loca tes feat ures in a biometric 

sample. The concept of the template is one of biometric technology'S de fining 

elements, although not all biometric systems use templates to perform biometrie 

matching. For example, some voice recognition system utili se the original sample to 

perform a comparison. 

Depending on when they are generated, templates can be refelTed to as enrolment 

templates or verification templates (Figure 2. 2). Enrolment tempiJ tes (1 re c r~a ted 

upon the user's initial interaction with a biometric system, :l nd are stored ror uS:l ge in 
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future biometric comparisons. Verification templates are generated during subsequent 

verification attempts, compared to the stored template, and discarded after the 

comparison. Multiple samples may be used to generate an enrolment template, facial 

recognition, for example, will utilise several facial images to generate an enrolment 

template. 

Enrollment: 

-----.. --. Create -9/ Present Capture Reference 
Biometric Tlllq)late 

<S;2: Threshold -------------
Verification: 

'-........... .. 
Present ~ ~ 

Create t 
Biometric Capture Match 

Tlllq)late 

Figure 2. 2. Biometric Matches 

Verification templates are normally derived from a single sample - a template derived 

from a single facial image can be compared to the enrolment template to determine 

the degree of similarity. Just as the feature extraction process is a closely held secret, 

the manner in which information is organised and stored in the template is proprietary 

to biometric vendors. Biometric templates are not interoperable a template generated 

in vendor A's fmgerprint system cannot be compared to a template generated in 

vendor B' s fmgerprint system. 

Request for a biomettic submiuion. 
Enclypted seed vaI ue: J 34 

BiOJJ1cbll: T crnp1atc 

value: 3434 

Figure 2. 3. Biometric template encryption 
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Are biometri c templates secret? The answer depends on how well a biometric system 

is des igned. If a system al lows a template to be inserted into the verification process 

without ensuri ng that this template came from an actual placement, a compromi sed 

template can pose a problem. However, a well -designed system will ensure that the 

information it is analysing is not a reco rding but is, in fact, a new sample. 

One-way to assure that a new template is be ing submi tted is to seed the request for a 

sample. This in vo lves the biometric system sendi ng an encrypted random number 

(known as a seed) to the biometric sensor. This number can be encrypted such that 

only the sensor itse lf can decrypt the message. When returning the biometric template, 

the sensor also sends the encrypted seed number back. Thi s ensures that the template 

being sent was created im med iately after the req uest for the template (as opposed to 

an old templ ate that has been recorded and played back). Figure 2. 3 illustrates a 

request for a bi ometric samp le with a seed va lue of 3434. Note that biometric 

templates call1iot be used to regenerate original biometric data (How Do Identification 

and Verifi cation Diffe r 2003 A vai lable onl ine at: http ://www.ibgweb .com!reports 

IPlIb I iCireports/identi fication veri fication.hrml) . 

2.3.4.10 Contact Biometrics 

The manner in which the acqui sition of the biometric occurs can be used to remove 

exclusion techniques. The fact that one has to touch a sensor should remove 

fingerprint. hand geometry, keystroke recognition and signature recognition as viable 

opti ons due lo the perceived or real transmi ss ion of bacteria, viruses and any other 

health concern . 

Contact biometri cs can be further subdivided into those based on physiological 

characteristics. such as fi ngerprint recognition (Figure 2.4); hand recognition and 

those contact biometri cs where behav ioural characteristics are used , such as s ignature ~ 

voice or keystroke. Contact biometrics requi res that every person be enroll ed into the 

system database. In order to use the contact biometric solution the user would , 

present the body part on which the biometric is based either a fingerprint , hand 

recognition or sign their name, talk into a mi crophone or key in a certain phase into 

the keyboard and gain access. If not recogn ised the person wou ld not gain access. 
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2.3.4.1 J Non-Contact Biometrics 

Non-contact biometrics can ei ther be overt biometric acq uisition, such as iri s and 

retina recognition or covert biometric acquisition, such as face recognition. Non

contact bi ometrics requires that every person be enrolled into the system database. In 

order to use the non-contact, overt bi ometri c access contro l solution, the user presents 

the iris or retina to the cameras from a di stance of about 15-30 cm and gain access if 

recogni sed. If not recogni sed or if not allowed in, the person would not gain access 

(Havenga, M, 2002). 

In order to use the non-contact, covert, biometric access contro l solution the user 

would enter the casino, and recognition wo uld occur from any of the mul tiple cameras 

currently insta ll ed in the casino. The casino survei lI ance staff would capture an image 

of the suspected problem gambler fro m a distance between 1 - 100 m and manually 

compare that to the database of excluded gamblers. If a high score were obtained the 

person's identity may be further investigated and if proven to be a banned gambler 

woul d be asked to leave the casino. If not recognised nothing would occur as the 

person may not be in the database. Non-contact, covert, biometric based so lutions do 

not require that every person be enrolled into the system database, onl y those who 

need to be excluded. 

2.3.5 Which is the Best Biometric Technology? 

The primary biometric di sciplines include the fo llowing: 

Fingerprint (optical, sili con, ultrasound) (F igure 2.4) 

Facial recognition (optical and thermal) 

Voice recogni tion (not to be confused with speech recognition) 

lri s-recogni tion 

Retina- recognition 

Hand geometry 

Figure 2. 4. Fingerprin t recogni tion pro posed for US entry 

S ignatu re-recogni ti on 

Keystro ke-recogniti on (Which is the Best Biometric Technology? 2003 Available 

on I i ne at: http ://www.ibg.wcb.com/ reports! pLI bl ic/rcports/ best bio llletric. htrnl ) 
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Zephyr Analysis 

and-scan 

Figure 2. 5. Zephyr Analysis to determine the "ideal" biometric 

Despite vendor claims, there is no "ideal" biometric technology, although examples of 

successful uses of biometric technologies do exist (Embracing New Technology in 

Health Care: A Case Study 2003 Available online at: http://www.emediealfiles.eom/ease 

study l.shtml). If one specifically defmes an application, it may be possible to describe 

the most accurate, easiest to use, easiest to deploy, or cheapest biometric for that 

particular deployment, but no one biometric technology or set of criteria is right for all 

situations. The Zephyr chart provided above (Figure 2. 5) is a general comparison of 

biometric technologies in terms of ease-of-use, cost, accuracy, and perceived 

intrusiveness. Symbols represent the relative capabilities of each technology. A 

perfect biometric would have all symbols at the periphery, while a poor biometric 

would have symbols near the centre ofthe Zephyr chart. 

- 32 -



The prImary concerns of which characteri stic is best are at least five-fold : the 

robustness (repeatable, not subj ect to large changes), the distinctiveness (the ex istence 

of wide differences in the pattern among the population), the accessibil ity (easi ly 

presented to an imaging sensor), the acceptability (perceived as non-intrusive by the 

user) and the avai lab ility (some number of independent measures can be presented by 

each user) of the biometric pattern. The question of "Which biometric dev ice is 

best?" is very complicated and the answer depends upon the specifics of the 

application. The Zephyr chart of Figure 2. 5, ill ustrates remarkably well the challenge 

faced by the ro le players in the cas ino industry in trying to select the appropriate 

biometric technology. No one biometric technology stands out as the best option, with 

the best price performance, most secure and easiest to use. If the Gambling Board 

cou ld persuade the casinos and the public that the use of a biometric was compulsory 

in order to ga in access to the gambling floor, the se lection of the best biometric would 

be far simpler. One could then link the biometri c to an access card and perform one

to-one verificati on, confirmi ng the identity card holder. The biometric information 

would remain on the card , not in the cas ino records. The casino would then remove 

the problem gamblers on entry. This is a legislative solution, which should have 

occurred when the casi nos were first introd uced. 
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2.4 Research Methodology 

The methodology is qualitative in nature. The se lection of the appropriate exclusion 

technique for use in access control in the South African casino environment must take 

into consideration many, often conflicting, business criteria. These include speed, 

accuracy, ease of use, privacy rating, envi ronmental affects, techno logy maturity, 

cost, ease of enrolment, template size, unique identifiers, stability of trai l, at different 

weightings, etc. 

A framework , from a business perspective, is proposed which allows multiple role 

players and varied criteria to effecti ve ly eva luate a range of possible so luti ons (Table 

2.4). The framework is app lied to the rol e pl ayers affected by the proposed excl usion 

of problem gambl ers from gambling. 

The different possible exclusion solutions were evaluated, using a 1-5 Likert scale; 

with I being best, and 5 being worst. The va lues were decided upon in consultation 

with various casino role players through personal communication and meetings with 

casino security managers. They represent no particular casino but could be 

considered applicable to any cas ino operating in the South African environment. 

Current so luti ons Guard at the er:trance wi th a fi le of photographs 
Surveillance operators with a fil e of photographs 

Alternative solutions Pre-ex isting identity based soluti ons 
Identity book photo and no. Checked automatica ll y 
Ori ve l's I icense photo and no. Checked automaticall y 

Card based so luti on Swipe card 
Proximity card 

Biometrics Contact biometrics Physiological characteristic 
Fi ngerprint recognition 
Hand recogniti on 

Behavioural characte ri sti c Signature 
Voice 
Keystroke 

Non-Contact biometrics Overt biometric acqui sition Iris Recognition 
Retina 

Covert biometric acqui sition Face recognition 

Table 2.4. Investigated Exclusion and Access Control Solutions 
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2.5 Key performance Metrics 

There are almost as many performance metrics as there are exclusion techniques, as 

shown in Table 2.5 (Biometrics Market Intelligence, Volume 01 , issue 01 

Available online at: http://acuity-mi.coml?page=home biometrics/index). 

2003 

Unfortunately, there is no single metric that indicates how well a system will perform. 

Analysis of multiple metrics is necessary to determine the strengths and weaknesses 

of each technology and vendor under consideration for a given application. It should 

also be noted that the processes unique to various applications have a great effect on 

performance metrics. Testing is most valuable when it emulates real-world application 

environment. Additional partitions might also be appropriate and not all possible 

partition permutations are equally likely or even permissible. 
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Key perfonnance metrics include the following: 

2.5.1 <=ost 

The cost calculation is not as simple as hardware + software + communication 

exclusion implementation cost. There are very significant infrastructure and 

organisation change management costs that will have to be incurred at the outset in 

order to make use of exclusion techniques in casinos viable, even if every person had 

such an ID readily available today. 

A full scale costing exercise of each biometric, even if one could standardise an 

application for the different biometrics, is well beyond the scope of this study. Table 

2.5 does show that most biometric solutions are comparatively priced, except for iris 

recognition, which is a more expensive, but not when the greater accuracy is taken 

into consideration. Detailed costing of face and iris recognition (Figure 2. 6) is 

included as these are the most promising solutions. The cost of the front-end 

biometric technology is a small part of the entire cost of the project. When the 

computers, networks, training, procedures, software interfaces, maintenance, etc. are 

brought into the equation, the relative cost of the front end biometric is insignificant 

compared to the overall cost of the project. 

Face recognition implementation costs are upwards of R20 000 for 10 000 users, but 

one may find many more expensive systems. If one were to go for a limited 

implementation, and only place the face recognition system in the surveillance 

department of the casino the extra costs would be limited to the R20 000 indicated, as 

the users of the system would be the current surveillance operators. 

If one opted for a more extensive implementation and placed five of the face 

recognition biometric systems in the following places: 

With the local Gambling Anonymous office; 

The entrance to the casino and one within the gambling hall; 

At a local shopping mall and a community centre, away from the casino; 

With the surveillance operators. 

The costs would then incorporate the hardware (5 x R20 000 = RIOO 000) plus the 

networking and database functionality. The additional cost of the database / front end 
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is not included as the requirements would be detailed by the relevant user. 
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Figure 2. 6. Example of face and iris recognition 

In order for the system to work to full 

effect, it is essential that the databases be 

shared with as many casinos as possible. 

The large number of face recognition 

vendors would complicate the issue of 

database sharing, unless all the casmos 

were to use the same vendor. It is 

possible that the lowest level of co

operation may only be in terms of the 

images and not the biometric data 

extracted from the images. This means 

the images will need to be enrolled at 

each casino, leading to different results 

and possible delays. 

Figure 2. 7. Remote optical head for iris recognition 
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Iris recogniti on cost is from RSa 000 per system upwards (F igure 2. 7), whi ch will 

process two users per minute, which means for one hundred people to gain access to 

the cas ino in S minutes one wou ld need 10 systems at a minimum cost of two hundred 

and fifty mi ll ion Rand. Iris recogni tion is certainly the most accurate biometric, a 

duplicate match never hav ing been fo und, but due to the inability to capture the 

biometric from an unwill ing subj ect, the fact that the sensor must be very close to the 

subj ect, and finall y the cost. iri s recogniti on is un likely to be implemented in the 

foreseeabl e future. There are certainly specific areas in cas inos where iris recognition 

co ul d assist primari ly with regard to access control into areas where the takings are 

handled and possibly fo r hi gh ro llers where the credit lines extended are substanti al. 

However, wherever iri s recogniti on might be applied, due regard must be taken of the 

inherent lim itations. These certainly can be overcome, by for example keeping up 

with technological deve lopment, such as Panasoni c's dual camera system, whi ch uses 

face recogniti on with one camera allowing a second camera to zoom in on the eyes. 

Thi s would theoretically allow one to do iris recogni tion from many meters away 

from the subj ect, potentia lly without the subj ect knowing. 

Due to the complex ity of detailed cost comparisons being beyond thi s study, a relati ve 

scale of I for low cost systems (guard at the gate) and S fo r very expensive systems 

(iri s recognition) was util ised. 

2.5.2 Ease of Use for the Public 

Ease of use is not a traditional perfo rmance metri c, but is impacted by performance

related adj ustments (as shown in Figure 2. 8) . Steps taken to improve performance 

tend to decrease the ease of Ll se. Requiring mul tiple submissions, or compelling the 

user to submi t more carefull y, will each increase system performance. These will also 

serve to make the system more tedious and cumbersome to Llse. 

Decepti ve casinos users who have banned themselves and want to return will be non

cooperati ve with the system. In negati ve identificati on app li cations, the fra udsters 

wi ll attempt to fo il identification at enrolment. Consequently, enrolment supervisors 

will require training in detection of fraudulent techniques. In positive identification 

applications, high ro ll ers will be generall y cooperative with the system in an attempt 
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to be positively identified. 

High 

Low 

V le 

* S~nature 
Flna I1n 
HaM 

R 'n 

* 
Figure 2. 8. Performance matrix by biometric technologies 

A system where the user is not involved in the process at all (such as a covert system) 

will score 1 for ease of use while where the user has to position themselves in a 

certain way (as with iris recognition) will score 5. 

2.5.3 Physical Contact 

One of the concerns sometimes heard about biometric touch surfaces is that they can 

transfer infection from one person to another. A second is that they can become dirty 

and prevent an accurate reading. A third is that they can be damaged in a more 

permanent way, either by accident or intention. What if the touch surface were 

holographic? The concept could be used for both fmger and facial positioning. 

Holographic contact points would permit basic positioning by the person. Numerous 

pixel reader beams that bathe the surface to be read, perform fme-tuning. Under this 

system, a holographic keypad begins with a holographic image of a real keypad, 

recorded by lasers on photographic film. This image is mounted on a plastic plate, 

which has infrared sensors behind it that can detect when the keypad is manipulated 

(Newkirk, G 2003 , InfoSENTRY Services, Inc. www.infosentry.com. personal 
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comm unication). 

Whlle VOIce recognition could be hands free, the environment of a caS1110, wi th 

thousands of peopl e entering the casino and the use of alcohol and late nights would 

prevent problem free introduction of thi s technology (Adcock S 2003 Voice Security 

Systems lnc. personal communicati on). The bi ometric techniques which, are 

touch less and could be app li ed in terms of acq ui sition in a casino wo uld be face , ir is 

and retina recogni tion. 

An access control technique that reqUIres the user to touch something will score 

poorly (5) whil e no contact is a preferable, scoring 1. 

2.5.4 Accuracy 

Biometri cs are hard to make accurate, because computers do not handle people we ll. 

For example, "outli ers" on the curve of poss ibilities, such as blind people who cannot 

use iri s recogniti on, and those with a medical condi tion called pendular nystagmus 

that makes his iris move constantly. All these issues mean one shoul d approach the 

se lection of exclusion systems with extreme caution . It's tempting to think of 

biometrics as a kind of bar-coding system fo r people. But if the bat"code on a can is 

mi sread by grocery scanners too many times, the manufacturer is told to redesign the 

labe l. W ith bi ometrics, yo u can't improve the peo ple. Yet the plans for exclusion 

techni ques never talk about outli ers or alternati ve systems. They embrace wholl y the 

myth of the biometric as the perfect identi fie r. Table 2. 6 detail s the misident ifi cation 

rate for biometr ics. Biometri c system perfo rmance varies according to sample 

qua li ty and the env ironment in which the sample is being submitted. Whil e it is not 

poss ible to decis ively state if a biometric submi ss ion will be successful , it is possible 

to locate fac tors that can reduce affect system performance. 

Cards: Swiping too fast or slow, bending card , close proximity to a magnetic source, 

liquid, scratching. 

Fingerp rint: Cold fin ger, Dry/o il y fin ger, High or low humidity, Angle of 

pl acement, Pressure of placement, Locati on of fi nger on platen (poo rl y placed core), 

- 40 -



Cuts to fingerprint, Manual activi ty that would mar or affect fingerprints 

(construction, ga rdening) (Speir, M, 2003). 

Method Misidentification rate Security 

Iris Recognition 111,200,000 High 

Fingerpri nti ng 111,000 Medium 

Hand Shape 11700 Low 

Facial Recognit ion 11100 LC\w 

Signature 111 00 Low 

Vo ice printing 1 130 Low 

Table 2. 6. Biometric Technology Comparison 

Voice recognition: Cold or illness that affects VO Ice, Diffe rent enrolment and 

verification capture devices, Different enrolment and verifi cati on environments 

(inside vs. outside) , Speaking softly, Vari ati on in background noise, Poor placement 

of microphone 1 capture device, Quality of capture device 

lris-recognition: Too much movement of head or eye, Glasses, Co loured contacts 

Retina-recognition: Too much movement of head or eye, Glasses 

Hand geometry: Jewellery, Change in weight, Bandages, Swelling of joints 

Signature-recognition: Signing too quickl y, Differe nt signi ng positi ons (e.g., sitti ng 

vs. standing) 
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Facial recognition: Change in facial hair, Change in hairstyle, Lighting conditions, 

Adding/removing hat, Adding/removing glasses, Change in weight, Change in facial 

aspect (angle at which facial image is captured), Too much or too little movement, 

Quality of capture device, change between enrolment and verification cameras 

(quality and placement), 'Loud' clothing that can distract face location (Figure 2.9). 
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Figure 2. 9. Face recognition accuracy test 

B 9 10 11 

In addition, for many systems, an additional strike occurs when a long period of time 

has elapsed since enrolment or since the last verification. If significant time has 

elapsed, physiological changes can complicate verification. If time has elapsed since a 

user's last verification, the user may have "forgotten" how he or she enrolled, and 

may place a finger differently or recite a pass phrase with different intonation. For the 

most part, a single strike will probably not materially affect the performance of a 

given system. However, as you have more and more strikes for a given submission, 

your chances of a successful verification diminish. 
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These strikes do not include inherent characteristics such as age, ethnicity, or gender, 

which can al so affect system accuracy. The performance of many bi ometric systems 

varies for specific populations. 

Iri s recognition is the most accurate so scores 1, while the access control technique of 

the guard at the gate wo uld be the least accurate so would score 5. 

2.5.5 Response Time 

Speed of recogni tion is important as far as the user experi ence goes, but compared to 

the time required to swipe a card , type in a name, show an identity photo, etc . 

biometrics are far faster with conditioned users. A proximity card that can be carried 

and recogni sed without the user doing anything is very fast (in milliseconds) and 

score a 1 while hand recognition where the user has to place their hand on the reader 

would be s lower, sco ring 5. The time to access the database is included in thi s time as 

it is part of the time the user would have to wait. 

2.5.6 Intrusiveness 

User percepti ons of bi ometric technology are an essenti al element in their successful 

deployment. Technologies such as retinal recognition, which require significant effort 

on the part of the user, and which involve "sensitive" areas of the body, are perceived 

as being in trusive or invasive. Similarly, fi nger recognition technology is 

occasiona ll y seen as invasive. witll its connotations of criminality and po lice 

bookings . The intuiti ve response when considering llser acceptance of facial 

recogni tion biometrics would class ify it as the least probl ematic. After a ll , fac ial 

recognition facilitates human interaction as social animals. 

The use of facial recogni tion biomerrics in appli cations such as ATM access and 

network logon suggests that acceptance of the technology is higb among users. 

Studies such as IBG's Consumer Response to Biometrics show, however, that there 

are some reservations, which may limi t facial recognition's broader usage. Subj ects 

who had used the technology were asked the following: 

How would yo u feel using a finger recogniti on system instead of a PIN when using an 
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ATM? 

l=Very 

2=Somewhat 

3=Neither 

4=Somewhat 

Comfortable 

5=Very Uncomfortable 

nor 

Comfortable 

Comfortable 

Uncomfortable 

Uncomfortable 

How would you feel using a facial recognition system instead of a PIN when using an 

ATM? 

l=Very 

2=Somewhat 

3=Neither 

4=Somewhat 

Comfortable 

5=Very Uncomfortable 

nor 

Comfortable 

Comfortable 

Uncomfortable 

Uncomfortable 

Finger recognition rated 2.19, and face geometry (facial recognition) rated 2.43 - both 

excellent ratings, showing the viability of biometrics in this area, but markedly better 

for finger than face. If facial recognition is so simple to use, and so unobtrusive, why 

the lower rating? 

There are a number of possible explanations to explain the above. 

1. Many people simply do not like having their picture taken, much less having to 

look at their own low-resolution image on a computer screen or terminal. Both men 

and women expressed reservations, suggesting that the cameras being used were low 

quality (they were actually high-quality), insisting on wearing hats if being 

photographed, looking for mirrors etc. In contrast to finger recognition testing, where 

all subjects used the devices in spite of whatever reservations they may have had, 

some subjects in the face geometry testing simply refused to use the technology. 

2. Despite its use in everyday life as our primary means of recognition, the face (as 

opposed to a signature or fingerprint) is not traditionally interpreted as an 

authentication mechanism. The face is almost too personal a part of the body to think 

of its being "scanned", broken into grids or axes, or having prominent features noted. 

3. On the topic of intrusiveness, most vendors suggest that facial recognition is the 

least intrusive technology. In terms of ease-of-use, this is probably true - looking at a 
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camera and holding still momentarily is not a demanding task. However, if 

intrusiveness is defin ed is a di ffe rent way, fac ial recognition may be among the most 

intrusive techno logies. Aside fro m vo ice recognition, which is largely incapable of 

executing one-to-many searches (where the subj ect's identity is not known), face 

recogniti on is the onl y commonly used biometric which does not require cooperative 

subj ects. A hidden camera could, indeed, take your picture, and perform one-to-many 

identification, w ithout your knowledge. Without an enrolment, a one-to-many facial 

recognition application can not determine anything about an indiv idual - name, 

customer #, etc . 

User perceptions of face recognition relates directly to how people view themselves as 

unique individuals . As such, the issue of user acceptance must be carefully we ighed in 

fac ial recogniti on proj ects, as it will have a signifi cant impact on the proj ect' s success . 

Retina recognition wo uld tend towards being intrus ive scoring a 5 as the use r has to 

pos ition themse lves in front of the sensor, whil e use of surveillance cameras would 

not be as intrus ive (1 ). 

2.5.7 Distinctiveness (Unique Identifiers) 

Iris recognition has certainly the most di st inct identifie rs (Daugman, 1993) and scores 

a 1 while voice recognition has less unique identifiers and scores a 5. Other 

technologies fall between these two extremes. 

2.5.8 Hum an Factor Limitations 

Not a ll peopl e will be ab le to use any exclusion system successfull y every time. T his 

implies that backup systems fo r exceptions w ill always be required. Se lection of 

biometric in light of human factor limitati on is important, since if one cannot use the 

biom etric on the w ide population it limits the success of the roll out. The effect of the 

emotional state and stress on voice and signature would play a significant factor in a 

cas ino environment. TIle availability of alcohol in casinos would have detrimental 

effects on keystroke but wo uld have a lesser effect on other bi om etri cs. 

Access control based on physio logical characteri stics, whi ch wo uld be affec ted in a 
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cas ino enviro nment score higher (5) and others that would not be affected would get a 

lower score (1). 

2.5.9 Environmenta l Affects 

It is preferable that the users be unsupervised so that they can se lf-ban themselves, but 

due to the complex ity of the initial enrolment most systems would need to be 

supervised. The level of training required by enrolment personnel also vari es over the 

technologies. 

Face recognition would be affected by li ghting (so would get a 5) while a card-based 

solution would not be affected by lighting (so would get a 1). If the appli cati on is to 

take place indoors at standard temperature, pressure, and other environmental 

condi tions, part icularl y where lighting conditi ons can be controll ed; it is considered a 

"standard environment" applicati on. Outdoor systems, and perhaps some unusual 

indoor systems, such as the lighting generally fo und in casinos, are considered "non

standard environment" applications. The application will be indoors in a "standard" 

environment so people will not tend to cover themselves in varying and unpredictable 

ways however the low lighting condi tions in casinos will present challenging 

conditi ons. 

2.5.10 Stability of Trait 

The ag ing of the population proves to be a challenge for some exclusion technologies, 

especially if the template cannot be regularl y updated. Where a problem gambler or 

suspected thi ef is seen once and removed, not to reappear for many years, exclusion 

based on fac ial recognition (glasses, beard, skin tone) and hand recognition (arthritis) 

may prove diffic ul t. For how long will the casino expect your enrolment images to 

remain usable? Template aging affects all biometric systems as a person's physical 

and behavioural characte ri sti cs change. Some technologies, however, experience 

perfo rmance degradati on more rapidly than others. 

Face recogni tion is not stable over time, being affected by aging; shav ing or growing 

of a bea rd or growth or loss of the hair on the head while Iri s recognition is stable 

fro m an early age. 
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2.5.11 User Acceptability 

Studies of user attitudes regularly show user acceptance of biometric technology to 

well exceed 90%. Nonetheless, there will always be a few people who object to any 

new technology. Use of a driver' s license is familiar so would have a higher user 

acceptability (scoring a 1) while use of keystroke analysis would not be familiar to all 

(scoring a 4). 

2.5.12 Market Share by Technology 

Mddeware 
12.4% 

2003 Comparative fVlat1(Et Share by Technology 
(Does not include AFIS r8'v'8nL.e) 

Copyright @ 2003 I nterrm ional Biometric Group 

Facial-Scan 
11.4% 

Si (Jla1ure-S ca n 
2.~ 

Figure 2. 10. Biometric Market Share by Technology 

If one could assume that all biometric technologies were to some degree similar, 

which is certainly could not the case, then one could use the greater market share of 

fmger recognition to assume that this is the appropriate technology. Other leading 

biometric technologies rated by market share are facial and hand recognition (Figure 
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2. 10). The problem with using market share is that the unique requirements of the 

casino environment pose serious problems solved only by the application of the ' 

correct technology. 

Finger-recognition has the largest share of the access control market (so gets a I) and 

Signature-recognition is not used very much at all (so gets a 5). 

2.5.13 Mature Technology 

Face recognition is highly rated technology, as it is familiar. However, technology 

has been applied to automatic face recognition only recently. Hence, face recognition 

is not considered a mature technology. Signature and voice are not mature 

technologies either, but the other biometrics are all well established, with finger 

recognition being the most mature. Biometric systems should not be selected based 

on the mature state of the technology but this continues to be one of the leading 

methods of selection. It is more important that the solution provider or technology 

provider be familiar with, and an expert in, the technology. 

Fingerprint recognition is a mature technology (so gets a 1) while face recognition is 

still evolving (Hodosh, M, 2003), incorporating 3D features (so gets a 5). 

2.5.14 False Acceptance 

False acceptance, otherwise known as misidentification rate or False Non-Match Rate 

(FNMR) , is the probability that a user's verification template will be incorrectly 

judged to not match that same user's enrolment template. In a I: 1 system, FNMR is 

the probability that User 1 will not verify against his or her own template. In a l:N 

system FNMR is the probability that a user whose enrolment template located in a 

database will not be matched in a search (Figure 2. 11). 

A guard with a file of photographs would tend to have a higher false acceptance, 

(letting people in who exist in the file, so would score a 5) while iris recognition has 

never been found to have a false acceptance (and would score a 1). 
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Figure 2. 11. Detection error trade off: FAR VS FRR 

2.5.15 False Rejection 

False rejection, or (False Match Rate (FMR) , is the probability that a given user's 

verification template will be incorrectly judged to be a match for a different user's 

enrolment template (Figure 2.11). This is also referred to as false acceptance rate. 
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Figure 2. 12. Failure to enrol rate (based on 3 attempts) 
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False rejection errors will require "exception handling" and will greatly decrease the 

throughput of the system. What number of errors per hour, day, can be tolerated? 

False acceptance errors will erode the perceived integrity of the system. Errors can be 

decreased, often at the cost of throughput rate, with more careful enrolment and more 

quality-control feedback to the user. Systems vary considerably in the amount of 

automatic quality control applied to the acquired images and the nature of the image 

quality information given the users. 

Using a picture in an identity book to compare with the owner will have a higher false 

rejection (so will score a 5) than using a swipe card (which will score a 1). 

Failure to enrol (FTE) rate - (not included in the study criteria). This is the 

probability that a given user will be unable to enrol in a biometric system due to 

insufficiently distinctive biometric sample(s) (Figure 2. 12). 

The above three metrics must be evaluated when deploying a biometric system. 

Reliance on one or two metrics without the third can be highly misleading (Failure to 

enrol rate Available on line at: http://www.cl.cam.ac.uk/users /jgd l OOO/ Nl)Lsummary .gif). The 

three metrics are strongly related, such that adjustment of matching or enrolment . 

thresholds to increase security or convenience may impact each error rate (as shown 

in Figure 2.12). Decreasing the FMR, or making the system less susceptible to 

impostors, results in an increased likelihood that legitimate users will be rejected 

(false non-match rate). Decreasing the FTE by allowing a higher percentage of 

subjects to enrol successfully leads to higher FNMR, as users with low-quality 

biometric samples have an increased presence in tpe system. These metrics also 

change when system thresholds are adj.ti~!ed/ .\ J •• . ' ; 1 i 

2.5.16 Template Size (bytes) 

Template sizes vary from 9 bytes to 6 Kbytes (Figure 2. 13) depending upon both 

vendor and technology. Not all template sizes are suitable for magnetic stripe or even 

smart card ~torage . Further more, some technologies require the storage of multiple 

templates for good performance. 
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Figure 2.13 depicts the typical template sizes for the leading biometric technologies. 

In some instances, specific vendors may utilise larger or smaller templates depending 

on the requirements of a given application. Template size can also vary depending on 

the size of the sample, such as the signature length and complexity, the length of a 

voice pass phrase, or the number of characters in a typed password (How Large Are 

Biometric Templates? 2003 Available online at: http://www.ibgweb.com/reports/ 

public/reports! template size.html). 

Common Tem late Sizes 

2,000 -
10,(0);:...-_________ _ ________ ------1 

9 

Voice- Signature- F acial- Iris-scan Finger- Retina- Hand-scan 
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Copyright @2002 International Biometric Group www.biometricgroup.com 

Figure 2. 13. Biometric Template size 

A swipe card has a small template size (scoring a 1) while voice recognition has a 

much larger template (scoring a 5). 

2.5.17 Remove Security Threats 

Casinos have the right to ask gamblers who are too successful in their gambling to 

depart. A recent case from the Court of Appeal of New Zealand summarises the laws 

for casinos around the world, and comes down fIrmly on the side of the casinos. The 

fact that a casino is licensed " ... shall not entitle any person to enter or to remain on 

the casino premises ... every person shall leave the casino premises when required to 
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do so by or on behalf of the holder of the licence [sic]." (Rose, 2002b). 

The card counters and other members of the public who can increase the odds in their 

favour need to be identified by the casino surveillance department in order for any 

proposed exclusion technique to obtain full casino support. 

Security threats that the casino security department would wish to exclude include bag 

snatchers, pickpockets and other undesirable characters, which would have a negative 

impact on the desirable casino patrons. 

Fingerprint recognition would identify security threats if they were repeat offenders 

with a police history, (so would score a 1) while a swipe card (which could be 

transferred between persons) would not (so would score a 5). 

2.5.18 Level of Impact on Existing System and Processes 

The addition of exclusion techniques will inevitably lead to a change in the casino 

business processes. The softwarelhardware integration is the daunting problem of 

integrating the use of exclusion techniques into the existing processes. If the finished 

business system is not more efficient than the alternatives, the use of exclusion 

techniques will be regarded as a mistake. 

Selection, based on ease of integration is important as a smooth transition to full 

functionality is desirable. The existing procedures, databases, and information need 

to be able to be incorporated into the proposed biometric system. There will be a 

period of transition where the old techniques will be used and the new biometrics will 

be introduced. The management of this period is crucial to the future success of the 

system. 

Users of an access control application on a daily basis can be considered habituated 

after short period of time. Users who have not presented recently can be considered 

non-habituated. A more precise definition will be possible after better information 

relating system performance to frequency of use for a wide population over a wide 

field of devices is available. In general, all applications will be non-habituated during 

the first week of operation, and can have a mixture of habituated and non-habituated 

users at any time thereafter. Access control by the casino staff to a secure work area is 
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generally habituated. Access control to a casino by the public is generally non

habituated. Most users in casinos will be habituated to the technology, as they are 

regular visitors to the casino. That is, after a period of time, the average user will be 

accessing the technology regularly. Some technologies (fingerprint recognition, iris, 

retina and signature recognition) require greater user involvement and cooperation 

than others, such as facial recognition. 

Face recognition would complement existing systems and processes (scoring a 1) 

while voice recognition would not complement any existing systems or processes 

(scoring a 5). 

2.5.19 Compatibility with Existing Data 

The system will be required to exchange data with systems operated by different 

casino management, i.e. be open. There are no existing standards for biometric 

templates, so systems from differing vendors will not necessarily be able to share 

templates or images, even if based upon the same biometric characteristic. 

Using an identity book would complement existing records of ID numbers (scoring a 

5) while hand recognition would not complement existing data (scoring a 5). 

2.5.20 Identification of High Rollers (VIP's) 

The casino marketing division would like to identify the high rollers so they can 

enhance their experience. Fingerprint sensors have been used to identify high rollers 

(McDonald, 2003). 

A surveillance operator with a book of photographs would not be as successful in 

identifying VIP's (scoring a 5) while a proximity card would identify the VIP 

successfully (scoring a 1). 

2.5.21 Verification / Identification 

In applications verifying the positive claim of identity, such as with access control, the 
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deceptive user ("wolf' or bad guy) is cooperat ing with the system in the attempt to be 

recogni sed as someone s/he is not. Thi s is a "cooperative" applicati on. In applications 

verifying a negati ve claim to ident ity, the bad guy is attempting to decepti vely not 

cooperate with the sys tem in an attempt not to be identified . This is call ed a "non

cooperative" applicati on. Users in cooperati ve applications may be asked to identify 

themselves in some way, perhaps with a card or a PIN , thereby limiting the database 

search of stored templ ates to that of a s ingle claimed identity. Use rs in non

cooperati ve applicati ons cannot be reli ed on to identify themse lves correctl y, thereby 

requiring the search of a large portion of the database. Cooperative, but so-called 

" PIN- less", veri fication applications also require search of the entire database. 

The questi on of max imum limits on use r enrolment can be criti cal to large-scale 

systems. Limi tati ons di ffe r for ve rifi cati on and identificati on systems. Certain types of 

ve ri fi cation systems have no limits on potenti a l gro wth. In a 1: 1 system wherein 

matching takes place on a local PC or biometric reader, there is effectively no 

restr iction on the number of users a system might incorporate. Spain enroll ed millions 

of users in its T ASS program, allowing users to access government-related health and 

social security forms from fin gerprint enabled ki osks. 1: I systems in which matching 

takes place at a centra l server are more limited - there are few exampl es of central

matching depl oyments over 1,000 users . If a large number of authenti cation events are 

taking place at the same time, a poss ibility in a network access environment, the 

response ti me from the centra l verification server may be inadequate to meet user 

expectati ons. Biometri c vendors have developed products capable of perfo rming 

veri ficatio n across multipl e servers to address thi s issue. Advances have been made 

in l: N systems such that very large identi fication projects, some in the several tens of 

milli ons, are underway. These large-scale projects are generally based on fingerprint 

technology, although facial recognition is also capable of performing searches on 

large-scale databases. There are a number of steps that can be taken to increase the 

sca lability of a I : system. 

Binning is the process of separating biometric enrolments based on classifications 

inherent to the biometri c data. In fi ngerprint systems, fingerprint templates with 

simil ar pattern types can be stored in a spec ifi c database segment, such that new 

temp lates with simi lar patterns only need be compared against thi s subset. T his 
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reduces the overall number of compari sons that need to be made. Similar processes, 

such as placing fin gerprint class ificati on data in the template's header file, allow for 

rapid large-scale searches . Filtering is the process of using non-biometri c information 

to limi t the scope of a search. For instance, when a sample is submitted , the gender of 

the end use r can be entered. Thi s gender can be used as a filter to reduce the number 

of reco rds that need be searched. In large-scale l :N systems, enrolling two fingers as 

opposed to one can increase maximum searchable database size from the tens of 

thousand to the tens of millions. The system can handle more enrolees, due to the 

increase in user-specifi c data. Likewise, such a system will a lso increase its ability to 

use more di stinctive c lassification data. Faci al recogni tion vendors often uti li se more 

compact templates when conducting searches against very large databases, employing 

a larger template onl y when searching against a more manageable set of users 

(Enrolment Limitations 2003 Ava il able online at: bnp-1I~\v.\":A2~\~~~Q,5J2mircJ2Qn~l 

pl1bJ ic ·'r~>p()n~ /c 1l.I Q Ulll <; llt_lim it,jli llI» ,hJmJ). 

Exception process ing is the method of authenticati on employed for users incapable of 

successful biometric authenti cation. Exception processes can be secondary biometric 

technologies : passwo rds, p ins, or li ve veri fications. Casino deployments wo uld be 

rendered inoperabl e if a large percentage of users req uired alte rnati ve verifi cati on. In 

any case, it is absolute ly certa in that some percentage of users - perhaps 0. 5% - 10% -

wi ll be incapable of using a system successfully. Proper system design accounts fo r 

these users w ithout reduci ng overall system securi ty or pena li sing users fo r being 

unab le to verify with a specific piece of biometric techno logy. The likelihood that a 

dep loyment will req uire a great deal of exception processi ng can be determined by 

referencing a techno logy ' s Ab ili ty to Veri fy (ATV) rate . This is not a commonl y used 

metric within the biometric industry, but is very helpful in understanding real-wo rld 

system perfo rmance (Abili ty to Veri fy 2003 Available online at: 

l!.U.JL:W\:D.~jl?g~ycQ.!.0Jrn/r~orts/pllbl icircporls' at v.html) . The ATV rate represents the 

percentage of users who wi ll have to be hand led with a special fall-back process. The 

rate is simply a combinati on of the FTE and the FNMR : 

ATV = ( l- FTE)( I-FN MR) 

This metric can be tho ught of as representing the gro up of users who cannot enrol 
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(FT E) a long with use rs falsely rejected by the system (FRR) . No system has a 100% 

A TV rate, but in general, a high ATV rate will make fo r a more ef fec ti ve system. 

When balanced with an acceptable False Match Rate, ATV can be ex trem ely useful 

because it is has an impact on three key aspects of biometric deployments: 

I) Cost. One of the most expensive aspects of a biometric system is the cost invo lved 

w ith exception process ing. Any user unable to be processed by the biometric needs to 

be processed by a fa ll- back procedure, meaning that dua l systems must be maintained. 

Whether an a lternate bi ometric, a passwo rd , o r a li ve verificati on, there is a need for a 

separate enabling and support infrastructure. 

2) Security. A low A TV means that a substantial percentage of users are not being 

veri fied by the system . The security prov ided by a system that can onl y veri fy 90% of 

its users may be acceptable fo r some deployments, but can be problematic in others. 

3) Conveni ence. A low A TV may be a refl ection of a di ffic ult to use system. In 

situati ons in whi ch user convenience is paramoun t, adj ustments to enro lment and 

veri ficati on sett ings may be required to maxim ise the ATV rate. 

Vo ice recognit ion can only be used fo r verifi catio n (scoring a 5) whil e USll1g IrIS 

recognition allows for identificati on (scoring a 1). 

2.5.22 Overt / Covert Acquisition 

If the user is aware that a bi ometri c identi fi er is be ing measured, the use is overt. If 

unaware, the use is covert. Deployments, in which users are aware that biometric data 

is being co llected and used, and acqui s ition devices are in plain view, are less pri vacy

in vas ive than surreptitious dep loyments. User consent is a key principle of privacy

sympathetic depl oyment, and most covert systems prevent easy consent. Covert 

biometric systems, if depl oyed, shoul d be depl oyed only in environ ments where a 

highl y compelling interest is present. 

Finge rprint recogniti on is natura ll y overt (so sco res a 5) whil e face recogni t ion can be 

done via a hidden camera (so scores a 1). 
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2.5.23 Behavioural/Physiological 

It is a common beJief that most biometric systems are capable of detecting liveness in 

bi ometric sampl es (Liveness Detection in Biometric Systems 2003 Available online 

Liveness detection in a 

biometric system ensures that only "real" fin gerprints, fac ial images, iri ses, and other 

characteri stics are capab le of generating templates fo r enrolment, verification , and 

identi ficat ion. From a security and accountability perspective, requiring a live 

biometric characteri stic makes it difficult for an individual to repudiate that he or she 

accessed the casino (ChaI1rand , 2003). Although much of the biometric industry 

needs to go back to the drawing board to devise legitimate liveness detection 

capab ilities, the problem of li veness detection is not unlikely to ever be fully 

addressed in biometric systems - nor does it need to be. 

A behavioural biometric, characterised by a behav ioural trait that is learnt and 

acq uired over time. does not need to have a li veness check as it requires a live person 

to perform (so scores a low score). A phys iological bi ometric, characterised by a 

phys ical characteri stic rather than a behavioural trait, has to be checked for li veness 

(so scores hi gher) . 

2.5.24 G ive / Grab Acquisition 

Exc lusion techniques that work only when the user gives the measurements (such as 

fingerprint recognition) score less (5) while techniques that can grab a measurement 

without user ass istance (such as face recognition) score better (l). 

2.5.25 Privacy Risk Rating 

The users of the exc lusion system wi ll be customers of the system management and 

not employees. Clearl y attitudes toward usage of the devices, which wi ll directly 

affect their performance, vary depending upon the relati onship between the end-users 

and system managemen t. Public sector bi ometric usage can be seen as more risky 

than private sector usage due to the possibility of state or government abuse. 

Government co ll ect ion of bi ometric data, witho ut proper controls and restricti ons is 
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highly problematic . On the other hand , pri vate sector compal11 es may be more 

tempted to share or link personal data for marketing or profiling purposes. Suitable 

protections should be deve loped fo r each type of environment. Casinos have shared 

info rmation concerning people and techniques, which have threatened their profits. 

The exc l usion system will be required, either now or in the future, to exchange data 

with other biometric systems run by other cas inos. For instance, some casinos want 

to be able to exchange exclusion information with other casinos. If a system is to be 

open, data co ll ection , compress ion and format standards are required. Thi s 

encourages the abuse of the users' pri vacy. 

Oeployments in which the user mainta ins ownership over his or her biometric 

info rmat ion are more li ke ly to be privacy-sympathetic than those in which the public 

or pri vate institu tion owns the data. User control over co llect ion, usage, and di sposal 

of biometri c info rmati on is not possible in every deployment. A system capabl e of 

performing l :N searches can be considered more susceptible to privacy-related abuse 

than a 1: I system . A l:N biometric system would be necessary for use in any 

indiscriminate large-sca le searches . Protections regarding l :N usage may need to be 

str icter than those employed in ] :] usage. B iometric systems that do not retain 

identifi abl e data, such as phys ica l access or network access systems, pose fewer 

privacy ri sks than systems that retain identifi abl e images. Templates cannot be 

readily used in law enfo rcement searches, and cannot be used to recreate identifiabl e 

Images (BioPrivacy lmpact Framework 2003 Available onli ne at: 

http: //ww.v.ib£web.com/repOlis/ public/reports !privacydeplovl1lent.html) . lmages are more 

sens itive data elements than biometric templates, and are more likely to lead to 

pri vacy-i nvas i ve usage. 

The eaSler it is fo r someone to use the measurement to invade prIvacy (such as 

fingerprint recognition where one could compared the database against known 

cri minals) the worst the score (5) while a measurement that has a low privacy 

in vas ion scores higher (such as hand recogniti on where no other records currentl y 

exis t for hand recogni tions (1). 
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Chapter 3 Role Players 

3.1 Introduction 

The role players were selected based on their involvement with the casino industry, 

the legislation or the customers of the casinos. The role players affected by 

controlling access to casinos have a variety of criteria they might apply to the 

selection of a solution. 

The requirements of the various legal bodies (National Gambling Act, 1996) and 

provincial, which control gambling in South Africa, play a dominant role in possible 

casino exclusion selection, hence the inclusion of the local Gambling Boards as a key 

role player. The Gambling Board (http://www.ngb.org.za) set down guidelines for 

operation of casinos, which ensures the casinos do not cheat the public and that 

casinos follow the spirit of the law with regards to excluding problem gamblers. 

Neither National or provincial legislation prevent the use of exclusion techniques, and 

particularly biometrics in South African casinos, and all Gambling Boards approached 

would encourage any measure that assists casinos in identifying problem gamblers or 

reducing problem gambling. 

Privacy issues have been found to be important in the rejection of various exclusion 

techniques, especially with the increase in identify theft (Vijayan, 2003), so this was 

included as a separate role player (Opinion Surveys 2003 by privacyexchange.org 

available online at http: //www.privacyexchange.orgliss/surveys/surveys.htmI). Is convenience 

(in the form oflimited biometrics) or security (in the form of physical access controls) 

the primary driver of exclusion technique introduction? The Gambling Boards wish 

to prevent problem gambling while the casinos, competing for the entertainment Rand 

of the consumer, do not wish to inhibit public attendance while on the lookout for 

card counters and VIP's and appearing to appease the Gambling Board concerns. 
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Within the casino there are four primary departments that would be affected by the 

introduction of exclusion techniques (Van Wyk 2003 General Manager, Grand West 

Casino, personal communication). These are: 

Marketing (the attraction of users to a safe casino without any restrictions on 

legitimate gamblers), 

Operations management or process control (satisfying the requirements of the 

consumers, want as many high spenders as possible, any form of access 

control would not be encouraged, need to identify high rollers (VIP's», 

Surveillance (limited to gambling within the casino, identify card counters, 

VIP's, known problem gamblers) and 

Security (of the casino as a whole, which is separated from gambling, 

concerned with remove of security threats, such as thieves & bag snatchers 

and identification of known problem gamblers). 

Gambling Anonymous provi ded the viewpoint of the problem gambler to ensure that 

those with a gambling problem are prevented from going to casinos. The National 

Responsible Gambling P ro~ramme, (www.responsiblegambling.co.za) a public/private 

sector initiative, is the o!l1y one of its kind in Africa, and is acknowledged 

internationally to be except ionally well-funded and among the most comprehensive in 

the world. 

The public as a role pb /C i' is crucial, as without them the casino would not exist. 

Studies have found that the public support safe access to casinos and removal of 

problem gamblers but ha\ ~ concerns over privacy, speed of access and use of 

information. People appro\'c of the legalisation of gambling by a ratio of about 3:l. 

A similar ratio ofpeopJe ex :' !'essed concern about the negative affects of gambling on 

family life (The Natio ll~ll :~esponsible Gaming Programme). The findings of a 

research project suggest tll :" a third of South Africans gamble regularly (at least once 

a month). The initial i l11 p ~, t of the gambling sector in 2000 amounted to just more 

than R3 billion with an 8eL,; tional spill over effect (indirect and induced impact) of 

R6,1 billion (Econom ic : ,:8ct of Legalised Gambling in South Africa, Study 

commissioned by the N8ti , 'la1 Gambling Board of South Africa, 2002). The initial 

impact represents 0,38 % \; : c GDP of South Africa. 
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The following allocation between criteria was performed by the author, with input 

from a number of Cape casino security managers, but does not represent any specific 

existing or proposed casino but a universal casino. 

3.2 Marketing 

The marketing department would like to use the exclusion technique to enhance the 

brand building experience to the benefit of both customers and the firm. This would 

build customer confidence; loyalty and satisfaction, lower marketing costs, increase 

margins, and provide an opportunity for brand extension, rather than treating the 

customer as the enemy (Schrage, 2003). The exclusion technique must be able to be 

used to increase the loyalty of the patrons to the casino, with the ability to link it the 

exclusion technique to an e-mail, SMS or newsletters, etc. (which the patron would 

get either when they arrive at the casino or when they do not attend regularly) which 

will allow personalised, individual patron focus. 

Exclusion techniques have some serious technological flaws. If a single false positive 

causes embarrassment to a customer, then one false positive per day is clearly too 

many. Yet exclusion systems are not capable of achieving the success rate necessary 

for those kinds of decisions. For the most part, biometrics appears to be a technology 

whose time has not yet come from the marketing viewpoint (Business Week 2003 

Why Biometrics Is No Magic Bullet Available online at: hlUr 

/lwww.businessweek.eom/teehnology/eontentijul2003/te200307222846teI25.htm ). 

If a casino decided to link the exclusion technique biometric to their preferred 

gambling cards, it would be a voluntary system, so that the casino would obtain the 

benefit of the system, in being able to identify high value customers, and not the 

problem gamblers. This may prevent some problem gamblers from gaining access, 

but as it is a voluntary system they could decide not to use the system. It will, 

however, prevent them from obtaining someone else ' s preferred gambling card, a 

problem the casinos are currently faced with. A family or circle of friends all use the 

same card, generating points which then allows the card holder into the high rollers 
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area, where free drinks and other benefits can be obtained. The partial introduction of 

the exclusion technique would give the major role players (the public, Gambling 

Boards and the casino) an opportunity to become familiar with the technology, after 

which it could be legislated, possibly with any changes that came about from first 

hand experience. 

Figure 3. 1 details the weighting of selection criteria by the casino marketing division. 

The casino marketing division places high emphasis on ease of use for the public (20, 

as this is the crucial key to getting people to feel relaxed within the casino and come 

back), user acceptability (15, while it may improve with use, initial acceptability is 

crucial) and preventing false rejection (10, as one does not want to falsely accuse 

legitimate gamblers). Importance is placed on physical contact (8, mainly to do with 

hygiene factors and perceived transmission of bacteria), speed (7), removal of security 

threats (7, a safe environment which is not difficult to get into), identifying high 

rollers and privacy risk rating by marketing forces. 

I\M.RKEllNGWeigtti~ of scores 

13 Ease of use for pUJlic 

OA ccuracy 

• intrusiveness 

• hurran Factor Linitations 

• Stability ofTrail 

o Market share by tee hnology 

• False Ac ceptance (Msidenltication rate) 

• Tel11Jlae Siz e (bites) 

o Level of irrpact on existilg S>f stemand proc esses 

o Identify hi!tJ rolers (\liPs) 

o Overt I Covert 

OGive/Grab 

• 

• Rlysical COOtact 

o FiEsponse l1rre (Spee!l - Relatwe) 

o Ostincti.' eness (Lhq.oe Idel1ifiers) 

o Environrrerial Affects 

• Leer Acc eplability 
[J Mature Teehnolog,' 

• False rejection 

• FiErrove sec urity threats, sue has thie'lles & bag 

o cOl11Jatibility wlh ex isling !lata 

o V erifi c ati on I Ide ntif ic at ion 

o Behavioural I A1ysiological 

o Ftivacy Risk Rating 

Figure 3. 1. Casino marketing - weighting of selection criteria 
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3.3 Operations Management (Process control) 

Legislation is the stimulus, which could propel operations management, to become a 

greater strategic ingredient of the casino management. Rather than reacting to outside 

forces. thc operati ons department co uld lead the way in solving the problem gambl er 

Issue. Tradeo ffs ex ist among product and process choice versus the longer-term 

operating choices regarding quality, efficiency, schedule, and adaptability (Adam & 

Ebert, 200 I). The first casino in S~uth Africa to successfull y apply, manage and 

main tain a problem gambl er exc lusion techni que will earn the respect of all the role 

pl aye rs. The requ irements for casinos to coll ect information from customers with 

regard to the contro l of money laundering (Boitel, 2003) could provide weight to the 

use of an exclusion technique. 

Throughput rate requirements for both enrolment and operation will affect the time 

required to enter the casino. Almost all systems require enrolment, with some 

techniques requiring mul tipl e enrolments. The cas ino may have to provide personnel 

fo r the use of the exclusion technique during operati on, to observe or operate the 

system and users. Non-cooperative applications will generall y require sLlpervised 

operati on, while cooperati ve operation mayor may not. Nearl y all systems supervi se 

the enrolment process, although some do not. In order to ensure that the exclusion 

technique reall y works it should be linked to every gambling transactions, i.e. every 

card hand or pull or a gambling machine, which is may be technicall y possible but 

certainly not economically feasible with the number of gambling slot machine and 

tables (Tabl e 2. 6) in operation. 

Operati onal management within the casino places a high emphas is on low cost (25, 

being a support acti vity). on speed (15, reducing crowds at the doors), ease of use for 

the pub li c ( 10, less manpower lo handle exceptions) and identifying high rollers (10, 

to ensure they have a good time) (Figure 3. 2). Lesser importance is placed on user 

acceptabili ty (5 , the public will come anyway), preventing false rejection (8 , not 

concerned with turning legitimate gambl ers away) and leve l of impact on ex isting 

system and processes (10) by operati onal management. 
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Process 
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• Template Size (bytes) 
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[J Identry high rollers (VIPs) 
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• 
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o Response T1me (Speed - Relative) 

o IlstlnctlVeness (Unique identifiers) 

o BlVIronmental Affects 

• User Acceptability 

[J Melture Technology 
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• Remove securly threats . such as thieves & bag 

o compatiblly wHh existl1g data 

o Vertflcatlon Ildentrlcatlon 

[J Behavioural I Physiological 

o Prtvacy RIsk Rating 

Figure 3. 2. Casino processing - weighting of selection criteria 

3.4 Surveillance 

The application of exclusion techniques in casinos will lead to an increase of the core 

competence of a casino. The surveillance department needs to grow with the use of 

surveillance department, is this not a subsystem and the combination of skills, 

processes, technologies and assets which come together within each subsystem to 

confer sustainable, repeatable and unique competitive advantage. Is this not essential 

for the casino to plan and execute new categories, which continue to build and 

reinforce these competences? The surveillance department has to abide by the 

minimal rules as set out by the relevant Gambling Board regulations (such as the 

Western Cape Gambling and Racing Board Rules & Regulations). However, most 

casinos have far higher internal requirements. Newsletters (such as Casino 

Surveillance Insider Tips) send out tips on how to avoid detection by the surveillance 

cameras (Tamburin, 2003). 
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The major casino syndicates have not yet started operating in South Africa (De Beer, 

D, Gold Reef City Casino Complex Surveillance & Security manager, Personal 

Communication). Images of the well know members of these syndicates have been 

forwarded to all South African casinos to be watchful for them. Grand West (Sun 

International, Cape Town) has over 1000 people on their ''watch list" to be removed 

upon entrance come into the casino (Visagie, J, CCTV Technician, Grand West 

Casino, Personal Communication). Security reasons aside, preventing lawsuits like 

the $l-million lawsuit by Lisa Dickert against the Ontario Lottery and Gaming Corp. 

for failing to enforce a self-exclusion programme, in spite of registering herself on a 

customers-blacklist, are prompting casinos to set up exclusion systems in place 

(Keeling, G, 2003). 

The surveillance department within the casino places a high emphasis on accuracy 

(10, as they have had to enforce the exclusion policies in the past and know how 

important this is) (Figure 3. 3). Equal importance is placed on compatibility with 

existing data (10) as, for example Grand West has over 1000 images in their wanted 

list of problem gamblers and card counters. 

Suveillance 
Weighting of scores 

Ease of use fOf p.Jbltc 

o Accuracy 

• Intrusiveness 

• human Factor Lirritations 

• Stability of Treit 
o MarkBt share by technology 

• False Acceptance (Msldentil ica:ion ra:e) 

• Tel1l>IEte Size (ottes) 
Level of impact 00 ex isting system and processes 

o lelantify high rd lers (VIPs) 

o CHert! Covert 

[J Give I Grab 

• 

• Rlysic aI Omtact 
o Raspoose Tirre (Speed - Relative) 

[J Dstinctiveness (lJ1ique k:Jentifiers) 

[J Eiw ironrrental Affects 

• User Acceptability 

• Mature Techndogy 

• False rejection 

• Remove security ttuea:s . such as thieves & bag 
[J cOl1l>atibility w itt1 existing elata 

[J Verification Ilelantil ica:ioo 

o Behavioural I Fhys idogical 

[J A'ivacy Risk Rating 

Figure 3.3. Casino surveillance - weighting of selection criteria 
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3.5 Security 

Hemingway's casino typifies the concerns of the security department within the 

casino, being the safe, responsible enjoyment of gambling. Hemingway's casino 

security official, 

Khayalethu 

Makhotyana (Figure 

3.4), is making sure 

all gamblers who have 

taken steps to bar 

themselves from the 

casino in the city are 

kept away. 

Figure 3. 4. Hemingway's casino excluding problem gamblers. 
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Weighting of scores 

[J Ease of use for pubic 

[JAccuracy 

• ~trus",eness 

• htnlBn Factor LiTlilations 

• stablly of Tral 
o Market share by technology 

• False Acceptance (Msldentrlcatlon rate) 

• Templllle Size (bytes) 

Level of Impact on existing system and processes 
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Cl Behavioural I Rlysiological 

Cl A'lvacy RIs k Rating 

Figure 3. 5. Casino security - weighting of selection criteria 
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Casino management has permitted people to bar themselves. The programme was 

launched in September 2001 and has already seen about forty people banning 

themselves out of the building, "for a number of reasons --financial, family or 

persona!," survei llance manager Michael Fourie. The process involves the completion 

of a form set out by the Gaming Boar(\, indicating fro m which premises the individual 

want to be banned. Applicants can choose whether they want to be barred for a year 

a few yea rs or even for li fe. The applicants have their photograph taken and it is 

di stri buted to security personnel. Gaming manager, Annemi e Turk, said that people 

who banned themselves were not necessarily "big time spenders" (Joe, W. S. 2003). 

The securi ty de partment within the cas ino places a high emphasis on the removal of 

security threats, such as thi eves, bag snatchers and card counters (15) (F igure 3. 5). 

Importance is pl aced on compatibility with ex isting data (9, as they have a large 

number of records li sting gangs who work in the area and people to watch out for) and 

the use or covert exc lusion teclll1iques (9, as there is a perceived need to watch these 

suspects without them knowing they are being observed). 

3.6 Privacy Rating 

Discussion concernmg the implementation of large-scale exclusion systems always 

include speculation concerning public attitudes . One of the diffic ul ties with what is 

said abo ut public attitudes, on any subj ect, is that interest groups tend to im pute their 

own fears, values and biases to the public. Most of the interest groups, who speak out 

on the subj ect of privacy, tend to have attitudes that are not fri endly to the use of 

bi ometrics. The danger is that the more those views are repeated, the more they will 

tend to shape pu bli c opi nion. Although there is much talk in the access contro l 

coml11unity about the public attitude, most who raise the po in t do so on a very 

supedicia l bas is. There has been li tt le organi sed dialogue or ongoing discussion 

concerning the subj ect of public attitude. It would be worthwhile study on attitudes 

and biases within the various segments of the biometric community, for and against 

large sca le bi ometric systems. Some do not see it within their business interest fo r 

there to be rapid progress toward large systems, since they may not fee l that their 
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technology or prod uct lS yet positioned to be competitive or dominant or are 

concerned that a niche they occupy or intend to occupy will be squeezed out by 

systems of more general application. Cf. Betamax vs. VHS; Mac OS vs. DOS vs. 

Windows. etc. The in depth study of the problems of privacy is beyond this thesis 

(see Westin, A. 200 1 for more information). 

New technology is boosting biometric surveillance (Grossman, 2003) and pnvacy 

may vanish forever. Just as each type of exclusion deployment can have a different 

impact on privacy, each exclusion technology bears a di ffe rent relation to privacy. 

Some technologies have almost no privacy impact and could scarcely be used in any 

privacy-invas ive fashion. Other technologies are much more likely to be assoc iated 

with privacy-invas ive usage, either due to their core operation or due to extrinsic 

factors. [t is poss ible that legal and po li tical issues such as privacy and data access 

co uld hinder the app lication of biometrics (Lee, 2003). Most of the public polls 

suggest that there is nowhere near the opposition to exclusion techniques that is 

claimed. Very little effort has been made by the government, the press or the 

exc lusion industry to exp lain, and to di stinguish, exclusion techniques from the 

controls that ought be placed on informati onal databases. The result is that public 

concerns on thc collection, use and release of data are being large ly ignored. 

Pri vacy concerns are very difficult to add ress, since they change over time, and di ffers 

across cultures. What is considered acceptable differs widely, and indi viduals are not 

consistent in themselves, as shown by the Internet being considered unsafe by many, 

but the same people will readily hand over their credit cards to a complete stranger at 

a restaurant or over an insure phone line. Of the biometric technologies considered, 

some open themselves more to privacy invasion than others. A bi ometric system, 

which stores informat ion centrall y, is clearly more capable of being abused than one 

in whi ch bi ometri c information is stored on a user's PC or even on a smart card . The 

privacy ri sks invol ved in biometric systems are heav il y informed by the location of 

template storage and process ing. By adhering to app li cable best practices, even those 

technologies more capable of being mi sused - primarily fac ial recognition and 

fingerprint - can be deployed in a privacy-sympathetic fashion (BioPrivacy Best 

Practices 2003 Avail able online at: http://www.ibgweb.com/ reports/publ ic!reports 

/privacv best pracrices. htm!). The use of the infonnation gathered by the casino for 

- 68 -



exclusion purposes needs to be we ighed against the possible use of the information. 

Fingerprin t, face and iri s have the highest privacy risk. It is essential that appropriate 

protection should be in place to ensure the technology is not mi sused (Mc Cullagh, D 

2003). Self-repo rting data would be wrapped in software or digital watermarks that 

guard against mi suse of pri vate info rmati on by tracking who has used the data, and 

where they have been moved (Roush, 2003). The manner is which proper protection 

occurs is beyond the scope of this study. 

ldentity theft , using sto len credit cards, phoney cheques, and other impostor scams to 

defraud casinos, is on the increase (V ij ayan 2003) . Until recently, the only way to 

way to attack the problem has been to add expensive screening and administration 

procedures. However, steps such as hi ring security guards, maintaining accurate 

databases, rev iewing identi ty documents, and asking personal questions have proven 

to be costly, stopgap measures that can be defeated by enterprising criminals. 

Compared to other methods of proving identity, biometrics are the only too ls that can 

enhance personal pri vacy and still deli ver effecti ve solutions in situations that require 

confirmation of identity. 

Privacy places a high emphasis on the privacy risk rating of the exclusion technology 

(19, as putting the wrong informati on in the wrong hands can rUlll people ' s lives 

(Figure 3.6). Importance is placed on fa lse rejection ( IS, as thi s leads to fal se 

accusations against the publi c) and user acceptabili ty (10, as what might be acceptable 

to one person is complete ly unacceptable to another). 

3. 7 Gambling Board 

There is an apparent lack of legal forethought, with the technology being developed at 

the speed of light, but the law that governs its use fa ll ing way behind. The Golden 

Horse Casino, that receives 2,500 visitors a day, has apparently not referred a single 

customer to Gamb lers Anonymous Cor counse ll ing since it opened its doors in 200 I 

(avail able online at: 2 .J un t', Nata l 'vVi tncss, ~t~~_\\, Witnl!Ss.c(J.La ). A co mpulsive gambler 

shoul d be identifi ed and banned ('rom a casino. Gambling Anonymous say casinos are 

enj oying their "revenues at the expense of people's li ves". 
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D Environmental A rr eets 
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D Mature Technology 

• False rejection 

• Remove security threats . such aslhieves & bag 

D cOlJ1llllbl1y w Ih existing data 
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D Behavioural I Physiological 

D Privacy RIsk Rating 

Figure 3. 6. Privacy issues - weighting of selection criteria 

Gambling board 
Weighting of scores 

Ease of use for public 

o Accuracy 

• Intrusiveness 

• human Factor Lirritations 

• Stability of TrGit 

o lli'arket share by technology 

• False Acceptance (Misidentific etion rate) 

• TefTlllete Size (bytes) 

Level of irrpact on existing system and processes 

o Identify high rollers (VIPs) 

o Overt! Covert 

o Give! Grab 

• 

o Response Time (Speed - Relative) 

o Dstinctiveness (Uli(JJe Identif iers) 

o Environmental Affects 

• User Acceptability 

Mci:ure Technology 

• False rejection 

• Rernave security threats , such as thieves & bag s 

o compatibilty IN th existilg data 

o Verificetion !Identif ication 

o Behavioural! Alysiological 

o Rt.-acy Risk Rcting 

Figure 3. 7. Gambling Board - weighting of selection criteria 
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According to its li cence agreement, the Golden Horse Casino must address negati ve 

social impact through a social responsibi lity programme. Since the cas ino opened, 

onl y six peopl e have been reported to the Gambling Board . Casinos have three 

options when dealing with compulsive gamblers. The first is for the punter to ban 

hi m or he rse Jl-~ but according to Gamb li ng Anonymous thi s is unlike ly as the 

compul sive gambler is usuall y "weak" . The cas ino does not make it easy, convenient 

or simple fo r problem gamblers to ban themselves from the gambling fl oor. In order 

to be banned from each casino the gambl er is currently required to go to each casino 

with their identity document, where they wi ll be photographed and logged as banned 

(Mayer, R 2003, Director of National gambling Problems - personal conversation). 

The second option is for the casino statf to identi fy the compul sive gambler, which 

should be viabl e as the cas ino staffs are sent fo r training in thi s regard. Gambling 

Anonymous said thi s is where both the casino and the Gambling Board have fallen 

short in the ir duty to society. The third option is that families have the ri ght to ask 

casinos to ban the punter. The Gambling Board has a responsibili ty towards the 

gambler, but relies on the cas ino to report problem gambl ers (2 June, Natal Witness, 

avail ab le onl ine at: \V\\'w.Witllt: s~ .co.Z(1 ). There is no legislation preventing the use of 

any exclusion techniques in South African cas inos. The local Gambling Boards 

would encourage any way to address problem gamblers (Moodley, 2003 - KZN 

Gambling Board, Personal conversati on). 

LAW ENFORCEMENT STATISTICslI TODATEI YEARTO I 
DATE 

JUNE 20031 

Total number of closuresll 66411 4011 51 
Total number of convictionsll 528

11 
35

11 1 

Total number of cases withdrawnll 9111 211 I 
Total number of pending c.asesll 2411 311 I 

Total nu mber of cases found not guil tyll 1811 011 I 
Total number of gambling ta bles se izedll 6911 011 01 

Total number of slot mach ines se ized ll 7,200 11 35911 211 
Total number of computers se izedll 21011 69 11 01 

Total number of slot machines destroyedll 5,775 11 27111 01 
Total number of gambling tables destroyed ll 4411 011 01 

Table 3. 1. Law enforcem ent statistics 
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The Gambling Board would like to publish the number of problem gamblers removed 

from casinos under their j uri sdiction, as with other law enforce ment stati stics (Table 

3. 1), which indicate the total num ber of ill egal operato rs closed and machines 

confi scated during various raids executed by the Law Enforcement unit of the Board. 

The Gambling Board places a high emphasis on user acceptability (20, as they are 

elected by the publi c and serve the interests of the public) (Figure 3. 7) . Importance 

is placed on fa lsely acceptance (10, as pro blem gamblers getting into the casino defeat 

the object of having an exclusion technique), false rejection (10, as legitimate 

gamblers should not be concerned about being fa lsely accused as a problem gambler) 

and privacy rating (10. as main taining confi dential records is essential if problem 

gamblers are to come forward and exclude themselves). 

3.8 Gambling Anonymous 

South Afri ca is ranked fourteenth in the world in terms of gross gambling turnover, 

bu t 39th in terms of gross domestic product and ninety-ti rst in terms of GDP per 

capita. It is estimated that the number of vulnerable problem gamblers at 5.29% of 

regular gamblers. and 3.8% of all adults who have easy access to gambling. which is 

50% higher than in developed countries (The National Responsible Gaming 

Pro g ra III m e eN R GP) 2 ° ° 3 A v a i I ab I e 0 n I i neat: tm.P.:1~'.~Y~Y:r~~mQD5jhJ~g~mbJillg,lLQ,~~l! 

prQ.L~s:.l? :bJml ) . 

The best approach to prevent problem gambl ers entering cas inos is to remove the 

banning responsibility from the casinos and give it to an independent body, such as 

Gambl ing Anonymous, to take over the role of coordinato r to manage the co llection 

and distribution of the bi ometric data to the cas inos. This wou ld ensure that the 

collection of the bi ometri c was separated from the casino, as this certainly seems to be 

a confli ct of interest scenari o. Gambling Anonymous would di stribute the 

informati on to the cas inos who would add in their own wanted li st, from international 

casinos. local police databases, VIP 's etc. Hence the casino would have a stake in 

applying the bi ol11 etri c successfully, unlike the current situation where there are 
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different hard copy files of different categories of wanted people. The logs of the use 

of the system could be published showing that the biometric system was being used, 

without naming those found or removed. As they would not be required to show 

whom the match was, no privacy laws would be broken. The number of positive 

matches could then be tracked and reported as in Table 3.1 . 

Gambling Anonymous places a high emphasis on compatibility with existing data (20, 

as they have many thousands of enrolled problem gamblers as photos and identity 

numbers) and false acceptance (20, as once a problem gambler has taken the step to 

be excluded they should not be allowed back into the casino) (Figure 3. 8). 

Gambling anonymous 
Weighting of scores 

El Ease of use f or public 

o Accuracy 

• Intrusiveness 

• human Factor Lirritations 

• Stability of Trar: 

o Mlrket share by technology 

• False Acceptance (Msidentif icliion rlie) 

• Templae Size (bites) 

Level of irrpact en existing system and processes 

o Identify high rollers (VIPs) 

o <Nert ! Covert 

o Give! Grab 

• 

• Alys ical Contact 

o Response Tirre (Speed · Relative) 

o D stinctiveness (Ll1ique Identifiers) 

o Environrrental Aff ects 

• User Acceptability 

Mature Technology 

• False rejection 

• Remove security tl1reats, such as thieves & bag sn 

o compatibility w ith existing data 

o Verif ication Ildentific1i:ien 

o Behavioural ! Fhysiological 

o Privacy ~sk Ratin g 

Figure 3. 8. Gambling Anonymous - weighting of selection criteria 

3.9 Public 

Recent news reports (Chips down forever for neglectful parents, 2003-07-01 , Do 

gamblers not pay their municipal accounts? available online at: 

http://www.iol.co.zaJindex.php?click id= 196&art id%2O=vn20030606070354272C897629&set id-I) 

highlight the concerns the public has with casinos and the lack of effort to stop 

problem gambling. 'Limit impact of gambling' South African's now apparently spend 

5 times more on gambling products than on books (available online at: 
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http://www.news24.com/News24/South Africa/Politics/0,,2-7-12 1376881,00.html). Those 

jingling coins came out of empty pockets 19th June The Star available online at: 

(http://www.thestar.co.zalindex.php?fSectionId=225&fArticleld= 172297). Don't bet on gambling 

10th June South Africa Statistics from South Africa show that 22% of casino 

gamblers are unemployed (available online at: http://www.dailynews.co.zal 

index.php?fSectionId=502&fArticleld=167222). 'The Gambling Board must come to its 

senses' 6th June Johannesburg & Cape Town, South Africa Source: Independent 

Online/Cape Times (available online at : http://www.iol.co.zalindex.php?click id=196&art 

id=vn 20030606070354 272C897629&set id=I). In a survey "Public Attitudes Toward the 

Uses ofBiometric Identification Technologies by Government and the Private Sector" 

a number of relevant points are raised which will not be repeated here (available 

online at: http://www.search.orglpolicy/bio conflBiometricsurveyfindings.pdf) . 

The public places a high emphasis on ease of use (25, as a system that is difficult to 

use will not be adopted and the consumer will migrate to either another casino or 

illegal gambling) (Figure 3. 9). Importance is placed on intrusiveness (17, as if the 

exclusion technology is not seen it is not of the same concern) and physical contact 

(15, as something you touch is certainly noticeable and no matter how scientific one is 

about it, the lack 

of education of 

the public and 

events such as 

SARS would 

mean a lack of 

support for the 

exclusion 

technique). 

Public 
Weighting of scores 

13 Ease of use for pubIC 

Cl Accuracy 

• tllruslveness 

• human Fador LimIalions 

• Slablly 01 Tral 
Cl MIIr1<eI shar. by technology 

• Fatse Acceptance (Msidentification rat .. ) 

• Template Size (bytes) 

Level of i"1lact on existing system and processes 

Cl Iderilfy high rolers (VIPs) 

Cl OJerll Covert 

Cl GtJe I Grab 

• 

Figure 3. 9. Public - weighting of selection criteria 
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3.10 Weighting of Role Player Importance 

In order to determine the most appropriate exclusion system for a casino the eight role 

players were assigned a rating ((Figure 3.10) to indicate the relative importance of 

each role player to the business decision process, using a weighted score system (total 

100). The values were decided upon in consultation with various casino role players 

(Cape casino security managers, 2003 Caledon Casino, Hotel & Health Spa, personal 

communication) hence represent no particular casino. 

All the role players in the casino are concerned about problem gamblers and the new 

National Gambling Act strengthens the provisions for the exclusion of problem 

gamblers from casinos hence Gambling Anonymous was deemed to have the highest 

influence, obtaining a majority weighting (30%) (Gambling Anonymous also had a 

substantial role in formatting the new National Gambling Act). 

Due to the importance, as indicated in the introduction, of the legislative factors on 

casinos operating in South Africa this influenced the resulting scores considerably. 

The Gambling Board (both National and Provincial) obtained a 23 % weighting 

(Figure 3. 10). The casino surveillance department has not only had to enforce the 

exclusion policies, but appears, possibly in conjunction with a neutral third party, to 

be the way exclusions will continue to be enforced and obtained a 20% weighting. It 

might be concerning that privacy concerns only rated 8% if the all role players had not 

placed problem gamblers and their representative Gambling Anonymous as the 

number one concern 

facing casinos. The Wei\t1ting of Role Players in the Casino 

remaining departments 

will only increase their 

influence ID the 

weighting once the 

concern for problem 

gamblers has been 

addressed. 

Gambing 
anonymous 

30% 

PliJlic 
4% 

Gambling board 
23% 

Figure 3.10. Weighting of Role Player Importance 

- 75 -

Process 
Marketing 3% 

10% 

Surveillance 
20"11> 

___ SecLaity 

2% 

Privacy Rating 
8% 



Chapter 4 Results 

The full results of the application of the proposed framework, applied to exclusion 

from gambling of problem gamblers, as required by the new National Gambling Bill, 

appear in Appendix I (Results of Role Player Evaluation) and Appendix 11 (Role 

Player Evaluation of Evaluation Techniques), where the main role players (8) in the 

casino industry evaluated, using a 1-5 Likert scale; with 1 being best, and 5 being 

worst, a number of possible exclusion techniques (13) according to a range of 

important criteria (25). 

4.1 Role Player Rating of Exclusion Techniques 

Mar1reting 

Marketing (Figure 4. 1) rates 

the use of the surveillance 
~ard at the en1rance 

operators with a file of 

photographs as the most lis Re cogn ition Orhers license 

optimal exclusion technique Swipe card 

\miCE! 
(205) and fingerprint Signature mgerpri nt recognition 

Hand scan 
recognition as the least 

desirable (331). 

Figure 4. 1. Casino marketing department evaluation of exclusion techniques 

,,,"" 
GanDII g "0 ""mol< 

a_Dllg_ 

Face recognition 

222 Marketing (208) rates the use of face 

recognition highly as a means of 

combating problem gamblers (Figure 4. 

2). Casino security (235) rates face 

recognition as being less suitable than 

marketing. 

235 
Sllrue"~ 224 

214 .. ",.~ 
100 200 210 220 230 240 

Co mparative Sco res 

Figure 4. 2. Face recognition evaluation by casino role players 
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Process or casino operations (205) followed by marketing (213) rate the use of a 

guard at the entrance with a file of photographs as the most optimal exclusion 

technique (205) and retina recognition as the least desirable (321) (Figure 4. 3). 

Security (296) and surveillance (280) feel the use of a guard at the entrance with a file 

of photographs would be less desirable (Figure 4.4). 

Process 

Guard at the entrance 
Face r~/'Y1r,iti,.,,~tV-r __ 

YPr,.,vim~"'1 card 
Yl"ir)n<>,rnrilnt recognition 

Hand scan 

Figure 4. 3. Casino operations department evaluation of exclusion techniques 

F\Jblic 

Garrbling anonyrrous 

Garrbling board 

A-ivacy Ratng 

Security 

Surveillance 

A-ocess 

Marketing 

o 

Guard at the entrance 

254 

252 

265 

42 

~96 

28D 

205 

213 

50 100 150 200 250 300 350 

Comparative Scores 

Figure 4. 4. Guard at the entrance evaluation by casino role players 
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Surveillance (214) and marketing (215) rate the use of iris recognition as the most 

optimal exclusion technique (Figure 4. 

5). The process/operations department 

(301) and Gambling Anonymous (296) GiIIlbag"",,'I""'" 

G •• bl.gbainl 

Pr • ...., RIIIlg 

S'OIID{ 

SlllIe lII~ce 

Proct" 

Iris Remgni1ion 

214 

215 

I 

2SI!5 

251 

<la 

311 

feel this would be less desirable (Figure 

4. 6). Surveillance rates the use of retina 

recognitions as a means of combating 

problem gamblers highly (225) and hand 

recognition as the least desirable (304). 

o 00 100 100 200 250 3D 300 

Co Mp",,",; "" Soores 

Figure 4. 5. Iris recognition evaluation by casino role players 

Iris-recognition technology requires reasonably controlled and cooperative user 

interaction - the enrolee must remain still in a certain spot. Many users struggle to 

interact with the system until they become accustomed to its operations. In 

applications where user interaction is 

frequent (e.g. employee physical access), 

the technology becomes easier to use. 

However, applications in which user 

interaction is infrequent (e.g. gamblers who 

only visit the casmo monthly) may 

encounter ease-of-use issues. 

Guard atlhe enII1Ince 

lis Recognilion Ori U! IS license 

Ke ).Stroke Swi pe card 

rolimitycard 
Sign alUre Ingerprint reoo gnili on 

H""d scan 

Figure 4. 6. Casino surveillance evaluation of exclusion techniques 

The accuracy claims associated with iris-recognition technology may overstate the 

real-world efficacy of the technology. Because the claimed equal error rates are 

derived from assessment and matching of ideal iris images (unlike those acquired in 

the field), actual results may not live up to the unrealistic projections provided by 

leading suppliers of the technology. Lastly, since iris technology is designed to be an 

identification technology, fallback procedures may not be as fully developed as in a 

verification deployment (users accustomed to identification may not carry the 

necessary ID, for example). Though these issues do not reduce the effectiveness of iris 

recognition technology, they must be kept in mind should a casino decide to 

implement an iris-based solution (Iris Recognition Issues, 2003 Available online at 

ht1p://www.ibgweb.com/reports/ public/reports/ iris-scan issues.html). 
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The security department rates the use of face recognition as the optimal exclusion 

technique (235) and hand recognition as the least desirable (316) (Figure 4. 7). 

Security 

Guard at the entrance 

Hand scan 

Figure 4.7. Casino surveillance department evaluation of exclusion techniques 

Privacy rating dictates the use of surveillance operators with a file of photographs as 

the most optimal exclusion technique (222) and fingerprint recognition as the least 

desirable (369) (Figure 4. 8). 

Iris Recognition 

Keystroke 

Privacy Rating 

Guard atthe entrance 

Hand scan 

Figure 4. 8 Casino surveillance department evaluation of exclusion techniques 
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The Gambling Board rates the use of a proximity card as the most optimal exclusion 

technique (220) (Figure 4. 9) and fingerprint recognition as the least desirable (369) 

(Figure 4. 10). Surveillance (294) and security (296) rate the use of fingerprint 

recognition highly as a means of combating problem gamblers highly. The public 

(397) and Gambling Board (386) feel this would be less desirable. 

Garrbling board 

Guard atthe entrance 

Hand scan 

Drivers license 

Swipe card 

roxim ity card 
rprint recognition 

Figure 4.9. Gambling Board evaluation of exclusion techniques 

A.Jblic 
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Process 

Marketing 
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Fingerprint recognition 

397 

347 

1.:86 

36 

296 

294 

310 

331 

100 200 300 400 

Comparative Scores 

500 

Figure 4. 10. Fingerprint recognition evaluation by casino role players 
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Gambling Anonymous rates the use of a swipe card as the most optimal exclusion 

technique (211) and fingerprint recognition as the least desirable (347) (Figure 4. 11). 

Gambling Anonymous (245), followed closely by surveillance (246) and then 

marketing (248) rate the use of an identity book photo comparison and a check of the 

persons ID number highly as a means of combating problem gamblers (Figure 4. 12). 

The public (311) feel this would be less desirable. 

Gambling anonymous 

Iris Recognition 

Keystroke 

Vo 
Sig 

Guard at1he entrance 

Hand scan 

Figure 4. 11. Gambling Anonymous evaluation of exclusion techniques 
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Process 

Marketing 
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2 5 

251 

268 

~46 

27 

248 
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Comparative Scores 

311 

Figure 4.12. Iris recognition evaluation by casino role players 
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The public rates the use of a proximity card as the most optimal exclusion technique 

(218) and fingerprint recognition as the least desirable (398) (Figure 4. 13). 

Surveillance (282), process (283) and security (283) rate the use of voice recognition 

highly as a means of combating problem gamblers. The public (334) feels this would 

be less desirable (Figure 4. 14). 

Public 

Guard at the entrance 

ity card 
-i=in,n",,'nrint recognition 

Hand scan 

Figure 4. 13. Fingerprint recognition evaluation by casino role players 
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~99 
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289 
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Figure 4.14. Iris recognition evaluation by casino role players 
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Chapter 5 Evaluation & Recommendations 

5.1 Most Acceptable Exclusion Techniques 

The role player rating was applied to each exclusion technique to create a weighted 

score where face recognition was determined as the most accommodating (223) to all 

the role players, followed by proximity cards (230) with fmgerprint recognition (345) 

as the least desirable (Figure 5.1 and 5. 2) .. 

Exclusion techniques calculated by role players 

Guard at the entrance 

Iris Recognition 

Keystroke 

-+- Marketing --- Process 

Surveillance operators 

Drivers license photo & N 
checked automatically 

Swipe card 

ingerprint recognition 

~ Security -.- Privacy Rating 

Surveillance 

-+- Gam bling board 

-t- Gambling anonymous - Public 

Figure 5. 1. Exclusion techniques calculated by role players 

It was determined that the only biometric currently available that may meet some of 

the most important Gambling Board, casino and public criteria, while not negatively 

affecting the process, marketing or privacy concerns, is face recognition (Figure 5. 2). 

The advantages are: low cost, utilisation of existing records and infrastructure 

(cameras), possibility oflinking to the casino Most Valuable Player cards for gradual 

deployment into the casino environment and, as the exclusion technology proposed is 
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semi-automatic, with the operator manually capturing the image of the suspected 

problem gambler and then the face recognition software automatically comparing the 

suspect to a binned database (based on sex, age, race etc.), few false rejections should 

occur. Statistics of problem gamblers identified and removed can then be published. 

The most desirable exclusion technique 

Face recognition 

Retina 

Iris Recognition 

Keystroke 

Voice 

Guard at the entrance 
350 

300 

Hand scan 

Surveillance operators 

Identity book & f\b . 

D"ivers license photo & f\b. 

Swipe card 

Proximity card 

Fingerprint recognition 

Figure 5. 2. The most desirable exclusion technique for casinos 

Having selected the most Sin Re oTt: 
NOb .. 

appropriate exclusion technique by 

business perspectives there remains 

a substantial amount of work to 

ensure the system is implemented 

Lt NOIS ~ 

.~.t(o~-----~IJm>~-----~';N~-~;-----

correctly, widely distributed, 

continually updated and maintained, 

as without anyone of these any 

exclusion technique will fail. 

Figure 5. 4. Surveillance Information Network (Sin) Report 
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Using face recognition the person who wishes to be banned could do the following: 

The person could stand in front of the face recognition PC where a software 

application takes the person through the required steps to self-ban themselves. A 

camera would take a picture and the user would add the ID no. , name and casinos 

from which they wanted to be banned from. In this way the casino would not have to 

be invo lved with the banning. The 

problem gambler could then go to a 

number of venues other than the 

casino, as is the case at present, and be 
:)0 .... 

banned. Figure 5. 3 shows (Pep in, 

2003) the type of information that 

might be co llected along with the 

current photo and identity number. 

Figure 5. 3. Suspect demographics 

When the person to be excluded (problem gambler or suspected thief) information is 

gathered from a remote station (Gambling Anonymous or another casino) the casino 

would received a surveillance information network (SIN) report (Pepin, 2003) (Figure 

5.4) which details which casino the person is banned from, the period ofthe banning, 

the identity number, favoured techniques or games and distinguishing marks and 

possibly colleagues associated with the suspect. It would then be possible to send in 

(via snail mail, e-mail, web form, etc.) three different pictures to be loaded into the 

database, detailing the name, ID 

number and contact number for 

verificatio n. The casino or 

independent body would then 

contact the person, confirming 

data submitted and confirm local 

casmo only, provmce or 

countrywide. 

Figure 5. 5. Face recognition match - One of nine 
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It is proposed that an impartial 3rd party would operate the face recognition exclusion 

system, as currently in existence only in the Eastern Cape (Kirton, S, 2003, personal 

communication). The 3rd party would use the video feeds from the casino cameras, 

excluding those relating to back of house, gambling privileged or specific 

information. The face recognition system would only retain those images when a 

suspected problem gambler was found and discard all images of non-problem 

gamblers. Where a possible match was found, the operator would confirm the match, 

so no automatic exclusion would occur, as shown in Figure 5. 5 (Pepin, 2003). This 

allows the new biometrics technologies to cut down on subjectivity in photo 

identification. Right now, the casino security guard must decide if it is really the 

person in the photograph or simply someone who resembles that person. 

5.2 Multiple-Exclusion Systems 

The application of the framework allowed multimodal exclusion techniques (possibly 

face recognition linked to casino loyalty cards) to emerge as a promising way 

forward. An exclusion system that utilises more than one core technology for user 

authentication is referred to as multimodal (in contrast to monomodal). Mu It imodal 

systems can offer more security for the enterprise and convenience for the end user. 

Companies are adopting multiple authentication methods to ensure a higher 

confidence in an individual' s identity (Shell, 2003). While face recognition was 

resolved to be the preferred exclusion technique among the role players there is no 

reason why any the other exclusion techniques could 

not be combined with face recognition (Figure 5. 6). 

It would be easy to combine some form of automatic 

or manual face recognition with proximity cards or 

identity books and preferred gambler cards. 

Figure 5. 6. Multimodal solution - face recognition linked to a swipe card 

Multiple exclusion techniques may be more accurate than a single exclusion technique 

however the process flow of enrolment and verification are as relevant to real-world 

performance as the underlying statistical bases for performance. 
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Definitions 

Active Impostor Acceptance - When an impostor submits a modified simulated 
or reproduced biometri c sample, intentionally attempting to relate it to another person 
who is an enrolee, and he/she is incorrectly identified or verified by a biometric 
system as being that enroJee. Compare with ' Passive Impostor Acceptance'. 
Algorithm - A sequence of instructi ons that tell a bi ometric system how to solve a 
parti cular pro blem. An algo ri thm will have a finite number of steps and is typi call y 
used by the biometric engine to compute whether a biometri c sample and template are 
a match. See also 'Artifici al Neural Network '. 
Attempt - The submission of a biometric sample to a biometric system for 
identification or verification. A biometri c system may allow more than one attempt to 
identify or veri fy. 
Auth entica tio n - Alternative term fo r 'Verificat ion' . 
Au tom atic ID/A uto ID - An umbrella te rm fo r any bi ometri c system or other security 
technology that uses automati c means to check identity. This applies to both one-to
one ve ri fication and one-to-many identification. 
Behavioural Biometric - A biometric, whi ch is characteri sed by a behavioural trait 
that is learnt and acquired over time, rather than a physiological characteristic. 
However, physiological elements may infl uence the monitored behav iour. 
Biometric - A measurab le, phys ical characteristic or personal behavioural trait used 
to recogni se the identity, or ve ri fy the claimed identity, of an enrolee. 
Biometric Application - The use to whi ch a biometric system is put. 
Biometric Data - The info rmation extracted from the biometric sample and used 
either to build a reference templ ate (template data) or to compare aga inst a previously 
created reference templ ate (compari son data). 
Biometric Engine - The software element of the bi ometric system, which processes 
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biometric data during the stages of enrolment, capture, extraction and comparison. 
Biometric Device - The part of a biometri c system containing the sensor that captures 
a biometri c sample from an individual. 
Biometric Samp le - Raw data representing a biometric characteristic of an end-user 
as c:aptured by a biometric system (for exampl e the image of a fingerprint). 
Capture - The method of taking a biometri c sample from the end user. 
Comparison - The process of comparing a biometric sample with a previously stored 
refe rence templ ate or templates. See also 'One-To-Many' and ' One-To-One'. 
Claim of Identity - When a biometric sample is submitted to a biometric system to 
verify a claimed identity. 
Claimant - A person submitting a biometric sample for verification or identification 
whilst claiming a legitimate or fa lse identity. 
Database - Any storage of biometric templates and related end user information . 
Even if only one biometric template or record is stored, the database will simply be "a 
database of one". Generally speaking, however, a database will contain a number of 
biometric records. 
End User - A person who interacts with a biometric system to enrol or have hi s/her 
identity checked . 
Encryption - The act of converting biometric data into a code so that is it unable to be 
read. A key is used to decrypt (decode) the encrypted biometric data. 
Enrolee - A person who has a biometric reference template on file. 
Enrolment - The process of co llecting biometric sampl es fro m a person, subsequent 
preparation and storage of biometric reference templates. 
Enrolment Time - The time period a person must spend lo have hi s/her biometric 
reference template success fu ll y created . 
Equal Error Rate - The error rate occurring when the deci sion threshold of a system 
is set so that the proportion of false rejections will be approximately equal to the 
proportion of false acceptances. 
Extraction - The process of converting a captured biometric sample into biometric 
data so that it can be compared to a reference template. 
Failure to Acquire - Fail ure of a biometric system lo capture and extract biometric 
data (comparison data) . 
Failure to Acq uire Rate - The frequency of a fa ilure to acquire. 
Failure to Enrol - Failure of the biometric system to form a proper enrolment 
template for an end-user. The failure may be due to failure to capture the biometric 
sample or failure to extract template data (of sufficient quality). 
Failur'e to Enrol Rate - The proportion of the popu lation of end-users failing to 
complete enro lment 
False Acceptance - When a biometric system incorrectly identifies an individual or 
incorrec tly verifi es an impostor agains t a claimed identity. 
False Acceptance Rate/FAR - The probabi lity that a biometric system will 
incorrectly identify an indi vidual or will fai l to reject an impostor. The rate given 
normall y assumes pass ive impostor attempts. The False Accept Rate may be 
estimated as FAR = NF A / NIlA or FAR = NF A / NIV A where 

FAR is the false acceptance rate 
NF A is the number of false acceptances 
Nfl A is the num ber of impostor identification attempts 
NIV A is the number of impostor verification attempts 

False Rejection - When a biometric system fai ls to identify an enro lee or fail s to 
verify the legitimate claimed identity of an enrolee. 
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False Rejection Rate/FRR - The probab ili ty that a biometric system will fail to 
identi fy an enrolee, or veri fy the legitimate cla imed identity of an enro lee. The False 
Rejection Rate may be estimated as fo llows: 
FRR NFR / NEIA or FRR NFR / NEV A where 

FRR is the fa lse rejecti on rate 
NFR is the number of false rejecti ons 
N EIA is the number of enrolee identi fication attempts 
NEV A is the num ber of enrolee verification attempts 

T his estimate assumes that the enrolee identificati on/verification attempts are 
representat ive of those fo r the whole pop ul at ion of end-users. The False Rej ection 
Rate norma ll y exc ludes "Failure to Acqu ire' errors 
Field Test / Field T rial - A tri al of a biometric application in "real-world ' as opposed 
to laboratory condit ions. 
Filtering - The process of classify ing biometric data according to info rmation that is 
unrelated to the bi ometri c data itse lf. This may involve filtering by sex , age, hair 
co lour o r other d istinguishing factors, and inc luding this inform ation in the database. 
Goats - Biom etric system end users whose pattern of activity when interfacing w ith 
the system vari es beyo nd the specifi ed range a llowed by the system, and who 
consequentl y may be fa lse ly rejected by the system. 
Id entification/ Identify - The one-to-many process of comparing a submitted 
biometri c sample against a ll of the biometri c reference templates on fi le to determine 
whether it matches any of the templates and , if so, the identi ty of the enro lee whose 
template was matched. The biometri c system using the one- to-many approach is 
seeking to find an identity amongst a database rather than verify a cla imed identity. 
Contrast with ' Verificati on ' . 
Imposto r - A person who submits a biometric sample in either an intentional or 
inadvertent attempt to pass him/herse lf off as another person who is an enrolee . 
In-House Test - A test carri ed out entirely w ithin the env irons of the biometric 
deve loper, whi ch mayor may not invo lve ex terna l user participation . 
Live Capture - The process of capturing a biometri c sample by an interacti on 
between an end use r and Cl bi ometri c system. 
Match/M atching - T he process of compari ng a biometri c sampl e against a prev iously 
stored template and scoring the level of simil arity. An accept or reject decision is then 
based upon whether thi s score exceeds the g iven threshold. 
Multiple Biometric - A biometric system that includes more than one biometric 
system or biometri c technology. 
Neural Net/Neural Network - One part icular type of a lgori thm. A n arti fi c ial neural 
netwo rk uses arti li cia l intelligence to learn by past ex peri ence and compute whether a 
biometric sample and template are a match. 
Perfo rmance Criteria - Pre-determi ned criteria e tablished to eva luate the 
performance of the bi ometri c system under tes t. 
Phys ica l/Physiological Biometl'ic - A biometric which is characterised by a phys ical 
characteri sti c rather than a behav ioural trait. However, behav ioural elements may 
influence the biometric samp le captured. 
Population - The se t of end -users for the appl icati on. 
Recognition - The preferred term is "Ident ification' . 
Record - The template and other info rmation abo ut the end-user (e .g. banned) 
Response T ime - The time peri od fo r a bi ometri c system to return a dec ision on 
identifi cation or verifi cati on of a biometric sampl e. 

- 95 -



Score - The leve l of simil arity from companng a biometric sample against a 
previously stored template. 
Template/Reference Template - Data, which represents the biometric measurement 
of an enrolee , used by a bi ometri c system for comparison against subsequently 
submitted biometr ic sampl es. 
Template Ageing - The degree to which biometric data evo lves and changes over 
time, and the process by which templates acco unt for this change. 
Template Size - The amount of computer memory taken Llp by the biometric data. 
Third Party Test - An objective test, independent of a biometric vendor, usually 
carried out entirely within a test laboratory in controlled enviromnental conditions. 
Threshold/Decision Threshold - The acceptance or rejection of biometric data is 
dependent on the match score falling above or below the threshold. The threshold is 
adjustable so that the biometric system can be more or less strict, depending on the 
requirements of any given biometric appli cation. 
Throughput Rate - The number of end users that a biometric system can process 
within a stated time interval. 
Type I Error - In statistics, the rejection of the null hypothesis (default assumption) 
when it is true. In a biometri c system the usual default assumption is that the claimant 
is genuine, in which case thi s error corresponds to a 'False Rejection ' . 
Type U Error - In stati st ics .. the acceptance of the null hypothesis (default 
assumption) when it is fa lse . In a biometric system the usual default assumption is that 
the c laimant is genuine, so thi s error corresponds to a ' False Acceptance'. 
User - The cl ient to any biometric vendor. The user must be differentiated from the 
end use r and is responsible for managing and implementing the biometric application 
rather than actually interacting with the biometric system. 
Validation -The process of demonstrating that the system under consideration meets 
in all respects the specification of that system. 
Verification/Verify - The process of comparing a submitted biometric sample against 
the biometric reference temp late of a single enro lee whose identity is being claimed , 
to determine whether it matches the enrolee's template. Contrast with ' Identification ' . 
WSQ (Wavelet T ransfo rm/Scalar Quantisation) - A compress ion algorithm used to 
reduce the size of reference templates 
(Association for Biometrics (AfB) and International Computer Security Association 
(JCSA) 1999). 
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Appendices 

Appendix I - Results of Role Player Evaluation 
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Appendix 
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Indicates the lowest score 

Table 11. 1. Weighted evaluation of multiple exclusion techniques. 

The OpInIOnS expressed in this document are the VIews of the author and do not 

necessarily reflect those of the VIews of Intervid, Intervid Technologies, Intervid 

International, the National Gambling Board, provincial gambling Board, any casino, 

casino management, casino employee or any other party. 

THE END 
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