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Abstract

The new National Gambling Bill introduces a system of voluntary and court-ordered
exclusion of problem gamblers from casinos. A wide range of exclusion techniques
for access control could be applied to South African casinos. However, there are no
clear criteria on which to base the decision of which system is to be implemented.
Various role players need to be considered to determine what can be deployable in
casino applications.

A framework, from a business perspective, is proposed which allows multiple role
players and varied criteria to effectively evaluate a range of possible solutions. The
framework is applied to the role players affected by the proposed exclusion of
problem gamblers from gambling. The main role players evaluated a number of
possible exclusion techniques according to a range of important criteria.

The current solution of a security guard at the entrance is superior according to the
casino operations department. The casino marketing division places a high emphasis
on ease of use for the public. Of the alternative solutions, comparison-based solutions
(using an identity book) were preferred by Gambling Anonymous while card-based
solutions (proximity card) was found to be preferable by the public. The casino
surveillance department preferred non-contact, overt, biometric acquisition (such as
iris recognition).

Covert biometric acquisition (face recognition) is found to be the most acceptable to
all the role players, with fingerprint recognition being the least acceptable. The
application of the framework allowed multimodal exclusion techniques (face
recognition linked to casino loyalty cards) to emerge as a promising way forward.

Key words

National Gambling Bill, problem gamblers, casino, framework development, business

perspective, evaluate, exclusion techniques, surveillance, face recognition
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Chapter 1 Introduction

1.1 Introduction

The new National Gambling Bill, introduced into parliament on 20 August 2003
introduces a system of voluntary and court-ordered exclusion of problem gamblers
from gambling., Parliamentary committee chairman, Rob Davies, says the effect of
gambling goes beyond addictive or compulsive gambling and incorporates the social
context. As such, the committee would want to strengthen the provisions for the
exclusion of problem gamblers from casinos (Minister to get powers to issue casino
licences, Business Day, Thursday 21 August 2003, Pg 2). The bill proposes the
establishment of norms and standards for provinces as well as and standards for
gambling premises. A wide range of exclusion techniques to remove problem
gamblers could be applied in South African casinos. However, there are no criteria on
which to base the decision as to which technology to apply. Various role players need
to be considered to determine what solutions might be acceptable to deploy in casino
exclusion applications. From a business perspective which modus operandi for

excluding categorised gamblers from South African casinos would be the best to use?

Surveillance and real-time screening applications will inevitably see broader
deployment, despite the inherent difficulties encountered in the casino environment.
However, a biometric based exclusion technique is uniquely capable of identifying an
individual in an automated fashion — and in some circumstances without the
individual’s knowledge or consent. Historically, decisions concerning exclusion
techniques for casinos have been made according to either single criteria or multiple
criteria. Single criteria are often legislative reasons while multiple criteria often do
not take into consideration the multiple role players involved. A method to evaluate a
large number of possible exclusion techniques according to a range of criteria

important to the selected role players, is proposed.



1.2 Problem Statement

Problem gamblers, gambling addicts and unwelcome customers are required to be
removed from South African casinos. The South Africa casino industry is required to
detect the presence of problem gamblers in casinos (National Gambling Act, 1098. 3
of July 1996, 33 of 1996). In addition to legislative requirements, it is also in the best
interest of casino management to be able to identify certain already identified
gamblers (patrons) in the following three categories:

1) Those people with a gambling addiction, who ban themselves from the

casino, (as required by Regional Gambling Boards);
2) Those who are known card sharks / card counters (undesirables) and

3) High rollers (VIP’s).

Exclusion techniques, in collaboration with access control, may assist in identifying
addicted gamblers, recognise known casino felons and enhance the gambling
experience for casino VIP’s. Is there an effective substitute to current manual
identification, possibly by creating highly accurate digital records of an individual’s
physiological features? Such a solution must not negatively affect a role player,
which would either limit the effectiveness or result in reduced implementation.
Furthermore certain criteria may be overlooked, rendering the exclusion technology

and technique inefficient. These two aspects are addressed by the study.

This study proposes a “scorecard” framework, which will facilitate casinos’ (any of
the existing 28 or 12 remaining licenses) selection of exclusion techniques appropriate

for their contingent (business and industry) requirements,

1.3 Objectives of the Study

This study sets out to derive the pre-eminent exclusion technique for the casino
environment, which would also be the most appropriate for access control in SA

€asinos.



No pre-developed instrument could be found. Therefore this study set out to develop a
theoretical “scorecard” framework upon which the various available exclusion
techniques and corresponding technologies) can be evaluated on the basis of clearly
defined criteria, by the multiple role players, from an industry and business

perspective.

Then in practice to use the “scorecard” for evaluation of a number of possible
exclusion techniques (13 in total) by the multiple role players (8 in total) according to

a range of important criteria (25 in total).

The “multiple role players” mentioned include the casino divisions, legislature and
public affected by the proposed exclusion of problem gamblers from casinos and
“exclusion technologies ” include existing and novel access control technologies, used

for the exclusion of problem gamblers, available to SA casinos.

1.4 Background of the Research

The system of voluntary and court-ordered exclusion of problem gamblers, which the
new National Gambling Bill introduces, provides an incentive for the review of
existing exclusion techniques in casinos. An increased understanding of the
limitations of today’s exclusion techniques is required, along with a clear definition of
criteria which exclusion technologies must meet and exceed in order to be considered
deployable in casino applications. Exclusion technologies have been subjected to
unsubstantiated claims regarding accuracy, scalability, response time, and real-world
effectiveness. Current technologies require a previously absent realism must be
injected into the general discourse on exclusion systems. Therefore, an increased
emphasis is placed on objective performance data, on real-world as opposed to
laboratory-based capabilities, on adherence to standards, and on the ability to impact

positively on current systems and processes.

Exclusion techniques may offer effective, low cost solutions that could streamline



traditional, labour intensive processes in access control. All of the access control
techniques vary in the degree of intrusiveness and user friendliness. These systems
recognise features such as the presence of a card or identity document, an iris, a voice,
a signature, a fingerprint, a hand or a face. Will the proffered techniques enable
casinos to have control over problem gamblers without inconveniencing or

embarrassing the customer?

Determining which exclusion techniques to deploy in controlling access in the casino
environment has become a major portion of a casino’s overall access control
implementation strategy. It is generally understood that access control techniques do
not provide 100% accuracy, and are particularly prone to non-matching in one-to-
many applications. Exclusion techniques are often difficult to use and operate,
incompatible with legacy systems, and their performance often varies according to the
gender, ethnicity, demographic group, and age group of the enrolled user. This study
will focus on what exclusion techniques can realistically deliver, both from the short

and long-range potential, in access control for casinos.

Independent, scenario-based, comparative exclusion technique testing to assess the
real-world performance of leading exclusion technologies, and to provide casinos,
integrators, technology firms, and government agencies with objective information on
biomeftric system capabilities is required. Understanding exclusion technologies’
accuracy and performance under real-world conditions is a precondition of effective
deployment. Error rates encountered by actual users, including false match rates, false
non-match rates, and failure to enrol rates, often differ from error rates generated in
laboratory tests using databases of biometric samples (Comparative Biometric

Testing, Available online at: http//www ibgweb.com /reports/public/ comparative _biometric

testing .html).
Testing protocols need to emulate real-world conditions, focusing on cooperative
users with little or no biometric experience. Careful control of the testing conditions
should be an essential component of biometric testing. Environmental factors, such as
background noise and lighting are controlled for different biometric technologies
under varying conditions. In addition, systems should be tested at high, medium, and
low security thresholds to determine their accuracy under different operating

conditions. User perception data gathered during and after testing would provide an

-4



independent, objective view of the public's view of various biometric technologies.

Testing of exclusion devices requires repeat visits with multiple human subjects. The
generally low error rates mean that many human subjects are required for statistical
confidence. Consequently, exclusion testing is extremely expensive and generally
affordable only by government agencies. Few exclusion technologies have undergone
rigorous,  developer/vendor-independent  testing to establish robustness,
distinctiveness, accessibility, acceptability and availability in real-world (non-
laboratory) applications. All test results must be interpreted in the context of the test
application and cannot be translated directly to other applications. Most prior testing
has been done in cooperative, overt, habituated, attended, standard environment,
private, closed application of the test laboratory. This is the application most suited to
decision policies yielding low error rates and high user acceptability. Clearly, people
who are habitually cooperating with an attended system in an indoor environment
with no data transmission requirements are the most able to give clear, repeatable
exclusion measures. Habituated volunteers, often “incentivised” employees (or
students) of the testing agency, may be the most apt to see biometric systems as

acceptable and non-intrusive.

Performance of a device at a casino to assure the identification of problem gamblers,
cannot be expected to be the same as in the laboratory. This use constitutes a non-
cooperative, overt, non-habituated, unattended, non-standard environment, public,
closed application. Performance in this application can only be predicted from
measures on the same device in the same casino application. An increased
understanding from a business perspective, of a framework in which to evaluate the
vendor information, the possibilities, and inherent limitations, of exclusion techniques

that could be applied to South African casinos, is required.

1.5 Motivation for the Research

The choice to gamble is just that . . .a choice. The majority of people in many

communities choose to gamble responsibly. Gambling is one option among many



entertainment and recreational options. Problem gambling has an impact on entire
communities. To better understand the impact, basic definitions will be helpful.
Problem gambling refers to any gambling behaviour, which adversely affects
significant areas of a person's life, including their mental health, physical health,
employment, family relationships, financial and legal status. Pathological gambling
may be defined as a progressive disorder characterised by a continuous or periodic
loss of control over gambling; a preoccupation with gambling and with obtaining
money with which to gamble; irrational thinking; and a continuation of the behaviour
despite adverse consequences. Understanding problem gambling as an impulse
control disorder provides one perspective on the nature of the condition. The impacts
on the individual and upon community life are very real. Young adults, families,
older adults, women and the community feel the impacts at large. The number of
lives changed by problem gambling behaviour far exceeds the number of individuals
identified in a prevalence rate. Entire families and employers are directly affected by
changes that they did not choose to bring upon themselves. The choice to gamble, for
some, is a choice to uproot and change forever a landscape of home and community
(Ursel, 2001). The choice to gamble is a healthy and enjoyable option for many
people. However, for some, the choice to gamble may strip away energy and options
from a person's life. His/her family and community will feel the repercussions for a

lifetime.

A technique to analyse and evaluate the complex relationships between the role
players, the benefits and limitations of the exclusion techniques, and the rating of
each, 1s proposed from a business standpoint. The technique could be applied to any
of the new or existing casinos to determine the appropriate exclusion to apply from a
business point of view.

Casino security management are well aware that technology could assist with
exclusion of problem gamblers (Cape casino security managers, Caledon Casino,
Hotel & Health Spa, July 2003, personal communication). Casinos across Canada are
installing facial-recognition systems and other biometric security measures to filter
out customers due to legal pressures (Keeling, G, 2003). From videotapes and tough
security guards to these hi-tech 'Mission-Impossible' style digital systems, is a huge
leap. The selection of the correct technology for the South African casino is the

crucial aspect that faces the casino security manager. All casino role players require



nonbiased, vendor neutral, assistance in facing the challenge of selecting an
appropriate exclusion technique for use in casino access control. The access control
industry has historical baggage regarding its inability to deliver on promises and
therefore it is important to focus on what exclusion techniques can realistically deliver
today, identifying the short and long-range potential, as well as the immediate
limitations of the technology. This is a worldwide problem, with the Mississippi
Gaming Commission wanting to toughen the rules of its self-exclusion program for
problem casino gamblers. Anyone who wants to join the self-exclusion program
would have to visit a commission office rather than a casino to complete a consent
form. The intention is for Mississippi's self-exclusion list to be shared with the

Louisiana and the Choctaw Gaming Commission (Mississippi Wants Tougher Casino

Self-Ban Rules, 2003, available online at: http:/www.casinowire.com /news.asp?id =5085).

Total Biometric Revenues 2002 - 2007 ($m)

4,500
4,000
3,900
3,000
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2,000
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1,000
500 928

2002 2003 2004 2005 2006 2007
Copyright ® 2002 hternational Biometric Graup

Figure 1. 1. Biometric Revenue, 2002-2007

The projected total revenues for 2002-2007 from the Biometric Market Report
(Biometric Market Report 2002-2007, 2003, available online at htp://www.

biometricgroup.com/reports/public/market_report.ntml) of biometrics is shown in Figure 1. 1.

While this does not indicate that casino applications will increase, it does indicate

increased interest in the field of biometric solutions, which may translate to casino



applications.

Despite biometrics' many weaknesses, sales could grow rapidly, according to Figure
1.1 which predicts that global biometric sales will rise more than 500% from 2002 to
2007, reaching revenues of $4 billion, driven by large-scale public sector biometric
deployments, the emergence of transactional revenue models, and the adoption of
standardised biometric infrastructures and data formats. Fingerprint-based
technologies are projected to account for $467m of 2002 industry revenues, far-and-
away the largest technology segment. This growth is attributable to the wide range of
applications in which fingerprint-based solutions operate effectively. Among
emerging biometric technologies, facial recognition is projected to reach $200m in
annual revenues in 2005. Irs-recognition is projected to reach $210m in annual
revenue in 2007 (Biometric Market Report 2003-2007, 2003, available online at

http://www.biometricgroup.com/reports/public/market_report.html).

1.6 Value of the Project

There has been growing use of digital fingerprint, face recognition and iris recognition
systems to confirm identity. There are other technological solutions in the works
some that have begun stirring privacy concerns. Casinos, and financial institutions,
must now verify the identities of new customers and make records of customer
transactions available to law enforcement and money laundering officials upon
request. Some casinos are turning to commercial services to authenticate the
identities of their customers; others are banding together to create their own
verification systems. To date, business has been essentially trying to treat identity
theft as a "cost of doing business" and hasn't really taken many serious steps to
prevent it (Becker, P 2003a). Internet retailers and security companies have formed a
group to battle online identity theft, of which more than 48 000 of those complaints of
fraud and that the total dollar loss from those cases was $54 million, up from $17

million in 2001 (Reuters, 2002). Identity theft is the most rapidly growing crime in
the U.S. (Gilpin, 2003).



ROLE BENEFIT
PLAYER
For Reduced costs — less time required to compare suspect to wanted list
employers |[ncreased security — no shared or compromised photographs when a
template is used
Increased security — deter and detect fraudulent gamblers

Competitive advantage — familiarity with advanced technology

For Convenience — reduced need for staff to deal directly with problem
employees |gamblers

Convenience — updates of problem gamblers and undesirable card
counters automatically generated

Security — much more difficult to remove a template from the system

Non-repudiation — biometrical transactions difficult to refute

For Convenience — can be banned from the casino remotely

CONSUmMerS  Security — personal data can be secured

Security — safer when enabled by biometric

Privacy — ability to transact anonymously

For the |Reduced costs — biometric users less likely to commit fraud

casino  |Competitive advantage — first to offer secure exclusion method.

Seen to be addressing socio-economic issues of problem gamblers.

Security — account access much more secure than via signing

Table 1. 1. Benefits of Exclusion Technology in Casinos

Table 1.1 proposes the potential benefits of exclusion technology in casinos. An
increased understanding from a business perspective of the possibilities, and inherent
limitations, of exclusion techniques or access control that could be applied to South
African casinos is required, along with a clear definition of criteria which access

control must meet in order to be considered deployable in casino applications.

The Eastern Cape Gambling & Betting Board are the first jurisdiction in South Africa,
if not the world, to introduce a provision for the exclusion of persons by third parties.
Since its inception the Act (63 of the Eastern Cape Gambling & Betting Act, 1997
(Act No. 5 of 1997) (Eastern Cape)) has had provision for the exclusion of prodigals
(spendthrifts) but have found that, in general, families of problem gamblers do not

have the finances to bring High Court applications, hence the procedure for the Board
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to exclude via third parties. The Eastern Cape Gambling & Betting Board believe this
is more practical than the provisions in the National Gambling Amendment Bill. In
addition, all provinces except Western Cape and Mpumalanga presently provide for
self-exclusions. The Eastern Cape presently has 49 persons who appear on this
Board's exclusion list. In addition to this 213 people have, in terms of the contractual
provisions between themselves and the relevant Eastern Cape casinos, had themselves
excluded from specific casinos. This is a contractual arrangement rather than the
statutory provisions contained in Section 63 (Kirton, S, 2003, Legal Affairs Division

Eastern Cape Gambling & Betting Board, personal communication).

TOTAL NUMBER| NUMBER
MONTH  |ADJUSTED TOTAL TAX OF OF

GROSS REVENUE TABLES |MACHINES
Jun2003 R 86,627,197.92 |R10,069,344.86 |91 2,525 |
May 2003 |R 93,920,747.14  |R 11,073,895.07 |91 2,525
/Apr2003  |IR95,678,811.96  |R 11,205583.30 |91 2,525 |
Mar2003  |R89,995233.62  |R10,406974.79 |01 2,525
Feb2003  |R74,909,131.70  |[R8,174,07236 |91 2,525 |
Jan2003  |R 94,270,829.68  |R 11,068,076.59 |91 2,525
Dec 2002 ||R 107,669,280.43 |R 13,111,077.31 |91 2,525 |
Nov2002  |R76,989,74130  |R9,045040.57 |77 2,275
Oct2002  |R79,135268.38  |R9,328,946.87 |77 2,250 |
Sep2002  |R70,512,256.99  [R7,832,803.44 |77 2,250 |
Aug2002  |R76,046,272.81  |[R8,852,863.90 |77 2,250 \
2002 |R 7695443505  |R9,020,543.72 |80 2,250 |
TOTAL IR 1,022,709,206.98 |R 119,189,222.78 | |

Table 1. 2. Accumulative Monthly Casino Tax

Table 1.2 details the direct value attributed to the casino industry (last updated: 09
July 2003), excluding the 50 000 direct jobs created and other positive and negative
spin offs of the casino industry. Selecting an inappropriate exclusion technique or not

utilising an exclusion technique effectively will either negatively affect the revenue



generated or not provide protection for problem gamblers.Casinos are the only
businesses, which make money by beating their own customers at games of chance.
The operators of the lotto and horse racing or sports betting do not care who wins or
loses. With casinos, however, the house cares very much who wins. The casino
participates as a player covering the bets of the other players in every hand.

Casinos spend an enormous amount of time and money attempting to foil card-
counters. Some of these counter-measures are aimed not only at card-counters, but are
part of the industry's continuous attempt to speed up the velocity of money. Among
the many tactics casinos have used:

1. Identifying known counters through photo books and face recognition computer
technology.

2. Linking computers with imbedded scanners in blackjack tables. The most
sophisticated of these systems can even recognise which system a player is using.

3. Dealing out only a few hands before shuffling. Dealers sometimes shuffle
whenever players greatly increase the size of their wagers.

4. Changing the rules, often in the middle of a game. These include lowering the
stakes, and limiting the right to double-down, split or play more than one hand at a
time. Sometimes the restrictions are imposed on the entire table and sometimes only
on the card-counter.

5. Harassing skilled players. Skilled players have been subjected to such crude tactics
as having drinks spilled on them. One was even arrested in Atlantic City on trumped
up charges, leading to a civil suit and a large jury verdict against the casino.

6. Bringing social pressure against the card-counter. Casinos are social settings.
Slowing up a game to measure where the cut card is can turn the other players at the
table against the card-counter.

It is highly doubtful that any well-run operation has been bankrupted by card-
counters. But regulators and legislators do not talk to players; players are not
organised, they have no spokespersons. They do hear regularly from casino executives
and their lawyers. Government decision-makers thus tend to over-estimate the fiscal
impact skilled players can have on a casino. The result is that casinos have sometimes

been able to win by lobbying what they had initially lost through regulation (Rose
2002, a).
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1.7 Establishing the Business Case

All exclusion systems require the expenditure of time, energy and money. Casino
exclusion systems are certainly no different in this regard. They are not free in any
sense. Many failed exclusion efforts fail, not because of deficiencies in the
technology, but because the business case was not sufficient in the first place to justify
the required expenditures. Fascination with the technology is not a sufficient business
case. For positive identification applications, alternatives to biometrics exist that
might be faster, cheaper and more seamlessly integrated into existing systems. The
most successful biometric implementations are those that replace existing systems
deemed too expensive or problematic to the casino administrators, or too cumbersome
to the users. Successful implementations occur when the system management has
carefully assessed the alternatives and is prepared to do the work necessary to make

the systems effective.

There is tremendous value in educating the marketplace as there is not as yet broad
public, casino and Gambling Board awareness about what exclusion techniques, and
especially biometrics, can accomplish and how they operate. At best, this means that
consumers might resist using the technologies in place of more antiquated, but
familiar, processes. At worst, regulators and legislators may make ill-informed
decisions that will stifle the use of exclusion techniques in casinos. The lack of
common, and clearly articulated, industry positions on issues such as safety, privacy,
and standards further increase the odds that regulatory bodies could react rashly to

unfounded accusations about the functions and uses of exclusion technology.

Typical, approximate ballpark costs for a new casino are around R38 million, with R8
million being spent on capital expenditure for surveillance solutions. An exclusion
solution, costing more than the entire casino or even the surveillance department
capital budget is certainly not feasible. With thousands of people visiting the casino
daily just a few Rand per person on an exclusion solution rapidly adds up to a very
costly proposition (and few exclusion techniques exist which only cost cents per

person).
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1.8 Limitations of the Project

An exclusion technique offers a competitive advantage to the casino, which has meant

that casinos have not willingly shared the information leading to successes.

The framework developed will be applicable only if the various role players will

compromise.

It is not possible to test each access control exclusion technique in the casino
environment with a large enough population to determine either the effectiveness or
the problems, so decisions are made based on manufacture tests, which are not

necessarily valid for casinos.

The small sizes of exclusion databases, which currently exist (less than 100 000) for

large-scale projects, mean certain comparisons cannot be made.

The selected solutions are not necessarily the only solutions possible. Others that may
yield positive results, such as Palm-recognition, DNA, Ear shape, Odour, Vein-

recognition, Finger geometry, Nail bed identification, Gait recognition, etc. do exist.

The different possible exclusion solutions were evaluated, using a Likert scale of 1 - 5
relative to the other exclusion techniques. This is selective, and a full survey of the

neighbouring environment would be more applicable to the local situation.

The selection criteria used were based on the relative importance of the different role

players, which may not be necessarily the best way to select the systems.
The role players selected, as affected by exclusion, may not be comprehensive.

The weighted score system utilised is selective and should be based on a

comprehensive survey of the local environment.
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1.9 Assessing the Casino Application

The first task in selecting an exclusion technology is to assess the application
environment in a casino. The various technologies are strongly differentiated by their
technical applicability to different environments. The conditions in a casino
environment are particularly difficult for access control exclusions. The privacy
issues in the casino environment are very sensitive, with the casino not wanting to
inhibit, or deter, any potential clients. The casino does, however, want to stop known
card counters, and con artists without interfering with legitimate gamblers. Most
casinos have frequent user cards, which give the gamblers benefits for high usage.
Preventing these cards from being used by anyone other than the owner is a beneficial
way to introduce the concept of biometrics to the public and the casino. A reference
site in an operating casino environment is required which would work over a long
period in order to gain real-world experience in the application of exclusion
techniques. The claims of vendors are frequently based on tests performed under

optimal conditions, making it very hard to draw meaningful conclusions.

Selecting the appropriate technology for a given application is crucial to the success
of any exclusion-based deployment. Furthermore, at a conceptual level, exclusion
systems can only confirm or determine a claimed identity — one established upon
system enrolment — as opposed to revealing a “true” identity. Exclusion systems also
must be seen as but one component in an overall system, and do not provide increased
security when implemented in conjunction with highly vulnerable or easily

circumvented systems.

The lack of information from the other tests and evaluations of exclusion systems in
casino applications is disconcerting, as one does not keep a successful solution quiet.

An investigation into the alternatives to the current solution to the casino problem
may mean remaining with the current solution or some other solution. A system that
partially assists could be beneficial, as seen in other cases where manual facial
biometrics assisted in sorting through photographs (Miami Police Department Targets

Prostitutes 2003 Available online at: http://www.foxnews.com/story/ 0,2933,93749,00.html).

Exclusion devices and software are non-intrusive technologies that have been
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designed to work effectively under variable and demanding conditions. None of the
products present health or safety risks to either users or operators. They do not leave
marks or don’t take physical samples, and require minimal or no contact by the user.

Although biometric technologies are relatively new to the marketplace, they have
already eamed a reputation for effectiveness in a variety of demanding environments
that require high levels of accuracy, robust security and solid customer service. On
the customer service side, users have repeatedly expressed complete satisfaction with
biometric solutions. Exclusion processes need to be quicker and simpler than those

that they replace, and need to be set up to function reliably under difficult conditions.

The savings from converting manual processes to those driven by exclusion devices
can be significant. This is especially true in circumstances where safety and security is
important, and customer service and accessibility are essential. Systems will certainly
cost more than the current, ineffective systems, however, the benefits are much
greater. Without knowledge of the current losses suffered by the casinos it is difficult
to determine accurately the possible savings. The cost of saving just one problem

gambling will never be to too high a price to pay, for some role players.

Biometric technology works best in controlled situations, which are hardly the norm
in the casino environment. Many examples exist where biometrics have been applied
with success (Centre for Criminal Justice Technology 2003 Public On-Line

Documentation available online at: hitp:/www.ece.unh.edu/biometric/biomet/public docs/).

At the same time, though, numerous biometric pilot projects around the country and
the world have come up short. Many casinos have facial-recognition systems to spot
known card counters, but rarely use them due to the high number of false-positive
identifications. Plans to use biometrics in national ID cards in the United States did
not even get off the ground before concerned lawmakers scrapped them. While
dozens of airports around the world have installed, or are running trials, with
biometric systems to authenticate IDs for airline employees and even passengers, how
many of these systems remain in use is an open question (McMillan, 2003). Trials of
facial-recognition technology at Palm Beach International Airport (Willing, R, 2003)
never made it to full installation after the airport decided it was not worth the cost.

There has been too much hype surrounding the technologies, and as well as fear of the
technologies (Krause, 2003).
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Biometrics is losing some of its magic-bullet appeal, even among security zealots.
Instead, the science and practice of measuring physical characteristics that are unique
in each human — such as the sound of a voice, the shape of a hand, or the geography of
a retina -- seem to offer limited, but significant hope to those seeking more order in an
out-of-control world. All facial-recognition technology does is create a template of a
face so we can store it and find it later (Bemard Bailey, CEO of facial-recognition
company Viisage Technology (www.viisage.com)). That way, if I'm looking for
someone with brown hair, brown eyes, and a wide nose, it will automatically narrow it
down for me. I don't have to go through 20 million photos, maybe just 4 million. This

is a technology for authentication and verification, not identification.

The key is to understand how technologies and processes create opportunities for the
casino to achieve its goals. Those who have focused on security have tended to miss
the point that security has meaning only if it is in service of a larger business goal.
Today, the market suffers, because neither the vendors nor the prospective buyers
understand the value to the business (Becker, 2003b). This is a common failure when
things are looked at solely from a technological point of view. This creates urgency
for a “better” solution to a very narrowly defined problem, and neglects to see how
technology makes business work better. Tends towards technology for technology’s
sake, not for the business’s sake. There is a large overlap between what provides
security and what provides tremendous business leverage in productivity, response
times, empowering the individual closest to the problem, and reducing management
overheads. Biometrics is a new language for security professionals, and it is beyond

the comfort zone of most IT professionals.
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Chapter 2 Exclusion Techniques

2.1 Introduction

The basic parameters of excluding problem gamblers from gambling — including
requirements for accuracy, response time, cost, level of impact on existing systems
and processes, and compatibility with existing data, and a host of others depending on
the role player — define which access control techniques can be effectively deployed.
Each exclusion technology has strengths and (sometimes fatal) weaknesses depending
upon the manner in which it is used. Although each of the access control exclusion
technologies is clearly different, some striking similarities emerge when considering

applications as a whole.

The exclusion techniques to be compared for access control were categorised into
current solutions (either a guard at the entrance or surveillance operators with a file of
photographs) or alternative solutions. The alternative solutions that were investigated
were either comparison-based solutions (identity book or a drivers license), card-
based solutions (swipe or proximity card) or a biometric. Biometrics was further
divided into contact or non-contact biometrics. Contact biometrics were either based
on physiological characteristics (such as fingerprint recognition or hand recognition)
or behavioural characteristic (such as signature, voice or keystroke). The non-contact
biometrics were based on either an overt acquisition (such as iris or retina recognition)

or covert acquisition (such as face recognition).

Of the multiple exclusion technologies listed above, all are available for
implementation in South African casinos to meet the requirements of the new
National Gambling Bill. The decision is rather which would be the most appropriate

to exclude problem gamblers from gambling in South African casinos?
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2.2 Current Solutions

Current exclusion solutions include the use of a guard at the casino entrance trained to
identify gamblers who have banned themselves. The guards would have at their
disposal a photo file with which to compare the incoming people with those who have
banned themselves. When the guard identifies someone who they think is a match
they can confirm it with the identity number listed with the photograph. This
technique is taken a step further when surveillance operator’s use fixed or dome
cameras focused on the gamblers and compare this to the file of photographs. This
allows the surveillance operators to recognise compulsive gambles and compare these
people to the photos in the files. The guard at the gate only has a single view of short
duration of the person while the surveillance operator can zoom in and watch the
person for some time from a number of angles. Both techniques suffer from the fact
that the file images are taken in a sterile office environment while recognition has to
occur under poor or variable lighting conditions. In order to use the current solution
based on guards or surveillance operators, the user approaches the entrance, passed
the guard and, only if recognised, is prevented from gaining access. The surveillance
operator can examine the person from any of the multiple cameras present in the
casino and, if recognised, would ask them to leave. Current solutions do not require
that every person be enrolled into the system database, only those who wish to be
excluded. If the problem gambler is not recognised by the guard or the surveillance

operator, they are allowed access.
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2.3 Alternative Solutions

2.3.1 Comparison Based Solutions

Comparison based exclusion techniques use currently existing pictures, such as those
included in an identity book, driver’s license or casino loyalty card, and compared
with the person identifying themselves. This allows the identity number, or other
unique number, to be used for exclusion, as well as a facial biometric, which together
create a very powerful exclusion technique. Compared with current techniques this
allows the casino to automate the unique number searching of exclusion control. The
casino can search initially on the unique number for exclusion, confirm that the holder
is identified and possibly search against logged problem gamblers. Comparison based
solutions do not require that every person be enrolled on the system database, only
those who wish to be excluded. In order to use the comparison based solution the user
would approach the turnstile, place the ID book, driver’s licence or casino issued card
in the scanner, which would read the document and check the database for unique
numbers that are currently excluded. If allowed to proceed, the people presenting
themselves would be compared manually to the picture in the ID book, driver’s
licence or card from the casino. If the user passes this comparison they are allowed

access to the casino.
2.3.2 Card Based Solution

Access control solutions based on the use of cards, such as a swipe card or a
proximity card, have the ability to control access, letting only those who have a card
into the casino. Card based solutions require that every person who wishes to gain
access to the casino be enrolled into the system database. However, the control of the
cards and who can use them is the major limitation with this solution. In order to use
the card based solution, the user swipes the card or bring it near the reader in the case
of the proximity card, and gain access. If the card number was removed from the

database the person could not gain access. However, there would be no way to
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prevent the problem gambler from using someone else’s card. Only an exclusion
system based on biometrics can prevent the abuse of the card system by non-

authorised gamblers.
2.3.3 Biometrics
2.3.3.1 Biometrics Defined

Biometric (noun)- one of various technologies that utilise behavioural or
physiological characteristics to determine or verify identity

Biometric (adjective) — of, or pertaining to technologies that utilise behavioural or
physiological characteristics to determine or verify identity (Association for

Biometrics (AfB) and International Computer Security Association (ICSA) 1999).

Biometrics can be used in a wide variety of applications, so it is very difficult to
establish an all-encompassing definition. The most suitable definition of biometrics is:
The automated use of physiological or behavioural characteristics to determine or
verify identity (Association for Biometrics (AfB) and International Computer Security
Association (ICSA) 1999). To elaborate on this definition, physiological biometrics is
based on measurements and data derived from direct measurement of a part of the
human body. Behavioural characteristics are based on an action taken by a person.
The term “biometric authentication” refers to the automatic identification, or identity
verification, of living individuals using physiological and behavioural characteristics.

Biometric authentication is the “automatic”, “real-time”, “non-forensic” subset of the

broader field of human identification.

There are two distinct functions of biometric devices:

1. To prove you are who you say you are (one-to-one matching).

2. To determine who you are without knowing (one-to-many matching).

The first function is the act of linking the presenting person with an identity
previously registered, or enrolled, in the system. The user of the biometric system
makes a “positive” claim of identity, which is “verified” by the automatic comparison
of the submitted “sample” to the enrolled “template”. Clearly, establishing a “true”

identity at the time of enrolment must be done with documentation external to any
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biometric system. The purpose of a positive identification system is to prevent the use
of a single identity by multiple people. If a positive identification system fails to find
a match between an enrolment template and a submitted sample, a “rejection” results.
A match between sample and template results in an “acceptance”. In the latter
function, it is suspected that you may be in the database and your biometric is
compared to see if there is a match. This compares the suspects biometric to all other
records looking for a match. The result may still need to be confirmed by the operator

with reference to other information in the database.
2.34 Biometrics' Basic Components and Processes

2.3.4.1 The Generic Biometric System
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Figure 2. 1. Generic biometric system

Biometric systems convert data derived from behavioural or physiological
characteristics into templates, which are used for subsequent matching. This is a
multi-stage process as described below in Figure 2.1.  Although these devices rely on

widely different technologies, much can be said about them in general. Figure 2 .1
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shows a generic biometric authentication system, divided into five sub-systems: data
collection, transmission, signal processing, decision and data storage (Wayman,

2001).

2.3.4.2 Data Collection

Biometric systems begin with the measurement of a behavioural/physiological
characteristic. Key to all systems is the underlying assumption that the measured
biometric characteristic is both distinctive between individuals, and repeatable over
time for the same individual. The problems in measuring and controlling these

variations begin in the data collection sub-system.

The user’s characteristic must be presented to a sensor. The output of the sensor,
which is the input data upon which the system is built, is the convolution of the
biometric measure; the way the measure is presented; and the technical characteristics
of the sensor. Both the repeatability and the distinctiveness of the measurement are
negatively impacted by changes in any of these factors. The process whereby a user’s
initial biometric sample or samples are collected, assessed, processed, and stored for
ongoing use in a biometric system is called enrolment, which takes place in both 1:1
and 1:N systems. If users are experiencing problems with a biometric system, they

may need to re-enrol to gather higher quality data.

Technology Biometric Sample
Fingerprint Fingerprint image
Voice recognition Voice recording
Facial recognition Facial image
[ris-recognition Iris image
Retina-recognition Retina image
Hand geometry 3-D image of top and sides of hand and fingers
Image of signature and record of related dynamics
Signature-recognition measurements
Recording of characters typed and record of related
Keystroke-recognition dynamics measurements

Table 2. 1. Sample types associated with each biometric technology
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The identifiable, unprocessed image or recording of a physiological or behavioural
characteristic, acquired during submission, is used to generate biometric templates.

Table 2.1 lists the sample types associated with each biometric technology:

Biometrics are much easier to use than one might expect as demonstrated in the
following technology-by-technology summary of how one interacts with biometric
systems (Are Biometric Systems Difficult to Use? 2003 available online at http./

www.ibgweb.com/reports/public/reports/difficutty_of use.html).

Fingerprint. The user places his or her finger on a postage stamp-sized optical or
silicon surface. The user must hold the finger in place for 1-2 seconds, during which
automated comparison and matching takes place. After a successful match, the user
has access.

Typical verification time from “system ready” prompt: 2-3 seconds (Harrison, 2003).
Facial recognition. The user faces the camera, preferably positioned within 50 cm of
the face. The system will locate the face very quickly and perform matches against the
claimed identity. In some situations, the user may need to alter his or her facial aspect
slightly to be verified.

Typical verification time from “system ready” prompt: 3-4 seconds.

Voice recognition. The user positions him or herself near the acquisition device
(microphone, telephone). At the prompt, user either recites enrolment pass phrase or
repeats pass phrase given by the system.

Typical verification time from “system ready” prompt: 4-6 seconds.

Iris-recognition The user positions him or herself near the acquisition device
(peripheral or standalone camera). User centres eye on device so as to see the eye’s
reflection. The user is between 5-40 cm away. Capture and verification are nearly
immediate.

Typical verification time from “system ready” prompt: 3-5 seconds.
Retina-recognition The user looks into a small opening on a desktop or wall-mounted
device. User holds head still, looking at a small green light located within the device.
Typical verification time from “system ready” prompt: 10-12 seconds.

Hand geometry. The user places hand, palm-down, on a 15 x 30 cm metal surface

with five guidance pegs. Pegs ensure that fingers are placed properly, ensure correct
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hand position.

Typical verification time from “system ready” prompt: 2-3 seconds.
Signature-recognition The user positions himself to sign on tablet. When prompted,
user signs name in tablet’s capture area.

Typical verification time from “system ready” prompt: 4-6 seconds.
Keystroke-recognition The user types his or her password or pass phrase.

Typical verification time from “system ready” prompt: 2-3 seconds (Are Biometric

Systems Difficult to Use? 2003 Available online at: http:/www.ibgweb.com /reports/ public

[reports/ difficulty of use.html).

If a system is to be used in a covert, non-cooperative application, the user must not be
able to wilfully change the biometric or its presentation sufficiently to avoid being

matched to previous records.

2.3.4.3 Sensor (Acquisition Device)

The sensor is the different hardware is used to acquire biometric samples. The
acquisition devices listed below in Table 2.2 are associated with each biometric
technology (What Are Biometrics' Basic Components and Processes 2003 Available

online at: hitp//www.ibgweb.com/reports/public/reports/components_processes. html):

Technology Acquisition Device
%ingerprint Chip or reader embedded in turnstile
Voice recognition Microphone

Video camera, surveillance camera, single-

Facial recognition image camera
[ris-recognition Infrared-enabled video camera
Retina-recognition 'Wall-mountable unit
Hand geometry Proprietary wall-mounted unit
Signature-recognition Signature tablet, motion-sensitive stylus

\&ystroke-recognition Keyboard or keypad

Table 2. 2. Acquisition devices associated with biometric technology
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2.3.4.4 Transmission

Some, but not all, biometric systems collect data at one location but store and/or
process it at another. Such systems require data transmission. If a large amount of data
is involved, compression may be required before transmission or storage, so as to
conserve bandwidth and storage space. Figure 2.1 shows compression and
transmission occurring before the signal processing and image storage. If a system is
to be open, compression and transmission protocols must be standardised so that
every user of the data can reconstruct the original signal. Standards currently exist for

the compression of fingerprint (WSQ), facial images (JPEG), and voice data (CELP).

2.3.4.5 Feature Extraction

The automated process of locating and encoding distinctive characteristics from a
biometric sample in order to generate a template is known as feature extraction. The
feature extraction process may include various degrees of image or sample processing
in order to locate a sufficient amount of accurate data. For example, voice recognition
technologies can filter out certain frequencies and patterns, and fingerprint
technologies can thin the ridges present in a fingerprint image to the width of a single
pixel. Furthermore, if the sample provided is inadequate to perform feature extraction,
the biometric system will instruct the user to provide another sample, often with some

type of advice or feedback.

Technology Feature Extracted
Location & direction of ridge endings & bifurcations on|
Fingerprint fingerprint )
Voice recognition Frequency, cadence and duration of vocal pattern
Facial recognition Relative position and shape of nose, position of cheekbones
Iris-recognition Furrows and striations in iris

Retina-recognition  |Blood vessel patterns on retina

Hand-recognition Height and width of bones and joints in hands and fingers

Signature-recognition |Speed, stroke order, pressure, and appearance of signature

Keystroke-recognition [Keyed sequence, duration between characters

Table 2. 3. Common characteristics used in feature extraction
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The manner in which biometric systems extract features is a closely guarded secret,
and varies from vendor to vendor. Common physiological and behavioural

characteristics used in feature extraction are included in Table 2.3.

Selecting a biometric based on feature extraction (Table 2.3) would require that
sufficient difference existed in the feature extracted to make an accurate comparison.
In a one-to-one comparison where the user presents a token or 1D and claims to be
someone, this is not a concern due to confirming claimed identity on a one-to-one
basis. However in one-to-many identity applications where millions of users exist
only iris recognition could be used. However, the largest database so far is just over
100 thousand people, so this is still difficult to say for certain.  Other biometrics
simply do not have enough features for one-to-many comparison, without dividing the
database into sub-categories, such as sex, race, age, etc, all of which are difficult to
obtain from an uncooperative subject, who may be a problem gambler or a suspected

card counter.

2.3.4.6 Signal Processing

Having acquired and possibly transmitted a biometric characteristic, it must be
prepared for matching with other like measures. Figure 2.1 divides the signal
processing sub-system into three tasks: feature extraction, quality control, and pattern
matching. In feature extraction, the technology deconvolves the true biometric pattern
from the presentation and sensor characteristics and preserves from the biometric
pattern those qualities distinctive and repeatable, and discards those, which are not, or
are redundant. Feature extraction is a form of non-reversible compression, meaning
that the original biometric image cannot be reconstructed from the extracted features.

After feature extraction, the system checks to verify if the signal received from the
data collection subsystem, is of good quality. If the features “don’t make sense” or
are insufficient in some way, it concludes that the received signal was defective and
requests a new sample from the data collection subsystem while the user is still at the
sensor. The development of this “quality control” process greatly improves the
performance of biometric systems. On the other hand, some users (known as goats)

seem unable to present an acceptable signal to the system. If a negative decision by
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the quality control module cannot be over-ridden a “failure to enrol” error results.

The feature sample, now of very small size compared to the original signal, is scnt to
the pattern matching process for comparison to one or more previously identificd and
stored features. The term “enrolment” refers to the placing of that feature sample into
the database for the very first time. Once in the database and associated with an
identity by external information provided by the enrolee or others, the featurc sample

is referred to as the “template” for the individual to whom it refers.

The purpose of the pattern matching process is to compare a presented feature sample
to a stored template, and to send to the decision subsystem a quantitative mcasure of
the comparison. An exception is enrolment in systems allowing multiple enroliments.
In this application, the pattern matching process can be skipped. In the connerative
case, where the user has claimed an identity or where there is but a single record in
the current database (which might be a magnetic stripe card), the pattern matching
process only makes a comparison against a single stored template. Tn all other cases,
the pattern matching process compares the present sample to multiple templates from
the database one-at-a-time, as instructed by the decision subsystem, sending on a

quantitative “distance” measure for each comparison (Wayman, 2001).

2.3.4.7 Decision

The decision subsystem implements system policy by directing the database scarch,
determine matches or non-matches based on the distance measures received from the
pattern matcher, and ultimately makes an “accept/reject” decision based on the system
policy. Such a policy could be to declare a match for any distance lower (han a fixed
threshold and “accept” a user on the basis of this single match, or the policy could be
to declare a match for any distance lower than a user-dependent, time-variant, or
environmentally-linked threshold and require matches from multiple measures for an
“accept” decision. The policy could be to give all users three attempts to return a low
distance measure and be “accepted” as matching a claimed template. Tn (he absence
of a claimed template, the system policy could be to direct the search of all. or only a
portion, of the database and return a single match or multiple candidate matchies. The

decision policy employed is a management decision that is specific to the operational
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and security requirements of the casino. In general, lowering the number of [alse non-
matches can be traded against raising the number of false matches. The opiimal
system policy in this regard depends both upon the statistical characteristics of the
comparison distances coming from the pattern matcher and upon the relative penalties

for false match and false non-match within the system.

2.3.4.8 Storage

The remaining subsystem to be considered, is that of storace. There will be one or
more forms of storage used, depending upon the biometric system. Feature templates
will be stored in a database for comparison to incoming feature samplcs by the paltern
matcher. For systems only performing “one-to-one” matching, the database may be
distributed on magnetic stripe cards carried by each enrolled user. Depending upon
system policy, no central database need exist, although in the application a centialised
database can be used to detect counterfeit cards or to reissue lost cards without re-
collecting the biometric pattern. The database will be centralise] if the svstem
performs one-to-N matching with N greater than one, as in the case of identification
or “PIN-less” verification systems. As N gets larger, svstem speed requirements
dictate that the database be partitioned into smaller subsets such that any feature

sample need only be matched to the templates stored in one partition.

2.3.4.9 Template

A template is a comparatively small but highly distinctive file derived from the
features of a user’s biometric sample or samples, used to perform biometric matches.
A template is created after a biometric algorithm localcs features in a biometric
sample. The concept of the template is one of biometric technology’s detining
elements, although not all biometric systems use templates to pcrform biometric
matching. For example, some voice recognition system utilise the original sample to

perform a comparison.

Depending on when they are generated, templates can be referred to as cnrolment
templates or verification templates (Figure 2. 2). Enrolment temp'ates are created

upon the user’s initial interaction with a biometric system, and are stored for usace in
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future biometric comparisons. Verification templates are generated during subsequent
verification attempts, compared to the stored template, and discarded after the
comparison. Multiple samples may be used to generate an enrolment template, facial
recognition, for example, will utilise several facial images 1o generate an enrolment

template.

Enrollment:

Present g

B iometric Cape

Verification:

Present —»

Biometric Cnee

Figure 2. 2. Biometric Matches

Verification templates are normally derived from a single sample — a template derived
from a single facial image can be compared to the enrolment template to determine
the degree of similarity. Just as the feature extraction process is a closely held secret,
the manner in which information is organised and stored in the template is proprietary
to biometric vendors. Biometric templates are not interoperable a template generated
in vendor A’s fingerprint system cannot be compared to a template generated in
vendor B’s fingerprint system.

Request for a biomeinic submission.
Encrypted seed value: 3434

Biometrie Template

Encrypted sced value: 3434
Figure 2. 3. Biometric template encryption
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Are biometric templates sceret? The answer depends on how well a biometric system
is desioned. 11 a system allows a template to be inserted into the verification process
without ensuring that this template came from an actual placement. a compromised
template can pose a problem. However, a well-designed system will ensure that the

mformation it is analysing is not a recording but is, in fact, a new sample.

One-way to assure that a new template is being submitted 1s to seed the request for a
sample. This involves the biometric system sending an encrypted random number
(known as a seed) to the biometric sensor. This number can be encrypted such that
only the sensor itself can decrypt the message. When returning the biometric template,
the sensor also sends the encrypted seed number back. This ensures that the template
being sent was created immediately after the request for the template (as opposed to
an old template that has been recorded and played back). Iigure 2. 5 illustrates a
request for a blometric sample with a seed value of 5434, Note that biometric
templates cannot be used Lo regenerate original biometric data (How Do Identification
and Verification Differ 2003 Available online at: http:'www. ibeweb.com reports

public reportssidentitication verification hunl).

2.3.4.10 Contact Biometrics

The manner in which the acquisition of the biometric occurs can be used to remove
exclusion techniques. The fact that one has to touch a sensor should remove
fingerprint. hand geometry. keystroke recognition and signature recognition as viable
options duc o the perceived or real transmission of bacteria. viruses and any other
health concern.

Contact biometrics can be further subdivided into those based on physiological
characteristics. such as fingerprint recognition (Figure 2.4); hand recognition and
those contact biometrics where behavioural characteristics are used, such as signature:
voice or keystroke. Contact biometrics requires that every person be enrolled into the
system database. In order to use the contact biometric solution the user would.,
present the body part on which the biometric is based either a fingerprint. hand
recognition or sign their name. talk into a microphone or key in a certain phase into

the keyboard and gain access. I not recognised the person would not gain access.



2.3.4.11 Non-Contact Biometrics

Non-contact biometrics can either be overt biometric acquisttion, such as iris and
retina recognition or covert biometric acquisition, such as face recognition. Non-
contact biometrics requires that every person be enrolled into the system database. In
order to use the non-contact. overl. biometric access control solution. the user presents
the iris or retina to the cameras from a distance of about 15-30 cm and gain access il
recognised. It not recognised or if not allowed in, the person would not gain access
(Havenga. M. 2002).

[n order to use the non-contact, covert, biometric access control solution the user
would enter the casino. and recognition would occur [rom any of the multiple cameras
currently installed in the casino. The casino surveillance staff would capture an image
of the suspected problem gambler from a distance between 1 - 100 m and manually
compare that to the database of excluded gamblers. If a high score were obtained the
person’s tdentity may be further investigated and if proven to be a banned gambler
would be asked to leave the casino. If not recognised nothing would occur as the
person may not be in the database. Non-contacl. covert. biometric based solutions do
not require that every person be enrolled mto the system database, only those who

need to be excluded.

2.3.5 Which is the Best Biometric Technology?

The primary biometric disciplines include the following:
Fingerprint (optical, silicon. ultrasound) (Figure 2. 4)

Facial recognition (optical and thermal)

Voice recognition (not to be confused with speech recognition)

[ris-recognition

Retina-recognition
Hand geometry

Figure 2. 4. Fingerprint recognition proposed for US entry
Signature-recognition

Keystroke-recognition (Which is the Best Biometric Technology? 2003 Available

online at: hip: wa w.ibeweb.com’ reports’ public reports’ best biometric.html)
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Zephyr Analysis

| n “Wdoal Blometicg

w0~
- e L} n
Keystroke-scan Hand-sca
Facial-scan Signature-scan
Retina-scan Finger-scan
f?
Iris-scan Voice-scan

£ 19972002 Insurpational Bicomateie Group

DIntrusivencss  #* Distinctiveness @ Cost @ Effont

Figure 2. 5. Zephyr Analysis to determine the “ideal” biometric

Despite vendor claims, there is no “ideal” biometric technology, although examples of
successful uses of biometric technologies do exist (Embracing New Technology in

Health Care: A Case Study 2003 Available online at: hitp://www emedicalfiles.com /case

study_1.shtml). If one specifically defines an application, it may be possible to describe
the most accurate, easiest to use, easiest to deploy, or cheapest biometric for that
particular deployment, but no one biometric technology or set of criteria is right for all
situations. The Zephyr chart provided above (Figure 2. 5) is a general comparison of
biometric technologies in terms of ease-of-use, cost, accuracy, and perceived
intrusiveness. Symbols represent the relative capabilities of each technology. A
perfect biometric would have all symbols at the periphery, while a poor biometric

would have symbols near the centre of the Zephyr chart.
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The primary concerns of which characteristic is best are at least five-fold: the
robustness (repeatable. not subject to large changes), the distinctiveness (the existence
of wide differences in the pattern among the population), the accessibility (easily
presented to an imaging sensor), the acceptability (perceived as non-intrusive by the
uscr) and the availability (some number ol independent measures can be presented by
each user) ol the biometric pattern. The question of “Which biometric device is
best?” is very complicated and the answer depends upon the specifics of the
application. The Zephyr chart of Figure 2. 5, illustrates remarkably well the challenge
laced by the role players in the casino industry in trying to select the appropriate
biometric technology. No one biometric technology stands out as the best option. with
the best price performance, most secure and easiest to use. It the Gambling Board
could persuade the casinos and the public that the use of a biometric was compulsory
in order to gain access to the gambhing floor. the selection of the best biometric would
be far simpler. One could then link the biometric to an access card and perform one-
to-one verification. confirming the identity card holder. The biometric information
would remain on the card. not in the casino records. The casino would then remove
the problem gamblers on entry. This 15 a legislative solution, which should have

occurred when the casinos were first introduced.



2.4 Research Methodology

The methodology is qualitative in nature. The selection of the appropriate exclusion
technique for use in access control in the South African casino environment must take
into consideration many. often conflicting, business criteria. These include speed,
accuracy. ease ol usc. privacy rating. environmental aflccts. technology maturity.
cost. ease of enrolment, template size. unique identificrs. stability of trait, at different

welghtings, elc.

A framework. [rom a business perspective. is proposed which allows multiple role
players and varied criteria (o effectively evaluale a range of possible solutions (Table
2.4). The framework is applied to the role players atfected by the proposed exclusion
of problem gamblers from gambling.

The different possible exclusion solutions were evaluated. using a 1-5 Likert scale;
with 1 being best. and 5 being worst. The values were decided upon in consultation
with various casino role players through personal communication and meetings with
casino security managers.  They represent no particular casino but could be

considered applicable to any casino operating in the South African environment.

Current solutions Guard at the ertrance with a file of photographs
_ Surveillance operators with a file of photographs
‘Altemative solutions Pre-existing identity based solutions

‘ ldentity book photo and no. Checked automatically
{ Drivers license photo and no. Checked automatically
Card based solution Swipe card

Proximity card

Biometrics Contact biometrics Physiological characteristic
Fingerprint recognition

. o - - ~ Hand recognition

Behavioural characteristic Signature

Voice

| B ~ Keystroke -

Non-Contact biometrics — Overl biometric acquisition Iris Recognition

l Retina

!(‘ovcrt biometric acquisition Face recognition

Table 2. 4. Investigated Exclusion and Access Control Solutions
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2.5

Key performance Metrics

There are almost as many performance metrics as there are exclusion techniques, as

shown in Table 2.5 (Biometrics Market Intelligence, Volume 01, issue 01

Available online at: http:/acuity-mi.com/?page=home_biometrics/index).

2003

Unfortunately, there is no single metric that indicates how well a system will perform.

Analysis of multiple metrics is necessary to determine the strengths and weaknesses

of each technology and vendor under consideration for a given application. It should

also be noted that the processes unique to various applications have a great effect on

performance metrics. Testing is most valuable when it emulates real-world application

environment. Additional partitions might also be appropriate and not all possible

partition permutations are equally likely or even permissible.

Ease of Enrpliment |

{air

good

fair

Buod /et

idantification (1:N) yes spanch only no seareh poly no waarch only ne na
Speed (relative) gawd gaod extillent good good good good good
Crst Firedium e cimim medivm med/high L rie=tivn Yewe /e low
Accuracy: relative; medhigh e high med/high high red,/ high righ redium med, high
Irmvasivencss medivm M low medium Ieas high I Towy
Ease of Use goed ood good good excellent good good/exc good/ e
Enase of integyation ool Food gpad Food exceilent gouct Foud/ext excelbat
Exsting Infrastruc- ves i) ne depands oo yan vas [ ¥es
. . i i apphcation .

%mm gErting, tamperatyre, moatuees, none (5] none g nans oD,

Losiman dirt Joouches
Physice? Con- nane clean surfnce bstky naps rans Ngnt source nane nesne
Human Factor boards, gassas wom fingertins missing fingars, kann alcakal, strass, rane ematonal amatinna
Limitations 2hin tone young kads, loas of Tingers slate state, larngtis

ceamanss arthritics
Matune Technology ng yes well estabhished | well estan | well established V&5 ne nn
(waries by vendor) » 10years lishad »10years
> 10vaars
User Acceptability oG THEN A55CEIE A W enminalg med/ high mediam gh I/ mied mei/ high hegh
Template Size #5410 750-1200 ] 512 1500 G 0,000 20 D01
|_(bytes) 1300 (1 1:
Liveness yES tor seme ¥an yas ¥e5 yE5 yas yes
Unigue Igantifiers ~128 30-90 B3] 266 of 400 NA ~192 ~10 vanablas | 6 Meguencies |
HBII‘I'.Il Interface ye.:i ] ne yas ves yes yas yes
Stability of Trai miesdium FiEgh, as adult gt high medium nigh i medinn
Table 2. 5. Biometric comparisons
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Key performance metrics include the following:

2.5.1 Cost

The cost calculation is not as simple as hardware + software + communication =
exclusion implementation cost. There are very significant infrastructure and
organisation change management costs that will have to be incurred at the outset in
order to make use of exclusion techniques in casinos viable, even if every person had
such an ID readily available today.

A full scale costing exercise of each biometric, even if one could standardise an
application for the different biometrics, is well beyond the scope of this study. Table
2.5 does show that most biometric solutions are comparatively priced, except for iris
recognition, which is a more expensive, but not when the greater accuracy is taken
into consideration. Detailed costing of face and irs recognition (Figure 2. 6) is
included as these are the most promising solutions. The cost of the front-end
biometric technology is a small part of the entire cost of the project. When the
computers, networks, training, procedures, software interfaces, maintenance, etc. are
brought into the equation, the relative cost of the front end biometric is insignificant

compared to the overall cost of the project.

Face recognition implementation costs are upwards of R20 000 for 10 000 users, but
one may find many more expensive systems. If one were to go for a limited
implementation, and only place the face recognition system in the surveillance
department of the casino the extra costs would be limited to the R20 000 indicated, as
the users of the system would be the current surveillance operators.
If one opted for a more extensive implementation and placed five of the face
recognition biometric systems in the following places:

With the local Gambling Anonymous office;

The entrance to the casino and one within the gambling hall;

At a local shopping mall and a community centre, away from the casino;

With the surveillance operators.
The costs would then incorporate the hardware (5 x R20 000 = R100 000) plus the
networking and database functionality. The additional cost of the database / front end
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is not included as the requirements would be detailed by the relevant user.
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Figure 2. 6. Example of face and iris recognition

In order for the system to work to full
effect, it is essential that the databases be
shared with as many casinos as possible.
The large number of face recognition
vendors would complicate the issue of
database sharing, unless all the casinos
were to use the same vendor. It is
possible that the lowest level of co-
operation may only be in terms of the
images and not the biometric data
extracted from the images. This means
the images will need to be enrolled at
each casino, leading to different results

and possible delays.

L_an

S L RS AL e P

T e

Figure 2. 7. Remote optical head for iris recognition
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Iris recognition cost is from R50 000 per system upwards (Figure 2. 7), which will
process two users per minute, which means for one hundred people to gain access to
the casino i 5 minutes one would need 10 systems at a minimum cost ol two hundred
and [ttty million Rand.  lris recognition is certainly the most accurate biometric, a
duplicate match never having been found, but due to the inability to capture the
biometric from an unwilling subject. the fact that the sensor must be very close to the
subject. and finally the cost. iris recognition is unlikely to be implemented in the
foreseeable future. There are certainly specilic areas in casinos where iris recognition
could assist, primarily with regard to access control into areas where the takings are
handled and possibly for high rollers where the credit lines extended are substantial.
However. wherever iris recognition might be applied, due regard must be taken of the
inherent limitations.  These certainly can be overcome, by for example keeping up
with technological development, such as Panasonic’s dual camera system. which uses
face recognition with one camera allowing a second camera (o zoom in on the cyes.
This would theoretically allow one to do iris recognition from many meters away

from the subject. potentially without the subject knowing.

Due to the complexity of detailed cost comparisons being beyond this study, a relative
scale ol I for low cost systems (guard at the gate) and 5 for very expensive systems

(ir1s recognition) was utilised.
252 Easc of Use for the Public

Ease of use is not a traditional performance metric, but is impacted by performance-
related adjustments (as shown in Figure 2. 8). Steps taken to improve performance
tend to decrease the ease of use. Requiring multiple submissions, or compelling the
user to submit more carelully. will each increase system performance. These will also

serve to make the system more tedious and cumbersome to use.

Deceptive casinos users who have banned themselves and want to return will be non-
cooperative with the system. In negative identification applications, the fraudsters
will attempt to foil identification at enrolment. Consequently. enrolment SUPETVISOrs
will require training in detection of fraudulent techniques. In positive identification

applications. high rollers will be generally cooperative with the system in an attempt
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to be positively identified.

Hl_th '.." e *
n A kK [naerornl
7
5 Signature
-3
2 X s
Hetna
g
i e —— —b
Low Accuracy High

Figure 2. 8. Performance matrix by biometric technologies

A system where the user is not involved in the process at all (such as a covert system)
will score 1 for ease of use while where the user has to position themselves in a

certain way (as with iris recognition) will score 5.

2.5.3 Physical Contact

One of the concerns sometimes heard about biometric touch surfaces is that they can
transfer infection from one person to another. A second is that they can become dirty
and prevent an accurate reading. A third is that they can be damaged in a more
permanent way, either by accident or intention. What if the touch surface were
holographic? The concept could be used for both finger and facial positioning.
Holographic contact points would permit basic positioning by the person. Numerous
pixel reader beams that bathe the surface to be read, perform fine-tuning. Under this
system, a holographic keypad begins with a holographic image of a real keypad,
recorded by lasers on photographic film. This image is mounted on a plastic plate,
which has infrared sensors behind it that can detect when the keypad is manipulated

(Newkirk, G 2003, InfoSENTRY Services, Inc. www.infosentry.com, personal

-39.



communication).

While voice recognition could be hands free, the environment of a casino. with
thousands of people entering the casino and the use of alcohol and late nights would
prevent problem free introduction of this technology (Adcock S 2003 Voice Security
Systems [nc. personal communication). The biometric techniques which, are
touchless and could be applied in terms of acquisition in a casino would be face, iris

and retina recognition.

An access control technique that requires the user to touch something will score

poorly (5) while no contact is a preferable. scoring 1.
254 Accuracy

Biometrics are hard to make accurate, because computers do not handle people well.
For example, "outliers" on the curve of possibilities. such as blind people who cannot
use iris recognition, and those with a medical condition called pendular nystagmus
that makes his iris move constantly. All these issues mean one should approach the
selection of exclusion systems with extreme caution. It's tempting to think of
biometrics as a kind of bar-coding system for people. But if the barcode on a can is
misread by grocery scanners too many times, the manufacturer is told to redesign the
label. With biometrics. you can't improve the people. Yet the plans for exclusion
techniques never talk about outliers or alternative systems. They embrace wholly the
myth of the biometric as the perfect identifier. Table 2. 6 details the misidentification
rate for biometrics.  Biometric system performance varies according to sample
quality and the environment in which the sample is being submitted. While it is not
possible to decisively state if a biometric submission will be successful, it is possible

to locate factors that can reduce affect system performance.

Cards: Swiping too fast or slow, bending card, close proximity to a magnetic source,

liquid, scratching.

Fingerprint: Cold finger, Dry/oily finger, High or low humidity, Angle of

placement. Pressure of placement. Location of finger on platen (poorly placed core),
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Cuts to fingerprint. Manual activity that would mar or affect fingerprints

(construction. gardening) (Speir. M, 2003).

Method | Misidentification rate Security |
— s
| [ris Recognition 1/1,200,000 High

Fingerprinting | 1/1,000 ' Medium
i_ - it = !
Hand Shape 1/700 Low
Facial Recognition /100 Low
Signature /100 Low
Voice printing /30 Low
Table 2. 6. Biometric Technology Comparison

Voice recognition:  Cold or illness that affects voice, Different enrolment and
verification capture devices, Different enrolment and verification environments
(inside vs. outside), Speaking softly. Variation in background noise, Poor placement
of microphone / capture device, Quality of capture device

[ris-recognition: Too much movement of head or eye, Glasses. Coloured contacts
Retina-recognition: Too much movement of head or eye, Glasses

Hand geometry: Jewellery, Change in weight. Bandages, Swelling of joints

Signature-recognition: Signing too quickly. Different signing positions (e.g.. sitting

vs. standing)
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Facial recognition: Change in facial hair, Change in hairstyle, Lighting conditions,
Adding/removing hat, Adding/removing glasses, Change in weight, Change in facial
aspect (angle at which facial image is captured), Too much or too little movement,
Quality of capture device, change between enrolment and verification cameras

(quality and placement), ‘Loud’ clothing that can distract face location (Figure 2. 9).

FacelT Accuracy Test (Best Case)

y= 84" 05" normal (x, § 268095, 0.459941)

y= 217057 normal (x, 9 119524, 0 647669)
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Figure 2. 9. Face recognition accuracy test

In addition, for many systems, an additional strike occurs when a long period of time
has elapsed since enrolment or since the last verification. If significant time has
elapsed, physiological changes can complicate verification. If time has elapsed since a
user’s last verification, the user may have “forgotten” how he or she enrolled, and
may place a finger differently or recite a pass phrase with different intonation. For the
most part, a single strike will probably not materially affect the performance of a
given system. However, as you have more and more strikes for a given submission,

your chances of a successful verification diminish.
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These strikes do not include inherent characteristics such as age, ethnicity, or gender,
which can also affect system accuracy. The performance of many biometric systems

varies for specific populations.

Iris recognition is the most accurate so scores |, while the access control technique of

the guard at the gate would be the least accurate so would score 5.
2.5.5 Response Time

Speed of recognition is important as far as the user experience goes, but compared to
the time required to swipe a card, type in a name, show an identity photo, etc.
biometrics are far faster with conditioned users. A proximity card that can be carried
and recognised without the user doing anything i1s very fast (in milliseconds) and
score a 1 while hand recognition where the user has to place their hand on the reader
would be slower, scoring 5. The time to access the database 1s included in this time as

it is part of the time the user would have to wait.
2.5.6 Intrusiveness

Uscr perceptions of biometric technology are an cssential clement in their successful
deployment. Technologies such as retinal recognition, which require significant effort
on the part of the user, and which involve "sensitive" areas of the body, are perceived
as being intrusive or invasive.  Similarly, finger recognition technology is
occasionally seen as invasive. with its connotations of criminality and police
bookings.  The intuitive response when considering user acceplance of facial
recognition biometrics would classify it as the least problematic. After all. facial
recognition facilitates human interaction as social animals.

The use of facial recognition biomeuwics in applications such as ATM access and
network logon suggests that acceplance of' the technology is high among users.
Studies such as IBG's Consumer Response (o Biometrics show, however. that there
are some reservations, which may limit facial recognition's broader usage. Subjects

who had used the technology were asked the following;

How would you feel using a finger recognition system instead of a PIN when using an
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ATM?
1=Very Comfortable
2=Somewhat Comfortable
3=Neither Comfortable nor Uncomfortable
4=Somewhat Uncomfortable

5=Very Uncomfortable

How would you feel using a facial recognition system instead of a PIN when using an
ATM?
1=Very Comfortable
2=Somewhat Comfortable
3=Neither Comfortable nor Uncomfortable
4=Somewhat Uncomfortable
5=Very Uncomfortable

Finger recognition rated 2.19, and face geometry (facial recognition) rated 2.43 - both
excellent ratings, showing the viability of biometrics in this area, but markedly better
for finger than face. If facial recognition is so simple to use, and so unobtrusive, why

the lower rating?

There are a number of possible explanations to explain the above.

1. Many people simply do not like having their picture taken, much less having to
look at their own low-resolution image on a computer screen or terminal. Both men
and women expressed reservations, suggesting that the cameras being used were low
quality (they were actually high-quality), insisting on wearing hats if being
photographed, looking for mirrors etc. In contrast to finger recognition testing, where
all subjects used the devices in spite of whatever reservations they may have had,
some subjects in the face geometry testing simply refused to use the technology.

2. Despite its use in everyday life as our primary means of recognition, the face (as
opposed to a signature or fingerprint) is not traditionally interpreted as an
authentication mechanism. The face is almost too personal a part of the body to think
of its being "scanned", broken into grids or axes, or having prominent features noted.
3. On the topic of intrusiveness, most vendors suggest that facial recognition is the

least intrusive technology. In terms of ease-of-use, this is probably true - looking at a
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camera and holding stil momentarily is not a demanding task. However, if
intrusiveness is defined is a different way, facial recognition may be among the most
intrusive technologies. Aside from voice recognition. which 1s largely incapable of
executing one-to-many searches (where the subject's identity 1s not known), face
recognition is the only commonly used biometric which does not require cooperative
subjects. A hidden camera could, indeed, take your picture, and perform one-to-many
identification, without your knowledge. Without an enrolment, a one-to-many facial
recognition application can not determine anything about an individual - name,

customer #. elc.

User perceptions of face recognition relates directly to how people view themselves as
unique individuals. As such. the issue of user acceptance must be carefully weighed in
facial recognition projects, as it will have a significant impact on the project's success.
Retina recognition would tend towards being intrusive scoring a 5 as the user has to
position themselves in front of the sensor. while use of surveillance cameras would

not be as intrusive (1).

2.5.7 Distinctiveness (Unique Identifiers)

Iris recognition has certainly the most distinct identifiers (Daugman, 1993) and scores
a | while voice recognition has less unique identifiers and scores a 5. Other

technologies fall between these two extremes.

2.5.8 Human Factor Limitations

Not all people will be able to use any exclusion system successfully every time. This
implies that backup systems for exceptions will always be required. Selection of
biometric in light of human factor limitation is important, since if one cannot use the
biometric on the wide population it limits the success of the roll out. The cffect of the
emotional state and stress on voice and signature would play a significant factor in a
casino environment. The availability of alcohol in casinos would have detrimental

effects on keystroke but would have a lesser effect on other biometrics.

Access control based on physiological characteristics, which would be affected in a
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casino environment score higher (5) and others that would not be affected would get a

lower score (1).
259 Environmental Affects

It 1s preferable that the users be unsupervised so that they can self-ban themselves. but
due to the complexity of the initial enrolment most systems would need to be
supervised. The level of training required by enrolment personnel also varies over the

technologies.

Face recognition would be affected by lighting (so would get a 5) while a card-based
solution would not be affected by lighting (so would get a 1). I[f the application is to
take place indoors at standard temperature, pressure. and other environmental
conditions, particularly where lighting conditions can be controlled; it is considered a
“standard environment” application. Outdoor systems, and perhaps some unusual
indoor systems, such as the lighting generally found in casinos, are considered “non-
standard environment™ applications. The application will be indoors in a “standard™
environment so people will not tend to cover themselves in varying and unpredictable
ways however the low lighting conditions in casinos will present challenging

conditions.
2.5.10 Stability of Trait

The aging of the population proves to be a challenge for some exclusion technologies,
especially if the template cannot be regularly updated. Where a problem gambler or
suspected thiel is seen once and removed, not to reappear for many years. exclusion
based on facial recognition (glasses, beard, skin tone) and hand recognition (arthritis)
may prove difficult. For how long will the casino expect your enrolment images to
remain usable? Template aging atfects all biometric systems as a person’s physical
and behavioural characteristics change. Some technologies. however, experience
performance degradation more rapidly than others.

Face recognition is not stable over time, being affected by aging; shaving or growing
ol a beard or growth or loss ot the hair on the head while Iris recognition is stable

from an early agc.
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2.5.11 User Acceptability

Studies of user attitudes regularly show user acceptance of biometric technology to
well exceed 90%. Nonetheless, there will always be a few people who object to any
new technology. Use of a driver’s license is familiar so would have a higher user
acceptability (scoring a 1) while use of keystroke analysis would not be familiar to all

(scoring a 4).

2.5.12  Market Share by Technology

2003 Comparative Market Share by Technology

(Does notinclude AFIS revenue)
Copyright @ 2003 International Biometric Group
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Figure 2. 10. Biometric Market Share by Technology

If one could assume that all biometric technologies were to some degree similar,
which is certainly could not the case, then one could use the greater market share of
finger recognition to assume that this is the appropriate technology. Other leading

biometric technologies rated by market share are facial and hand recognition (Figure
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2. 10). The problem with using market share is that the unique requirements of the
casino environment pose serious problems solved only by the application of the -

correct technology.

Finger-recognition has the largest share of the access control market (so gets a 1) and

Signature-recognition is not used very much at all (so gets a 5).
2.5.13 Mature Technology

Face recognition is highly rated technology, as it is familiar. However, technology
has been applied to automatic face recognition only recently. Hence, face recognition
is not considered a mature technology. Signature and voice are not mature
technologies either, but the other biometrics are all well established, with finger
recognition being the most mature. Biometric systems should not be selected based
on the mature state of the technology but this continues to be one of the leading
methods of selection. It is more important that the solution provider or technology

provider be familiar with, and an expert in, the technology.

Fingerprint recognition is a mature technology (so gets a 1) while face recognition is

still evolving (Hodosh, M, 2003), incorporating 3D features (so gets a 5).
2.5.14  False Acceptance

False acceptance, otherwise known as misidentification rate or False Non-Match Rate
(FNMR), is the probability that a user’s verification template will be incorrectly
Judged to not match that same user’s enrolment template. Ina 1:1 system, FNMR is
the probability that User 1 will not verify against his or her own template. In a 1:N
system FNMR is the probability that a user whose enrolment template located in a

database will not be matched in a search (Figure 2. 11).
A guard with a file of photographs would tend to have a higher false acceptance,

(letting people in who exist in the file, so would score a 5) while iris recognition has

never been found to have a false acceptance (and would score a 1).
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Figure 2. 11. Detection error trade off: FAR VS FRR

2.5.15  False Rejection

False rejection, or (False Match Rate (FMR), is the probability that a given user’s
verification template will be incorrectly judged to be a match for a different user’s

enrolment template (Figure 2.11). This is also referred to as false acceptance rate.
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Figure 2. 12. Failure to enrol rate (based on 3 attempts)
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False rejection errors will require “exception handling” and will greatly decrease the
throughput of the system. What number of errors per hour, day, can be tolerated?
False acceptance errors will erode the perceived integrity of the system. Errors can be
decreased, often at the cost of throughput rate, with more careful enrolment and more
quality-control feedback to the user. Systems vary considerably in the amount of
automatic quality control applied to the acquired images and the nature of the image

quality information given the users.

Using a picture in an identity book to compare with the owner will have a higher false

rejection (so will score a 5) than using a swipe card (which will score a 1).

Failure to enrol (FTE) rate — (not included in the study criteria). This is the
probability that a given user will be unable to enrol in a biometric system due to

insufficiently distinctive biometric sample(s) (Figure 2. 12).

The above three metrics must be evaluated when deploying a biometric system.
Reliance on one or two metrics without the third can be highly misleading (Failure to
enrol rate Available online at: http://www.cl.cam.ac.uk/users /jpd1000/ NPLsummary .gif). The
three metrics are strongly related, such that adjustment of matching or enrolment .
thresholds to increase security or convenience may impact each error rate (as shown
in Figure 2.12). Decreasing the FMR, or making the system less susceptible to
impostors, results in an increased likelihood that legitimate users will be rejected
(false non-match rate). Decreasing the FTE by allowing a higher percentage of
subjects to enrol successfully leads to higher FNMR, as users with low-quality
biometric samples have an increased presence in the system. These metrics also

» .
1}

change when system thresholds are adj.us:ted_f; R

2.5.16 Template Size (bytes)

Template sizes vary from 9 bytes to 6 Kbytes (Figure 2. 13) depending upon both
vendor and technology. Not all template sizes are suitable for magnetic stripe or even

smart card storage. Further more, some technologies require the storage of multiple

templates for good performance.
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Figure 2.13 depicts the typical template sizes for the leading biometric technologies.
In some instances, specific vendors may utilise larger or smaller templates depending
on the requirements of a given application. Template size can also vary depending on
the size of the sample, such as the signature length and complexity, the length of a

voice pass phrase, or the number of characters in a typed password (How Large Are

Biometric Templates? 2003  Available online at:  hitp://www.ibgweb.com/reports/

public/reports/ template_size himl).

Common Template Sizes {(Bytes)
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Copyright ® 2002 International Biometric Group wwyy biometricgroup.com

Figure 2. 13. Biometric Template size

A swipe card has a small template size (scoring a 1) while voice recognition has a

much larger template (scoring a 5).
2.5.17  Remove Security Threats

Casinos have the right to ask gamblers who are too successful in their gambling to
depart. A recent case from the Court of Appeal of New Zealand summarises the laws
for casinos around the world, and comes down firmly on the side of the casinos. The
fact that a casino is licensed ... shall not entitle any person to enter or to remain on

the casino premises ... every person shall leave the casino premises when required to
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do so by or on behalf of the holder of the licence [sic]." (Rose, 2002b).

The card counters and other members of the public who can increase the odds in their
favour need to be identified by the casino surveillance department in order for any
proposed exclusion technique to obtain full casino support.

Security threats that the casino security department would wish to exclude include bag
snatchers, pickpockets and other undesirable characters, which would have a negative

impact on the desirable casino patrons.

Fingerprint recognition would identify security threats if they were repeat offenders
with a police history, (so would score a 1) while a swipe card (which could be

transferred between persons) would not (so would score a 5).
2.5.18  Level of Impact on Existing System and Processes

The addition of exclusion techniques will inevitably lead to a change in the casino
business processes. The software/hardware integration is the daunting problem of
integrating the use of exclusion techniques into the existing processes. If the finished
business system is not more efficient than the alternatives, the use of exclusion

techniques will be regarded as a mistake.

Selection, based on ease of integration is important as a smooth transition to full
functionality is desirable. The existing procedures, databases, and information need
to be able to be incorporated into the proposed biometric system. There will be a
period of transition where the old techniques will be used and the new biometrics will

be introduced. The management of this period is crucial to the future success of the

system.

Users of an access control application on a daily basis can be considered habituated
after short period of time. Users who have not presented recently can be considered
non-habituated. A more precise definition will be possible after better information
relating system performance to frequency of use for a wide population over a wide
field of devices is available. In general, all applications will be non-habituated during
the first week of operation, and can have a mixture of habituated and non-habituated

users at any time thereafter. Access control by the casino staff to a secure work area is
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generally habituated. Access control to a casino by the public is generally non-
habituated. Most users in casinos will be habituated to the technology, as they are
regular visitors to the casino. That is, after a period of time, the average user will be
accessing the technology regularly. Some technologies (fingerprint recognition, iris,
retina and signature recognition) require greater user involvement and cooperation

than others, such as facial recognition.

Face recognition would complement existing systems and processes (scoring a 1)
while voice recognition would not complement any existing systems or processes

(scoring a 5).

2.5.19 Compatibility with Existing Data

The system will be required to exchange data with systems operated by different
casino management, i.e. be open. There are no existing standards for biometric
templates, so systems from differing vendors will not necessarily be able to share

templates or images, even if based upon the same biometric characteristic.

Using an identity book would complement existing records of ID numbers (scoring a

5) while hand recognition would not complement existing data (scoring a 5).

2.5.20  Identification of High Rollers (VIP's)

The casino marketing division would like to identify the high rollers so they can
enhance their experience. Fingerprint sensors have been used to identify high rollers
(McDonald, 2003).

A surveillance operator with a book of photographs would not be as successful in
identifying VIP’s (scoring a 5) while a proximity card would identify the VIP
successfully (scoring a 1).

2.5.21 Verification / Identification

In applications verifying the positive claim of identity, such as with access control, the
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deceptive user (“woli™ or bad guy) is cooperating with the system in the attempt to be
recognised as someone s/he is not. This is a “cooperative™ application. In applications
verifying a negative claim to identity. the bad guy is attempting to deceptively not
cooperate with the system in an attempt not to be identified. This is called a “non-
cooperative” application. Users in cooperative applications may be asked to identify
themselves in some way, perhaps with a card or a PIN, thereby limiting the database
search of stored templates to that of a single claimed identity. Users in non-
cooperative applications cannot be relied on to identify themselves correctly, thereby
requiring the search of a large portion of the database. Cooperative, but so-called

“PIN-less™, verification applications also require search of the entire database.

The question of maximum limits on user enrolment can be critical to large-scale
systems. Limitations dilTer for verification and identification systems. Certain types of
verification systems have no limits on potential growth. In a 1:1 system wherein
matching takes place on a local PC or biometric reader, there is effectively no
restriction on the number of users a system might incorporate. Spain enrolled millions
of users in its TASS program. allowing users to access government-related health and
social security forms from fingerprint enabled kiosks. 1:1 systems in which matching
takes place at a central server are more limited - there are few examples of central-
matching deployments over 1,000 users. [f a large number of authentication events are
taking place at the same time, a possibility in a network access environment. the
response time from the central verification server may be inadequate to meet user
expectations. Biometric vendors have developed products capable of performing
verification across multiple servers o address this issue. Advances have been made
in 1:N systems such that very large identification projects, some in the several tens of
millions, are underway. These large-scale projects are generally based on fingerprint
technology, although facial recognition is also capable of performing searches on
large-scale databascs. There are a number of steps that can be taken to increase the

scalabtlity of'a 1:N system.

Binning is the process of separating biometric enrolments based on classifications
inherent to the biometric data. In fingerprint systems, fingerprint templates with
similar pattern types can be stored in a specific database segment. such thal new

templates with similar patterns only need be compared against this subset. This
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reduces the overall number of comparisons that need to be made. Similar processes,
such as placing fingerprint classification data in the template’s header file. allow for
rapid large-scale scarches. Filtering is the process of using non-biometric information
to limit the scope of a scarch. For instance. when a sample 1s submitted, the gender of
the end user can be entered. This gender can be used as a filter to reduce the number
of records that need be searched. [n large-scale 1:N systems, enrolling two fingers as
opposed to one can increase maximum searchable database size from the tens of
thousand to the tens of millions. The system can handle more enrolees. due to the
increase in user-specific data. Likewise. such a system will also increase its ability to
use more distinctive classification data. Facial recognition vendors otien utilise more
compact templates when conducting searches against very large databases. employing
a larger template only when searching against a more manageable set of users
(Enrolment Limitations 2003 Available online at:  hup: www.ibgweb.com/reports

public reports ‘enrollmentTimitations.hunl).

Exception processing is the method of authentication employed for users incapable of
successful biometric authentication. Exception processes can be secondary biometric
technologies: passwords, pins, or live verifications. Casino deployments would be
rendered moperable if a large percentage of users required alternative verification. In
any case, it is absolutely certain that some percentage of users — perhaps 0.5% - 10% -
will be incapable of using a system successlully. Proper system design accounts for
these users without reducing overall system security or penalising users for being
unable to verily with a specilic piece of biometric technology. The likelihood that a
deployment will require a great deal of exception processing can be determined by
referencing a technology’s Ability o Verify (ATV) rate. This is not a commonly used
metric within the biometric industry, but is very helpful in understanding real-world
system performance (Ability to Verify 2003 Available online at:
btip: www.ibgweb comireports publicheports awvhiml). The ATV rate  represents  the
percentage ol users who will have to be handled with a special fall-back process. The

rate is simply a combination of the FTE and the FNMR:
ATV = (1-FTE)(1-FNMR)

Fhis metric can be thought of as representing the group of users who cannot enrol
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(IF'T1)y along with users falsely rejected by the system (FRR). No system has a 100%
ATV rate. but in general. a high ATV rate will make for a more effective system.
When balanced with an acceptable False Match Rate, ATV can be extremely useful

because it is has an impact on three key aspects of biometric deployments:

1) Cost. One of the most expensive aspects ol a biometric system is the cost involved
with exception processing. Any user unable to be processed by the biometric needs to
be processed by a tall-back procedure. meaning that dual systems must be maintained.
Whether an alternate biometric. a password, or a live verification, there is a need for a
separate enabling and support infrastructure.

2) Security. A low ATV means that a substantial percentage of users are not being
verified by the system. The security provided by a system that can only verity 90% of

its users may be acceptable for some deployments, but can be problematic in others.

3) Convenience. A Jow ATV may be a reflection of a difficult to use system. In
situations n which user convenience is paramount, adjustments to enrolment and

verification scttings may be required to maximise the ATV rate.

Voice recognition can only be used lor verification (scoring a 5) while using iris

recognition allows for identification (scoring a 1).

2.5.22 Overt / Covert Acquisition

[f the user is aware that a biometric identifier is being measured, the use is overt. If
unaware, the use is covert. Deployments, in which users are aware that biometric data
is being collected and used. and acquisition devices are in plain view, are less privacy-
invasive than surreptitious deployments. User consent is a key principle of privacy-
sympathetic deployment, and most covert systems prevent casy consent. Covert
biometric systems. if deployed. should be deployed only in environments where a

highly compelling interest is present.

Fingerprint recognition is naturally overt (so scores a 5) while face recognition can be

done via a hidden camera (so scores a 1).
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2.5.23 Behavioural / Physiological

[t is a common beliet that most biometric systems are capable of detecting liveness in
biometric samples (Liveness Detection in Biometric Systems 2003 Available online
at: hitp: wivw.ibgweb.com reports/ public/reports/liveness.himl). Liveness detection in a
biometric system ensures that only "real” fingerprints, facial images. irises, and other
characteristics are capable ol generating templates for enrolment. verification. and
identification. From a security and accountability perspective, requiring a live
biometric characteristic makes it difficult for an individual to repudiate that he or she
accessed the casino (Chartrand, 2003). Although much of the biometric industry
needs to go back to the drawing board to devise legitimate liveness detection
capabilities, the problem of liveness detection is not unlikely to ever be fully

addressed in brometric systems - nor does it need to be.

A behavioural biometric. characterised by a behavioural trait that is learnt and
acquired over time. does not need to have a liveness check as it requires a live person
to perform (so scores a low score). A physiological biometric, characterised by a
physical characteristic rather than a behavioural trait, has to be checked for liveness

(so scores higher).

2.5.24 Give / Grab Acquisition

Exclusion techniques that work only when the user gives the measurements (such as
fingerprint recognition) score less (5) while techniques that can grab a measurement

withoul user assistance (such as face recognition) score better (1).
2.5.25 Privacy Risk Rating

The users of the exclusion system will be customers of the system management and
not employees. Clearly attitudes toward usage of the devices, which will directly
affect their performance. vary depending upon the relationship between the end-users
and system management. Public sector biometric usage can be seen as more risky
than privale sector usage due o the possibility of state or government abuse.

Government collection of biometric data, without proper controls and restrictions is
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highly problematic. On the other hand. private sector companies may be more
tempted to share or link personal data for marketing or profiling purposes. Suitable
protections should be developed for each type of environment. Casinos have shared
information concerning people and techniques. which have threatened their profits.
The exclusion system will be required. either now or in the future. to exchange data
with other biometric systems run by other casinos. For instance, some casinos want
to be able to exchange exclusion information with other casinos. If a system is to be
open. data collection, compression and format standards are required.  This

encourages the abuse of the users™ privacy.

Deployments in which the user maintains ownership over his or her biometric
information are more likely to be privacy-sympathetic than those in which the public
or private institution owns the data. User control over collection, usage, and disposal
of biometric information is not possible in every deployment. A system capable of
performing 1:N searches can be considered more susceptible to privacy-related abuse
than a 1:1 system. A |:N biometric system would be necessary for use in any
indiscriminate large-scale searches. Protections regarding 1:N usage may need to be
stricter than those employed in 1:1 usage. Biometric systems that do not retain
identifiable data, such as physical access or network access systems, pose fewer
privacy risks than systems that retain identifiable images. Templates cannot be
readily used in law enforcement searches, and cannot be used to recreate identifiable
images  (BioPrivacy  Impact  Framework 2003 Available  online  at:
http: www.ibgweb.comireports. public/reports privacy_deploviment.html).  Images are more
sensitive data elements than biometric templates, and are more likely to lead to

privacy-invasive usage.

The casier it is for someone to use the measurement to invade privacy (such as
[ingerprint recognition where one could compared the database against known
criminals) the worst the score (5) while a measurement that has a low privacy
mvasion scores higher (such as hand recognition where no other records currently

exist for hand recognitions (1).



Chapter 3 Role Players

3.1 Introduction

The role players were selected based on their involvement with the casino industry,
the legislation or the customers of the casinos. The role players affected by
controlling access to casinos have a variety of criteria they might apply to the

selection of a solution.

The requirements of the various legal bodies (National Gambling Act, 1996) and
provincial, which control gambling in South Africa, play a dominant role in possible
casino exclusion selection, hence the inclusion of the local Gambling Boards as a key

role player. The Gambling Board (http:/www.ngb.org.za) set down guidelines for

operation of casinos, which ensures the casinos do not cheat the public and that
casinos follow the spirit of the law with regards to excluding problem gamblers.
Neither National or provincial legislation prevent the use of exclusion techniques, and
particularly biometrics in South African casinos, and all Gambling Boards approached
would encourage any measure that assists casinos in identifying problem gamblers or

reducing problem gambling.

Privacy issues have been found to be important in the rejection of various exclusion
techniques, especially with the increase in identify theft (Vijayan, 2003), so this was
included as a separate role player (Opinion Surveys 2003 by privacyexchange.org

available online at http://www.privacy exchange.org /iss/surveys/surveys.html). [s convenience

(in the form of limited biometrics) or security (in the form of physical access controls)
the primary driver of exclusion technique introduction? The Gambling Boards wish
to prevent problem gambling while the casinos, competing for the entertainment Rand
of the consumer, do not wish to inhibit public attendance while on the lookout for

card counters and VIP’s and appearing to appease the Gambling Board concerns.
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Within the casino there arc four primary departments that would be affected by the
introduction of exclusion techniques (Van Wyk 2003 General Manager, Grand West
Casino, personal communication). These are:

- Marketing (the attraction of users to a safe casino without any restrictions on
legitimate gamblers),

- Operations management or process control (satisfying the requirements of the
consumers, want as many high spenders as possible, any form of access
control would not be encouraged, need to identify high rollers (VIP’s)),

- Surveillance (limited to gambling within the casino, identify card counters,
VIP’s, known problom gamblers) and

- Security (of thc cusino as a whole, which is separated from gambling,
concerned with remove of security threats, such as thieves & bag snatchers

and identification of |.nown problem gamblers).

Gambling Anonymous prov ‘ded the viewpoint of the problem gambler to ensure that
those with a gambling prollem are prevented from going to casinos. The National

Responsible Gambling Pr sramme, (www.responsiblegambling.co.za) a public/private

sector initiative, is the only one of its kind in Africa, and is acknowledged
internationally to be exceptionally well-funded and among the most comprehensive in

the world.

The public as a role plave: 's crucial, as without them the casino would not exist.
Studies have found that thc public support safe access to casinos and removal of
problem gamblers but ha' - concerns over privacy, speed of access and use of

information. People appr ¢ of the legalisation of gambling by a ratio of about 3:1.
A similar ratio of people cx rcssed concern about the negative affects of gambling on
family life (The Nation:' (csponsible Gaming Programme). The findings of a
research project suggest 1!« third of South Africans gamble regularly (at least once
a month). The initial imp: 1 of the gambling sector in 2000 amounted to just more
than R3 billion with an ac tional spill over effect (indirect and induced impact) of
R6,1 billion (Economic . jact of Legalised Gambling in South Africa, Study
commissioned by the Nal' 1al Gambling Board of South Africa, 2002). The initial
impact represents 0,38 % .o GDP of South Africa.
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The following allocation between criteria was performed by the author, with input
from a number of Cape casino security managers, but does not represent any specific

existing or proposed casino but a universal casino.

3.2 Marketing

The marketing department would like to use the exclusion technique to enhance the
brand building experience to the benefit of both customers and the firm. This would
build customer confidence; loyalty and satisfaction, lower marketing costs, increase
margins, and provide an opportunity for brand extension, rather than treating the
customer as the enemy (Schrage, 2003). The exclusion technique must be able to be
used to increase the loyalty of the patrons to the casino, with the ability to link it the
exclusion technique to an e-mail, SMS or newsletters, etc. (which the patron would
get either when they arrive at the casino or when they do not attend regularly) which

will allow personalised, individual patron focus.

Exclusion techniques have some serious technological flaws. Ifa single false positive
causes embarrassment to a customer, then one false positive per day is clearly too
many. Yet exclusion systems are not capable of achieving the success rate necessary
for those kinds of decisions. For the most part, biometrics appears to be a technology
whose time has not yet come from the marketing viewpoint (Business Week 2003
Why Biometrics Is No Magic Bullet Available online at: hup:

/[fwww.businessweek.com/technology/content/jul2003/tc20030722 2846 _tc125.htm).

If a casino decided to link the exclusion technique biometric to their preferred
gambling cards, it would be a voluntary system, so that the casino would obtain the
benefit of the system, in being able to identify high value customers, and not the
problem gamblers. This may prevent some problem gamblers from gaining access,
but as it is a voluntary system they could decide not to use the system. It will,
however, prevent them from obtaining someone else’s preferred gambling card, a
problem the casinos are currently faced with. A family or circle of friends all use the

same card, generating points which then allows the card holder into the high rollers
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area, where free drinks and other benefits can be obtained. The partial introduction of
the exclusion technique would give the major role players (the public, Gambling
Boards and the casino) an opportunity to become familiar with the technology, after
which it could be legislated, possibly with any changes that came about from first

hand experience.

Figure 3. 1 details the weighting of selection criteria by the casino marketing division.
The casino marketing division places high emphasis on ease of use for the public (20,
as this is the crucial key to getting people to feel relaxed within the casino and come
back), user acceptability (15, while it may improve with use, initial acceptability is
crucial) and preventing false rejection (10, as one does not want to falsely accuse
legitimate gamblers). Importance is placed on physical contact (8, mainly to do with
hygiene factors and perceived transmission of bacteria), speed (7), removal of security
threats (7, a safe environment which is not difficult to get into), identifying high

rollers and privacy risk rating by marketing forces.

MARKE TING Weighting of scores

@ Ease of use for public | Physical Contact

OAccuracy O Response Tine (Speed - Relative)
M intrusiveness O Distinctiv eness (Unigue Identif iers)
B huren Factor Lirtations O Bnwvironmental Affects

M Stabilty of Trait | User Acc eptability

O Market share by tec hnology E Mature Technology

M False Acceptance (Misidentification rate) @ False rejection

B Termlate Size {ytes) H Rernove security threats, such as thieves & bag snatch
B Level of inpact on existing sy stemand proc esses O corrpatibility with existing data

O Iderttify high rollers (VIPs) O Verification / Identification

O Overt ! Covert 0O Behavioural / Physiological

O Givef Grab OPrivacy Risk Rating

a8

Figure 3. 1. Casino marketing - weighting of selection criteria
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3.3 Operations Management (Process control)

Legislation is the stimulus, which could propel operations management, to become a
greater stralegic ingredient of the casino management. Rather than reacting to outside
lorces. the operations department could lead the way in solving the problem gambler
issue.  Tradeolts exist among product and process choice versus the longer-term
operating choices regarding quality, efficiency, schedule, and adaptability (Adam &
Ebert. 2001).  The tirst casino in South Africa to successtully apply. manage and
maintain a problem gambler exclusion technique will earn the respect of all the role
players.  The requirements for casinos to collect information from customers with
regard (o the control of money laundering (Boitel. 2003) could provide weight to the

use ot an exclusion technique.

Throughput rate requirements for both enrolment and operation will affect the time
required o enter the casino. Almost all systems require enrolment, with some
techniques requiring multiple enrolments. The casino may have to provide personnel
for the use of the exclusion technique during operation, to observe or operate the
system and users. Non-cooperative applications will generally require supervised
operation. while cooperative operation may or may not. Nearly all systems supervise
the enrolment process. although some do not. In order to ensure that the exclusion
technique really works it should be linked to every gambling transactions. i.e. every
card hand or pull of a gambling machine. which is may be technically possible but
certainly not economically feasible with the number of gambling slot machine and

tables (Table 2. 6) in operation.

Operational management within the casino places a high emphasis on low cost (25.
being a support activity). on speed (15, reducing crowds at the doors), ease of use for
the public (10, less manpower to handle exceptions) and identifving high rollers (10,
to ensure they have a good time) (Figure 3. 2). Lesser importance is placed on user
acceptability (5. the public will come anyway). preventing false rejection (8, not
concerned with turning legitimate gamblers away) and level of impact on existing

system and processes (10) by operational management.
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Process
Weighting of scores
@ Ease of use for public | Physlcal Cortact
OAccuracy O Response Time (Speed - Relative)
W Intrusiveness @ Distinctiveness (Uniquse Identifiers)
| human Factor Limitations O Environmental Affects
| Slabily of Trait m User Acceptability
[0 Market share by technology @ Mature Technology
m False Acceplance (Msldentification rate) @ False rejectlon
H Template Size (bytes) W Remove security threats, such as lhieves & bag sna
@ Level of impacl on ex|sting system and processes [ compatibilty with existing data
O ldently high rollers (VIPs) 0O Verlfication / identification
b Overt / Covert O Behavioural / Physlological
O Ghe /Grab O Privacy Risk Rating
B
\

Figure 3. 2. Casino processing - weighting of selection criteria

3.4 Surveillance

The application of exclusion techniques in casinos will lead to an increase of the core
competence of a casino. The surveillance department needs to grow with the use of
surveillance department, is this not a subsystem and the combination of skills,
processes, technologies and assets which come together within each subsystem to
confer sustainable, repeatable and unique competitive advantage. Is this not essential
for the casino to plan and execute new categories, which continue to build and
reinforce these competences? The surveillance department has to abide by the
minimal rules as set out by the relevant Gambling Board regulations (such as the
Western Cape Gambling and Racing Board Rules & Regulations). However, most
casinos have far higher internal requirements. Newsletters (such as Casino
Surveillance Insider Tips) send out tips on how to avoid detection by the surveillance

cameras (Tamburin, 2003).
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The major casino syndicates have not yet started operating in South Africa (De Beer,
D, Gold Reef City Casino Complex Surveillance & Security manager, Personal
Communication). Images of the well know members of these syndicates have been
forwarded to all South African casinos to be watchful for them. Grand West (Sun
International, Cape Town) has over 1000 people on their “watch list” to be removed
upon entrance come into the casino (Visagie, J, CCTV Technician, Grand West
Casino, Personal Communication). Security reasons aside, preventing lawsuits like
the $1-million lawsuit by Lisa Dickert against the Ontario Lottery and Gaming Corp.
for failing to enforce a self-exclusion programme, in spite of registering herself on a
customers-blacklist, are prompting casinos to set up exclusion systems in place

(Keeling, G, 2003).

The surveillance department within the casino places a high emphasis on accuracy
(10, as they have had to enforce the exclusion policies in the past and know how
important this is) (Figure 3. 3). Equal importance is placed on compatibility with
existing data (10) as, for example Grand West has over 1000 images in their wanted

list of problem gamblers and card counters.

Surveillance
Weighting of scores

m Ease of use for pubkic m Fhysical Contact

O Accuracy n Response Time (Speed - Relative)
m Intrusiveness @ Distincliveness (Unique kentifiers)
m human Factor Limitations @ BEnvironmenlal Affects

B Stabiity of Trait m User Acceptability

O Market share by technology = Mature Techndogy

m False Acceptance (Msidentification rate) m False rejection

m Terrplate Size (bytes) m Remove security threets, such as thieves & bag snh
@ Level of impact on existing system and processes O conmpatibifity w ith existing data

o ldentify high roflers (VIF’s) D Verfication / identific ation

o Overtf Covert O Behavioural / Fhysidogical

o Gvef Grab o Privacy Risk Reting

Figure 3.3. Casino surveillance - weighting of selection criteria
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3.5 Security

Hemingway’s casino typifies the concerns of the security department within the
casino, being the safe, responsible enjoyment of gambling. Hemingway’s casino
security official,
Khayalethu

Makhotyana (Figure
3.4), is making sure
all gamblers who have
taken steps to bar
themselves from the

casino in the city are

kept away.

Figure 3. 4. Hemingway’s casino excluding problem gamblers.

Security
Weighting of scores

@ Ease of use for public B Physical Contact - _T
O Accuracy O Response Time (Speed - Relative)

B nirusiveness O Distinctiveness (Unigue Identifiers)

| human Factor Limitations O Environmental Affects

W Stabllty of Trat m User Acceplabllity

O Market share by technology @ Mature Technology

W False Acceptance (Msidentfication rate) B False rejection

| Templale Size (byles) H Remove security threats, such as thieves & bag snal
E Level of impact on existing system and processes O compatbifity w th existing data

O derdify high rollers (VIPs) O Verffication / Identification

O Overt / Covert O Behavioural / Physiological

Give /Grab 0O Arivacy Risk Rating

]

Figure 3. 5. Casino security - weighting of selection criteria
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Casino management has permitted people to bar themselves. The programme was
launched in September 2001 and has already seen about forty people banning
themselves out of the building, "for a numbcer of reasons -- financial, family or
personal.” surveillance manager Michael Fourie. The process involves the completion
of a form set out by the Gaming Board. indicating trom which premises the individual
want to be banned.  Applicants can choose whether they want to be barred for a year
a few years or even for lile. The applicants have their photograph taken and it is
distributed to security personnel. Gaming manager, Annemie Turk. said that people

who banned themselves were not necessarily "big time spenders” (Joe. W. S. 2003).

The security department within the casino places a high emiphasis on the removal of
security threats. such as thieves, bag snatchers and card counters (15) (Figure 3. 5).
[mportance is placed on compatibility with existing data (9. as they have a large
number of records listing gangs who work in the area and people to watch out for) and
the use ol covert exclusion techniques (9, as there is a perceived need to watch these

suspects without them knowing they are being obscrved).

3.6 Privacy Rating

Discussion concerning the implementation of large-scale exclusion systems always
include speculation concerning public attitudes. One of the difficulties with what is
said aboul public attitudes. on any subject. is that interest groups tend to impute their
own lears, values and biases to the public. Most of the interest groups, who speak out
on the subject of privacy, tend to have attitudes that are not friendly to the use of
biometrics. The danger is that the more those views are repeated, the more they will
tend to shape public opinion. Although there is much talk in the access control
community about the public attitude. most who raise the point do so on a very
superticial basis. There has been little organised dialogue or ongoing discussion
concerning the subject of public attitude. It would be worthwhile study on attitudes
and biases within the various segments of the biometric community, for and against
large scale biometric systems. Some do not see it within their business interest for

there 1o be rapid progress loward large systems, since they may not feel that their
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technology or product is vel positioned to be competitive or dominant or are
concerned that a niche they occupy or intend to occupy will be squeezed out by
systems of more general application. Cf. Betamax vs. VHS; Mac OS vs. DOS vs.
Windows. etc. The in depth study of the problems of privacy is beyond this thesis

(see Westin. A. 2001 for more information).

New technology is boosting biometric surveillance (Grossman, 2003) and privacy
may vanish {orever. Just as each type of exclusion deployment can have a different
impact on privacy. each exclusion technology bears a different relation to privacy.
Some technologics have almost no privacy impact. and could scarcely be used in any
privacy-invasive lashion. Other technologies are much more likely to be associated
with privacy-invasive usage, either due to their core operation or due to extrinsic
factors. It is possible that legal and political issues such as privacy and data access
could hinder the application of biometrics (Lee. 2003). Most of the public polls
sugeest that there is nowhere near the opposition to exclusion techniques that is
claimed. Very little effort has been made by the government. the press or the
exclusion industry to explain, and to distinguish, exclusion techniques from the
controls that ought be placed on informational databases. The result is that public

concerns on the collection. use and release ol data are being largely ignored.

Privacy concerns are very difficult to address, since they change over time, and diffcers
across cultures. What is considered acceptable differs widely. and individuals are not
consistent in themselves, as shown by the Internet being considered unsafe by many,
but the same people will readily hand over their credit cards to a complete stranger at
a restaurant or over an msure phone line. Of the biometric technologies considered.
some open themselves more to privacy invasion than others. A biometric systen.
which stores information centrally, is clearly more capable ot being abused than one
in which biometric information is stored on a user’s PC or even on a smart card. The
privacy risks involved in biometric systems are heavily informed by the location of
template storage and processing. By adhering to applicable best practices, even those
lechnologies more capable of being misused - primarily facial recognition and
fingerprint - can be deployed in a privacy-sympathetic fashion (BioPrivacy Best
Practices 2003 Available online at: hitp: ‘'www.iboweb.com’ reports publicireports

privacy best practices.html).  The use of the information gathered by the casino for

-68 -



exclusion purposcs needs 1o be weighed against the possible use of the information.
Fingerprint, face and iris bave the highest privacy risk. It 1s essential that appropriate
protection should be in place to ensure the technology is not misused (Mc Cullagh. D
2003). Selt-reporting data would be wrapped in software or digital watermarks that
guard against misuse of private information by tracking who has used the data, and
where they have been moved (Roush, 2003). The manner is which proper protection

occurs 1$ beyond the scope of this study.

Identity theft, using stolen credit cards. phoney cheques, and other impostor scams to
defraud casinos. is on the increase (Vijayan 2003). Until recently. the only way to
way to attack the problem has been to add expensive screening and administration
procedures. However, steps such as hiring security guards, maintaining accurate
databases, reviewing identity documents, and asking personal questions have proven
to be costly. stopgap measures thal can be delealed by enterprising criminals.
Compared to other methods of proving identity, biometrics are the only tools that can
enhance personal privacy and still deliver effective solutions in situations that require

confirmation of identity.

Privacy places a high emphasis on the privacy risk rating of the exclusion technology
(19, as putting the wrong mformation in the wrong hands can ruin people’s lives
(Figure 3.6). Importance is placed on false rejection (15. as this leads to false
accusations against the public) and user acceptability (10, as what might be acceptable

to one person is completely unacceptable to another).

3.7 Gambling Board

There is an apparent lack of legal Torethought, with the technology being developed at
the speed of light. but the law that governs its use falling way behind. The Golden
Horse Casino. thal receives 2.500 visitors a day, has apparently not referred a single
customer to Gamblers Anonymous lor counselling since it opened its doors in 2001
(available online at: 2 June. Nuwal Witness, wow Witness.coza), A compulsive gambler
should be identitied and banned lrom a casino. Gambling Anonymous say casinos are

enjoying their "revenues at the expense of people's lives".
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Privacy Rating
Weighting of scores

@ Ease of use for publc

O Accuracy

B Intrusheness

| human Factor Limlalions

Il StabRy of Trak

O Market share by technology

W False Acceptance (Msidentification rate)
H Template Size (bytes)

@ Level of impact on existing system and processes
O identify high rolers (VIPs)

O Overt / Covert

@ Ghe /Grab

1=}

| Physical Contact

O Response Time (Speed - Relative)
O Distinctiveness (Lhique Iderifflers)
O Environmental A ffects

B User Acceptabiity

@ Mature Technology

H False rejection

B Remove security threats, such as thieves & bag snal
O compatibilty with existing data
O Verification / identification

O Behavioural / Physlological

O Privacy Risk Rating

Figure 3. 6. Privacy issues - weighting of selection criteria

Gambling board
Weighting of scores

m Ease of use for public

O Accuracy

W Intrusiveness

® human Facter Lirmitations

m Stability of Trat

O Market share by technology

m False Acceptance (Msidentfication rate)
| Template Size (bytes)

m Level of impact on existing system and processes
O Identify high rollers (VIP's)

o Overt/ Covert

@ Give/ Grab

a

| Fhysical Contact

O Response Time (Speed - Relative)
m Distinctiveness (Unique Identifiers)
o Ewvironmental Affects

m User Acceptability

m Mature Technology

| Fdse rejection

W Remave security threats, such as thieves & bag snat
O compatibilty w th existing data
O Verificetion / Identification

O Bshavioural / Physiclogical
OPrivacy Risk Rating

Figure 3.7. Gambling Board - weighting of selection criteria
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According to its licence agreement, the Golden Horse Casino must address negative
social impact through a social responsibility programme. Since the casino opened.
only six people have been reported to the Gambling Board. Casinos have three
options when dealing with compulsive gamblers. The first is for the punter to ban

him or hersell. but according to Gambling Anonymous this is unlikely as the

compulsive gambler is usually "weak". The casino does not make it easy, convenient

or simple for problem gamblers to ban themselves from the gambling floor. In order
to be banned rom each casino the gambler is currently required to go to each casino
with their identity document, where they will be photographed and logged as banned

(Mayer, R 2003, Director of National gambling Problems - personal conversation).

The second option is for the casino stafl to identity the compulsive gambler, which
should be viable as the casino staffs are sent for traming in this regard. Gambling
Anonymous said this is where both the casino and the Gambling Board have fallen
short in their duty to society. The third option is that tamilies have the right to ask
casinos to ban the punter. ‘The Gambling Board has a responsibility towards the
gambler. but relies on the casino to report problem gamblers (2 June, Natal Witness,
available online al: www C0.28).

WL SS

There 1s no legislation preventing the use of
any exclusion techniques in South African casinos. The local Gambling Boards
would encourage any way to address problem gamblers (Moodley, 2003 — KZN

Gambling Board. Personal conversation).

LAW ENFORCEMENT STATISTICS| T—O_DATE}? YEARTO| JUNE 2003
. . f | I DAT['
U Total nun_wb_cr .(_)f—c]-osurc'm' 664 _—4?1 - ;
|_:_ . Total number of um_\ucUonswl ) §2_8| _ __3_5W ___ i :
!___ B Tolal number of cases w1lhd1awn|i _____ - Tl_ o __2‘_ ) |
' Total number of andlnL casus! - 24’ o 3{
Total number of cases found not <7Ul|l\ 18 o O!
:—_ Total r numbu of 2_dl_1]_hl_ln” tables \u/uil - ”6‘).;”_ 0 6
'_ - Total number of slot machines \uzul 7 ZOO - “»59_‘|%i —2.1”
|| Total numbur_ofgoln_pulcrs su/cd\ 21 O‘ 6_9‘! 6||
J Total number of slot machines destroyedl__ 5.775] 271'” B OT
_Eal_numbcr of gambling tables dpilroycdyL - _4_4 _ O‘. _Ol'

Table
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The Gambling Board would like to publish the number ot problem gamblers removed
from casinos under their jurisdiction. as with other law enforcement statistics (Table
3.1). which indicate the total number of illegal operators closed and machines

confiscated during various raids executed by the Law Enforcement unit ot the Board.

The Gambling Board places a high emphasis on user acceptability (20, as they are
elected by the public and serve the interests of the public) (Figure 3. 7). Importance
is placed on falsely acceptance (10. as problem gamblers getting into the casino defeat
the object ol having an exclusion technique). false rejection (10, as legitimate
gamblers should not be concerned about being falsely accused as a problem gambler)
and privacy rating (10. as maintaining conlidential records is essential if problem

gamblers are to come forward and exclude themselves).

3.8 Gambling Anonymous

South Africa is ranked lourteenth in the world in terms ot gross gambling turnover,
but 39" in terms of gross domestic product and ninety-first in terms of GDP per
capita. It is estimated that the number of vulnerable problem gamblers at 5.29% of
regular gamblers. and 3.8% of all adults who have easy access to gambling, which is
50% higher than in developed countries (The National Responsible Gaming
Programme (NRGP) 2005 Available online at: hitp: www.responsibleambling.co.zi

projects !I:TVH;).

The best approach to prevent problem gamblers entering casinos is to remove the
banning responsibility from the casinos and give it to an independent body. such as
Gambling Anonymous, to take over the role of coordinator to manage the collection
and distribution ol the biometric data to the casinos. This would ensure that the
collection of the biomeltric was separated from the casino, as this certainly seems to be
a conflict ol interest scenario.  Gambling Anonymous would distribute the
information to the casinos who would add in their own wanted list, from international
casinos, local police databuscs, VIP’s ete. Hence the casino would have a stake in

applying the biometric successtully, unlike the current situation where there are
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different hard copy files of different categories of wanted people. The logs of the use
of the system could be published showing that the biometric system was being used,
without naming those found or removed. As they would not be required to show
whom the match was, no privacy laws would be broken. The number of positive

matches could then be tracked and reported as in Table 3.1.

Gambling Anonymous places a high emphasis on compatibility with existing data (20,
as they have many thousands of enrolled problem gamblers as photos and identity
numbers) and false acceptance (20, as once a problem gambler has taken the step to

be excluded they should not be allowed back into the casino) (Figure 3. 8).

Gambling anonymous
Weighting of scores

m Ease of use for public m Physical Contact

0O Accuracy OResponse Time (Speed - Relative)
W Intrusiveness @ Distinctiveness (Unique identifiers)
® human Factor Limitations oEnvironmental Affects

m Stabilty of Trait m User Acceptabilty

0 Market share by technology @ Maturs Technology

m False Acceplance (Misidentificetion rate) mFalss rejection

m Template Size (bytes) m Remove security threats, such as thieves & bag sn
m Level of impact on existing system and processes O compatibility w ith existing data

o ldentify high rollers (VIPs) O Verification / Identification

@ Overt/ Covert O Behavioural f Fhy sidogical

@ Give f Grab OFPrivacy Risk Rating

<]

Figure 3. 8. Gambling Anonymous - weighting of selection criteria

3.9 Public

Recent news reports (Chips down forever for neglectful parents, 2003-07-01, Do
gamblers not pay their municipal accounts? available online at:

http://www.iol.co.za/index. php?click_id=196&art_id%20=vn20030606070354272C89762 9&set_id=1)

highlight the concerns the public has with casinos and the lack of effort to stop
problem gambling. 'Limit impact of gambling' South African's now apparently spend

5 times more on gambling products than on books (available online at:
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http://www.news24.com/News24/South_Africa/Politics/0..2-7-12_1376881.00.html). Those

jingling coins came out of empty pockets 19th June The Star available online at:

(http://www.thestar.co.za/index. php?fSectionld=225&fArticleld=172297). Don't bet on gambling

10th June South Africa  Statistics from South Africa show that 22% of casino

gamblers are unemployed (available online at:  hitp:/www.dailynews.co.za/

index.php?fSectionld=502&fArticleld=167222). 'The Gambling Board must come to its

senses' 6th June Johannesburg & Cape Town, South Africa Source: Independent

Online/Cape Times (available online at: htip://www.iol.co.za/index php?click_id=196&art

id=vn 20030606070354 272C897629&set_id=1). In a survey “Public Attitudes Toward the

Uses of Biometric Identification Technologies by Government and the Private Sector”
a number of relevant points are raised which will not be repeated here (available

online at: http://www.search.org/policy/bio_conf/Biometricsurveyfindings pdf).

The public places a high emphasis on ease of use (25, as a system that is difficult to
use will not be adopted and the consumer will migrate to either another casino or
illegal gambling) (Figure 3. 9). Importance is placed on intrusiveness (17, as if the
exclusion technology is not seen it is not of the same concern) and physical contact

(15, as something you touch is certainly noticeable and no matter how scientific one is

about it, the lack
of education o :
f educ f Public
the public and Weighting of scores
events such as
SARS would
mean a lack of
@ Ease of use for publc m Physical Contact
support fOI' the O Accuracy O Response Time (Speed - Relative)
exclusion H hirusiveness O Distinctiveness (Linique Identlers)
[l human Factor Limkations O Environmental Affects
technique) | StabMity of Trak H User Acceplabiity
: D Market share by technology @ Meture Technalogy
H Faise Acceptance (Msidentification rate) W False rejection
B Tempiate Size (bytes) B Remove securlly threats. such as thieves & bag sn.
E Level of impact on exisling system and processes O compatibvility w th existing data
0O Kentify high rollers (VIPs) O Verfication / ident¥fication
O Overt / Covert 0 Behavioural / Physlologicel
O Give /Grab O Privacy Risk Rating
]

Figure 3. 9. Public - weighting of selection criteria
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3.10  Weighting of Role Player Importance

In order to determine the most appropriate exclusion system for a casino the eight role
players were assigned a rating ((Figure 3.10) to indicate the relative importance of
each role player to the business decision process, using a weighted score system (total
100). The values were decided upon in consultation with various casino role players
(Cape casino security managers, 2003 Caledon Casino, Hotel & Health Spa, personal

communication) hence represent no particular casino.

All the role players in the casino are concerned about problem gamblers and the new
National Gambling Act strengthens the provisions for the exclusion of problem
gamblers from casinos hence Gambling Anonymous was deemed to have the highest
influence, obtaining a majority weighting (30%) (Gambling Anonymous also had a

substantial role in formatting the new National Gambling Act).

Due to the importance, as indicated in the introduction, of the legislative factors on
casinos operating in South Africa this influenced the resulting scores considerably.
The Gambling Board (both National and Provincial) obtained a 23 % weighting
(Figure 3. 10). The casino surveillance department has not only had to enforce the
exclusion policies, but appears, possibly in conjunction with a neutral third party, to
be the way exclusions will continue to be enforced and obtained a 20% weighting. It
might be concerning that privacy concerns only rated 8% if the all role players had not
placed problem gamblers and their representative Gambling Anonymous as the

number one concern

. . Weight i i
facmg casinos. The eighting of Role Players in the Casino

remaining departments
Process

3%

Public Marketing

Gambliing 4% 10%
anonymous
30%

will only increase their
influence in the Survelllance
o 20%

weighting once the
Security

concern for problem Gambling board i

23% Privacy Rating

gamblers has been 8%

addressed.

Figure 3.10. Weighting of Role Player Importance
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Chapter 4 Results

The full results of the application of the proposed framework, applied to exclusion
from gambling of problem gamblers, as required by the new National Gambling Bill,
appear in Appendix I (Results of Role Player Evaluation) and Appendix II (Role
Player Evaluation of Evaluation Techniques), where the main role players (8) in the
casino industry evaluated, using a 1-5 Likert scale; with 1 being best, and 5 being
worst, a number of possible exclusion techniques (13) according to a range of

important criteria (25).

4.1 Role Player Rating of Exclusion Techniques

Marketing
Marketing (Figure 4. 1) rates

the use of the surveillance

Quard at the entrance

operators with a file of
photographs as the most
optimal exclusion technique
(205) and fingerprint

recognition as the least

desirable (331).

Figure 4. 1. Casino marketing department evaluation of exclusion techniques

Face recognition

Marketing (208) rates the use of face ‘ rie

. . Gambi ga 10 rymoss
recognition highly as a means of Gambig boa

. Privacy Rat
combating problem gamblers (Figure 4. &m:

S e Mok

2). Casino security (235) rates face Proess

. : : Raketsg
recognition as being less suitable than w0 200 210 20 20
markeﬁng. Comparative Scores

Figure 4. 2. Face recognition evaluation by casino role players
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Process or casino operations (205) followed by marketing (213) rate the use of a
guard at the entrance with a file of photographs as the most optimal exclusion
technique (205) and retina recognition as the least desirable (321) (Figure 4. 3).
Security (296) and surveillance (280) feel the use of a guard at the entrance with a file
of photographs would be less desirable (Figure 4. 4).

Process

Guard at the entrance

Face recognitiol Surveillance operators
Retina Identity book

Iris Recognition Drivers license

Swipe card

Proximity card
ingerprint recognition

Hand scan

Guard at the entrance

Public

Gambling anonymous
Gambling board
Privacy Rating
Security

Surveillance

Process

Marketing

0 50 100 150 200 250 300 350

Comparative Scores

Figure 4. 4. Guard at the entrance evaluation by casino role players
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Surveillance (214) and marketing (215) rate the use of iris recognition as the most

optimal exclusion technique (Figure 4.
5). The process/operations department
(301) and Gambling Anonymous (296)
feel this would be less desirable (Figure
4. 6). Surveillance rates the use of retina
recognitions as a means of combating
problem gamblers highly (225) and hand

recognition as the least desirable (304).
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Figure 4. 5. Iris recognition evaluation by casino role players

Iris-recognition technology requires reasonably controlled and cooperative user

interaction - the enrolee must remain still in a certain spot. Many users struggle to

interact with the system until they become accustomed to its operations. In

applications where user interaction Is
frequent (e.g. employee physical access),
the technology becomes easier to use.
However, applications in which user
interaction is infrequent (e.g. gamblers who
only visit the casino monthly) may

encounter ease-of-use issues.

Surveillance

Guand atthe entrance

Figure 4. 6. Casino surveillance evaluation of exclusion techniques

The accuracy claims associated with iris-recognition technology may overstate the

real-world efficacy of the technology. Because the claimed equal error rates are

derived from assessment and matching of ideal iris images (unlike those acquired in

the field), actual results may not live up to the unrealistic projections provided by

leading suppliers of the technology. Lastly, since iris technology is designed to be an

identification technology, fallback procedures may not be as fully developed as in a

verification deployment (users accustomed to identification may not carry the

necessary ID, for example). Though these issues do not reduce the effectiveness of iris
recognition technology, they must be kept in mind should a casino decide to

implement an iris-based solution (Iris Recognition Issues, 2003 Available online at:

http://www.ibgweb.com/reports/ public/reports/ iris-scan_issues.html).
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The security department rates the use of face recognition as the optimal exclusion

technique (235) and hand recognition as the least desirable (316) (Figure 4. 7).

Security

Guard at the enfrance

Face recognition Surweillance operators
Retina Identity book

Iris Recognition Drivers license

Keystroke Swipe card

Voice Proximity card
ingerprintrecognition

Hand scan

Figure 4.7. Casino surveillance department evaluation of exclusion techniques

Privacy rating dictates the use of surveillance operators with a file of photographs as
the most optimal exclusion technique (222) and fingerprint recognition as the least
desirable (369) (Figure 4. 8).

Privacy Rating

Guard at the enfrance

Face recognitio 4 Surweillance operators
Retina Identity book

Iris Recognition Drivers license

Swipe card

Voice Proximity card
ingerprintrecognition

Figure 4. 8 Casino surveillance department evaluation of exclusion techniques
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The Gambling Board rates the use of a proximity card as the most optimal exclusion
technique (220) (Figure 4. 9) and fingerprint recognition as the least desirable (369)
(Figure 4. 10). Surveillance (294) and security (296) rate the use of fingerprint
recognition highly as a means of combating problem gamblers highly. The public
(397) and Gambling Board (386) feel this would be less desirable.

Gambling board

Guard at the enfrance
4

Face recognition Surwveillance operators
Retina Identity book
Iris Recognition Drivers license
Swipe card

Proximity card
ingerprint recognition

Hand scan

Figure 4. 9. Gambling Board evaluation of exclusion techniques
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Gambling anonymous
Gambling board
Privacy Rating
Security
Surveillance
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Marketing
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Comparative Scores

Figure 4. 10. Fingerprint recognition evaluation by casino role players
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Gambling Anonymous rates the use of a swipe card as the most optimal exclusion
technique (211) and fingerprint recognition as the least desirable (347) (Figure 4. 11).

Gambling Anonymous (245), followed closely by surveillance (246) and then
marketing (248) rate the use of an identity book photo comparison and a check of the
persons ID number highly as a means of combating problem gamblers (Figure 4. 12).
The public (311) feel this would be less desirable.

Gambling anonymous

Guard at the enftrance

Face recognition 4 Surweillance operators
Retina Identity book

Iris Recognition Drivers license

Keystroke Swipe card

Voice Proximity card
ingerprint recognition

Hand scan

Figure 4. 11. Gambling Anonymous evaluation of exclusion techniques

Identity book photo & no. checked automaticaly

Public

Gambling anonymous
Gambling board
Privacy Rating
Security
Surveillance

Process

Marketing

T T T T T

0 50 100 150 200 250 360 350

Comparative Scores

Figure 4. 12. Iris recognition evaluation by casino role players
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The public rates the use of a proximity card as the most optimal exclusion technique
(218) and fingerprint recognition as the least desirable (398) (Figure 4. 13).
Surveillance (282), process (283) and security (283) rate the use of voice recognition
highly as a means of combating problem gamblers. The public (334) feels this would
be less desirable (Figure 4. 14).

Public

Guard at the entrance

Face recognition 4 Surweillance operators
Retina identity book

Iris Recognition Drivers license
Swipe card

Proximity card
ingerprint recognition

Hand scan

Figure 4. 13. Fingerprint recognition evaluation by casino role players
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Security 283
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Surveillance

Process

Marketing
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Figure 4. 14. Iris recognition evaluation by casino role players
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Chapter 5 Evaluation & Recommendations

5.1 Most Acceptable Exclusion Techniques

The role player rating was applied to each exclusion technique to create a weighted
score where face recognition was determined as the most accommodating (223) to all
the role players, followed by proximity cards (230) with fingerprint recognition (345)
as the least desirable (Figure 5.1 and 5. 2)..

Exclusion techniques calculated by role players

Guard at the entrance

Face recognition—— I“ »Surveillance operators

- Fa™y
\
’

Retina < Identity book

Drivers license photo & No.
| checked automatically

~7 Swipe card

. Marketing —=— Process Sur\)eillanc;_‘_ - ‘
— Security —x— Privacy Rating —e— Gambling board ‘
—— Gambling anonymous —=— Public J

Figure 5. 1. Exclusion techniques calculated by role players

It was determined that the only biometric currently available that may meet some of
the most important Gambling Board, casino and public criteria, while not negatively
affecting the process, marketing or privacy concerns, is face recognition (Figure 5. 2).
The advantages are: low cost, utilisation of existing records and infrastructure
(cameras), possibility of linking to the casino Most Valuable Player cards for gradual

deployment into the casino environment and, as the exclusion technology proposed is
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semi-automatic, with the operator manually capturing the image of the suspected
problem gambler and then the face recognition software automatically comparing the
suspect to a binned database (based on sex, age, race etc.), few false rejections should

occur. Statistics of problem gamblers identified and removed can then be published.

‘ The most desirable exclusion technique

Guard at the entrance
350 T
300

|
| Reti 25
etina <

' v

Face recognition . .Surveillance operators

_» Kentity book & No.

Iris Recognition sy o Drivers license photo & No.

T sw ipe card

\ Proximity card

Fingerprint recognition

Keystroke v

Voice

i Signature

| Hand scan

Figure S.2. The most desirable exclusion technique for casinos
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Figure 5. 4. Surveillance Information Network (Sin) Report
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Using face recognition the person who wishes to be banned could do the following:

The person could stand in front of the face recognition PC where a software
application takes the person through the required steps to self-ban themselves. A
camera would take a picture and the user would add the ID no., name and casinos

from which they wanted to be banned from. In this way the casino would not have to

be involved with the banning. The
Eelart Duspent wFremeg |

problem gambler could then go to a ! = o] TurTom |
h':': Tty - - e =
number of venues other than the o™ s | W e s
;lv- Vot Im II.-‘ Do Sy
casino, as is the case at present, and be e w w wmE s we s LS L
) = i 1 7 & 4 = & £
banned. Figure 5. 3 shows (Pepin, "™ 73% e s o
| | ] .. f -
2003) the type of information that T rom |
. . [ f e
might be collected along with the 1 ¥ -
. — o—— 4 A
current photo and identity number. A
I | I J | o | _®m |

Figure 5. 3. Suspect demographics

When the person to be excluded (problem gambler or suspected thief) information is
gathered from a remote station (Gambling Anonymous or another casino) the casino
would received a surveillance information network (SIN) report (Pepin, 2003) (Figure
5. 4) which details which casino the person is banned from, the period of the banning,
the identity number, favoured techniques or games and distinguishing marks and
possibly colleagues associated with the suspect. It would then be possible to send in

(via snail mail, e-mail, web form, etc.) three different pictures to be loaded into the

database, detailing the name, ID

sbyn ey

One of Nme! e

number and contact number for
verification. The casino or
independent body would then

contact the person, confirming

data submitted and confirm local

casino only, province or

countrywide.

Figure 5. 5. Face recognition match - One of nine
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It is proposed that an impartial 3" party would operate the face recognition exclusion
system, as currently in existence only in the Eastern Cape (Kirton, S, 2003, personal
communication). The 3™ party would use the video feeds from the casino cameras,
excluding those relating to back of house, gambling privileged or specific
information. The face recognition system would only retain those images when a
suspected problem gambler was found and discard all images of non-problem
gamblers. Where a possible match was found, the operator would confirm the match,
so no automatic exclusion would occur, as shown in Figure 5. 5 (Pepin, 2003). This
allows the new biometrics technologies to cut down on subjectivity in photo
identification. Right now, the casino security guard must decide if it is really the

person in the photograph or simply someone who resembles that person.

5.2 Multiple-Exclusion Systems

The application of the framework allowed multimodal exclusion techniques (possibly
face recognition linked to casino loyalty cards) to emerge as a promising way
forward. An exclusion system that utilises more than one core technology for user
authentication is referred to as multimodal (in contrast to monomodal). Multimodal
systems can offer more security for the enterprise and convenience for the end user.
Companies are adopting multiple authentication methods to ensure a higher
confidence in an individual’s identity (Shen, 2003). While face recognition was

resolved to be the preferred exclusion technique among the role players there is no

reason why any the other exclusion techniques could
not be combined with face recognition (Figure 5. 6).
It would be easy to combine some form of automatic
or manual face recognition with proximity cards or

identity books and preferred gambler cards.

Figure 5. 6. Multimodal solution — face recognition linked to a swipe card

Multiple exclusion techniques may be more accurate than a single exclusion technique
however the process flow of enrolment and verification are as relevant to real-world

performance as the underlying statistical bases for performance.
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Definitions

Active lmpostor Acceptance - When an impostor submits a modified simulated
or reproduced biometric sample, intentionally attempting to relate it to another person
who is an enrolee. and he/she is incorrectly identified or verified by a biometric
system as being that enrolee. Compare with “Passive Impostor Acceptance’.
Algorithm - A sequence of instructions that tell a biometric system how to solve a
particular problem. An algorithm will have a f{inite number of steps and is typically
used by the biometric engine to compute whether a biometric sample and template are
a match. Sec also “Artificial Neural Network”.

Attempt - The submission of a biometric sample to a biometric system for
identification or verification. A biometric system may allow more than one attempt to
identily or verily.

Authentication - Alternative term for “Verification'.

Automatic 1D/Auto ID - An umbrella term for any biometric system or other security
technology that uscs automatic means to check identity. This applies to both one-to-
one verification and one-to-many identitication.

Behavioural Biometric - A biometric, which is charactlerised by a behavioural trait
that is learnt and acquired over time. rather than a physiological characteristic.
However. physiological elements may influence the monitored behaviour.

Biometric - A measurable. physical characteristic or personal behavioural trait used
to recognise the identity. or verily the claimed identity, ol an enrolee.

Biometric Application - The use to which a biometric system is put.

Biometric Data - The information extracted from the biometric sample and used
etther to build a reference template (template data) or to compare against a previously
created reference template (comparison data).

Biometric Engine - The software clement of the biometric system, which processes



biometric data during the stages of enrolment, capture, extraction and comparison.
Biometric Device - The part of a biometric system containing the sensor that captures
a biomelric sample from an individual.

Biometric Sample - Raw data representing a biometric characteristic of an end-user
as captured by a biometric system (for example the image of a fingerprint).

Capture - The method of taking a biometric sample from the end user.

Comparison - The process of comparing a biometric sample with a previously stored
reference template or templates. See also “One-To-Many™ and ‘One-To-One’.

Claim of Identity - When a biometric sample is submitted to a biometric system to
verify a claimed identity.

Claimant - A person submitting a biometric sample for verification or identification
whilst claiming a legitimate or false identity.

Database - Any storage of biometric templates and related end user information.
Even il only one biometric template or record is stored. the database will simply be “a
database of one™. Generally speaking, however, a database will contain a number of
biometric records.

End User - A person who interacts with a biometric system to enrol or have his/her
identity checked.

Encryption - The act of converting biometric data into a code so that is it unable to be
read. A key i1s used to decrypt (decode) the encrypted biometric data.

Enrolee - A person who has a biometric reference template on file.

Enrolment - The process of collecting biometric samples from a person. subsequent
preparation and storage of biometric reference templates.

Enrolment Time - The time period a person must spend (o have his/her biometric
relerence lemplate successfully created.

Equal Error Rate - The error rate occurring when the decision threshold of a system
1s set so that the proportion of false rejections will be approximately equal to the
proportion of false acceptances.

Extraction - The process of converting a captured biometric sample into biometric
data so that it can be compared to a reference template.

Failure to Acquire - Failure of a biometric system o capture and extract biometric
data (comparison data).

Failure to Acquire Rate - 'The [requency of a tailure to acquire.

Failure to Enrol - Failure of the biometric system to form a proper enrolment
template for an end-user. The failure may be due to failure to capture the biometric
sample or failure to extract template data (of sufticient quality).

Failure to Enrol Rate - The proportion of the population of end-users failing to
complete enrolment

False Acceptance - When a biometric system incorrectly identifies an individual or
incorrectly vertties an impostor against a claimed identity.

False Acceptance Rate/FAR - The probability that a biometric system  will
mcorrectly identily an individual or will fail to reject an impostor. The rate given
normally assumes passive impostor attempts. The False Accept Rate may be

estimated as FAR = NFA / NIIA or FAR = NFA / NIVA where
FAR is the false acceptance rate
NEA is the number of talse acceptances
NITA 1s the number of impostor identification attempts
NIVA 1s the number of impostor verification attempts

False Rejection - When a biometric system Tails to identify an enrolee or fails to
verify the legitimate claimed identity of an enrolee.
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False Rejection Rate/FRR - The probability that a biometric system will fail to
identify an enrolee, or verify the legitimate claimed identity of an enrolee. The False
Rejection Rate may be estimated as follows:

FRR NFR / NEIA o FRR = NFR / NEVA  where
FRR is the false rejection rate
NI'R is the number of false rejections
NLETA is the number of enrolee identification attempts
NEVA 1s the number of enrolee verification attempts

This estimate assumes that the enrolee identilication/verification attempts are
representative of those for the whole population of end-users. The False Rejection
Rate normally excludes “Failure to Acquire” errors

Field Test / Field Trial - A trial of a biometric application in “real-world” as opposed
to laboratory conditions.

Filtering - The process of classifying biometric data according to information that is
unrelated (o the biometric data itself. This may involve filtering by sex, age, hair
colour or other distinguishing factors. and including this information in the database .
Goats - Biometric system end users whose patlern of activity when interfacing with
the svstem varies beyond the specified range allowed by the system, and who
consequently may be falsely rejected by the system.

ldentification/ldentify - The one-to-many process of comparing a submitted
biometric sample against all of the biometric reference templates on file to determine
whether it matches any ol the templates and, if so. the identity of the enrolee whose
template was matched. The biometric system using the one-to-many approach is
seeking to hind an identity amongst a database rather than verify a claimed identity.
Contrast with ~Verilication.

Impostor - A person who submits a biometric sample in either an intentional or
inadvertent attempt to pass him/hersell off as another person who is an enrolee.
In-House Test - A test carried out entirely within the environs of the biometric
developer. which may or may not involve external user participation.

Live Capture - The process of capturing a biometric sample by an interaction
between an end user and a biometric system.

Match/Matching - The process ot comparing a biometric sample against a previously
stored template and scoring the level of similarity. An accept or reject decision is then
based upon whether this score exceeds the given threshold.

Multiple Biometric - A biometric system that includes more than one biometric
system or biometric technology.

Neural Net/Neural Network - One particular type of algorithm. An artificial neural
network uses artihicial intelligence to fearn by past experience and compute whether a
biometric sample and template are a malch.

Performance Criteria - Pre-determined criteria established to evaluate the
performance of the biometric system under test.

Physical/Physiological Biometric - A biometric which 1s characterised by a physical
characteristic rather than a behavioural trait. However, behavioural elements may
influence the biometric sample captured.

Population - The set of end-users for the application.

Recognition - The preferred term is “Identification”.

Record - The template and other information about the end-user (e.¢. banned)
Response Time - The time period for a biometric system to return a decision on
identification or verification of'a biometric sample.



Score - The level of similarity from comparing a biometric sample against a
previously stored template.

Template/Reference Template - Data. which represents the biometric measurement
of an enrolee. used by a biometric system for comparison against subsequently
submitted biometric samples.

Template Ageing - The degree to which biometric data evolves and changes over
time, and the process by which templates account for this change.

Template Size - The amount of computer memory taken up by the biometric data.
Third Party Test - An objective test, independent of a biometric vendor, usually
carried out entirely within a test laboratory in controlled environmental conditions.
Threshold/Decision Threshold - The acceptance or rejection of biometric data is
dependent on the match score falling above or below the threshold. The threshold is
adjustable so that the biometric system can be more or less strict, depending on the
requirements of any given biometric application.

Throughput Rate - The number of end users that a biometric system can process
within a stated time interval.

Type I Error - In statistics. the rejection of the null hypothesis (default assumption)
when it is true. In a biometric system the usual default assumption is that the claimant
is genuine. in which case this error corresponds to a “False Rejection’.

Type Il Error - In statistics. the acceptance of the null hypothesis (default
assumption) when it is false. In a biometric system the usual default assumption is thar
the claimant is genuine, so this errvor corresponds to a *False Acceptance’.

User - The client to any biometric vendor. The user must be differentiated from the
end user and is responsible for managing and implementing the biometric application
rather than actually interacting with the biometric system.

Validation -The process of demonstrating that the system under consideration meets
in all respects the specification of that system.

Verification/Verify - The process of comparing a submitted biometric sample against
the biometric reference template of a single enrolee whose identity is being claimed.
to determine whether it matches the enrolec’s template. Contrast with ‘ldentitication’.
WSQ (Wavelet Transform/Scalar Quantisation) - A compression algorithm used to
reduce the size of reference lemplates

(Association for Biometrics (AfB) and International Computer Security Association
(ICSA) 1999).
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Appendix I — Results of Role Player Evaluation
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Appendix II — Role Player Evaluation of Evaluation

Techniques

1
Casing . Legislative Public
Privacy Gambling Gambling Weighted
Muksting  Process  Surveilance Secwity Rating  bowd  amomymous  Public  AVG  Score
Weighted Score (total 100) - 3 @ 2 [} o x 1 Hui)
Current solutions ) )
hiard o) tha wrkimnn s v O pOLSEAERA 213 0 2% 242 5 F ) 1 #
Sarvellance oparatirs with  fls of pholographs pel) 275 o 254 M Mg 247 24
Alternative rolutions
Paper(?) hased salurion
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Drrrers Baenies *x7 .- p- 1] Ll =9 x7 47 n pezi] X4
Card based solution
Swipe card 72 255 o E ] 75 i
Provimty card 28 20 % 207 % m
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Contact biometrics
Thysiological characteristic .
Fugerpret recogmbion 331 30 24 =% 2 3% 7 mw k3] 45
Hand e s % o 316 4 73 E 4 ™
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Signanue B 7 2% k) w7 » % 0 pe ™
Vouce =0 263 22 203 20 e s 3 = 301
Regstroks 2 &3 e = a 0 w x5 w0
Non-Contact hiomatries
Overt biometric acquisition
Ins Recoguitton 25 o 23 21 2 = 2
Retina =9 ™ 5 F3 = 20 %
Covert biomearic acquisition
Faca resoguition m 7] ™ m
MAX 33 = S04 318 o k] kg ) s 36
M o5 @ 24 2% z m e s B2
Indicates the lowest score
. . . . .
Table I1. 1. Weighted evaluation of multiple exclusion techniques.

The opinions expressed in this document are the views of the author and do not
necessarily reflect those of the views of Intervid, Intervid Technologies, Intervid
International, the National Gambling Board, provincial gambling Board, any casino,

casino management, casino employee or any other party.

THE END
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